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APNIC Labs has been delegated 304 distinct sub-zones of generic top-level domains for the purposes 
of measuring overall and per-country acceptance of these domains by end users and the DNS system 
as a whole. While no systematic complete block of any particular top level domain across the entire 
Internet was detected using this measurement process, there are some indications that some 
Internationalized Domain Name (IDN) domains, and some specific domains in some countries are not 
universally accessible. 
 
APNIC Labs was requested to explore an aspect of “Universal Acceptance” by testing the visibility of 
names within certain new Generic Top Level Domains (gTLDs) by end users. In this context visibility 
of a domain name is both a function of the DNS (Can names within a GTLD be successfully resolved 
by users’ DNS resolvers?) and a function of the web (Can URLs using names within a GTLD be 
fetched by users’ browsers?). A combination of DNS and HTTP fetches are performed by the APNIC 
Labs measurement system, and this permits both visibility considerations to be tested per user for a 
collection of names from within a set of new gTLDs, for a large random selection of users worldwide.  

The	
  Test	
  Process	
  
 
Between the 9th of June 2015 and the 10th of July 2015, APNIC ran a total of 184,031,694 tests, 
involving 36,641,711 end users. We excluded from consideration those instances where the user’s 
system did not complete execution of the test script (they failed to return an explicit end-user result 
marker), leaving 23,482,778 distinct users testing 117,413,893 domain names. 
 

Total Users Tested:    36,641,711  
Total Domain Tests: 184,031,694 5.0224 tests/user 
Result-confirming Users:   23,482,778  
Result-confirming Tests Applied:  117,413,893 5 tests / user. 

 
The test script requests the retrieval of five URLs, each involving a unique domain name within each 
of 5 distinct gTLDs drawn from the larger set of gTLDs being tested. The test also involves a “result” 
fetch, which is executed either when the other five URLs have been retrieved or when a 10 second 
timer has elapsed. The “result” fetch includes additional arguments in the fetch string which are the 
encoded client-side measurements of the elapsed time taken to retrieve each of the URLs, or a “null” 
value if the URL was not retrieved when the 10 second timer occurred. The domain names 
themselves are not included in these arguments, but instead an index into the complete wordlist is 
used. In a small number of cases the user completed the fetch some time after the 10 second timer 
had expired, and in these cases we used the fetch as an indicated that the user was able to fetch the 
particular name. 
 
If there is systematic blocking of a name it may occur in a number of places.  
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• DNS queries for a name may be blocked, in which case the authoritative name servers for the 
zone will not be passed any DNS queries from the network where the block is being 
performed.  

 
• A more subtle form of blocking is where the DNS response is used to perform the block, either 

by substituting a synthetic “no such name” response or by rapidly responding with a synthetic 
response, so that the resolver will reject the subsequent genuine response as an unsolicited 
echo. In this case the authoritative name server will still see the DNS queries, but there will be 
no subsequent fetch of the Web object.  

 
• Another form of blocking is to leave the DNS query and response alone but perform blocking 

on the Web object fetch. This can be performed by blocking the HTTP web query form 
reaching the web server. The server infrastructure also sees this as a a DNS query but no 
matching subsequent Web query. 

 
• The last potential case is blocking of the delivery of the Web response to the client. This is not 

directly detectable by the server infrastructure, but can be inferred as a possible reason in 
those cases where the web server reports a URL query and response, yet the user’s result 
report reports that it did not retrieve the URL. 

Methodology	
  
 
The set of gTLDs, and the names within these GTLDs to test was nominated by ICANN. For each one, 
a distinct sub-delegation was registered by ICANN, pointing to a second or third-level delegation 
(depending on the gTLD or ccTLD policy). 
  
The set of registered sub-domains was as follows: 
 

icann.academy	
   icann.accountants	
   icann.actor	
   icann.agency	
   icann.airforce	
   icann.army	
  
icann.associates	
   icann.attorney	
   icann.auction	
   icann.audio	
   icann.band	
   icann.bar	
  
icann.bargains	
   icann.beer	
   icann.best	
   icann.bid	
   icann.bike	
   icann.bio	
  
icann.black	
   icann.blackfriday	
   icann.blue	
   icann.boutique	
   icann.brussels	
   icann.build	
  
icann.builders	
   icann.business	
   icann.buzz	
   icann.bzh	
   icann.cab	
   icann.camera	
  
icann.camp	
   icann.capetown	
   icann.capital	
   icann.cards	
   icann.care	
   icann.career	
  
icann.careers	
   icann.casa	
   icann.cash	
   icann.catering	
   icann.center	
   icann.ceo	
  
icann.cheap	
   icann.christmas	
   testo.church	
   icann.city	
   icann.claims	
   icann.cleaning	
  
icann.click	
   icann.clinic	
   icann.clothing	
   ekzameno.co.il	
   icann.coach	
   icann.codes	
  
icann.coffee	
   icann.cologne	
   icann.community	
   testo.company	
   icann.computer	
   icann.condos	
  
icann.construction	
   icann.contractors	
   icann.cooking	
   icann.cool	
   icann.country	
   icann.credit	
  
icann.creditcard	
   icann.cricket	
   icann.cruises	
   icann.cymru	
   icann.dance	
   icann.dating	
  
icann.deals	
   icann.degree	
   icann.delivery	
   testo.democrat	
   icann.dental	
   icann.dentist	
  
icann.desi	
   icann.diamonds	
   icann.diet	
   icann.digital	
   icann.direct	
   testo.directory	
  
icann.discount	
   testo.domains	
   icann.durban	
   icann.education	
   testo.email	
   icann.energy	
  
icann.engineer	
   icann.engineering	
   icann.enterprises	
   icann.equipment	
   icann.estate	
   icann.events	
  
icann.exchange	
   icann.expert	
   testo.exposed	
   testo.fail	
   icann.farm	
   icann.fashion	
  
icann.finance	
   icann.financial	
   icann.fish	
   icann.fishing	
   icann.fitness	
   icann.flights	
  
icann.florist	
   icann.flowers	
   icann.forsale	
   icann.foundation	
   icann.frl	
   icann.fund	
  
icann.furniture	
   icann.futbol	
   icann.gallery	
   icann.garden	
   icann.gent	
   icann.gift	
  
icann.gifts	
   icann.gives	
   icann.glass	
   icann.graphics	
   icann.gratis	
   testo.gripe	
  
icann.guide	
   icann.guitars	
   icann.guru	
   icann.haus	
   icann.healthcare	
   icann.help	
  
icann.hiphop	
   icann.holdings	
   icann.holiday	
   icann.horse	
   icann.host	
   icann.hosting	
  
icann.house	
   icann.how	
   icann.immo	
   icann.immobilien	
   icann.industries	
   icann.ink	
  
icann.institute	
   icann.insure	
   icann.international	
   icann.investments	
   icann.jetzt	
   icann.joburg	
  
icann.juegos	
   icann.kaufen	
   icann.kim	
   icann.kitchen	
   icann.kiwi	
   icann.koeln	
  
icann.land	
   icann.lawyer	
   icann.lease	
   testo.lgbt	
   icann.life	
   icann.lighting	
  
icann.limited	
   icann.limo	
   icann.link	
   icann.loans	
   icann.london	
   icann.maison	
  
icann.management	
   icann.market	
   icann.marketing	
   icann.media	
   icann.memorial	
   icann.menu	
  
ekzameno.mobi	
   icann.moda	
   icann.moe	
   icann.money	
   icann.mortgage	
   trial.moscow	
  
icann.nagoya	
   ekzameno.name	
   icann.navy	
   icann.network	
   icann.ngo	
   icann.ninja	
  
icann.okinawa	
   icann.ong	
   icann.ooo	
   icann.osaka	
   icann.paris	
   icann.partners	
  
icann.parts	
   icann.party	
   icann.photo	
   icann.photography	
   icann.photos	
   icann.pics	
  
icann.pictures	
   icann.pink	
   icann.pizza	
   icann.place	
   icann.plumbing	
   testo.poker	
  
icann.press	
   icann.productions	
   icann.properties	
   icann.property	
   icann.pub	
   icann.qpon	
  
icann.quebec	
   icann.recipes	
   icann.red	
   icann.rehab	
   icann.reisen	
   icann.rentals	
  
icann.repair	
   icann.report	
   testo.republican	
   icann.rest	
   icann.restaurant	
   icann.reviews	
  
icann.rip	
   icann.rocks	
   icann.rodeo	
   icann.ryukyu	
   icann.saarland	
   icann.sarl	
  
icann.schule	
   testo.science	
   icann.services	
   testo.sexy	
   testo.shiksha	
   icann.shoes	
  
testo.singles	
   icann.social	
   icann.software	
   icann.solar	
   tryout.solutions	
   icann.soy	
  
icann.space	
   icann.supplies	
   icann.supply	
   icann.support	
   icann.surf	
   icann.surgery	
  



testo.sx	
   tryout.sx	
   icann.systems	
   icann.tatar	
   icann.tattoo	
   icann.tax	
  
testo.technology	
   testo.tel	
   icann.tienda	
   icann.tips	
   icann.tires	
   icann.tirol	
  
testo.today	
   icann.tokyo	
   icann.tools	
   icann.town	
   icann.toys	
   icann.trade	
  
icann.training	
   icann.university	
   icann.uno	
   icann.vacations	
   icann.ventures	
   icann.vet	
  

icann.viajes	
   icann.villas	
   icann.vision	
   icann.vlaanderen	
   icann.vodka	
   icann.voting	
  
icann.voyage	
   icann.wales	
   tryout.wang	
   icann.watch	
   icann.webcam	
   icann.website	
  
icann.wedding	
   icann.whoswho	
   icann.wien	
   testo.wiki	
   icann.work	
   icann.works	
  
icann.world	
   testo.wtf	
   testo.xyz	
   icann.yoga	
   icann.yokohama	
   icann.zone	
  

 
icann.xn-­‐-­‐6qq986b3xl	
   xn-­‐-­‐80akhbyknj4f.xn-­‐-­‐80adxhks	
  
xn-­‐-­‐80akhbyknj4f.xn-­‐-­‐80asehdb	
   xn-­‐-­‐80akhbyknj4f.xn-­‐-­‐80aswg	
  
xn-­‐-­‐80akhbyknj4f.xn-­‐-­‐c1avg	
   xn-­‐-­‐11b5bs3a9aj6g.xn-­‐-­‐i1b6b1a6a2e	
  
xn-­‐-­‐hgbk6aj7f53bba.xn-­‐-­‐mgbab2bd	
   xn-­‐-­‐hgbk7fnr.xn-­‐-­‐ngbc5azd	
  
xn-­‐-­‐hgbk6aj7f53bba.xn-­‐-­‐mgbab2bd	
   icann.xn-­‐-­‐q9jyb4c	
  

 
 
The registration for “testo.tel” was not successful. However tests were made against this name. This 
stands as a ‘control fetch’ of a non-delegated domain and should show for any sub-sample of our 
experiment a complete failure to fetch the test in DNS and the Web.  
 
The domain name “eczameno.co.il” was included as a check of what has been commonly assumed to 
be the existence of systematic filtering of the “.il” ccTLD by some countries or networks. This was 
observed to be the case in two countries, and this particular name test stands as a control indicating 
that this test process can detect systematic filtering of DNS and web where it is believed to exist. 
 
Two subdomains were included from the ccTLD “.sx” being “testo.sx” and “tryout.sx” –which caused 
approximately double the sample rate of other gTLD/ccTLD. This has been adjusted for in the 
presentation of results. 
 
Measurement activity began before the 9th of June. A stable set of domains existed with indexing by 
the 9th, and a brief window of ‘catch-up’ testing was performed with a subset of domains to equalize 
the query load per domain, before a unified test sequence was run to the completion of the tests on 
the 10th of July.  
 
The NS of this listed delegation was assigned to an IPv4 and IPv6 address of a DNS and Web server 
operated by APNIC Labs in a data centre located in Dallas, Texas. Each zone was declared to exist 
with this server as the sole authoritative server for the zone. The zone was populated with a wildcard 
entry, and unique name label elements were included in every test, to that the corresponding DNS 
address resolution queries for any domain name would be answered by the server as there was no 
prior cached entry for each unique name. The address record of the name was again that of this 
server, so any consequent activity, such as the fetch of a web object, would also be directed to this 
server.  
 
APNIC Labs configured its measurement system to proffer 5 selections from the list of names to each 
client performing the measurement. The 5 names were taken in sequence from the list, modulo the list 
size (i.e. it operated as a ‘ring buffer’ and at index 304 into the list, it reset to index 1,2,3 &c) so that 
each client was asked to fetch 5 distinct named entities drawn from the entire list of delegated names.  
 
Each client is selected at random by virtue of the measurement script being embedded in an online 
advertisement system (operated by Google), so that the client selection and subsequent measurement 
activity is based on advertisement impression. This resulted in an overall test volume for each of the 
304 names of approximately 500,000 and 1,200,000 clients in this 30 day interval. 

Data	
  Analysis	
  
 
The experiment has been structured such that a series of DNS queries and Web fetches can be 
successfully matched against an individual experiment by the use of placing a number of fields in the 
unique name part of the test domain names. This includes a unique common substring for each 
executing of the experiment, so that the 5 tested names and the result line will share this unique 
common substring. The time when the test was created is also included that that we can distinguish 
between the initial execution of the script and any subsequent execution of the script by caches and 
other forms of middleware. 
 
For each experiment we derived a unique identity string encoded into the domain name, which 
became an ‘experiment’ identifier. This identifier was then cross-correlated into the DNS and Web and 
used to combine with the results line, to form a flag setting for that name: 



1. Result Line seen. This was to exclude random drop, loss or non-completion of the experiment. 
Although more experiments were run than proffered a result line, filtering to only those that 
provided a results fetch gives us a higher confidence in the outcome. 

 
2. DNS seen. This confirmed a DNS request for the ‘A’ record was logged by the authoritative 

DNS server. 
 
3. Web seen. This confirmed that aweb blot was fetched for the name. If the result line at 10 

seconds responded ‘null’ but we subsequently saw a fetch inside 120 seconds of the original 
experiment, we marked it as fetched. 

 
The total number of experiments per gTLD, per economy, and the flags were collated, and are 
presented below as a list of 304 names, where the bar encodes in sequence: 

• the total of proffered experiments (and did not necessarily generate a result) (orange)  
• the % which successfully fetched a 1x1 with dns (green)  
• the % which were seen to fetch the dns but did not complete a web fetch (red) 
• the % which did neither dns nor web (blue)  
• the % which performed a web fetch, but it was not recorded in the result (black) 

 
If no clients that were posed a test for a particular domain name in a country then the result is shown 
as a white bar. 

Results	
  
 
Several broad sub-classes of outcome are visible across the collections of per-country results: 
 

• Countries with no visible pattern of filtering in DNS and Web. These economies show a slight 
variable quantity of experiments presented but not fetched, but where a DNS fetch is made, 
the web fetch is generally possible. Most western economies, G20/G8 economies display this 
pattern. A good example of this class of countries is France. Within this class of behavior 
there are eleven names are showing a problem. One of these is the .tel name which is 
undelegated. The remaining ten names are IDN names, and while all users appear to be 
querying the DNS for this name, 10% of users do not perform web fetches for eight of these 
names, and 20% of names are seen as web fetches, but not reported in the client-side result 
report. In two cases and this figure rises to 30% of users who do not perform a DNS query for 
the name, but there is a drop in the number of unreported web fetches.  

 
• Countries where there is a delay or loss component in the DNS but no signs of systematic 

filtering. These tended to be isolated island or emerging internet economies, with additional 
RTT delay to the DNS and web, or where use of proxy services is suspected. Examples of this 
class of countries include Fiji (FJ) Kenya (KE) and New Caledonia (NC). It is possible some of 
the loss of web fetch is proxies, or other intermediary systems. 

 
• Countries where insufficient samples were seen across the entire set of domains to make any 

clear statement, such as Eritrea (50 samples) Falkland Islands (70 samples). 
 
• ISO3166 Economy codes which have no assigned IP addresses visible in the testing regime. 

These economies are:  
AQ Antarctica 
BL St Barthelemy 
BV Bouvet Island 
CC Cocos (Keeling) Islands 
CX Christmas Island 
EH Western Sahara 
GS South Georgia & the South Sandwich Islands 
HM Heard Island & McDonald Islands 
NF Norfolk Island 
PN Pitcairn 
SH St Helena 
SJ Svalbard & Jan Mayen 
TF French Southern & Antarctic Lands 
UM US minor outlying islands 

 



There are two clear instances of systematic name blocking at a national level that are visible in this 
data, namely Iran (IR) and Syria (SY). Iran is blocking web access to “.il” domain names. Interestingly, 
there is no visible issue with the use of IDN names in Iran, and the 18% failure rate for IDN names is 
not visibly different to the failure rate associated with other names. Iran is also showing some level of 
inability to access “.sexy” with a 40% failure rate for Web retrieval. Syria also appears to block “.il” 
domain names, but in this case users in Syria also show some issues with the web retrieval of IDN 
names. 
 
There appears to be a widespread issue with the visibility of IDN names. Given the preponderance of 
Windows based systems in the measurement technique being used here, we believe this will 
ultimately relate to a specific Windows browser version. Further study is required to confirm which 
systems and browser components may be causing this effect. 
 
 

Conclusions	
  
 
There is little evidence in the measurements conducted by APNIC Labs of any form of widespread 
systematic blocking of particular gTLD names at a national level for this subset of recently introduced 
gTLD names for “conventional” (non –IDN) names. 
 
One country (Iran) shows some evidence of a piecemeal block of names within the “.sexy” gTLD. 
 
On the other hand, IDN names do not appear to be universally accepted, and all ten IDN names 
tested here showed some degree of failure on the past of the users. Two names in particular, xn--
80adxhks (Moscow) and xn--mgbab2bd (Bazaar), appear to be significantly more prone to failure than 
the other IDN names being tested, while the other names showed both failure to perform a web fetch, 
and failure to include the web fetch into the reported results. It is unclear why two IDN names have a 
higher failure rate than the other eight, nor is it clear at this point why the failure profile differs between 
these two IDN names and the other eight. This could be further investigated by a combination of 
browser string analysis from this test log and testing of particular operating system/browser 
combinations. 
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