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Israeli ISPs

Visible ASNs: Customer Populations (Est.)

Rank ASN AS Name CC Users (est.) % of country % of Internet Samples
1 AS12400 PARTNER-AS IL 1,804,074 23.14 0.042 705,984
2 AS1680 NV-ASN CELLCOM ltd. IL 1,485,747 19.06 0.034 581414
3 AS12849 HOTNET-IL AMS-IX Admin LAN IL 1,030,062 13.21 0.024 403,092
4 AS8551 BEZEQ-INTERNATIONAL-AS Bezeqint Internet Backbone |IL 899,318 11.53 0.021 351,928
5 AS16116 Pelephone Communications IL 670,854 8.6 0.016 262,524
6 AS6810 BEZEK IL 470,774 6.04 0.011 184,227
7 AS21450 MIRS-AS IL 403,761 5.18 0.009 158,003
8 AS47956 XFONE IL 271,871 3.49 0.006 106,391
9 AS198484 IL-GOLANTELECOM IL 138,157 1.77 0.003 54,065

IL

=S
N =

AS202940 ITCNG ITC Internet Service Provider

114,037 1.46 0.003 44,626



Use of IPv6 in Israel

ASN AS Name IPv6 Capable IPv6 Preferred Samples
AS12400 PARTNER-AS 43.01% 42.33% 367,143
AS1680  NV-ASN CELLCOM Itd. 38.36% 37.70% 299,684
AS12849 HOTNET-IL AMS-IX Admin LAN 59.07% 58.09% 215,383
AS8551  BEZEQ-INTERNATIONAL-AS Bezegint Internet Backbone 29.79% 28.55% 139,461
AS16116 Pelephone Communications 73.21% 72.32% 127,087
AS6810  BEZEK 79.93% 73.43% 102,178
AS21450 MIRS-AS 59.33% 58.30% 76,539
AS47956 XFONE 58.43% 52.74% 53,123
AS202940 ITCNG ITC Internet Service Provider 39.46% 38.99% 22,911 e
AS198484 IL-GOLANTELECOM 57.86% 55.20% 20,453

AS51825 TELZAR-ASN 5.84% 562% 18,833
AS8948  PRIMO-099 0.44% 0.16% 8,564
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Use of DNSSEC in Israel

Use of DNSSEC Validation for Israel (IL)
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Use of DNSSEC in Isrsel

Use of DNSSEC Validation for Israel (IL)

Zoom: [1h ] [1d] (5d] (1w ] [1m] [3m] (6m] [y] [mex] @ Validating @ Mixed ®Tota
I -

ASN AS Name DNSSEC Validates Partial Validation Samples
AS12400 PARTNER-AS 7.18% 24.59% 189,654
AS1680 NV-ASN CELLCOM Itd. 95.22% 4.37% 158,360
AS12849 HOTNET-IL AMS-IX Admin LAN 21.09% 27.48% 109,988
AS8551 BEZEQ-INTERNATIONAL-AS Bezeqint Internet Backbone 84.23% 11.57% 74,625
AS16116 Pelephone Communications 1.29% 0.82% 70,651
AS6810 BEZEK 5.81% 1.88% 54,032
AS21450 MIRS-AS 1.16% 0.61% 42,782
AS47956 XFONE 97.72% 2.22% 28,554
AS202940 ITCNG ITC Internet Service Provider 93.42% 6.16% 11,972
AS198484 IL-GOLANTELECOM 97.12% 2.72% 11,038
AS51825 TELZAR-ASN 3.97% 8.49% 10,071
AS42925 RIMON1 24.90% 14.53% 5,080

AS208905 TAMARES-AS 94.22% 3.95% 4,380
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DNS Resolver use in Israel

Zoom: @ @ @ [E] @ ®@sameas @ greenteamdns ®googlepdns @samecc @cloudflare @opendns @diffcc
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ASN
AS12400
AS1680
AS12849
AS8551
AS16116
AS6810
AS21450
AS47956
AS202940
AS198484
AS51825

DNS Resolver use in Israel

Zoom: th] [1d][5d] (1w ] [Am] [3m] [6m  [1y] [max]

AS Name
PARTNER-AS
NV-ASN CELLCOM ltd.
HOTNET-IL AMS-IX Admin LAN
BEZEQ-INTERNATIONAL-AS Bezeqint Internet Backbone
Pelephone Communications
BEZEK
MIRS-AS
XFONE
ITCNG ITC Internet Service Provider
IL-GOLANTELECOM
TELZAR-ASN

@®sameas @ greenteamdns @ googlepdns

sameas greenteamdns googlepdns

89.001%

0.000%
49.945%

0.000%
97.700%
92.798%
83.088%
95.690%
78.198%

0.000%
89.012%

0.135%
94.021%
0.043%
85.496%
0.344%
0.048%
0.213%
0.082%
0.118%
66.218%
0.147%

a < n

7.249%
4.200%
48.206%
11.290%
0.982%
5.846%
1.000%
2.912%
17.503%
33.005%
2.876%

n 2022

samecc
1.881%
0.317%
0.145%
0.158%
0.415%
0.210%
15.319%
0.074%
0.276%
0.278%
0.138%

E

@®samecc @cloudflare @opendns @ diffcc

cloudflare
1.128%
0.850%
1.126%
1.600%
0.415%
0.891%
0.270%
0.551%
1.836%
0.366%
0.465%

opendns
0.403%
0.403%
0.319%
0.665%
0.073%
0.112%
0.047%
0.517%
0.949%
0.061%
7.194%
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diffcc  diffcceu

0.178%
0.201%
0.200%
0.752%
0.070%
0.092%
0.062%
0.166%
1.122%
0.072%
0.051%
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0.110%
0.094%
0.114%
0.276%
0.027%
0.029%
0.015%
0.022%
0.946%
0.016%

0.010%

diffccneu
0.068%
0.107%
0.085%
0.476%
0.044%
0.063%
0.046%
0.144%
0.176%
0.056%
0.041%

level3 Samples

0.003%
0.004%
0.007%
0.033%
0.001%
0.002%
0.000%
0.000%
0.000%
0.000%
0.000%

279,981
226,944
163,318
162,377
96,525
83,996
60,331
40,623
17,285
15,771
14,067



S50 much to measurs..

so little time!



How and what

* The basic questions are to figure out what measurement approach to
use:
* whole of network metrics vs sample measurements
* system behviour metrics vs user experience metrics vs component metrics
* snapshot metrics vs time series measurements

* And then figure out how to perform the measurement:
* Passive vs active
* Dedicated probes vs enrolment
* Deliberate and Intentional vs Opportunistic



APNIC's path into measurement

2010:

IPv4 exhaustion is just around the corner - so how “ready” are we to operate an
IPv6 Internet?



"Measurable" IPv6 Questions

 How much traffic uses IPv6?

* How many connections use IPv6?

* How many routes are IPv6 routes?

* How many service providers offer IPv6?

* How many domain names have AAAA RRs?

* How many domain NS’s use AAAA’s?

* How many DNS queries are for AAAA RRs?

* How many DNS queries are made over IPv6?
* How many end devices have IPv6?

* How many end devices use IPv6?



Close, but

* None of these specific measurement questions really embrace the
larger question of IPv6 “readiness” for the Internet as a whole
* They are all aimed at measuring IPv6 within particular facets of the network

infrastructure, but they don’t encompass all of the infrastructure of the
network at once



What's the question?

* To make an IPv6 connection everything else (routing, forwarding,
DNS, transport) has to work with IPv6

* SO can we measure:

How many connected devices on today’s Internet are
capable of making IPvb connections?

* What if we use scripting on a web server to text the capabilities of
clients via a scripted set of related web object fetches



Scale of Mesasurement

* We really need to use a massively popular web service to conduct this

experiment

* But “massively popular web services” worry constantly about service
resiliency and privacy of their data regarding users

* They tend to be extremely suspicious of adding script elements to their
service that performs third party dual stack tests with their clients (and | can’t

blame them!)

* So, we need to rethink this approach...



How to conduct mesasurements at
scale

Be Google

‘

U
\ 215



How to conduct mesasurements at
scale

Or get Google to place your measurement code on millions of end
user’s systems, all of the time



How to conduct mesasurements at
scale

How?



Online Ads

REMINDER: - should not profit from
SOMETIMES YOU SREATRTEN?

NEED TO LET THE ©80comments
WILD OUT

{rememberto breethe) Cutting cord too early 'risks health'

e Exclusive: Childbirth

- experts query policy after
research suggests early
clamping of umbilical cord
can lead to iron deficiency
anaemia

() 46 comments
Mother sings praises of delayed clamping

Chinese official sacked for excess
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Ads use scripts

e Each time an ad is loaded the ad server loads creative content and
scripts on to the client’s browser

* The script can include action items to fetch ‘network assets’
* Typically used to load alternate images, sequences

* Its not a generalized network stack, subject to constraints such as
limited to certain object loads, reduced run-time library

* There are on-Load, on-Hover and on-Click actions

* We want to minimise interactions so we use on-Load scripting



This can work

* We can instrument the target host via an ad script
e we can constrain the ad script to talk to our server(s)
* And if we instrument the servers we can infer the target host properties

e Ads try to deliver to new users all of the time

* We want to measure new sample points all of the time to avoid implicit
repeat bias in the measurement set

e Ads are biased towards ‘clicks’
e \We are not interested in clicks

* We just want impressions
* Impressions are far cheaper than clicks!



Advertising placement logic

* Fresh Eyeballs == Unique endpoints

* We have good evidence the advertising channel is able to sustain a constant supply
of unique endpoints

* Pay by click, or pay by impression

* If you select a preference for impressions, then the channel tries hard to present
your ad to as many unique endpoints as possible

* Time/Location/Context tuned

. an)select for time of day, physical location or keyword contexts (for search-related
ads

e Butif you don’t select, then placement is generalized
e Aim to fill budget

* |f you request $100 of ad placements per day, then inside 24h the algorithm tries
hard to even placement but in the end the ad placement algorithm will ramp up your
ad to achieve enough views, to bill you $100



Advertising placement logic

e Set a ‘CPM’ bid in the ad

* Clicks Per Millepressions: bid rate to pay per thousand impressions

e Uneven distribution of ads throughout the day
* But we can compensate for this by running 24 x 1-hour campaigns per day

* Use multiple campaigns each with a constrained locale
* That way we can ‘encourage’ the ad system to give the ad a broad placement

* OQutcome: 25M placements per day, on a mostly even placement
model with end of day ‘soak’ to achieve budget goal



Advertising vlacement
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What can be scripted in an Ad

Not much:
* http.Fetchimg()

i.e. attempt to retrieve a URL

But that’s enough!
* It's EXACTLY what users do!
* A URL consists of a DNS question and an HTML question
* What if we point both the DNS and the HTML to servers we run?

 Aslong as each Ad execution uses unique DNS names we can push the user
query back to our servers and avoid the use of caching



Measuring IPv6 via Ads

* Use HTMLS5 code that is executed on ad impression
* Client retrieves set of “tests” from an ad-controller
* Client is given 10 URLs to load, including:
* Dual Stack object
* V4-only object
* V6-only object
e Result reporting URL (10 second timer)
All DNS is dual stack
All URLs use a unique DNS label



For Example

. ':::' . https://cfg.dotnxdomain.net/newadcfg X + o
- C ()} @& cfg.dotnxdomain.net/newadcfg (. * ¢ :

config 10000 4000

rd.td http://0du-u680021de-cl3-a04C5-s1662858373-100000000-0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.rd.td
rd.td http://04u-u680021de-cl3-a04C5-51662858373-100000000-0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.r4.td
r6.td http://06u-u680021de-cl3-a04C5-51662858373-100000000-0.ap.dotnxdomain.net/v61xl.png?u680021de-s1662858373-100000000.ap.xr6.td
d http://0ds-u680021de-c13-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1l.png?u680021de-s1662858373-100000000.ap.d

f http://0di-u680021de-cl3-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.f

h http://26u-u680021de-c13-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/v6lxl.png?u680021de-s1662858373-100000000.ap.h

r http://14u-u680021de-c13-a04C5-51662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.rpki

rv http://valid.starnxdomain.net

ri http://invalid.starnxdomain.net

xsrv.f http://fdu-u680021de-c13-a04C5-s1662858373-100000000.tbap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.sxrv.£
results http://0du-results-u680021de-cl13-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.results&



DNS Label Encoding

Think of a URL name as a micro-coded instruction set directed to
programmable DNS and HTTP servers ...

htt%O s-u69c5b052-c13-a4c5-s1579128735-icb0a3c4c-0.ap.dotnxdomain.net/1x1.png

Immediate response

IPv6 access only
Valid DNSSEC signature available

uuid to map multiple queries to a single experiment

User is located in Country 13 (Australia)
User is located in AS1221 (Telstra)

Label Creation Time is 16 January 2020 9:52a
User’s IPv4 address is 203.10.60.76



Experiment Server config

* There are five server sets, identically configured in VMs in DCs
(Frankfurt, Singapore, Dallas, Sao Paulo, Mumbai)

* The experiment script directs the client to the “closest” server set
(based on geolocation of the client IP address)

e Server set has dedicated DNS and web content server VMs



Collected Datsa

Per Server, Per Day:
e HTTP access log
(successfully completed fetches)
* DNS query log
(incoming DNS queries)
* Packet capture
All packets!



Data Ansalysis

For example — IPv6 measurement

* |Pv6 “capable” means that the client successfully fetched the URL target that
is only accessible using IPv6

* IPv6 “preferred” means that the client used IPv6 to fetch the dual stack URL
target

* Aggregate data by origin AS and by geolocation CC

* “Normalise” the country data against estimates of national user populations
(to compensate for aD placement bias at a national level)

e Generate IPv6 daily report and data to data set



V6 Time Series

Use of IPv6 for World (XA)

Zoom: @ @ @ @ @ @ @ IPv6 Capable @IPv6 Preference
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IPv6 Report

IPv6 Capable Rate by country (%)

Click here for a zoomable map
[JJ Remember current choice for 7 days

https://stats.labs.apnic.net/ipv6



IPve Report

IPv6 Capable Rate by co
CcC

Click here for a zoomable map
[ Remember current choice for 7 da IN
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Country
India, Southern Asia, Asia
Saint Barthelemy, Caribbean, Americas
Belgium, Western Europe, Europe
Malaysia, South-Eastern Asia, Asia
Saudi Arabia, Western Asia, Asia
Germany, Western Europe, Europe
France, Western Europe, Europe
United States of America, Northern America, Americas
Greece, Southern Europe, Europe
Sri Lanka, Southern Asia, Asia
Vietnam, South-Eastern Asia, Asia
Uruguay, South America, Americas
Finland, Northern Europe, Europe
Montserrat, Caribbean, Americas
Japan, Eastern Asia, Asia
Taiwan, Eastern Asia, Asia
Israel, Western Asia, Asia
Mexico, Central America, Americas
Hungary, Eastern Europe, Europe
Thailand, South-Eastern Asia, Asia
Aland Islands, Northern Europe, Europe
United &ah Emirates. Western Asia. Asia

IPv6é Capable IPv6 Preferred

78.63%
75.04%
63.44%
62.12%
59.83%
56.75%
53.54%
53.44%
53.24%
52.83%
52.79%
52.61%
52.47%
52.40%
47.96%
47.82%
47.59%
46.86%
44.92%
44.08%

42.54%
42 28%

https://stats.labs.apnic.net/ipv6

77.82%
73.68%
62.63%
61.54%
58.62%
55.88%
52.99%
52.13%
52.94%
52.11%
52.27%
52.46%
51.19%
51.59%
46.62%
46.82%
46.19%
46.09%
44.31%
43.83%

42.26%
41.90%

Samples
153,680,002
661
1,281,187
8,485,569
6,314,673
3,908,561
6,787,378
31,187,174
4,086,587
2,745,063
9,420,147
724175
596,829
4,464
6,560,313
4,408,698
1,516,479
18,675,047
2,644,651
6,736,827
2,847
1.624 604



Per-Country Time Series -
Israel

Use of IPvé6 for Israel (IL)

Zoom: @ @ @ [El @ [i_y_| @ IPv6 Capable @IPvé Preference
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Per-Country Time Series -
Israel

Use of IPv6 for | As16go

ASN
AS12400

AS12849

2.

Zoom: [1h][1d][5d] [1w] [1m] [3m][em] [ty AS8551
AS16116
AS6810
AS21450
AS47956
AS202940
AS198484
AS51825
AS208905
AS8948
AS50463
AS42925
AS212238
AS47962
AS47253
AS60886
AS13335

A J O 2015 A J o] A8200742

[

AS Name IPv6 Capable IPv6 Preferred Samples
PARTNER-AS 42.93% 42.28% 364,715
NV-ASN CELLCOM Itd. 38.45% 37.82% 298,944
HOTNET-IL AMS-IX Admin LAN 58.93% 57.98% 213,606
BEZEQ-INTERNATIONAL-AS Bezeqint Internet Backbone 27.52% 26.32% 139,321
Pelephone Communications 73.23% 72.36% 126,952
BEZEK 80.03% 73.62% 100,991
MIRS-AS 59.30% 58.26% 76,453
XFONE 58.25% 52.61% 53,013
ITCNG ITC Internet Service Provider 39.13% 38.65% 22,862
IL-GOLANTELECOM 58.00% 55.44% 21,019
TELZAR-ASN 5.75% 554% 18,860
TAMARES-AS 70.68% 69.21% 8,548
PRIMO-099 0.43% 0.16% 8,546
TRIPLEC-ASN 21.36% 20.56% 8,074
RIMON1 26.64% 23.20% 7,688
CDNEXT 0.20% 0.08% 6,570
CONNECT972 Connect 972 0.21% 0.14% 5,806
AS-BNETSET 0.06% 0.03% 3,096
AMIT 0.20% 0.07% 3,053
CLOUDFLARENET 98.14% 85.65% 2,578
IL-3SAMNET-AS 0.81% 0.12% 2,456

https://stats.labs.apnic.net/ipv6/IL



Per-Network Time Series

Use of IPv6 for asn
AS12400
Zoom: [1h][1d] [5d] [1w] [1m] [3m][em]| AS1680
AS12849
AS8551
AS16116
AS6810
AS21450
AS47956
AS202940
AS198484
AS51825
AS208905
AS8948
AS50463
AS42925
AS212238
AS47962
AS47253
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AS13335
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AS Name IPv6 Capable IPv6 Preferred Samples
PARTNER-AS 42.93% 42.28% 364,715
NV-ASN CELLCOM Itd. 38.45% 37.82% 298.944

HOTNE IPv6 Per-Country Deployment for AS12400: PARTNER-AS, Israel (IL)
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What about DNSSEC Use?

* Can we use the same platform to measure the proportion of users
who sit behind DNS resolvers that perform DNSSEC validation?



What about DNSSEC Use?

* Can we use the same platform to measure the proportion of users
who sit behind DNS resolvers that perform DNSSEC validation?

. : . https://cfg.dotnxdomain.net/newadcfg X + v
i 1 o] ™) @ .
& C () @& cfg.dotnxdomain.net/newadcfg h % 6 @ C‘! » O G :
DNSSEC'S| ned config 10000 4000
rd.t ttp://0du-u680021de~-cl3-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.xrd.t
g d.td h //0d d i d d i 74 d i d.td
DNS nhame r4.td http://04u-u680021de-c13-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.r4.td

\ r6.td http://06u-u680021de-cl3-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/v61lxl.png?u680021de-s1662858373-100000000.ap.xr6.td
d http://0ds-u680021de-cl13-a04C5-s1662858373-100000000~0.ap.dotnxdomain.net/1x1l.png?u680021de-s1662858373-100000000.ap.d
f http://0di-u680021de-c13-a04C5-51662858373-100000000~0.ap.dotnxdomain.net/1x1.png?u680021de-s1662858373-100000000.ap.f
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DNSSEC Test

* A client is sitting behind DNSSEC validating resolvers if:
* |t fetches the validly-signed DNS URL
* It does not fetch the invalidly-signed DNS URL
* It queries for the address using EDNSO DNSSEC OK field
* It queries for the zone DNSKEY record for both DNS names *

* A client “partially” validates if the validation failure causes the client to use
an alternative non-validating resolver and resolve the name

* Twis last one s a bit of a challenge as we want Yo see dnese
queries at dwe avthoritadive server and wod hWave twewa wasked
by cachin % s0 we use a LOND-tased audn server Yo create o
aynamic UND server wat constructs a DNIJEL signea
aelegated 20ne on tne {ly



DNSSEC Results

Use of DNSSEC Validation for World (XA)
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DNSSEC Results

DNSSEC Validation Rate by country (%)

Click here for a zoomable map
[J Remember current choice for 7 days
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DNSSEC Validation in Israel

ASN AS Name DNSSEC Validates Partial Validation Samples
AS12400 PARTNER-AS 7.18% 24.59% 189,654
AS1680  NV-ASN CELLCOM Itd. —  95.22% 4.37% 158,360
AS12849 HOTNET-IL AMS-IX Admin LAN 21.09% 27.48% 109,988
AS8551 BEZEQ-INTERNATIONAL-AS Bezeqint Internet Backbone — 84.23% 11.57% 74,625
AS16116 Pelephone Communications 1.29% 0.82% 70,651
AS6810 BEZEK 5.81% 1.88% 54,032
AS21450 MIRS-AS 1.16% 0.61% 42,782
AS47956 XFONE = 97.72% 2.22% 28,554
AS202940 ITCNG ITC Internet Service Provider —  93.42% 6.16% 11,972
AS198484 IL-GOLANTELECOM = 97.12% 2.72% 11,038
AS51825 TELZAR-ASN 3.97% 8.49% 10,071
AS42925 RIMON1 24.90% 14.53% 5,080
AS208905 TAMARES-AS — 94.22% 3.95% 4,380
AS8948 PRIMO-099 4.53% 1.88% 4,212
AS212238 CDNEXT — 98.39% 1.53% 4,107
AS50463 TRIPLEC-ASN —  96.00% 3.82% 3,977
AS47962 CONNECT972 Connect 972 —  95.85% 2.37% 2,868
ASB0886 AMIT — 9521% 4.79% 1.544

https://stats.labs.apnic.net/dnssec/IL



Other server side measurement
techniques

We treat the DNS name (and the full URL) as a set of server instructions
and use a combination of dynamic DNS, NGINX modules and 2-step
packet processing to generate specific server-side behaviours that we
want to measure



Other server side measurement
techniques - Glueless DNS

“Glueless” DNS delegation to provide explicit confirmation that a resolver
has received a response

 The client is forced to resolve the name of the zone name servers before
proceeding with the original resolution task

* |f the name of the name servers is dynamically generated and unique then DNS
caching won’t help
* We've used this technique to measure:
* IDN support
* gname minimisation

* DNS fragmentation management
* DNS dual stack behaviour



Other server side measurement
techniques - Repeats

Explicitly directed repeat fetches to trigger content directives for
HTTP/3

* Chrome relies on receiving an Alt-Svc: content directive before it will switch
over to use HTTP for fetches from this server

* Which means it will only use HTTP/3 on the second (or subsequent) fetch

* To create this behaviour we have to allow the measurement script to
schedule this fetch multiple times, with a small idle interval between fetches



Other server side measurement
techniques - SERVFAIL DNS

SERVFAIL responses to force the client resolver to cycle through all
configured recursive resolvers

* This technique uses a LDNS path that responds with a SERVFAIL response for
all DNS queries for this name set

* This is intended to cause the local resolver to cycle through all locally
configured recursive resolvers to find a resolver that will respond to the query

* We used this is exposing the set of resolvers that a user may use to resolve a
name



Other server side measurement
techniques - IPv6 Packet Mangling

* |IPv6 packet manipulation to insert crafted IPv6 packets into an
established TCP stream

* To manipulate an IPv6 packet to manually control fragmentation and other
forms of Extension Headers we use a “front end” unit to pick up incoming
packets and pass them to a conventional back end server

* The return packet is modified to add the appropriate Extension Header
and/or Fragment before passing back to the end client



Measurement Projects

 |Pv6 Performance (connection reliability and relative speed)
* |IPv6 Fragmentation

* |Pv6 Extension Header loss Rates (HBH and DST)

* DNS: Use of ECDSA and EDDI DNSSEC signing algorithms

* DNS: Fragmentation Drop (and TCP support)

* DNS resolver use profile (use of open DNS resolvers)

* DNS KSK roll probes (RFC8509)

e Support for QUIC use (HTTP/3)

* Support for Route Origination Validation

e Zombies and tracking

https://stats.labs.apnic.net



Server Side Measurement

* This approach complements client side measurements (CAIDA’s ARK,
RIPE NCC’s Atlas) and network-level internal measurements by using a
large scale server side measurement platform

* In this form of server-side measurement the client does what clients
always do - fetch URLs

* We can test particular client behaviours and network behaviours by
deliberately altering the server-side behaviour and triggering the
behaviour in a measured behaviour

* The benefit of this approach is that rather than measuring the effect
and inferring the cause, in this approach we trigger a cause and then
correlate the observed outcomes against the known cause.



Thas!

Measurement Reports at APNIC Labs:
https://stats.labs.apnic.net



