DNS Privacy
(or not!)



THE RUMORS ARE TRUE. GOOGLE
WILL BE SHUTTING DOWN Pws—

|
ALONG WITH HANGOUTS, PHOTOS,
VOICE, DOCS, DRIVE, MAPS, GMAIL,
CHROME, ANDROID, AND SEARCH —

TOo FOCUS ON OUR \CORE PROJECT:
THE 8.8.8.8 DNS SERVER.

J

Goode

https://xkcd.com/1361/



Why?

* Because everything you do on the net starts with a call to the DNS

* If we could see your stream of queries in real time we could assemble
a detailed profile of you and interests and activities

* Do we have any evidence of DNS data mining?
e Data miners don’t disclose their sources as a rule

* How about something related:
* Do we have any evidence of DNS stalking?



What if..

* | gave you an absolutely unigue name to resolve:
* The name never existed before now
* The name will never be used again
* The name includes the time when the name was created

e If | am the authoritative server for the name’s zone then | should see
your efforts to resolve the name

* Then | should never see the name as a resolution query ever again

Unless you have attracted a digital stalker who performs re-queries of your DNS
names!



What if DNS queries contained
usable information?

06s5-0640-uedb11641-c13-s1565985257-i0a000001-0.ap.dotnxdomain.net
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Then we could distinguish between the initial query and various re-query events!






DNS Re-query Rate

* Over the past 30 days, some 5% of users have some kind of DNS stalker
that is asking the same query more than 30 seconds after the initial query

* Only some of these could be explained by incredibly slow DNS resolver
systems
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DNS Stalking

* There are two kinds of DNS stalkers
* Rapid tracking stalkers that appear to track users in real time
* Bulk replay stalkers that replay DNS queries at a very high rate in bursts
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DNS Stalking by Query Age

DNS Stalking uses both really recent data and more than year-old data!

Real dwe sdalking Log replay stalking
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DNS Surveillance

* The DNS appears to be used by many actors as a means of looking at
what we do online and censoring what services we can access online



Top Stalker Subnets
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Description

CHINANET-BACKBONE No.31,Jin-rong Street,

CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN

CN

CNCGROUP-SH China Unicom Shanghai network,CN

CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CMNET-GD Guangdong Mobile Communication
CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN

Co.Ltd.,CN

CNCGROUP-SH China Unicom Shanghai network,CN

GOOGLE - Google Inc.,US

CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CE-BGPAC - Covenant Eyes, Inc.,US
GOOGLE - Google Inc.,US

GOOGLE - Google Inc.,US

GOOGLE - Google Inc.,US

CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
CHINANET-SH-AP China Telecom (Group),CN
GOOGLE - Google Inc.,US

RIMBLACKBERRY - Research In Motion Limited,CA






Top 20 User Agent Strings of the
stalked systems

6,068 Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/28.0.1500.95 Safari/537.36 SE 2.X MetaSr 1.0

5,458 Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/28.0.1500.95 Safari/537.36 SE 2.X MetaSr 1.0
5,389 Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.154 Safari/537.36

5,029 Mozilla/5.0 (Windows NT 6.1; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.107 Safari/537.36

4,669 Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/28.0.1500.95 Safari/537.36 SE 2.X MetaSr 1.0

—_—
Sogo\) E wplorer LX @
Sogou
From Wikipedia, the free encyciopedia
For the Japanese department store, see Sogo.
Sogou, Inc. is a subsidiary of Sohu.com, Inc. founded on 8 August 2010. It is the owner and developer of Sogou (Chinese: #%]; pinyin: Sougdv; literally: "Search dog”) search Sogou, Inc.
engine, Sogou Input and Sogou browser. #BALA
Type Publc company, subsidiary
Contents [snow) Founded 9 August 2010; 3 years ago
Headquarters Bejng, China
Products (edn Industry Intemet

Website Sogou.com
Search engine and web applications [edi]
Sogou search engine (Sogou.com) was launched on 3 August 2004, s;ig;s’}“

u's web application products are designed to classify on-line information, such as music, picture, video clip, news, map and vertical information.
Sogo ppl p ig ify pi P, p - (showi

Sogou Input  [edi] Web address  www.sogou.com (&
Main article: Sogou Pinyin Commercial?  yes
Initially released in 2006, Sogou Pinyin is the most popular Chinese input software in China. It makes use of its search engine technigues which are the analysis and categorization Available Cninese
of the most popular words or phrases on the Internet. language(s)
Users 400 milion
Sogou browser [edi] Owner Sogou, Inc. (subsidiary of
Sohy, Inc.)
Started in December 2008, Sogou browser adopts a "dual-core” (Google Chrome's WebKit and Internet Explorer's Trident layout engines) technigues and it connects to the cloud to La 4 August 2004; 9 years ago

recognize malicious websites and software. -
Alexa rank A (April 2014)(1]

Investment (edn Current status  Active

On 17 September 2013, it was announced that Tencent has invested $448 milion for a minority share in Chinese search engine Sogou.com, the subsidiary of Sohu, Inc.?]

“It connects to the cloud to recognize malicious websites and software”



This data set is Jjust a tiny glimpse
into the overall pattern of web
activity



DNS Surveillance

* Can we stop DNS surveillance completely?
* Probably not!

e Can we make it harder to collect individual profiles of activity?

* Well, yes
* And that’s what | want to talk about today



The DNS Privacy Issue

* Lots of actors get to see what | do in the DNS
* My platform
* My ISP’s recursive resolver
* Their forwarding resolver, if they have one
e Authoritative Name servers
* Snoopers on the wire

e Can we make it harder for these “others” to snoop on me?



How we might think the DNS works
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What we suspect the DNS is like




What we suspect the DNS is like
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Why pick on the DNS?

* The DNS is very easy to tap
* |ts open and unencrypted

* DNS traffic is easy to tamper with

* Its payload is not secured and tampering cannot be detected
* Its predictable and false answers can be readily inserted

 The DNS is hard for users to trace
* Noone knows exactly where their queries go
* Noone can know precisely where their answers come from

* The DNS is used by everyone



second-hand DNS queries are sa
business opportunity these days

FKRSIGHT

SECURITY

IDC Report:

Farsight Security - Providing Real-Time
DNS Data to Threat Intelligence

EVERYTHING STARTS WITH

DNS

How ThreatCorfece®



How can we improve DNS Privacy?

* Lets look at a few behaviours of the DNS and see what we are doing
to try and improve its privacy properties



1. The DNS is overly chatty

The DNS uses the full query name to discover the identity of the name
servers for the query name

Hi root server, | want to resolve the A record for www.example.com
Not me — try asking the servers for .com

Hi .com server, | want to resolve the A record for www.example.com
Not me — try asking the servers for example.com

Hi example.com server, | want to resolve the A record for www.example.com
Sure —its 93.184.216.34



http://www.example.com/
http://www.example.com/
http://www.example.com/

The DNS 1is overly chatty

The DNS uses the full query name to discover the identity of the name
servers for the query name

Why are we telling root servers all our DNS secrets?

In our example case, both a root server and a .com server now know that | am
attempting to resolve the name www.example.com

Maybe | don’t want them to know this


http://www.example.com/

The DNS 1is overly chatty

Is there an alternative approach to name server discovery that strips
the query name in iterative search for a zone’s servers?

Yes — the extra information was inserted into the query to make the protocol
simpler and slightly more efficient in some cases

But we can alter query behaviour to only expose as much as is necessary to the
folk who need to know in order to answer the query



QNAME Minimisation

* A resolver technique intended to improve DNS privacy where a DNS
resolver no longer sends the entire original query name to the
upstream name server

e Described in RFC 7816

Instead of sending the full QNAME and the original QTYPE upstream, a
resolver that implements QNAME minimisation and does not already have
the answer in its cache sends a request to the name server
authoritative for the closest known ancestor of the original QNAME.
The request is done with:

o the QTYPE NS

o the QNAME that is the original QNAME, stripped to just one Llabel
more than the zone for which the server is authoritative



Example of QNAME Minimisation

Ask the authoritative server for a zone for the NS records of the next
zone:

Hi Root server, | want to know the nameservers for com
That’s a delegated zone, so here are the servers for .com

Hi .com server, | want to know the nameservers for example.com
That’s a delegated zone, so here are the servers for example.com

Hi example.com server, | want to resolve the A record for www.example.com
Sure —its 93.184.216.34



http://www.example.com/
http://example.com/
http://www.example.com/

Example of QNAME Minimisation
a)'/.

Ask the authoritative server for a zor o.;he' ords of the next
zone: \:
O(\“\ \G‘Q

<
Q‘\)G bp:‘\ _1or com
o %0 1€ servers for .com
O)la ‘& - - nameservers for example.com
<> . o ) , SO here are the servers for example.com
\Gb’ ‘,cr, | want to resolve the A record for www.example.com
C*,5.184.216.34



http://www.example.com/
http://example.com/
http://www.example.com/

2. Interception and Rewriting

* The DNS is an easy target for the imposition of control over access
* Try asking for www.thepiratebay.org in Australia
* Try asking for www.facebook.com in China
Etc, etc

* These days interception systems typically offer an incorrect response

* How can you tell if the answer that the DNS gives you is the genuine
answer or not?


http://www.thepiratebay.org/
http://www.facebook.com/

DNSSEC

« DNSSEC is defined in RFCs 4033, 4034 & 4035

* Adds a number of new RRtypes that allow a digital signature to be attached to

RRsets in a zone and to define how keys that are used to generate signatures
are also stored in the zone

* DNSSEC validation of the DNS response can tell you if the response is
genuine or if it is out of date or has been altered

* DNSSEC can’t tell you what the “good” answer is, just that the answer
you got was not it!

 DNSSEC will also tell if is an NXDOMAIN response is authentic



DNSSEC and Recursive Resolvers

* A DNS response that has been modified will fail to validate.
When:

* aclient asks a security-aware resolver to resolve a name, and
» sets the EDNS(0) DNSSEC OK bit, and
* the zone is DNSSEC-signed

then the recursive resolver will only return a RRset for the query if it can
validate the response using the attached digital signature

It will set the AD bit in the resolver response to indicate validation success
Otherwise it will return SERVFAIL

e But SERVFAIL is not the same as “I smell tampering”
* Its “nope, | failed. Try another resolver”



DNSSEC and Recursive Resolvers

* If you are going to use a DNSSEC-validating recursive resolver
 Suchas 1.1.1.1, 8.8.8.8, 9.9.9.9 or any other validating open resolver

* Then make sure that all your resolvers perform DNSSEC validation if
you don’t want to be mislead

* Because SERVFAIL from a validating resolver means “try the next resolver in
your resolver list”



DNSSEC in Mongolis
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ASN
AS17882

AS55805
AS10219
AS24559
AS9484
AS9934
AS56293

AS38805
AS24320

DNSSEC in Mongolis

AS Name

ASN-MCS-AP # AS-MCS-AP CONVERTED TO ASN-MCS-AP FOR RPSL COMPLIANCE
The first E-commerce and TriplePlay Service ISP in Mongolia.

MOBICOM-AS-MN MobiCom Corporation

SKYCC-AS-MAIN SKYMEDIA CORPORATION LLC

GMOBILE-MN G-Mobile Corporation

MOBINET-AS-MN Mobinet LLC. AS Mobinet Internet Service Provider
MICOM-MN-AS Mongolia Telecom

KEWIKONET-AS-AP Kewiko LLC

CITINET-AS-MN-AP STXCitinet, Leading Internet & VOIP Service Provider, Ulaanbaatar,
Mongolia

RAILCOM Railcom - Commercial Center

DNSSEC Validates
97.17%

0.27%
1.91%
4.59%
91.47%
3.76%
0.10%

13.87%
97.18%

Partial Validation
2.82%

0.13%
1.87%
95.32%
5.96%
2.99%
0.31%

17.33%
2.02%

Samples
177,665

54,183
41,306
9,099
7,529
6,278
5,199

2,112
744



3. Middleware and WireTapping

* Protecting the content of DNS responses is part of what we need to
make the DNS more robust

* If we want to prevent DNS inspection we also should look at
encrypting the transport used by DNS queries and responses

* Today the standard tool is TLS, which uses dynamically generated
session keys to encrypt all traffic between two parties

 We could use TLS between the end client and the client’s recursive
resolver

* It’s more challenging to use encryption between recursive resolvers and
authoritative servers



DNS over TLS

* TLS is a TCP ‘overlay’ that adds
server authentication and session
encryption to TCP

 TLS uses an initial handshake to
allow a client to:
 Validate the identity of the server

* Negotiate a session key to be used
in all subsequent packets in the TCP
session

* RFC 7858, RFC 8310

TLS Client

ClientHello

TLS Server

Offers TLS version, list of ciphers, com pression

methods etc

ServerHello

Dy

ServerHelloDone

ClientKeyExchange

Secret PreMasterKey encrypted using Server's

public key

ChangeCipherSpec

Dy

. <

Finished

ChangeCipherSpec

D m ge
revious
EXCl

Finished

TLS 1.2 handshake




DNS over TLS

e Similar to DNS over TCP:

* Open a TLS session with a recursive resolver
e Pass the DNS query using DNS wireline format
* Wait for the response

e Can use held DNS sessions to allow the TLS session to be used for
multiple DNS queries

* The queries and the responses are hidden from intermediaries

* The client validates the recursive resolver’s identity



DNS over TLS and Android

=
l‘l Developers Blog DESIGN DEVELOP  DISTRIBUTE

& developer.android.com

Android Developers Blog

The latest Android and Google Play news for app and
game developers.

DNS over TLS in P

The Android P Developer Preview includes
built-in support for DNS over TLS. We added a
Private DNS mode to the Network & internet
settings.

Private DNS
O off

@ Automatic

By default, devices automatically upgrade to
DNS over TLS if a network's DNS server
supports it. But users who don't want to use Enter hostname of DNS provider
DNS over TLS can turn it off. Learn more about Private DNS features

O Private DNS provider hostname

Users can enter a hostname if they want to use Cancel  Save
a private DNS provider. Android then sends all
DNS queries over a secure channel to this
server or marks the network as "No internet access" if it can't reach the server. (For testing
purposes, see this community-maintained list of compatible servers.)

https://android-developers.googleblog.com/2018/04/dns-over-tls-support-in-android-p.html



DNS over TLS

* Will generate a higher recursive resolver memory load as each client
may have a held state with one or more recursive resolvers

* The TCP session state is on port 853
* DNS over TLS can be readily blocked by middleware

* The privacy is relative, as the recursive resolver still knows all your
DNS queries

e Supported by Bind (stunnel), Unbound, DNSDist



DNS over QUIC

 QUIC is a transport protocol originally developed by DOT DOQ
Google and passed over to the IETF for
standardised profile development

* QUIC uses a thin UDP shim and an encrypted
payload
* The payload is divided into a TCP-like transport header
and a payload

 The essential difference between DOT and DOQ is
the deliberate hiding of the transport protocol from
network middleware with the use of QUIC

* No known implementations of DNS over QUIC exist,
though IETF work continues

draft-huitema-quic-dns-quic-06




DoH - DNS over HTTPS

* DNS over HTTPS

e Uses an HTTPS session with a resolver

e Similar to DNS over TLS, but with HTTP object semantics

e Uses TCP port 443, so can be masked within other HTTPS traffic
e Can use DNS wire format or JSON format DNS payload



DoH - DNS within the Browser

* Firefox’s “Trusted Recursive Resolver”

* Avoids using the local DNS resolver library and local DNS
infrastructure

* Has the browser sending its DNS queries directly to a trusted resolver
over HTTPS

 Servers available from Cloudflare, Google, CleanBrowsing



DoH - DNS within the Browser

e J

mozilla wiki

Main page
Product releases
New pages
Recent changes
Recent uploads
Random page
Help

How to Contribute
All-hands meeting
Other meetings
Contribute to Mozilla
Mozilla Reps
Student
Ambassadors

Mozillawiki
About
Team
Policies

Page Discussion

Read View source View history \Search Q

Trusted Recursive Resolver

Firefox provides an optional resolver mechanism using a dedicated DNS-over-HTTPS server.

DNS-over-HTTPS (DOH) allows DNS resolves with enhanced privacy, secure transfers and improved performance.

Setting DNS-over-HTTPS in Firefox

« Set "network.trr.mode " to 2 to make DNS Over HTTPS the browser's first choice but use regular DNS as a
fallback (0 is "off by default”, 1 lets Firefox pick whichever is faster, 3 for TRR only mode, 5 to explicitly turn it
off).

e Set "network.trr.uri’. Ones that you may use: https://mozilla.cloudflare-dns.com/dns-query& (Privacy
Policy @), https://dns.google.com/experimental &

TRR is preffed OFF by default and you need to set a URI for an available DOH server to be able to use it. Since the
URI for DOH is set with a name itself, it may have to use the native resolver for bootstrapping. (Optionally, the
user can set the IP address of the DOH server in a pref to avoid the required initial native resolve.)

All prefs for TRR are under the "network.trr" hierarchy.

& ) —> @ @ Firefox  about:config D» =
search: | Q network.trr [x]
Preference Name - Status Type Value R
network.trr.allow-rfc1918 default boolean false

network.trr.blacklist-duration default Integer 60

network.trr.nootstrapAddress default string

network.trr.confirmationNS default string example.com

network.trr.credentials default string

network.trr.custom_url default string

network.trr.disable-ECS default boolean true

network.trr.early-AAAA default boolean false

network.trr.max-falls default Integer 5

network.trr.mode modified integer 2

network.trr.request-timeout default Integer 1500

network.trr.url default string https://mozilla.cloudflare-dns.com/dns-query
network.trr.useGET default boolean false

network.trr.walt-for-portal default boolean true



5. EDNS(O) Client Subnet

* There is a current debate between CDN operators that rely on
customized DNS responses to perform content steering, and the use
of large scale open resolvers that so not necessarily preserve locality

* The result is that the CDN operators wanted the client’s subnet
embedded in the query to ensure that the CDN could provide
enhanced content steering for the client

* This has raised a number of concerns about DNS privacy

* There is a forming consensus that Client Subnet has been a step too
far in terms of potential privacy leakage into the DNS



Hiding in the Crowd

* What if you use an encrypted session to a very busy open resolver?
* No third party can see you queries to the open resolver
* Noone else can see the responses from the open resolver

* The open resolver asks the authoritative servers which makes it challenging to
map the query back to the end user

* So if you you are prepared to trust Goolge, Open DNS, Cloudflare, Quad9 with
your DNS then its far harder for anyone else to see you

e But that is a very large amount of trust you are investing here!



Hiding in the crowd

Internet Measurements
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Hiding in the crowd

Mongolian Measurements

, 97% of the Mongolian
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Choose your resolver carefully

* The careful choice of an open recursive resolver and an encrypted
DNS session will go a long way along the path of DNS privacy

e But the compromise is that you are sharing your activity profile with
the recursive resolver operator



My (current) DNS Config

| use DNS over HTTPS

* | have configured Cloudflare’s Cloudflared = to listen of localhost:53
* | have set up my local /etc/resolv.conf to contain 127.0.0.1

* All my DNS queries leave my laptop in an HTTPS port 443 stream towards
1.1.1.1

* https://developers.cloudflare.com/1.1.1.1/dns-over-https/cloudflared-proxy/



Twanks!



