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security on the Internet

How do you know that you are going to where you thought
you were going to?

=
=)

000 < m afaAf ® ac Bank of Australia m.au ¢l @

nal banking including accounts, credit cards and home loans - CommBank

CommonwealthBank / Can v Products v Support v Tools v Search Q

$250 CASH BACK.
LITTLE GARD.
BIG PLUS.

Apply for a new Low Rate credit card before 31 January 2016
and spend $500 by 29 February 2016 to receive $250 cash
back. Conditions apply.

Find out more >

OF YOUR SMSF.

Our new online SMSF portal can help give you a complete
view of your investment portfolio - shares, cash, property and
more.
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Connection Steps

D Client:
DNS Query: s——)

N
www.commbank.com.au?

DNS Response:
104.97.235.12

4mmmsss———)
TCP Session:

TCP Connect 104.97.235.12, port 443
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Hang on..

$ dig —x 104.97.235.12 +short
al04-97-235-12.deploy.static.akamaitechnologies. com.

That’'s not an IP addresses that was allocated to the Commonwealth Bank!

The Commonwealth Bank of Australia has 140.168.0.0- 140.168.255.255
and 203.17.185.0-203.17.185.255

So why should my browser trust that 104.97.235.12 is really the “proper” web
site for the Commonwealth Bank of Australia and not some dastardly evil
scam?

How can my browser tell the difference between an intended truth and a lie?
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TLS Connections

#apricot2016

TLS Client

ClientHello

Offers TLS version, list of ciphers, compression
methods etc

ServerHello

TLS Server

Server chooses TLS version, cipher, compression
method. Server sends its certificate

ServerHelloDone

ClientKeyExchange

Secret PreMasterKey encrypted using Server's
public key

ChangeCipherSpec

D

D>

Client decrypts
message using
previously
exchanged keys

Finished

ChangeCipherSpec

Server decrypts
message using
previously
exchanged keys

< Finished
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TLS Connections
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ClientHello

TLS Server

(LS version, list of ciphers, compression
.cthods etc

ServerHello

<Serverc version, cipher, compression
m . Server sends its certificate

ServerHelloDone

ClientKeyExchange

Secret PreMasterKey encrypted using Server's
public key

ChangeCipherSpec

D

Finished

Client decrypts
message using
previously
exchanged keys

ChangeCipherSpec

D>

Server decrypts
message using
previously
exchanged keys

<

Finished

APRICOT2016 APNIC 41

https://rhsecurity.wordpress.com/t

¥

fls/



o0

@ Commonwealth Bank of Australia www.commbank.com.au (@]

Personal banking including accounts, credit cards and home loans - CommBank

Safari is using an encrypted connection to www.commbank.com.au.

Encryption with a digital certificate keeps information private as it’s sent to or from the https website www.commbank.com.au.

Symantec Corperation has identified www.commbank.com.au as being owned by Commonwealth Bank of Australia in SYDNEY, New
South Wales, AU.

=] VeriSign Class 3 Public Primary Certification Authority - G5
L [Z] symantec Class 3 EV SSL CA - G3
b E www.commbank.com.au

com.au

WWW.
Coptifieate
Py
s
» Trust
v Details
Inc. Country

Business Category

Country
Postal Code
State/Province
Locality

Street Address
Organization

Common Name

Country
Organization

Common Name

Version

view of your investme]
Signature Algorithm

Parameters

Not Valid Before

Find out more >

Algorithm
Parameters
Public Key
Exponent
Key Size
Key Usage

Signature

? \

Serlal Number

Organizational Unit

Organizational Unit

Serlal Number

Not Valid After

Hide Cer

FAMILIESSESS ==

Issued by: Symantec Class 3 EV SSL CA - G3
Expires: Saturday, 27 February 2016 at 10:59:59 AM Australian Eastern Daylight Time
@ This certificate is valid

AU

Private Organization
123123124

AU

2000

New South Wales

SYDNEY

2071 SUSSEXST
Commonwealth Bank of Australia
CBA Business System Hosting
www.commbank.com.au

us

Symantec Corporation

Symantec Trust Network
Symantec Class 3 EV SSL CA - G3

1A 9F ES 48 03 9D E2 SA B6 15 56 68 60 3E 98 AE
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
none

Monday, 4 May 2015 at 10:00:00 AM Australian Eastern Standard Time
Saturday, 27 February 2016 at 10:58:58 AM Australian Eastern Daylight Time

RSA Encryption ( 1.2.840.113548.1.1.1)
none

256 bytes : CAB4 74 93 EB 002210 ...
65537

2048 bits

Encrypt, Verify, Wrap, Derive

256 bytes: 95 32 C3FO 62 F1FBF1 ...
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@ Commonwealth Bank of Australia www.commbank.com.au (@]

Personal banking including accounts, credit cards and home loans - CommBank

Safari is using an encrypted connection to www.commbank.com.au.

Encryption with a digital certificate keeps information private as it’s sent to or from the https website www.commbank.com.au.

Symantec Corporation has identified www.commbank.com.au as being owned by Commonwealth Bank of Australia in SYDNEY, New
South Wales, AU.

=] VeriSign Class 3 Public Primary Certification Authority - G5
w [Z] symantec Class 3 EV SSL CA - G3
“ " www.commbank.com.au

com.au

» Trust
v Details
Inc. Country
Business Category
Serlal Number
Country
Postal Code
State/Province
Locality
Street Address
Organization
Organizational Unit
Common Name

Country
Organization
Organizational Unit
Common Name

Serlal Number
Version

view of your investme}

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Find out more >

Algorithm
Parameters
Public Key
Exponent
Key Size
Key Usage

Signature

Expires: Saturday, 27 Febr
@ This certificate is valid

lass 3 EV SSLCA - G3
6 at 10:58:58 AM Australian Eastern Daylight Time

Private Crganization
123123124

. valid Ccf)t?

2000

New South Wales

SYDNEY

201 SUSSEXST

Ci Bank of A i
CBA Business System Hosting
www.commbank.com.au

us

Symantec Corporation

Symantec Trust Network
Symantec Class 3 EV SSL CA - G3

1A 9F E© 4B 03 9D E2 9A B6 15 56 69 60 3E 98 AE
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
none

Monday, 4 May 2015 at 10:00:00 AM Australian Eastern Standard Time
Saturday, 27 February 2016 at 10:59:58 AM Australian Eastern Daylight Time

RSA Encryption ( 1.2.840.113548.1.1.1)
none

256 bytes: CAB4 74 93 EB 002210 ...
65537

2048 bits

Encrypt, Verify, Wrap, Derive

256 bytes: 95 32 C3FO62 F1FBF1..
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Domain Name Certification

« The Commonwealth Bank of Australia has generated a key
pair

* And they passed a certificate signing request to a company
called “Symantec”

* Who is willing to vouch (in a certificate) that the entity who
goes by the domain name of www.commbank.com.au also
has a certain public key value

« So if | can associate this public key with a connection then |
have a high degree of confidence that I've connected to
www.commbank.com.au, as long as | am prepared to trust
Symantec and the certificates that they issue

#apricot2016 [a!.'g APRICOT2016 APNIC 41 /



Domain Name Certification

« The Commonwealth Bank of Australia has generated a key
pair

* And they passed a certificate signing request to a company
called “Symantec”

* Who is willing to vouch (in a certificate) that the entity who
goes by the domain name of www.commbank.com.au also
has a certain public key value

» So if | can associate this public key W|th a connection then |
have a high degree of confidenc

, as long as | am prepared to trust
éymantec and the certlflcatpc that they issue
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Local Trust

Keychains
login
Directory Services
iCloud
System

System Roots

Category

& Allltems

The cerd Vw bewny
asked do0 drust was
Shvea ‘07 Qa CQ\"‘\\Q\CQ"\O“
avihoridy tnat w

browser o\\rco‘o\z -\rus-\s -
so \ ‘rust Iwad cerd!
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@)
Q Click to unlock the System Roots keychain.
-
"
&

Keychain Access

AAA Certificate Services

Contifeate | poot certiticate authority

S

@ This certificate is valid

Expires: Monday, 1 January 2029 at 10:59:59 AM Australian Eastern Daylight Time

Keychain

N AR
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots

tem Roots
System Roof
System Roots

Name ~ Kind Expires
e SreTa ST SURMSSI— g rronr——
] SwissSign Platinum CA - G2 certificate 25 Oct 2036, 7::
] SwissSign Platinum Root CA - G3 certificate 4 Aug 2037, 11:34:04 PM
SwissSign Silver CA - G2 certificate 25 Oct 2036, 7:32:46 PM
] SwissSign Silver Root CA - G3 certificate 4 Aug 2037, 11:19:14 PM
=] Symantec Class 1 Public Primary Certification Authority - G4 certificate 19 Jan 2038, 10:59:59 AM
Symantec Class 1 Public Primary Certification Authority - G6 certificate 2 Dec 2037, 10:59:59 AM
Symantec Class 2 Public Primary Certification Authority - G4 certificate 19 Jan 2038, 10:59:59 AM
Symante Public Pri P — = -
Syl ass 3 Public Primary Certification Authority - G4 certificate 2 Dec 2037, 10:59:59 AM
] Symantec Class 3 Public Primary Certification Authority - G6 certificate 2 Dec 2037, 10:59:59 AM
] T-TeleSec GlobalRoot Class 2 certificate 2 Oct 2033, 10:59:59 AM
=] T-TeleSec GlobalRoot Class 3 certificate 2 Oct 2033, 10:59:59 AM
] TC TrustCenter Class 2 CA Il certificate 1Jan 2026, 9:59:59 AM
TC TrustCenter Class 3 CA Il certificate 1Jan 2026, 9:59:59 AM
TC TrustCenter Class 4 CA Il certificate 1Jan 2026, 9:59:59 AM
=] TC TrustCenter Universal CA | certificate 1Jan 2026, 9:59:59 AM
] TC TrustCenter Universal CA Il certificate 1Jan 2031, 9:59:59 AM
TC TrustCenter Universal CA Ill certificate 1Jan 2030, 10:59:59 AM
TeliaSonera Root CA v1 certificate 18 Oct 2032, 11:00:50 PM
=] thawte Primary Root CA certificate 17 Jul 2036, 9:59:59 AM
|| thawte Primary Root CA - G2 certificate 19 Jan 2038, 10:59:59 AM
thawte Primary Root CA - G3 certificate 2 Dec 2037, 10:59:59 AM
TRUST2408 OCES Primary CA certificate 4 Dec 2037, 12:11:34 AM
Trusted Certificate Services certificate 1Jan 2029, 10:59:59 AM
- Trustis FPS Root CA certificate 21 Jan 2024, 10:36:54 PM
TUBITAK UEKAE Kok Sertifika Hizmet Saglayicisi - Sirim 3 certificate 21 Aug 2017, 9:37:07 PM
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi certificate 23 Dec 2017, 5:37:19 AM
TWCA Global Root CA certificate 1Jan 2031, 2:59:59 AM
| TWCA Root Certification Authority certificate 1Jan 2031, 2:59:59 AM
=] UCA Global Root certificate 31 Dec 2037, 11:00:00 AM
UCA Root certificate 31 Dec 2029, 11:00:00 AM
UTN - DATACorp SGC certificate 25 Jun 2019, 5:06:30 AM
] UTN-USERFirst-Client Authentication and Email certificate 10 Jul 2019, 3:36:58 AM
=) UTN-USERFirst-Hardware certificate 10 Jul 2018, 4:19:22 AM
UTN-USERFirst-Network Applications certificate 10 Jul 2019, 4:57:49 AM
UTN-USERFirst-Object certificate 10 Jul 2019, 4:40:36 AM
| VeriSign Class 1 Public Primary Certification Authority - G3  certificate 17 Jul 2036, 9:59:59 AM
-] VeriSign Class 2 Public Primary Certification Authority - G3  certificate 17 Jul 2036, 9:59:59 AM
VeriSign Class 3 Public Primary Certification Authority - G3  certificate 17 Jul 2036, 9:59:59 AM
VeriSign Class 3 Public Primary Certification Authority - G4  certificate 19 Jan 2038, 10:59:59 AM
VeriSign Class 3 Public Primary Certification Authority - G5 certificate 17 Jul 2036, 9:59:59 AM
=] VeriSign Class 4 Public Primary Certification Authority - G3  certificate 17 Jul 2036, 9:59:59 AM
VeriSign Universal Root Certification Authority certificate 2 Dec 2037, 10:59:59 AM
Visa eCommerce Root certificate 24 Jun 2022, 10:16:12 AM
Visa Information Delivery Root CA certificate 30 Jun 2025, 3:42:42 AM
E] VRK Gov. Root CA certificate 19 Dec 2023, 12:51:08 AM
] WellsSecure Public Root Certificate Authority certificate 14 Dec 2022, 11:07:54 AM
] XRamp Global Certification Authority certificate 1Jan 2035, 4:37:19 PM
i 181 items

System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots

PNIC 41

/



Local Trust

You have certificates on file that identify these certificate authorities:

Your Certificates

People Servers Others

Certificate Name

certSIGN ROOT CA

¥ China Financial Certification Authority

That’s a big list of peopleto .
Trust .

Are they all trustable?

#apricot2016

CFCA EV ROOT
China Internet Network Information Center

China Internet Network Information Center EV Certificates Root

Chunghwa Telecom Co., Ltd.
ePKI Root Certification Authority
CNNIC
CNNIC ROOT
COMODO CA Limited
COMODO ECC Certification Authority
COMODO Certification Authority
COMODO RSA Certification Authority
AAA Certificate Services
Secure Certificate Services
Trusted Certificate Services
COMODO ECC Domain Validation Secure Server CA 2
COMODO RSA Domain Validation Secure Server CA
COMODO High Assurance Secure Server CA
ComSign
ComSign CA
ComSign Secured CA
Cybertrust, Inc
Cybertrust Global Root
D-Trust GmbH
D-TRUST Root Class 3 CA 2 EV 2009
D-TRUST Root Class 3 CA 2 2009
Dell Inc.
iDRACE default certificate
Deutsche Telekom AG
Deutsche Telekom Root CA 2
Deutscher Sparkassen Verlag GmbH
S-TRUST Authentication and Encryption Root CA 2005:PN
S-TRUST Universal Root CA
Dhimyotis
Certigna
DigiCert Inc
DigiCert Trusted Root G4
DigiCert Global Root CA
DigiCert Assured ID Root G3

View. Edit Trust. Import... Export

Security Device
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Software Security Device
Software Security Device
Software Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token

Software Security Device
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token

Delete or Distrust..

<t APRICOT2016 APNIC 41
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Local Trust

Your Certificates People Servers m Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device ]
certSIGN ROOT CA Builtin Object Token
¥ China Financial Certification Authority
) . . CFCA EV ROOT Builtin Object Token
That's a big list of people t0 . areecne
China Internet Ne Information Center EV Certificates Root Builtin Obiect Token _ .y
TrU St YAChUNGWS Te'm_" 00O (< il A A @ = & googleonlinesecurity.blogspot.com.au/2015/03/mair

el
CNNIC

Google Online Security Blog: Maintaining digital certificate security

N\

CNNIC ROOT
0 CA Limit(

Are they all trustable? \Ao*\'

COMODO Certif

COMODO RSA C . . . . . . .
0\\*\ AR Centificate Maintaining digitaj certificate security

Secure Certifical
q. [N c Trusted Certifici

comopo ecct Posted: Monday, March 23, 2015 a1 106 1 R
COMODO RSAL

COMODO High ,
v ComSign

ComSign CA

ComSign Secure
v Cybertrust, Inc

Posted by Adam Langley, Secufity Engineer

On Friday, March 20th, we bechme aware of unauthorized digital certificates for several Google domains. The
certificates were issued by an fhtermediate certificate authority apparently held by a company called MCS

Cybertrust Glob
v D-Trust GmbH Holdings. This intermediathgeltificate was issued by CNNIC.
D-TRUST Root (
D-TRUST Root CNNIC is includeéd in all major root stores and so the misissued certificates would be trusted by almost all
v Dell Inc. browsers and operating systems. Chrome on Windows, OS X, and Linux, ChromeOS, and Firefox 33 and greater
iDRACE default

would have rejected these certificates because of public-key pinning, although misissued certificates for other sites

v Deutsche Telekom likely exist.
Deutsche Telek«
¥ Deutscher Sparkass
S-TRUST Authet

S-TRUST Univer

We promptly alerted CNNIC and other major browsers about the incident, and we blocked the MCS Holdings
certificate in Chrome with a CRLSet push. CNNIC responded on the 22nd to explain that they had contracted with
MCS Holdings on the basis that MCS would only issue certificates for domains that they had registered. However,

M Dhllcney:i[;a rather than keep the private key in a suitable HSM, MCS installed it in a man-in-the-middle proxy. These devices
v DigiCert Inc intercept secure connections by masquerading as the intended destination and are sometimes used by companies
DigiCert Trustec to intercept their employees' secure traffic for monitoring or legal reasons. The employees’ computers normally
DigiCert Global have to be configured to trust a proxy for it to be able to do this. However, in this case, the presumed proxy was
DigiCert Assure given the full authority of a public CA, which is a serious breach of the CA system. This situation is similar to a
View.. & failure by ANSSI in 2013.

#apricot2016 45 APRICOT2016 APNIC 41 4



Local Trust

That’s a big list of people to

Trust

Are they all trustable?
A\

e
N N ¢

#apricot2016
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Your Certificates People Servers W Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device 8B
certSIGN ROOT CA Builtin Object Token
¥ China Financial Certification Authority
CFCA EV ROOT Ruiltin Nhiart Talkan
v China Internet Network Informatic @ © ® < [im} @ AA @ = www.infoworld.com/article/2623707/hacking/the-rea! ¢ | @ t =]

China Internet Network Inform
¥ Chunghwa Telecom Co., Ltd.
ePKI Root Certificatigp

CNNIC ROOT
v COMODO CA Limited

Cloud Data Center Mobile Open Source Security

COMODO RSA Certification Aul
AAA Certificate Services
Secure Certificate Services
Trusted Certificate Services
COMODO ECC Domain Validati
COMODO RSA Domain Validati
COMODO High Assurance Sect
v ComSign
ComSign CA
ComSign Secured CA
v Cybertrust, Inc
Cybertrust Global Root
¥ D-Trust GmbH
D-TRUST Root Class 3 CA 2 Ev
D-TRUST Root Class 3 CA 2 2(
v DellInc.
iDRACE default certificate
¥ Deutsche Telekom AG
Deutsche Telekom Root CA 2
v Deutscher Sparkassen Verlag Gmt

SECURIT

By Roger A. Grimes

DVISER

Follow

The Comodo hack hak grabbed headlines, but more
troubling is the publick ignorance over PKI and
digital certificates

06003

InfoWorld | Apr 5, 2011
S-TRUST Authentication and Ei
S-TRUST Universal Root CA
v Dhimyotis
Certigna RELATED TOPI: News of an Iranian hacker duping certification authority
v DigiCert Inc Hacking Comodo into issuing digital certificates to one or more

unauthorized parties has caused an uproar in the IT
community, moving some critics to call for Microsoft and
Mozilla to remove Comodo as a trusted root certification

DigiCert Trusted Root G4
DigiCert Global Root CA
DigiCert Assured ID Root G3

Authentication

Data Security

Encryption authority from the systems under their control. Though the
View Edit Trust Identity man i rst compromising a site
Management containing a hard-coded logon name and password, then

generating certificates for several well-known sites, including
Google, Live.com, Skype, and Yahoo, I'm not bothered by the

IT Management

The real security issue behind the Comodo hack | InfoWorld

Deep Dives

Reviews Resources/White Papers

The real secutkity issue behind the Comodo hack

MORE LIKE THIS

Weaknesses in SSL certification exposed
by Comodo security breach

Hackers target Google, Skype with rogue
SSL certificates

Revoke certificates when you need to --
the right way

on IDG Answers =

I'm considering a slight career change to
IT security - what do | need to...

~D Datameer

Top Fve Hgh'Im

5 High

Impact
Big Data



With unpleasant consequences
when it all goes wrong
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With unpleasant consequences
when it all goes wrong
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With unpleasant consequences
when it all goes wron

H

Oome Diginotar internet
ginotar.nl/
Mijn ING Triodos

[+ @hnp://wwwni
Daily v

trust Services, certiﬁcaten, elektronische handtekening.

AG (1)

The Selvedge Yard (3)
Home Diginotay internet trust ser__.
el g

DigiNotar-
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DigiNotar@, Internet Trust Provider
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Elektronische handtekening WABO

Actueel
Overgang Certificaten
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het identificeren van Missement DlglNotar
Personen en Organisaties op interpet €n veilig De Rechtbank Haarlem_ r?eeft
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SHA256 Certificaten en sleutellengte 2048
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€ment uitgesproken
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What's going wrong here?

« The TLS handshake cannot specify WHICH CA should be
used to validate the digital certificate

* Your browser will allow ANY CA to be used to validate a
certificate

#apricot2016 [abE APRICOT2016 APNIC 41



What's going wrong here?

« The TLS handshake cannot specify WHICH CA should be

used to validate the digital certi#~-" \
sowrC bad:
* Your, “O\N\ Twod's AT CA to be used to validate a

cert...cuwc
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What's going wrong here?

« The TLS handshake cannot specify WHICH CA should be

used to validate the digital certi#~-" \
Cowe \>OO:
. YOL"'\QO\N\ Twod's AT CA to be used to validate a

cert .

/ ? Here's a lock = W wiight be dwe
/ \

B lock on your {ront door for all
w know,

W7 The lock wignd LOOK. secure

| \ 77 but don} worry — liderally ANN
é key can ofen W
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What's going wrong here?

« There is no incentive for quality in the CA marketplace

« Why pay more for any certificate when the entire CA
structure is only as strong as the weakest CA

* And you browser trusts a LOT of CAs!

— About 60 — 100 CA’s
— About 1,500 Subordinate RA’s
— Operated by 650 different organisations

See the EFF SSL observatory
http://www.eff.org/files/Defeonsstiverse.paf

#apricot2016 [a!.'g APRICOT2016 APNIC 41



In 8 commerciasl environment

Where CA’'s compete with each other for market share
And quality offers no protection

Than what ‘wins’ in the market?

res W e ?
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In 8 commerciasl environment

Where CA’'s compete with each other for market share
And quality offers no protection

Than what ‘wins’ in the market?
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Where now?

Option A: Take all the money out of the system!

T LINUX FOUNDATION COLLABORATIVE PROJECTS

n Let’s EI‘ICI“ypt Blog Technology ~ Sponsors ~ Support About ~

o f

Let's Encrypt is a new Certificate Authority:
It's free, automated, and open.
In Limited Beta

FROM OUR BLOG MA]JOR SPONSORS

Nov 12, 2015
Public Beta: December 3, 2015

Let's Encrypt will enter Public Beta on December 3rd, 2015.

R ~ sl el ]l
mozilla Gkamai c|| S clo

Once we've entered Public Beta our systems will be open to

anyone who would like to request a certificate.
: "z
#apricot2016 Read more m IdenTrust Iggecrig;%
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Where now?

Option A: Take all the money out of the system!

T LINUX FOUNDATION COLLABORATIVE PROJECTS

\ ! Cd
ﬁ Let’s Encrypt Blog Technology ~ Sponsors ~ Support About ~

A - -
3 \ssvance
B o\N\O\x OO0 OQ *\I\Q CQ\“ ., \N\O\\(-Q

CO\)Q\Q& V\‘*\A g .
e overall enNe

sccvrc?

e ce Qro\ocx\ow NS Yo &

FROM OUR BLOG MA]JOR SPONSORS

Nov 12, 2015

Public Beta: December 3, 2015 . @ AR A

, mozilla  (akamai Cll . clo
Let's Encrypt will enter Public Beta on December 3rd, 2015. )
Once we've entered Public Beta our systems will be open to

anyone who would like to request a certificate. NlC 41
. [4
#apr|cot20']6 Read more m IdenTrust ’2{,‘2’}2‘;}%



Where now?

Option B: White Listing and Pinning with HSTS

https.//code.google.com/p/chromium/codesearch#chromium/s

rc/net/http/transport _security state static.json

#apricot2016 [aé APR|COT2016 APNIC 41

/



Where now?

Option B: White Listing and Pinning with HSTS

https.//code.google.com/ p/chromium/codeeo:g;\':;’ Yo

rc/net/http/tranannrt == . yan == wnE\ oV
. \\ wnaone v \ \
\:5 ggéa::ﬁa \oZ comflerely el
3
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Where now?

Option C: Use the DNS!

We eveir cofisensds and
nning ¢

Fuck dwad!
3\)54 (’U4 .\* WA ’h’\Q DN%
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seriously

Where better to find out the public key associated with a DNS
name than to look it up in the DNS?

#apricot2016 [a!.'g APRICOT2016 APNIC 41



seriously

Where better to find out the public key associated with a DNS
name than to look it up in the DNS?
— Why not query the DNS for the HSTS record (pinning record)?
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seriously

Where better to find out the public key associated with a DNS
name than to look it up in the DNS?

— Why not query the DNS for the HSTS record?

— Why not query the DNS for the issuer CA?
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seriously

Where better to find out the public key associated with a DNS
name than to look it up in the DNS?

— Why not query the DNS for the HSTS record?

— Why not query the DNS for the issuer CA?

— Why not query the DNS for the hash of the domain name cert?
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seriously

Where better to find out the public key associated with a DNS
name than to look it up in the DNS?

— Why not query the DNS for the HSTS record?

— Why not query the DNS for the issuer CA?

— Why not query the DNS for the hash of the domain name cert?

— Why not query the DNS for the domain name public key certas a
simple self-signed cert?
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seriously

Where better to find out the public key 2 n ciated with a DNS
name than to look it up in the DN<” \eo:'\'

— Why not query the DNS for ’f',' o\(\"\ ~ord?

— Why not query the D""(/ P\% suer CA?

— Why not quer~ \e& .. the hash of the domain name cert?

— Why r~ (\Qc' JNS for the domain name public key cert as a
Si *\\\:\O .iyned cert?
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DANE

« Using the DNS to associated domain name public key
certificates with domain name

#apricot2016

[Docs) [txt|pdf) [draft-ietf-dane-p...] [Diffl] [Diff2) [Errata])

Updated by: 7218, 7671 PROPOSED STANDARD

Errata Exist
Internet Engineering Task Force (IETF) P. Hoffman
Request for Comments: 6698 VPN Consortium
Category: Standards Track J. Schlyter
ISSN: 2070-1721 Kirei AB

August 2012

The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA

Abstract

Encrypted communication on the Internet often uses Transport Layer
Security (TLS), which depends on third parties to certify the keys
used. This document improves on that situation by enabling the
administrators of domain names to specify the keys used in that
domain's TLS servers. This requires matching improvements in TLS
client software, but no change in TLS server software.

Status of This Memo

This is an Internet Standards Track document.

= APRICOT 2016
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DANE
TLSARR

2.3. TLSA RR Examples

An example of a hashed (SHA-256) association of a PKIX CA
certificate:

_443. tcp.www.example.com. IN TLSA ( OA OCYt ‘_JbaSh

0 0 1 d2abde240d7cd3eebtb4b28c54df034b9
7983aldl6eB8a410e4561cbl06618e971 )

An example of a hashed (SHA-512) subject public key association of a
PKIX end entity certificate:

_443. tcp.www.example.com. IN TLSA
1 1 2 92003ba34942dc74152e2f2c408d29%ec
a5a520e7f2el06bb9%44f4dca346baféic Ee Cert ‘ ,aSh
1b177615d466f6c4b71c216a50292bd5
8c9ebdd2f74e38fe51ffd48c43326cbec )

An example of a full certificate association of a PKIX trust anchor:

_443. tcp.www.example.com. IN TLSA

2 0 0 30820307308201e£fa003020102020... ) TYMStAV\,cl/]DV
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TLS with DANE

» Client receives server cert in Server Hello
— Client lookups the DNS for the TLSA Resource Record of the domain

name
— Client validates the presented certificate against the TLSA RR

 Client performs Client Key exchange

<t APRICOT2016 APNIC 41
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TLS Connections

DNS Nawe

TLS Client TLS Server

ClientHello

Offers TLS version, list of ciphers, compression
QUQ"“? methods etc

ServerHello

L > C Qfx <Server chooses TLS version, cipher, compression

method. Server sends its certificate
ServerHelloDone

ClientKeyExchange D

Secret PreMasterKey encrypted using Server's

Register or Login | Other Applications ~ mozilla .
. public key
i) CERIIIN
EXTENSIONS | THEES | COLLECTIONS | MoRE
A » Extensions » DNSSEC/TLSA Validator -
ChangeCipherSpec Server decrypts
&  DNSSEC/TLSA Validator =202 e m ge using
by CZNIC Labs g 045 users 44 — reviousl|
DNSSEC/TLSA Validator is a web browser add-on which allows you to check the ' FI n ISh ed p y
existence and validity of DNSSEC records and TLSA records related to domain names. Add to collection exchanged keys
Only with Firefox — Get Firefox Now!
e e e o Client decrypts
Download Anyway i i
S i message using ChangeCipherSpec
previously d
exchanged keys

Finished

About this Add-on # Add-on home page
L Suppon site

'DNSSEC/TLSA Validator allows you to check the existence and validity of DNS Security Extensions (DNSSEC) signed
recor ds 1fa valid DNSSEC cain related o the domain i found the log-n wil lso chec for the existene of Transport
iation (TLSA) records. TLSA Temote server TLS/SSL i
rrf a llﬁ/bSL oemﬁnzm for a domain name is wnﬁud by the DANE protocol(RFC 6668). DNSSEC and TLSA validation
Cli

| i APRICOT2016 APNIC 41 y
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Just one problen..

* The DNS is full of liars and lies!

« And this can compromise the integrity of public key
information embedded in the DNS

* Unless we fix the DNS we are no better off than before with
these TLSA records!
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Just one response..

* We need to allow users to validate DNS responses for
themselves

 And for this we need a Secure DNS framework
 Which we have — and its called DNSSEC!
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DNSSEC Interlocking Signatures

. (root)
. Key-Signing Key — signs over
. Zone-Signing Key — signs over
DS for .com (Key-Signing Key)
.Ccom

.com Key-Signing Key — signs over
.com Zone-Signing Key — signs over

DS for example .com (Key-Signing Key)

.example.com

example.com Key-Signing Key — signs over
example.com Zone-Signing Key — signs over

www.example.com

www.example.com
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DNSSEC Interlocking Signatures

. (root)
. Key-Signing Key — signs over
. Zone-Signing Key — signs over
DS for .com (Key-Signing Key)
.Com

.com Key-Signing Key — signs over
.com Zone-Signing Key — signs over

DS for example .com (Key-Signing Key)

.example.com

example.com Key-Signing Key — signs over

example.com Zone-Signing Key — signs over

www.example.com

www.example.com IN A 192.0.1
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DNSSEC Interlocking Signatures

\s dwe KK (or . valia?

. (root) ‘
. : \s twe 29K for . vala?
. Key-Signing Key — signs over
- Zone-Signing Key —signs over s dws DY cqual do dne wash of dne KOK?
DS for .com (Key-Signing Key) s dwe si@nature for s record vala?
.com s dtwe KSK for com vala?

.com Key-Signing Key — signs over
s e Z9K for .com vala?

.com Zone-Signing Key — signs over

DS for example .com (Key-Signing Key)

.example.com

example.com Key-Signing Key — signs over

example.com Zone-Signing Key — gigns ov&g twe ZSK. (or evamplecom valia?
www.example.com

s dws DI equal do dne wash of dne KSK?
\s twe signature Cor dwis recora valia?

s dwe KSK (or examplecom valia?

s dwe si@nadure for dws recora valia?
www.example.com IN A 192.0:
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DNSSEC Interlocking Signatures

\s dwe KK (or . valia?

. (root) M
1As long as you have a valid
local drust anchor (or dne otz e of e k5K
root 20ne then you can
o), validate a signed DN o7 o el
resfonse by construching com valu?
s backward ot do dne e of de KK
xample \ocal root rusd anchor

——— S 4we UK Yor exawmplecowm vala?

example.com Key-Signing Key — signs over
example.com Zone-Signing Key — gigns ov&g twe ZSK. (or evamplecom valia?

Cor . valn?

www.example.com
\s dwe s@nature for s record valia?

www.example.com IN A 192.0:
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DANE + DNSSEC

* Query the DNS for the TLSA record of the domain name
and ask for the DNSSEC signature to be included in the
response

» Validate the signature to ensure that you have an unbroken
signature chain to the root trust point

« At this point you can accept the TLSA record as the
authentic record, and set up a TLS session based on this
data
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S0 we need DNSSEC as well as
DANE...

How much DNSSEC Validation is out there?
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Do we do DNSSEC Validation?

#apricot2016

Use of DNSSEC Validation for World (XA)

Zoom: 1th 1d 5d 1w 1m 3m 6m 1y max

4
0
2014 Apr Jul Oct 2015 Apr Jul Oct 2016
WWWWWW L’J.NL/JWMM \{'w‘"
Jan 2014 Jul 2014 Jan 2015 Jul 2015 | Jan 2016

@ Validating

stats.labs.apnic.net/dnssec/XA
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Or..
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Look! No DNS!

« Server packages server cert, TLSA record and the
DNSSEC credential chain in a single bundle

* Client receives bundle in Server Hello

— Client performs validation of TLSA Resource Record using the
supplied DNSEC signatures plus the local DNS Root Trust Anchor
without performing any DNS queries

— Client validates the presented certificate against the TLSA RR

 Client performs Client Key exchange
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Where now?

#apricot2016

DANE plugins

All Videos Images News Shopping More ~ Search tools

About 349,000 results (0.40 seconds)

DANE - How to Install the DANE Browser Add-ons to ...
https://tutanota.com/blog/posts/dane-how-to-browser-plugins v

Oct 15, 2014 - With DANE you can check yourself if an SSL certificate can be trusted.
You only need to install two plugins and your browser will tell you with ...

Download — DNSSEC/TLSA Validator
https://www.dnssec-validator.cz/pages/download.html ~

Download the appropriate Native Messaging plugin package (that matches your OS and
add-on version). Execute the downloaded plugin package. (You may ...

DNSSEC/TLSA Validator

https://www.dnssec-validator.cz/ v

The authenticity of a TLS/SSL certificate for a domain name is verified by DANE protocol
(RFC 6698). DNSSEC and TLSA validation results are displayer by ...

s.huque's blog: DNSSEC/DANE/TLSA Browser Add-ons
blog.huque.com/2014/02/dnssec-dane-tisa-browser-addons.html ~

Feb 1, 2014 - DNSSEC/DANE/TLSA validator addons for web browsers. ... | installed the
Firefox web browser plugin and did some quick tests of them on my ...

DNSSEC/TLSA Validator :: Add-ons for Firefox

addons.mozilla.org » Add-ons for Firefox » Extensions v Mozilla Add-ons

Yk %k Rating: 4 - 41 votes - Free

May 15, 2015 - The authenticity of a TLS/SSL certificate for a domain name is verified by
the DANE protocol (RFC 6698). DNSSEC and TLSA validation results ...

How To Add DNSSEC Support To Google Chrome ...
www.internetsociety.org/.../now-to-add-dnssec-support-t... ¥ Internet Society
Jan 18, 2012 - ... TLS using the DANE protocol, please visit our DANE resource page.
.... in other web browsers or available as an add-on/plugin/extension, ...

Browser vendors appear to
be dragging the chain on
DANE support

DANE exists today as plug-
ins rather than a core
functionality

Cynically, one could observe
that fast but insecure is the
browser vendors’ current
preference!
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Where now?

We could do a far better job at Internet Security:
Publishing DNSSEC-signed zones
Publishing DANE TLSA records
Using DNSSEC-validating resolution
Using TLSA records to guide Key Exchange for TLS

What this can offer is robust, affordable, accessible security

without the current overheads of high priced vanity CA
offerings
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