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Five Years Ago 



The Eastern KSK Repository 



The Western KSK Repository 

El	
  Segundo,	
  California	
  *	
  

*	
  No	
  –	
  that’s	
  not	
  really	
  a	
  picture	
  of	
  the	
  the	
  El	
  Segundo	
  KSK	
  repository	
  facili<es!	
  



KSK? 

•  The	
  Root	
  Zone	
  Key	
  Signing	
  Key	
  signs	
  the	
  
DNSKEY	
  RR	
  set	
  of	
  the	
  root	
  zone	
  
– The	
  Zone	
  Signing	
  Key	
  (ZSK)	
  signs	
  the	
  individual	
  
root	
  zone	
  entries	
  

•  The	
  KSK	
  Public	
  Key	
  is	
  used	
  as	
  the	
  DNSSEC	
  
Valida<on	
  trust	
  anchor	
  
–  It	
  is	
  copied	
  everywhere	
  as	
  “configura<on	
  data”	
  

•  The	
  KSK	
  Private	
  Key	
  is	
  stored	
  inside	
  an	
  HSM	
  



Five Years Ago… 



Five Years Ago… 



The Cast of Actors 

•  Root	
  Zone	
  Management	
  Partners:	
  
–  Internet	
  Corpora<on	
  for	
  Assigned	
  Names	
  and	
  
Numbers	
  (ICANN)	
  

– Na<onal	
  Telecommunica<ons	
  and	
  Informa<on	
  
Administra<on,	
  US	
  Department	
  of	
  Commerce	
  
(NTIA)	
  

– Verisign	
  
•  External	
  Design	
  Team	
  for	
  KSK	
  Roll	
  



Approach 

•  ICANN	
  Public	
  Consulta<on	
  –	
  2012	
  
•  Detailed	
  Engineering	
  Study	
  -­‐	
  2013	
  
•  SSAC	
  Study	
  (SAC-­‐063)	
  -­‐	
  2013	
  
•  KSK	
  Roll	
  Design	
  Team	
  -­‐	
  2015	
  



Design Team Members 

•  Joe	
  Abley	
  
•  John	
  Dickinson	
  
•  Ondrej	
  Sury	
  
•  Toshiro	
  Yoneya	
  

•  Jaap	
  Akkerhuis	
  
•  Paul	
  Wouters	
  
•  Geoff	
  Huston	
  	
  

Plus	
  the	
  par<cipa<on	
  from	
  the	
  Root	
  Zone	
  Management	
  Partners	
  



2015 Design Team 
Milestones 

•  January	
  –	
  June:	
  
Study,	
  discuss,	
  measure,	
  ponder,	
  discuss	
  some	
  more	
  

•  June	
  
– Present	
  a	
  drad	
  report	
  for	
  ICANN	
  Public	
  Comment	
  

•  July	
  
– Prepare	
  final	
  report	
  

•  Pass	
  to	
  the	
  Root	
  Zone	
  Management	
  Partners	
  
who	
  then	
  will	
  develop	
  an	
  opera<onal	
  plan	
  and	
  
execute	
  



Rolling the KSK? 

•  All	
  DNS	
  resolvers	
  that	
  perform	
  valida<on	
  of	
  
DNS	
  responses	
  use	
  a	
  local	
  copy	
  of	
  the	
  KSK	
  

•  They	
  will	
  need	
  to	
  load	
  a	
  new	
  KSK	
  public	
  key	
  
and	
  replace	
  the	
  exis<ng	
  trust	
  anchor	
  with	
  this	
  
new	
  value	
  at	
  the	
  appropriate	
  <me	
  

•  This	
  key	
  roll	
  could	
  have	
  a	
  public	
  impact	
  
•  We	
  have	
  had	
  some	
  experience	
  in	
  the	
  past	
  on	
  
issues	
  arising	
  from	
  rolling	
  keys…	
  





The RFC5011 Approach 

•  Publish	
  a	
  new	
  KSK	
  and	
  include	
  it	
  in	
  DNSKEY	
  
responses	
  

•  Use	
  the	
  new	
  KSK	
  to	
  sign	
  the	
  ZSK,	
  as	
  well	
  as	
  the	
  
old	
  KSK	
  signature	
  
–  Resolvers	
  use	
  old-­‐signs-­‐over-­‐new	
  to	
  pick	
  up	
  the	
  new	
  
KSK,	
  validate	
  it	
  using	
  the	
  old	
  KSK,	
  and	
  replace	
  the	
  local	
  
trust	
  anchor	
  material	
  with	
  the	
  new	
  KSK	
  

•  Withdraw	
  the	
  old	
  signature	
  signed	
  via	
  the	
  old	
  
KSK	
  

•  Revoke	
  the	
  old	
  KSK	
  



The RFC5011 Approach 

Packet size increase due to
multiple KSK signatures

Packet size increase due to
multiple KSK signatures

Packet size increase due 
to larger DNSKEY RRset
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2015 Q1 2015 Q2 2015 Q3 2015 Q4

Improved Rickroll
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Delayed revocation of KSK-2010

5011-compliant validators will 
start using KSK-2015 here

Not updated 5011-noncompliant 
validators will fail here

Second packet size increaseFirst packet size increase

736 883 1011 1158 1011 1297 736 883 736 1297 736
864 1139 1139 1414 1139 1425 864 1139 864 1425 864

1024-bit ZSK
2048-bit ZSK

Response size
for DNSKEY(.)



1. Introduce New KSK 

Packet size increase due to
multiple KSK signatures

Packet size increase due to
multiple KSK signatures

Packet size increase due 
to larger DNSKEY RRset
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2. New KSK signs 

Packet size increase due to
multiple KSK signatures

Packet size increase due to
multiple KSK signatures

Packet size increase due 
to larger DNSKEY RRset

ZSK-15q2
pre-publish

ZSK-15q1ZSK-15q1ZSK-15q1ZSK-15q1
pre-publish ZSK-15q1 ZSK-15q1 ZSK-15q1ZSK-15q1 ZSK-15q1ZSK-15q1

ZSK-14q4
post-publishZSK-14q4

DNS Root KSK Rollover

Slot 9Slot 8Slot 7Slot 6Slot 5Slot 4Slot 3Slot 2Slot 1

T+80T+70T+60T+50T+40T+30T+20T+10T+0T-10

ZSK-15q3
pre-publish

ZSK-15q2ZSK-15q2ZSK-15q2 ZSK-15q2 ZSK-15q2 ZSK-15q2ZSK-15q2 ZSK-15q2ZSK-15q2

ZSK-15q1
post-publish

Slot 9Slot 8Slot 7Slot 6Slot 5Slot 4Slot 3Slot 2Slot 1

T+90T+80T+70T+60T+50T+40T+30T+20T+10T+0

Slot 9Slot 8Slot 7Slot 6Slot 5Slot 4Slot 3Slot 2Slot 1

T+80T+70T+60T+50T+40T+30T+20T+10T+0

Slot 9Slot 8Slot 7Slot 6Slot 5Slot 4Slot 3Slot 2Slot 1

T+80T+70T+60T+50T+40T+30T+20T+10T+0

ZSK-15q4
pre-publish

ZSK-15q3ZSK-15q3ZSK-15q3 ZSK-15q3 ZSK-15q3 ZSK-15q3ZSK-15q3 ZSK-15q3ZSK-15q3

ZSK-15q2
post-publish

ZSK-16q1
pre-publish ZSK-16q1

ZSK-15q4ZSK-15q4ZSK-15q4 ZSK-15q4 ZSK-15q4 ZSK-15q4ZSK-15q4 ZSK-15q4 ZSK-15q4
post-publishZSK-15q4

ZSK-15q3
post-publish

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2010
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

KSK-2015
publish+sign

2015 Q1 2015 Q2 2015 Q3 2015 Q4

Improved Rickroll

KSK-2010
revoke+sign

KSK-2010
revoke+sign

KSK-2010
revoke+sign

Delayed revocation of KSK-2010

5011-compliant validators will 
start using KSK-2015 here

Not updated 5011-noncompliant 
validators will fail here

Second packet size increaseFirst packet size increase

736 883 1011 1158 1011 1297 736 883 736 1297 736
864 1139 1139 1414 1139 1425 864 1139 864 1425 864

1024-bit ZSK
2048-bit ZSK

Response size
for DNSKEY(.)



3. Remove old KSK 

Packet size increase due to
multiple KSK signatures

Packet size increase due to
multiple KSK signatures

Packet size increase due 
to larger DNSKEY RRset
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4. Destroy old KSK 

Packet size increase due to
multiple KSK signatures

Packet size increase due to
multiple KSK signatures

Packet size increase due 
to larger DNSKEY RRset
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Technical Concerns 
•  Some	
  DNSSEC	
  valida<ng	
  resolvers	
  do	
  not	
  support	
  
RFC5011	
  
–  How	
  many?	
  
– What	
  will	
  they	
  do	
  when	
  valida<on	
  fails?	
  

•  During	
  the	
  Dual-­‐Sign	
  phase	
  of	
  the	
  roll	
  the	
  RZ	
  DNSKEY	
  
responses	
  will	
  be	
  larger	
  
–  Interac<on	
  with	
  IPv6	
  and	
  1280	
  minimum	
  MTU	
  -­‐	
  UDP	
  
fragmenta<on?	
  

–  Interac<on	
  with	
  EDNS0	
  UDP	
  Buffer	
  Size	
  and	
  response	
  
trunca<on	
  -­‐	
  Increased	
  TCP	
  query	
  loads?	
  

–  How	
  many	
  resolvers	
  will	
  be	
  stranded	
  by	
  these	
  larger	
  
responses?	
  

•  Can	
  you	
  bench	
  test	
  your	
  DNS	
  resolvers	
  in	
  a	
  KSK	
  roll?	
  



Some Numbers 

•  Up	
  to	
  90%	
  of	
  unique	
  queries	
  posed	
  to	
  
authorita<ve	
  name	
  servers	
  use	
  EDNS0	
  and	
  set	
  
DNSSEC	
  OK	
  

•  Up	
  to	
  24%	
  of	
  unique	
  queries	
  are	
  followed	
  by	
  
DNSSEC	
  valida<on	
  

•  Up	
  to	
  11%	
  of	
  unique	
  queries	
  will	
  be	
  followed	
  
by	
  a	
  non-­‐valida<ng	
  query	
  sequence	
  if	
  DNSSEC	
  
valida<on	
  fails	
  	
  

	
  



Some More Numbers 

•  Some	
  8%	
  of	
  unique	
  queries	
  have	
  an	
  EDNS0	
  
UDP	
  buffer	
  size	
  <	
  1,500	
  octets	
  
– These	
  queries	
  would	
  revert	
  to	
  TCP	
  in	
  the	
  case	
  of	
  a	
  
large	
  response	
  

•  What	
  is	
  not	
  directly	
  measureable	
  by	
  
experimental	
  sampling	
  of	
  resolver	
  behaviors	
  is	
  
the	
  extent	
  to	
  which	
  resolvers	
  support	
  
RFC5011	
  key	
  roll	
  signalling	
  



Community Concerns 

•  How	
  can	
  the	
  Root	
  Zone	
  Partners	
  keep	
  you	
  
informed	
  about	
  the	
  KSK	
  Roll	
  process?	
  
– What	
  do	
  you	
  need	
  to	
  know?	
  
– How	
  would	
  you	
  like	
  to	
  be	
  informed?	
  

	
  



Questions? 


