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We all know… 



We all know… 

what	
  DNSSEC	
  does.	
  

	
  



We all know… 

And	
  why	
  its	
  probably	
  a	
  Good	
  Thing	
  to	
  do	
  if	
  you	
  are	
  a	
  
zone	
  admin	
  or	
  a	
  DNS	
  resolver	
  operator	
  



We all know… 

And	
  why	
  its	
  probably	
  a	
  Good	
  Thing	
  to	
  do	
  if	
  you	
  are	
  a	
  
zone	
  admin	
  or	
  a	
  DNS	
  resolver	
  operator.	
  
	
  
And	
  why	
  its	
  probably	
  good	
  for	
  end	
  users	
  to	
  use	
  
DNSSEC-­‐validaAng	
  resolvers	
  as	
  well.	
  



We all know… 

And	
  we’ve	
  all	
  seen	
  various	
  measurements	
  of	
  how	
  many	
  
zones	
  are	
  DNSSEC-­‐signed…	
  



DNSSEC-­‐Signed	
  TLDs	
  at	
  the	
  Root	
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We all know… 

And	
  we’ve	
  all	
  seen	
  various	
  measurements	
  of	
  how	
  many	
  
zones	
  are	
  DNSSEC-­‐signed…	
  

But these
 are gen

erally su
pply-side

 measurements 

 
What abou

t the de
mand size?

 

 
If you s

ign it wi
ll they c

ome to vali
date it? 



But what we don’t know is… 

What	
  will	
  happen	
  to	
  your	
  authoritaAve	
  name	
  server	
  
when	
  you	
  serve	
  a	
  signed	
  zone?	
  
	
  
Will	
  you	
  experience:	
  

	
  Query	
  load	
  meltdown?	
  
	
  TCP	
  session	
  overload?	
  
	
  DDOS	
  amplificaAon	
  from	
  hell?	
  
	
  No	
  change?	
  



Our Questions… 

•  What	
  proporAon	
  of	
  the	
  Internet’s	
  users	
  will	
  perform	
  
DNSSEC	
  validaAon	
  if	
  they	
  are	
  presented	
  with	
  a	
  signed	
  
domain?	
  

•  Where	
  are	
  these	
  DNSSEC-­‐validaAng	
  users?	
  
	
  
•  What	
  is	
  the	
  performance	
  overhead	
  of	
  serving	
  signed	
  
names?	
  

	
  
•  What	
  happens	
  when	
  the	
  DNSSEC	
  signature	
  is	
  not	
  
valid?	
  



The Experiment 

Three	
  URLs:	
  
	
  the	
  good	
  (DNSSEC	
  signed)	
  
	
  the	
  bad	
  (invalid	
  DNSSEC	
  signature)	
  
	
  the	
  control	
  (no	
  DNSSEC	
  at	
  all)	
  

	
  
And	
  an	
  online	
  ad	
  system	
  to	
  deliver	
  the	
  test	
  to	
  a	
  
large	
  pseudo-­‐random	
  set	
  of	
  clients	
  



Understanding DNS Resolvers is 
“tricky” 

What we would like to think happens in DNS resolution! 

Client DNS Resolver 

x.y.z? 
Authoritative 
Nameserver 

x.y.z? 

x.y.z? 10.0.0.1 x.y.z? 10.0.0.1 



Understanding DNS Resolvers is 
“tricky” 

A small sample of what appears to happen in DNS resolution 



Understanding DNS Resolvers is 
“tricky” 

The best model we can use 
for DNS resolution 



Understanding Resolvers is 
“tricky” 

If we combine www and dns data we can map clients to the 
visible resolvers that query our server 



This means… 

That	
  it’s	
  hard	
  to	
  talk	
  about	
  “all	
  resolvers”	
  	
  
– We	
  don’t	
  know	
  the	
  raAo	
  of	
  the	
  number	
  of	
  resolvers	
  we	
  
cannot	
  see	
  compared	
  to	
  the	
  resolvers	
  we	
  can	
  see	
  from	
  the	
  
perspecAve	
  of	
  an	
  authoritaAve	
  name	
  server	
  

We	
  can	
  only	
  talk	
  about	
  “visible	
  resolvers”	
  



This means… 

And	
  there	
  is	
  an	
  added	
  issue	
  here:	
  
–  It	
  can	
  be	
  hard	
  to	
  tell	
  the	
  difference	
  between	
  a	
  visible	
  
resolver	
  performing	
  DNSSEC	
  validaAon	
  and	
  an	
  occluded	
  
validaAng	
  resolver	
  performing	
  validaAon	
  via	
  a	
  visible	
  non-­‐
validaAng	
  forwarder	
  	
  

	
  

(Yes, I k
now it’s

 a subtle
 distinct

ion, but 
it makes 

looking a
t RESOLVERS difficu

lt!) 

	
  



This means… 

It’s	
  easier	
  to	
  talk	
  about	
  end	
  clients	
  rather	
  than	
  
resolvers,	
  and	
  whether	
  these	
  end	
  clients	
  use	
  or	
  
don’t	
  use	
  a	
  DNS	
  resoluAon	
  service	
  that	
  performs	
  
DNSSEC	
  validaAon	
  



On to Some Results 

December	
  2013	
  
–  Presented:	
  5,683,295	
  experiments	
  to	
  clients	
  

–  Reported:	
  4,978,829	
  experiments	
  that	
  ran	
  to	
  “compleAon”	
  

Web	
  results	
  for	
  clients:	
  
–  Did	
  Not	
  Fetch	
  invalidly	
  signed	
  object:	
  7.1%	
  
–  Fetched	
  all	
  URLs:	
  92.9%	
  



That means… 

That	
  7.1%	
  of	
  clients	
  use	
  DNSSEC	
  validaAng	
  resolvers,	
  
because	
  these	
  clients	
  did	
  not	
  fetch	
  the	
  object	
  that	
  had	
  
the	
  invalid	
  DNSSEC	
  signature	
  
	
  
Right?	
  
	
  
	
  



That means… 

That	
  7.1%	
  of	
  clients	
  use	
  DNSSEC	
  validaAng	
  resolvers,	
  
because	
  these	
  clients	
  did	
  not	
  fetch	
  the	
  object	
  that	
  had	
  
the	
  invalid	
  DNSSEC	
  signature	
  
	
  
Right?	
  
	
  
	
  
Well, not really, due to 

the experimental technique. 

 
We can learn more if we look at the 

logs of the DNS queries… 

 



Refining these Results 

December	
  2013	
  
–  Presented:	
  5,683,295	
  experiments	
  

–  Reported:	
  4,978,929	
  experiments	
  that	
  ran	
  to	
  “compleAon”	
  

Web	
  +	
  DNS	
  query	
  log	
  results	
  for	
  clients:	
  
–  Performed	
  DNSSEC	
  signature	
  validaAon	
  and	
  did	
  not	
  fetch	
  the	
  
invalidly	
  signed	
  object:	
  6.8%	
  

–  Fetched	
  DNSSEC	
  RRs,	
  but	
  then	
  retrieved	
  the	
  invalidly	
  signed	
  
object	
  anyway:	
  4.7%	
  	
  

–  Did	
  not	
  have	
  a	
  DNSSEC	
  clue	
  at	
  all	
  -­‐	
  only	
  fetched	
  A	
  RRs:	
  88.5%	
  



That means… 

Some	
  6.8%	
  of	
  clients	
  appear	
  to	
  be	
  performing	
  
DNSSEC	
  validaAon	
  and	
  not	
  resolving	
  DNS	
  names	
  
when	
  the	
  DNSSEC	
  signature	
  cannot	
  be	
  validated	
  
	
  
A	
  further	
  4.7%	
  of	
  clients	
  are	
  using	
  a	
  mix	
  of	
  
validaAng	
  and	
  non-­‐validaAng	
  resolvers,	
  and	
  in	
  
the	
  case	
  of	
  a	
  validaAon	
  failure	
  they	
  turn	
  to	
  a	
  
non-­‐validaAng	
  resolver!	
  



Where is DNSSEC? – The Top 20 

Geo-­‐locate	
  clients	
  to	
  countries,	
  and	
  select	
  countries	
  with	
  more	
  than	
  1,000	
  
data	
  points	
  

Rank CC&Code Tests Validating&
(%)

Mixed&
(%)

None&
(%)

1 YE 2,279 70.8% 11.2% 18.0% Yemen/
2 SE 5,983 67.2% 4.6% 28.2% Sweden/
3 SI 5,883 51.0% 6.1% 42.9% Slovenia/
4 EE 2,132 44.7% 4.4% 50.9% Estonia/
5 VN 114,996 42.4% 11.8% 45.8% Vietnam
6 FI 3,556 41.0% 3.4% 55.6% Finland/
7 CZ 10,468 30.8% 8.4% 60.9% Czech/Republic
8 LU 1,204 29.8% 11.6% 58.6% Luxembourg/
9 TH 110,380 26.8% 8.6% 64.7% Thailand/
10 CL 21,167 26.6% 2.8% 70.7% Chile/
11 ZA 12,398 26.2% 5.8% 68.0% South/Africa
12 UA 32,916 25.0% 9.8% 65.2% Ukraine/
13 ID 89,331 22.0% 9.8% 68.2% Indonesia/
14 IE 7,679 20.7% 3.0% 76.3% Ireland/
15 TZ 1,724 20.7% 15.6% 63.8% Tanzania
16 CO 25,440 20.3% 6.5% 73.3% Colombia/
17 DZ 16,198 19.1% 37.5% 43.4% Algeria/
18 PS 8,441 18.5% 28.3% 53.2% Occupied/Palestinian/T.
19 AZ 5,095 18.2% 18.4% 63.4% Azerbaijan/
20 US 311,740 15.2% 3.5% 81.3% United/States/of/America

XA 5,331,072 6.7% 4.8% 88.5% World

%	
  of	
  clients	
  who	
  
appear	
  to	
  use	
  only	
  
DNSSEC-­‐valida@ng	
  

resolvers	
  

%	
  of	
  clients	
  who	
  use	
  a	
  
mix	
  of	
  DNSSEC-­‐

valida@ng	
  resolvers	
  
and	
  non-­‐valida@ng	
  

resolvers	
  

%	
  of	
  clients	
  who	
  use	
  
non-­‐valida@ng	
  

resolvers	
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Where is DNSSEC? – The bottom 20 

Geo-­‐locate	
  clients	
  to	
  countries,	
  and	
  select	
  countries	
  with	
  more	
  than	
  1,000	
  
data	
  points	
  

Rank CC&Code Tests Validating&
(%)

Mixed&
(%)

None&
(%)

97 CN 1,215,241 1.9% 2.1% 96.0% China2
98 SA 45,243 1.7% 2.1% 96.2% Saudi2Arabia
99 MD 3,168 1.6% 1.9% 96.5% Republic2of2Moldova
100 FR 86,888 1.6% 1.0% 97.4% France2
101 NZ 31,683 1.6% 15.0% 83.4% New2Zealand
102 BE 15,243 1.5% 3.8% 94.7% Belgium2
103 PR 3,521 1.5% 13.0% 85.5% Puerto2Rico
104 LT 14,984 1.4% 1.7% 96.9% Lithuania2
105 SG 36,420 1.4% 4.8% 93.8% Singapore2
106 BS 1,158 1.4% 2.7% 95.9% Bahamas2
107 HR 8,856 1.4% 1.2% 97.5% Croatia2
108 OM 6,147 1.3% 2.0% 96.7% Oman2
109 TT 2,497 1.3% 3.4% 95.3% Trinidad2and2Tobago
110 ME 3,552 1.3% 3.5% 95.3% Montenegro
111 LV 2,041 1.2% 3.3% 95.4% Latvia2
112 PT 17,641 1.2% 2.0% 96.8% Portugal2
113 MU 3,452 1.1% 1.7% 97.2% Mauritius
114 BH 4,231 1.1% 5.7% 93.2% Bahrain2
115 AE 47,996 1.0% 1.0% 98.0% United2Arab2Emirates
116 JO 10,527 0.9% 1.3% 97.9% Jordan2
117 QA 15,975 0.4% 0.8% 98.8% Qatar2
118 KR 668,885 0.3% 0.4% 99.3% Republic2of2Korea

XA 5,331,072 6.7% 4.8% 88.5% World
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The Mapped view of DNSSEC Use 

FracAon	
  of	
  users	
  who	
  use	
  
DNSSEC-­‐validaAng	
  resolvers	
  



Why 

is	
  it	
  that	
  7%	
  of	
  users	
  performing	
  DNSSEC	
  validaAon	
  is	
  
about	
  3	
  Ames	
  the	
  number	
  of	
  users	
  who	
  are	
  capable	
  of	
  
using	
  IPv6?	
  
	
  
Why	
  has	
  DNSSEC	
  deployment	
  been	
  so	
  successful	
  
compared	
  to	
  IPv6?	
  	
  



Is Google’s P-DNS a Factor? 



Another observation from the 
data 

Clients	
  who	
  used	
  Google’s	
  Public	
  DNS	
  servers:	
  10.4%	
  
– Exclusively	
  Used	
  Google’s	
  P-­‐DNS:	
  5.4%	
  
– Used	
  a	
  mix	
  of	
  Google’s	
  P-­‐DNS	
  and	
  other	
  resolvers:	
  5.0%	
  



Is Google’s P-DNS a Factor? 

Of	
  those	
  clients	
  who	
  perform	
  DNSSEC	
  valida@on,	
  what	
  resolvers	
  
are	
  they	
  using:	
  All	
  Google	
  P-­‐DNS?	
  Some	
  Google	
  P-­‐DNS?	
  No	
  Google	
  P-­‐
DNS?	
  

DNSSEC&Validation& Google&Public&DNS
Rank CC&Code Tests Validating All& Mixed None
1 YE 2,279 70.8% 6.5% 5.0% 88.5% Yemen1
2 SE 5,983 67.2% 2.1% 0.4% 97.5% Sweden1
3 SI 5,883 51.0% 5.0% 0.4% 94.7% Slovenia1
4 EE 2,132 44.7% 4.2% 1.1% 94.8% Estonia1
5 VN 114,996 42.4% 98.7% 1.3% 0.1% Vietnam
6 FI 3,556 41.0% 2.1% 0.8% 97.1% Finland1
7 CZ 10,468 30.8% 13.8% 6.5% 79.7% Czech1Republic
8 LU 1,204 29.8% 15.9% 0.8% 83.3% Luxembourg1
9 TH 110,380 26.8% 15.9% 5.9% 78.3% Thailand1
10 CL 21,167 26.6% 6.2% 0.4% 93.4% Chile1
11 ZA 12,398 26.2% 8.0% 3.0% 89.0% South1Africa
12 UA 32,916 25.0% 20.1% 3.0% 76.9% Ukraine1
13 ID 89,331 22.0% 72.2% 8.1% 19.8% Indonesia1
14 IE 7,679 20.7% 17.0% 1.1% 81.9% Ireland1
15 TZ 1,724 20.7% 94.4% 5.1% 0.6% Tanzania
16 CO 25,440 20.3% 12.7% 1.5% 85.8% Colombia1
17 DZ 16,198 19.1% 71.2% 27.7% 1.1% Algeria1
18 PS 8,441 18.5% 51.8% 29.2% 19.0% Occupied1Palestinian1T.
19 AZ 5,095 18.2% 68.5% 9.6% 21.9% Azerbaijan1
20 US 311,740 15.2% 10.6% 2.9% 86.4% United1States1of1America

XA 5,331,072 6.7% 50.2% 7.3% 42.5% World

%	
  of	
  valida@ng	
  
clients	
  who	
  

exclusively	
  use	
  
Google’s	
  P-­‐DNS	
  

%	
  of	
  clients	
  who	
  use	
  a	
  
mix	
  of	
  Google’s	
  P-­‐DNS	
  
and	
  other	
  resolvers	
  

%	
  of	
  clients	
  who	
  do	
  not	
  
use	
  Google’s	
  P-­‐DNS	
  

service	
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  Google	
  P-­‐
DNS?	
  

DNSSEC&Validation& Google&Public&DNS
Rank CC&Code Tests Validating All& Mixed None
1 YE 2,279 70.8% 6.5% 5.0% 88.5% Yemen1
2 SE 5,983 67.2% 2.1% 0.4% 97.5% Sweden1
3 SI 5,883 51.0% 5.0% 0.4% 94.7% Slovenia1
4 EE 2,132 44.7% 4.2% 1.1% 94.8% Estonia1
5 VN 114,996 42.4% 98.7% 1.3% 0.1% Vietnam
6 FI 3,556 41.0% 2.1% 0.8% 97.1% Finland1
7 CZ 10,468 30.8% 13.8% 6.5% 79.7% Czech1Republic
8 LU 1,204 29.8% 15.9% 0.8% 83.3% Luxembourg1
9 TH 110,380 26.8% 15.9% 5.9% 78.3% Thailand1
10 CL 21,167 26.6% 6.2% 0.4% 93.4% Chile1
11 ZA 12,398 26.2% 8.0% 3.0% 89.0% South1Africa
12 UA 32,916 25.0% 20.1% 3.0% 76.9% Ukraine1
13 ID 89,331 22.0% 72.2% 8.1% 19.8% Indonesia1
14 IE 7,679 20.7% 17.0% 1.1% 81.9% Ireland1
15 TZ 1,724 20.7% 94.4% 5.1% 0.6% Tanzania
16 CO 25,440 20.3% 12.7% 1.5% 85.8% Colombia1
17 DZ 16,198 19.1% 71.2% 27.7% 1.1% Algeria1
18 PS 8,441 18.5% 51.8% 29.2% 19.0% Occupied1Palestinian1T.
19 AZ 5,095 18.2% 68.5% 9.6% 21.9% Azerbaijan1
20 US 311,740 15.2% 10.6% 2.9% 86.4% United1States1of1America

XA 5,331,072 6.7% 50.2% 7.3% 42.5% World



DNSSEC Performance 

How	
  can	
  we	
  measure	
  the	
  Ame	
  taken	
  to	
  resolve	
  
each	
  of	
  the	
  three	
  DNSSEC	
  domain	
  name	
  types	
  
(signed,	
  unsigned,	
  badly	
  signed)?	
  



Relative Measurements … 

Let’s	
  define	
  the	
  FETCH	
  TIME	
  as	
  the	
  Ame	
  at	
  the	
  
authoritaAve	
  server	
  from	
  the	
  first	
  DNS	
  query	
  for	
  an	
  
object	
  to	
  the	
  HTTP	
  GET	
  command	
  for	
  the	
  same	
  object	
  
This	
  Ame	
  should	
  reflect	
  the	
  DNS	
  resoluAon	
  Ame	
  and	
  a	
  single	
  
RTT	
  interval	
  for	
  the	
  TCP	
  handshake	
  

	
  
If	
  the	
  “base”	
  fetch	
  Ame	
  is	
  the	
  Ame	
  to	
  load	
  an	
  unsigned	
  
DNSSEC	
  object,	
  then	
  how	
  much	
  longer	
  does	
  it	
  take	
  to	
  
load	
  an	
  object	
  that	
  is	
  DNSSEC-­‐signed?	
  

	
  	
  



Result 



Result 

DNS Validation Time 



Invalid DNSSEC Signature 

1/3 of clients who use a 
mix of Validating and non-
validating resolvers 
take more than 10 seconds 
to resolve a name when the 
DNSSEC signature is 
invalid 



DNS Query Time 

Now	
  let’s	
  look	
  at	
  the	
  elapsed	
  Ame	
  at	
  the	
  DNS	
  
server	
  between	
  the	
  first	
  query	
  for	
  a	
  name	
  and	
  
the	
  last	
  query	
  



DNS Query Time 



The first 2 seconds 



What can we say? 

DNSSEC	
  takes	
  longer	
  
– Which	
  is	
  not	
  a	
  surprise	
  
– AddiAonal	
  queries	
  for	
  DS	
  and	
  DNSKEY	
  RRs	
  
– At	
  a	
  minimum	
  that’s	
  2	
  DNS	
  query/answer	
  intervals	
  

•  Because	
  it	
  appears	
  that	
  most	
  resolvers	
  serialise	
  and	
  perform	
  
resoluAon	
  then	
  validaAon	
  

Badly-­‐Signed	
  DNSSEC	
  takes	
  even	
  longer	
  
–  Resolvers	
  try	
  hard	
  to	
  find	
  a	
  good	
  validaAon	
  path	
  
– And	
  the	
  SERVFAIL	
  response	
  causes	
  clients	
  to	
  try	
  
subsequent	
  resolvers	
  in	
  their	
  list	
  



At the other end… 

Let’s	
  look	
  at	
  performance	
  from	
  the	
  perspecAve	
  
of	
  an	
  AuthoritaAve	
  Name	
  server	
  who	
  serves	
  
DNSSEC-­‐signed	
  domain	
  names	
  



DNS Query count per Domain Name 



DNSSEC Performance 

At	
  the	
  AuthoritaAve	
  Name	
  Server:	
  
Serving	
  DNSSEC-­‐signed	
  zones	
  =	
  More	
  Queries!	
  
– The	
  AuthoritaAve	
  server	
  will	
  now	
  see	
  addiAonal	
  
queries	
  for	
  the	
  DNSKEY	
  and	
  DS	
  RRs	
  for	
  a	
  zone,	
  in	
  
addiAon	
  to	
  the	
  A	
  (and	
  AAAA)	
  queries	
  

•  In	
  our	
  experiment:	
  
– 11.5%	
  of	
  clients	
  use	
  resolvers	
  that	
  perform	
  
DNSSEC	
  validaAon	
  

– And	
  these	
  11.5%	
  of	
  clients	
  cause	
  a	
  further	
  50%	
  
increase	
  in	
  the	
  query	
  load	
  at	
  the	
  authoritaAve	
  
server	
  



What if everybody was doing it? 

If	
  11.5%	
  of	
  clients’	
  resolvers	
  using	
  DNSSEC	
  generate	
  an	
  
addiAonal	
  50%	
  of	
  queries	
  for	
  a	
  signed	
  domain	
  name,	
  what	
  if	
  the	
  
enAre	
  Internet	
  used	
  DNSSEC-­‐aware	
  resolvers?	
  

A	
  DNSSEC	
  signed	
  zone	
  would	
  see	
  ~4	
  ?mes	
  the	
  query	
  level	
  of	
  
an	
  unsigned	
  zone	
  if	
  every	
  resolver	
  performed	
  DNSSEC	
  
valida?on	
  



Good vs Bad for Everyone 

In	
  our	
  experiment,	
  If	
  11.5%	
  of	
  clients	
  performing	
  some	
  form	
  of	
  DNSSEC	
  
validaAon	
  generate	
  ~2.5x	
  queries	
  for	
  a	
  badly-­‐signed	
  name,	
  compared	
  to	
  the	
  
no-­‐DNSSEC	
  control	
  level,	
  what	
  would	
  be	
  the	
  query	
  load	
  if	
  every	
  resolver	
  
performed	
  DNSSEC	
  validaAon	
  for	
  the	
  same	
  badly	
  signed	
  domain?	
  

A	
  badly-­‐signed	
  DNSSEC	
  signed	
  zone	
  would	
  seen	
  	
  12	
  ?mes	
  the	
  
query	
  level	
  of	
  an	
  unsigned	
  zone	
  if	
  every	
  resolver	
  performed	
  
DNSSEC	
  valida?on	
  
	
  	
  



DNSSEC Response Sizes 

What	
  about	
  the	
  relaAve	
  traffic	
  loads	
  at	
  the	
  
server?	
  
In	
  parAcular,	
  what	
  are	
  the	
  relaAve	
  changes	
  in	
  
the	
  traffic	
  profile	
  for	
  responses	
  from	
  the	
  
AuthoritaAve	
  Server?	
  



DNS Response Sizes 

Control	
  (no	
  DNSSEC)	
  
	
  Query:	
  124	
  octets	
  
	
  Response:	
  176	
  octets	
  

	
  
	
  
DNSSEC-­‐Signed	
  

	
  Query:	
  (A	
  Record)	
  124	
  octets	
  
	
  Response:	
  951	
  Octets	
  

	
  
	
  Query:	
  (DNSKEY	
  Record)	
  80	
  octets	
  
	
  Response:	
  342	
  Octets	
  

	
  
	
  Query:	
  (DS	
  Record)	
  80	
  octets	
  
	
  Response:	
  341	
  Octets	
  

	
  
	
  Total:	
  Query:	
  284	
  octets	
  
	
  Total	
  Response:	
  1634	
  octets	
  

	
  
	
  

These are no
t constant s

izes – the 

DNS packet siz
es of respon

ses 

relate to th
e particular 

name being 

resolver, the
 number of keys

 being 

used, and th
e key size 

 
So these nu

mbers are illu
strative of 

what is goin
g on, but pa

rticular 

cases will va
ry from these numbers 



Measurement – Response 
Traffic Volume 

Serving	
  an	
  unsigned	
  domain	
  name	
  

Serving	
  an	
  signed	
  domain	
  name	
  

Serving	
  a	
  badly	
  signed	
  domain	
  name	
  



Interpreting Traffic Data 

The	
  validly-­‐signed	
  domain	
  name	
  appears	
  to	
  generate	
  8x	
  the	
  
DNS	
  response	
  traffic	
  volume,	
  as	
  compared	
  to	
  the	
  unsigned	
  
domain	
  name	
  
	
  
The	
  badly-­‐signed	
  domain	
  name	
  appears	
  to	
  generate	
  	
  10x	
  –	
  
14x	
  the	
  DNS	
  response	
  traffic	
  volume	
  

What’s	
  contribuAng	
  to	
  this?	
  
1.  Setng	
  the	
  DNSSEC	
  OK	
  bit	
  in	
  a	
  query	
  to	
  the	
  signed	
  zone	
  raises	
  

the	
  response	
  size	
  from	
  176	
  to	
  951	
  octets	
  
2.  Performing	
  DNSSEC	
  signature	
  validaAon	
  adds	
  a	
  minimum	
  of	
  a	
  

further	
  683	
  octets	
  in	
  DS	
  and	
  DNSKEY	
  responses	
  



What if everybody was doing 
it? 

If	
  11.5%	
  of	
  clients	
  performing	
  some	
  form	
  of	
  DNSSEC	
  validaAon	
  
for	
  a	
  signed	
  zone	
  generate	
  around	
  8x	
  the	
  traffic	
  as	
  compared	
  
to	
  an	
  unsigned	
  zone,	
  then	
  what	
  if	
  every	
  DNS	
  resolver	
  
performed	
  DNSSEC	
  validaAon?	
  
	
  
An	
  authorita?ve	
  server	
  for	
  a	
  DNSSEC	
  signed	
  zone	
  would	
  see	
  
some	
  13	
  ?mes	
  the	
  traffic	
  level	
  of	
  an	
  unsigned	
  zone	
  if	
  every	
  
resolver	
  performed	
  DNSSEC	
  valida?on	
  
	
  
A	
  badly-­‐signed	
  DNSSEC	
  zone	
  would	
  see	
  some	
  30	
  ?mes	
  the	
  
traffic	
  level	
  of	
  an	
  unsigned	
  zone	
  

	
  	
  
	
  	
  



DNSSEC means more Server 
Grunt 

It’s	
  probably	
  a	
  good	
  idea	
  to	
  plan	
  to	
  serve	
  the	
  worst	
  case:	
  a	
  badly	
  
signed	
  zone	
  
	
  
In	
  which	
  case	
  you	
  may	
  want	
  to	
  consider	
  provisioning	
  the	
  
authoritaAve	
  name	
  servers	
  with	
  processing	
  capacity	
  to	
  handle	
  
15x	
  the	
  query	
  load,	
  and	
  30x	
  the	
  generated	
  traffic	
  load	
  that	
  you	
  
would	
  need	
  to	
  serve	
  the	
  unsigned	
  zone	
  when	
  signing	
  the	
  zone	
  



A Couple of Caveats: 



Reality could be better than 
this… 

“Real”	
  performance	
  of	
  DNSSEC	
  could	
  be	
  a	
  lot	
  beuer	
  than	
  
what	
  we	
  have	
  observed	
  here	
  

•  We	
  have	
  deliberately	
  negated	
  any	
  form	
  of	
  resolver	
  caching	
  
–  Every	
  client	
  receives	
  a	
  “unique”	
  signed	
  URL,	
  and	
  therefore	
  every	
  
DNS	
  resolver	
  has	
  to	
  to	
  perform	
  A,	
  DS	
  and	
  DNSKEY	
  fetches	
  for	
  
the	
  unique	
  label	
  

–  The	
  Ad	
  placement	
  technique	
  constantly	
  searches	
  for	
  “fresh	
  
eyeballs”,	
  so	
  caching	
  is	
  not	
  as	
  efficient	
  as	
  it	
  could	
  be	
  

–  ConvenAonal	
  DNS	
  caching	
  would	
  dramaAcally	
  change	
  this	
  
picture	
  
•  Our	
  16	
  day	
  experiment	
  generated	
  12,748,834	
  queries	
  
•  A	
  7	
  day	
  TTL	
  would	
  cut	
  this	
  to	
  a	
  (roughly	
  esAmated)	
  	
  2M	
  queries	
  



And it could be a whole lot 
worse! 

•  For	
  the	
  invalid	
  DNSSEC	
  case	
  we	
  deliberately	
  limited	
  the	
  impact	
  of	
  
invalidity	
  on	
  the	
  server	
  
–  DNSSEC	
  invalidity	
  is	
  not	
  handled	
  consistently	
  by	
  resolvers	
  
–  Some	
  resolvers	
  will	
  perform	
  an	
  exhausAve	
  check	
  of	
  all	
  possible	
  NS	
  

validaAon	
  paths	
  in	
  the	
  event	
  of	
  DNSSEC	
  validaAon	
  failure	
  
See	
  “Roll	
  Over	
  and	
  Die”	
  (hup://www.potaroo.net/ispcol/2010-­‐02/rollover.html)	
  
	
  

–  In	
  this	
  experiment	
  we	
  used	
  a	
  single	
  NS	
  record	
  for	
  the	
  invalidly	
  signed	
  
domains	
  

–  If	
  we	
  had	
  chosen	
  to	
  use	
  mulAple	
  nameservers,	
  or	
  used	
  a	
  deeper-­‐
signed	
  label	
  path,	
  or	
  both,	
  on	
  the	
  invalid	
  label,	
  then	
  the	
  query	
  load	
  
would’ve	
  been	
  (a	
  lot?)	
  higher	
  

	
  
•  Resolver	
  caching	
  of	
  invalidly	
  signed	
  data	
  is	
  also	
  unclear	
  –	
  so	
  a	
  break	
  

in	
  the	
  DNSSEC	
  validaAon	
  material	
  may	
  also	
  change	
  the	
  caching	
  
behaviour	
  of	
  resolvers,	
  and	
  increase	
  load	
  at	
  the	
  server	
  



Some things to think about 

Resolver	
  /	
  Client	
  DistribuAon	
  
•  1%	
  of	
  visible	
  resolvers	
  

provide	
  the	
  server	
  with	
  58%	
  
of	
  the	
  seen	
  queries	
  

•  A	
  few	
  resolvers	
  handle	
  a	
  very	
  
significant	
  proporAon	
  of	
  the	
  
total	
  query	
  volume	
  

•  But	
  there	
  are	
  an	
  awful	
  lot	
  of	
  
small,	
  old,	
  and	
  poorly	
  
maintained	
  resolvers	
  running	
  
old	
  code	
  out	
  there	
  too!	
  

	
  



Some things to think about 

•  Google’s	
  Public	
  DNS	
  is	
  currently	
  handling	
  
queries	
  from	
  ~8%	
  of	
  the	
  Internet’s	
  end	
  client	
  
populaAon	
  
– That’s	
  around	
  1	
  in	
  12	
  users	
  
–  In	
  this	
  Ame	
  of	
  heightened	
  awareness	
  about	
  
corporate	
  and	
  state	
  surveillance,	
  and	
  issues	
  
around	
  online	
  anonymity	
  and	
  privacy,	
  what	
  do	
  we	
  
think	
  about	
  this	
  level	
  of	
  use	
  of	
  Google’s	
  Public	
  
DNS	
  Service?	
  



Some things to think about 

•  Google’s	
  Public	
  DNS	
  is	
  currently	
  handling	
  
queries	
  from	
  8%	
  of	
  the	
  Internet’s	
  end	
  client	
  
populaAon	
  
– That’s	
  around	
  1	
  in	
  12	
  users	
  
–  In	
  this	
  Ame	
  of	
  heightened	
  awareness	
  about	
  
corporate	
  and	
  state	
  surveillance,	
  and	
  issues	
  
around	
  online	
  anonymity	
  and	
  privacy,	
  what	
  do	
  we	
  
think	
  about	
  this	
  level	
  of	
  use	
  of	
  Google’s	
  Public	
  
DNS	
  Service?	
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Some things to think about 

Is	
  the	
  DNS	
  borked?	
  	
  
Why	
  do	
  20%	
  of	
  clients	
  use	
  resolvers	
  that	
  make	
  >1	
  
DNS	
  query	
  for	
  a	
  simple	
  unsigned	
  uncached	
  domain	
  
name?	
  

•  Is	
  the	
  DNS	
  resolver	
  ecosystem	
  THAT	
  broken	
  that	
  1	
  in	
  5	
  clients	
  use	
  
resolvers	
  that	
  generate	
  repeat	
  queries	
  gratuitously?	
  

•  And	
  is	
  it	
  reasonable	
  that	
  1	
  in	
  20	
  clients	
  take	
  more	
  than	
  1	
  second	
  to	
  
resolve	
  a	
  simple	
  DNS	
  name?	
  



Some things to think about 

SERVFAIL	
  is	
  not	
  just	
  a	
  “DNSSEC	
  validaAon	
  is	
  busted”	
  
signal	
  
–  clients	
  start	
  walking	
  through	
  their	
  resolver	
  set	
  asking	
  the	
  
same	
  query	
  

– Which	
  delays	
  the	
  client	
  and	
  loads	
  the	
  server	
  
•  The	
  moral	
  argument:	
  Failure	
  should	
  include	
  a	
  visible	
  cost!	
  
•  The	
  expedient	
  argument:	
  nothing	
  to	
  see	
  here,	
  move	
  along!	
  

	
  
Maybe	
  we	
  need	
  some	
  richer	
  signaling	
  in	
  the	
  DNS	
  for	
  
DNSSEC	
  validaAon	
  failure	
  
	
  

	
  	
  
	
  



Thanks! 
 
 
 
 
 


