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IP Networking 101

There ore Yo e \o'g '\'r'our\S?oﬁ' 'PrO'\'oo.o\S'.
— TCP when reioble doto Yronsher S needed
— WP for simvple \I%H’\Ne?%k\’ Yronsoetons



IP Networking 102

Qient /' Server Tronsaction S\A??or’r
TCP hos Witoctions
— Server \oody comection intensity Seitoctions, wineralsNty Yo TCP SN
ond RST otYocks
WP has Ve~totions
— requires TP frogmentaction MN\\;V\% for \arge WP pockets
— and st how does TPVE handle UDP ‘&m%xvm'\n'\‘onwkeﬂ*ke

offective poth MU is \ess thon the interface MUY
—G:kowéoesDNSonMDPonIPvévdorKMeh‘H\efeamw‘\'leA
constroints \ower thon the \ocod MTU? A Not wel



IP Networking 102

Coping. with \rge responses — whah hoppens when The
reSponse SiZe exceedS the poath MUY
® Use WP with TP \evel Qru%xwm'\’tx'\’lon and reosserbly?
— sk Gl offen dcop Hroling. TP Grogements
— IPv6 WP path MU honding s not wel suited Yo Fronsoction apps
® Use ICP Seg!v\en'\’a‘\"\on and rensserdoly?
— swifching Yo TP imples addifional \ood on the server; Yitoctions en
Server query copacity, and addifional deday n the eopsed time for the

Fronsaction



IP Networking 666

R(’-Q\A’\D'H\QBGA\

Tden Faa‘\’o(y!

Why not corbone UDP with TCP Se%an'\’a'\’ion ond

r’eaSSeMb\\/?

—The clent rns o conventionod TCP o\??\lcx\’]on
—The Server rns o sTacteless UDP—style oppleation, sut
forvats s OW*FW\’ \ASW\% P ‘E(o«wn%

— e, Yhe Server runs S‘\’a‘\’e\eSS _CP



The Server's Perspective

1. SYN Response SN ™ Corver
Y —

Ao the TP sowte and destinaction Geds
(e the TP sowte ond destination ports
Use any oW SeqUence nAbser

Oflker o reosonole MSS (1220)

Olfer vo cther TP options



The Server's Perspective

2. Request Response

e —
N —
%w%awnwalvmmﬂew

[Genervte the response PDU]

Chop the response info SI2 octet segments — odd TP heoders
Send Fhe response pocket Froi back Yo bock

Send o FTN



The Server's Perspective

3. FIN Response

FIN — .
Ach

Ao the TP oddrs, TCP poris and oc'/Sequence fedds
neremend ocke G\
send ACK



The Server's Perspective

4. all else

No Server reSponse



Can this be coded?

A user spoce implementotion of a stofeless DNS TCP server
thot ovods ‘cernel TCP ProceSSW\coL
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Yes!




S0 far so good..

Con we Use Yhs oprooch Yo crente o k\fbﬂ(x ~odel of o
TP DNS clent S'Fw\fw\coL Yo a stoteless TP DNS
ceScler?

( DNS Cliench \ (DNS resOver
e — )
LTCP\ ‘{ +Q\QSS _\C-P\




DNS and Stateless TCP

To Fest € ¥he approoch cold Wore T used o ?(O'\’O'\'\/’Pe
aonQ% of o stoteless TP Qaa'w\% Yhe clent; ond a UDP referral
Yo o DNS resolver os the bSocke end

——

( DNS Clendh \ (DNS resOver




It Worked!

S dig +tcp @server rand.apnic.net in any

client.55998 > server.domain: S, cksum 0x9159 (correct), 2201103970:2201103970(0) win 65535 <mss 1460>

server.domain > client.55998: S, cksum 0x82b9 (correct), 1256795928:1256795928(0) ack 2201103971 win 65535 <mss 1220>

client.55998 > server.domain: ., cksum 0x9986 (correct), 1:1(0) ack 1 win 65535

client.55998 > server.domain: P, cksum 0x41b2 (correct), 1:35(34) ack 1 win 6553530304+ ANY? rand.apnic.net. (32)

server.domain > client.55998: ., cksum 0x9964 (correct), 1:1(0) ack 35 win 65535

server.54054 > backend.domain: 30304+ ANY? rand.apnic.net. (32)

backend.domain > server.54054: 30304* q: ANY? rand.apnic.net. 6/0/2 rand.apnic.net. SOA mirin.apnic.net. research.apnic.net.
2009051502 3600 900 3600000 3600, rand.apnic.net. NS mirin.apnic.net., rand.apnic.net. NS sec3.apnic.net.,
rand.apnic.net. MX kombu.apnic.net. 100, rand.apnic.net. MX karashi.apnic.net. 200, rand.apnic.net. MX
fennel.apnic.net. 300 ar: sec3.apnic.net. A sec3.apnic.net, sec3.apnic.net. AAAA sec3.apnic.net (229)

server.domain > client.55998: ., cksum 0x421a (correct), 1:232(231) ack 35 win 6553530304* g: ANY? rand.apnic.net. 6/0/2
rand.apnic.net. SOA mirin.apnic.net. research.apnic.net.
2009051502 3600 900 3600000 3600, rand.apnic.net. NS mirin.apnic.net., rand.apnic.net. NS sec3.apnic.net.,
rand.apnic.net. MX kombu.apnic.net. 100, rand.apnic.net. MX karashi.apnic.net. 200, rand.apnic.net. MX
fennel.apnic.net. 300 ar: sec3.apnic.net. A sec3.apnic.net, sec3.apnic.net. AAAA sec3.apnic.net (229)

server.domain > client.55998: F, cksum 0x987c (correct), 232:232(0) ack 35 win 65535

client.55998 > server.domain: ., cksum 0x987d (correct), 35:35(0) ack 232 win 65535

client.55998 > server.domain: ., cksum 0x987c (correct), 35:35(0) ack 233 win 65535

client.55998 > server.domain: F, cksum 0x987b (correct), 35:35(0) ack 233 win 65535

server.domain > client.55998: ., cksum 0x987c (correct), 232:232(0) ack 36 win 65535



It Worked!

1. TCP handshake

dig +tcp @server rand.apnic.net in any

client.55998 > server.domain: S, cksum 0x9159 (correct), 2201103970:2201103970(0) win 65535 <mss 1460>
server.domain > client.55998: S, cksum 0x82b9 (correct), 1256795928:1256795928(0) ack 2201103971 win 65535 <mss 1220>
client.55998 > server.domain: ., cksum 0x9986 (correct), 1:1(0) ack 1 win 65535



It Worked!

2. TCP request and referral to UDP DNS backend

client.55998 > server.domain: P, cksum 0x41b2 (correct), 1:35(34) ack 1 win 6553530304+ ANY? rand.apnic.net. (32)

server.domain > client.55998: ., cksum 0x9964 (correct), 1:1(0) ack 35 win 65535

server.54054 > backend.domain: 30304+ ANY? rand.apnic.net. (32)

backend.domain > server.54054: 30304* q: ANY? rand.apnic.net. 6/0/2 rand.apnic.net. SOA mirin.apnic.net. research.apnic.net.
2009051502 3600 900 3600000 3600, rand.apnic.net. NS mirin.apnic.net., rand.apnic.net. NS sec3.apnic.net.,
rand.apnic.net. MX kombu.apnic.net. 100, rand.apnic.net. MX karashi.apnic.net. 200, rand.apnic.net. MX
fennel.apnic.net. 300 ar: sec3.apnic.net. A sec3.apnic.net, sec3.apnic.net. AAAA sec3.apnic.net (229)



It Worked!

3. TCP response to client

server.domain > client.55998: ., cksum 0x421a (correct), 1:232(231) ack 35 win 6553530304* g: ANY? rand.apnic.net. 6/0/2
rand.apnic.net. SOA mirin.apnic.net. research.apnic.net.
2009051502 3600 900 3600000 3600, rand.apnic.net. NS mirin.apnic.net., rand.apnic.net. NS sec3.apnic.net.,
rand.apnic.net. MX kombu.apnic.net. 100, rand.apnic.net. MX karashi.apnic.net. 200, rand.apnic.net. MX
fennel.apnic.net. 300 ar: sec3.apnic.net. A sec3.apnic.net, sec3.apnic.net. AAAA sec3.apnic.net (229)
server.domain > client.55998: F, cksum 0x987c (correct), 232:232(0) ack 35 win 65535



It Worked!

4. FIN close

client.55998 > server.domain: ., cksum 0x987d (correct), 35:35(0) ack 232 win 65535
client.55998 > server.domain: ., cksum 0x987c (correct), 35:35(0) ack 233 win 65535
client.55998 > server.domain: F, cksum 0x987b (correct), 35:35(0) ack 233 win 65535
server.domain > client.55998: ., cksum 0x987c (correct), 232:232(0) ack 36 win 65535



But ..

Tis st Ve UDP n odvost every res"xc'\':

no rlolblty, no fow contro, and absourtely no

But its really PFast!

And it's a really Bad Ides!



Code and ACK

The FreeBID code used here for the Stoteless DNS proxy
con e found ot Krip//ranpotoroonet fods/useless

Ths Bod Tden wos cooced Up n coloborotion with Geor'%g
Michoe\son



