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= Internet Engineering Task Force

& The organization that oversees the standards
process for Internet protocols and technologies

= Industry-based standards body with broad
participation from vendors, operators and
researchers

= We make standards that work — how you work
them is up to you!



The Structure of the IETF
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Overview of the IETF

The Internet Engineering Task Farce (IETFis alarge openinternational com m onity of retwork designers,
operators, wendarzs, and re zearchers concernedwiththe ewolution of the Internet architectore andthe smooth
aperation of the Internet, [tisopentoanyinterested individual.

The actualtechnical weork of the IETF iz done init s working groups, which are orqanized by topicinto several areas
(e.q. routing transport, security, etc) Mock of the work is handledviam ailing lists. The IETF holds meetingsthree

times peryear.

The [ETFworking groups are grouped into areas, and m anage d by Area Directors, or ADs. The ADsare mem bers of
the Internet Engineering Steering Group (IESS). Providing architectural oversight isthe [nternet Architecture Boord,
(LAE). The 1AB also adjudicate s appealswher someone com plainsthat the [ES hasfailed. The 1AB and [E5G are
chartered bythe [nternet Society(IS0C) for the ze purpozes. The Gerneral AreaDirector also zerves azthe chair of
the IESG and of the [ETF, and iz an ex-officio mem ber of the [AE.

The Internet Aszigned Mom bers Autharity(LAMA) izthe central coordinator for the assignm ent of unique
pararm etervaluesfor lrternet protocolz. The AMNA s chartered bythe Internet Society (1500 to act azthe
clearinghouze to azsign ond coordinat e the use of nom erous Internet protocal param eters.

Firsttim e attendeesmight find it helpfultoread The Tao of the [ETF. Thiswas published as BFC2 160
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Huh? - Lets see that again!




How! does the 1ETE \Work?

We do not believe in Kings, Presidents and
Voting. We believe in rough consensus and
running code

Dave Clark, MIT, Former IAB member

The IETF has a focus on developing standards where interoperability testing
of conformant implementations of the standard, and use of the technology
in production contexts form an integral part of the standards process



How: Does the |ETE \Work?

= Proposed work items are aired at a BOF session
- Gather interest and support

= A work program is chartered by the IESG

- Working Group Charter
- WG Chair(s) and Area Director
- Working Group statement of activity
- Schedule of milestones

- Periodic IESG review and recharter as necessary



|IETF Documents

= Internet Drafts
- http://www.letf.org/lid-abstracts.html

- Individual submissions
- draft-<person>-<header>
- Working Group Documents
- draft-ietf-<working group>-<header>

- Working Group documents denote some level of ‘buy-in’ from the
community of interest




|IETF Documents

= RFCs
- Informational
- Best Current Practice

- Standards Track

- Proposed (good idea, clearly written, Working Group approved,
peer reviewed)

- Draft (interoperability tested, sound idea)
- Full (many people are / were using this technology)
- Historic (no longer that useful)
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Telephone Number Mapping {enum)

Last Modifie d: 2003-01-14
Chair(s):

Potrik Faltstrom - pof ¢ isc o.c om=-
Ric hard Shior ke vy = ric h.shoc ke gl ne ustar. birs-

Tronsport Area Director(s):

5c ottt Brodne r=s obld hanvand.edu=-
Allison Monkin = monkin o=

Transport Area Advisor:

5c ott Brodne r-sobif harvand.edu--

Mailing Lists:

General Dizcussion: enum @ietf.org

To Subzcribe: enum -re quest@ietf org

In Body: subscribe

Archive: tpcfftpietf. orgfietf-m ail-archivefe nom

Description of Working Group:




ENUMI (cont)
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Description of Working Group:

Thizwarking group has defined a DNS-based architecture and protocol [RFC 2916] by which anE. 164 num ber, as
definedin | TU Recom m endation E. 164, canbe exprezsed az aFully Qualified Dom ain Nam & ina specific [nternet
Infrastructure dom ain definedforthis purpose (e 164, arpa). The result of the ENUM queryiz azeriez of DNS
MAPTR rezource records [RFC29158]which conbe usedto contact arezource (e.q.UR aszociate dwith thot num ber.

The Warking Group propose s to advance RFC 2916from Proposed Standard to Draft Standard.
Bockground:

E.164 num bers are globally unique. language independent idertifiersfor resources on Public Telecom munication
Metweorks that can suppart many different services and protocols. E.164 nom bers are used toidentify ordinary
phones, e machines, pagers, datamodem s, em ail clients, text terminals forthe hearingim paired, et

Aprospective caller maywishtodizcoverwhich services and protocols are supported bythe terminal nomed by o
giventelephone num ber. The caller may alzo require mare inform ation than just the telephone numberto
com municate withthe term inal.

The holder of anE. 164 num ber or device maywishto contralwhat URI's, are associatedwiththat nom ber.

Working Group Revized Goals and Scope:

1. The working groupwill update RFC 2916 toreference the DDDS system (revision of RFC 2918) and ackeance RFC. —

2916ta Draft Standard.

2. The working groupwill exam ine and docum ent v arious aspects of ENUM adm inistrative andlor operational
procedures as Inform ational. |ssuestobe consideredinclude privacy and se curity considerations in storing EMUIRM
reloted data azwell azvalidation and authe tication of data, including DDDS HAPTR recards inthe DN 3. The
working groupwill coordinate activitiesinthese areaszwiththe DNSEXT Wi and PROYRE G Wi when appropriate.

3. The Working Groupwill continue to maintain oppropriote cortact and liison with standards bodies and groups,
specifically ITU-T 562, inorderto provide technical or educational inf orm ation as needed, such asthe
appropriate uze of DME. The Working Groupwill encourage the exchange of technicalinf arm ationwithinthe

em erging global EMUR com munity aswell az docum ent ation on practical experienceswith im plem entations or
adm inistration of RFC 2916,
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Goals and Milestones:

Done Imitial draft of Sereice ENUM Requirem ents

Dane Initial draft of EMUM Protacal

[rane Revised draft of EMIM Protocal

Dane Submit ENUM Protacol docum et to [ESG for publication as Proposed

APROZ Rewise and update RFC 2916 appropriate ta DDDE(revision of 2918)

UM 03 EMUM service registrationsfor SIP and H.323

AlGOz Docum ent appropriate EMUM Security and Privacy |ssue s (Inf orm ational)

NOW 03 Docurn et appropriate ENUM Registrotion and Provisioning Procedure s(lnf orm ational)
Internet-Drafts:

The E.164to URIDDDS Application (EMUIRI(30304 butes)

Extensible Proviziohing Protocol E. 164 Hum ber Mapping (30054 bute s)
EMUIM U zage Scenarios (44534 bytes)

EMUIM Service Registrationfor H. 323 HEL(EETE bute =)

enum service registrationfor SIP Addresses-of -Record(17941 butes)

Request For Comments:

E.164 nomber and DHS(RFC 29161 (18159 byte =)
Hurn ber Portability inthe Global Switche d Telephone Hetwark[GETH): A Ove rview (RFC 34827 (78552
butes)

IETF Secretariot - Pleose send questians, camments, andfar suggestions ta jetf e bi@iett org.

Feturntoworking group dire ot ory.

_ ReturntolETF hom e page.
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= Because tpc.int did not work!

- tpc.int (c 1992) mapped E.164 numbers to A records (IP
addresses) to emulate fax delivery

- Each new service required a new E.164 -> IP address mapping
- Did not scale to multiple services using a single mapping

= ENUM is part of a broader IETF approach of splitting out
the components of VOIP / PSTN interaction into discrete
efforts and addressing each component as a discrete
technology standardization effort

z ENUM iIs not an end In itself



TThe Good Bits off ENUIV

= E164.arpa

Single mapping that is service independent
Each mapping can be associated with a collection of URIs

The mapping may be statically configured or dynamically
generated (or both)

Each end point of the DNS hierarchy populates the entry with
desired service entries

Each application selects compatible service entries from the set

ENUM is independent of directory, call control, routing and
transport considerations

Its just a mapping from the E.164 domain into multiple URI
service domains



TThe Not So Good Bit

& The DNS is an issue in all this......

DNS is insecure
- TSIG, DNSSEC, PKI, etc may help, but when and how much?

DNS is variably timed

DNS is generally not well maintained

DNS is generally not well synchronized

There is no “DNS says ‘no’”, only an indistinct timeout

Putting regular expressions in the DNS is an fascinating complication

But we have nothing better in terms of a very large distributed
database to poke towards this problem space

Remember:

The DNS is a lousy kitchen sink. We have seen many proposals to
“just put in in the DNS”. Be very concerned whenever you hear this!



ENUM: Is NOT everything

= In particular, ENUM is NOT:

- a directory

- a search service

- a transport service

- a voice encoding method
- a rendezvous protocol

= All ENUM Is a distributed partial mapping from
E.164 addresses into a set of service points
identified via a URI labelling



The VOIP Gateway Model for enum

= Most IETF work these days assumes a
‘reference architecture’

& ENUM'’s core reference architecture is VOIP-to-

VOIP
Enum
Service

OIP Server Point

In net ‘ '
VOIP Served subnet
& &

A ’Y\

L
(L




TThe Gateway: VOIP Moael

& The single gateway model Is simple:
- A PSTN / IP gateway maintains a mapping
between IP and E.164 addresses

Y
— [= <1k PSTN % ' 1. Call “12345678"
A

P -~ 2. PSTN routes the call
to 12345678 to the VOIP
—i
12345678 |p Net y N et
s a

100010 VOIP "—. IP 10.0.0.10
Gateway = 4. Gat way
SIP session wit h
IP E.164 10.0.0.10
10.0.0.10 12345678

10.0.0.11 12345679
10.0.0.12 12345680




The mulu-Gateway: VOIP World

= Use PSTN / VOIP Gateways

- Each Gateway maps a set of telephone numbers to a
set of served IP service addresses

- Each Gateway knows only about locally served
devices

- Gateway-to-Gateway calls need to be explicitly
configured in each gateway to use IP or some private
connection, or use the default of the PSTN

- The PSTN currently is the glue that allows the VOIP
Islands to interconnect with each other



The mulu-Gateway: VOIP World

z VOIP Islands

- E.164 numbers are only routable over the PSTN

- Enterprise or carrier VOIP dialling plans cannot be remotely
accessed by other VOIP network segments




The Core ENUM Problem

=& How can a VOIP gateway find out dynamically:
- If a telephone number is reachable as an Internet device?
- And if so, what’s its Internet service address?




Problem statements for ENUM (1)

1. How do network elements (gateways,
SIP servers etc) find services on the
Internet If you only have a telephone
(E.164) number?



Problem statements for ENUM (2)

2. How can subscribers define their
preferences for nominating particular
services and servers to respond to
Incoming communication requests?



The ENUM Objective

@ Allow any IP device to establish whether
an E.164 telephone address is reachable
as an Internet-described Service

- And ... what the preferred Service Point
actually Is

- And If its an Internet-reachable Service
Point... what IP address, protocol address,
nort address and application address should
ne used to contact the preferred Service Point




ENUM Resolution

DNS Selection DNS Connection
- E.164 address Set of URIs URI 1P Address -

| TCP/UDP Port
Protocol Address

= The PSTN is a multi-service platform

= To emulate this in IP, IP services associated with a
single E.164 may be provided on a collection of different
IP service points

= An ENUM DNS request should return the entire set of
service points and the associated service.



@& URIs represent a generic naming scheme to
describe IP service points

- Generic format of
service:service-specific-address

= A URI In IP context is ultimately resolvable to
transport protocol (TCP/UDP) selection
IP address
Port address
Address selector within the application session



The Longer Term

= Telephone numbers are well accepted
identifiers within their realm of application

@ Any collection of service URIs can be
linked against an ENUM entry

- mail, www, Irc, sms,...



E.164 as a common address substrate ?

tel:+61 2 62486165

(@)
N tel:+61 2 12345678
e )
Ay 2
By - Sip:gih@sip.telstra.net

i e

L ENUM

Use this number for any service %
+61 2 12345678 € C?

Q"



Practical Issues

)

= Issues where the IETF has an active
Interest...

- Who should manage the el64.arpa zone?

- Should there be one root for a single ENUM
database or multiple databases for different

functions, number ranges, area codes or even
numbers?

- How to secure the DNS to ensure that ENUM
answers are valid, timely and authoritative



Practical Issues

= Issues where the IETF has a limited (if any) role
to play in ENUM

How to protect the privacy of the ENUM database?
How to verify changes to the ENUM database?

Should telephone number holders ‘opt-in’ or ‘opt-out’
of the system?

Portability and ownership of a phone number?
- Can | cancel all phone services and keep my phone number?

Compliance with legislative framework

- What is a “public telephone call” from a strict regulatory
perspective?

Is there a valid need for yet another public identity space?



