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DNSSEC - The Practice

Last month's column looked at the theory of DNSSEC, examining the additional Resource Records that
are defined by DNSSEC, how these Resource Records are interpreted, and the manner in which these
additional RR's can be used to authenticate DNS responses. All this is fine in theory, but how well does
all this work in practice? In this column I'd like to describe my experiences in configuring a DNSSEC-
aware DNS resolver, and setting up a DNSSEC-secured zone, and see how easy, or hard, it is to use
DNSSEC in practice.

The Objective

In this exercise I would like to use DNSSEC to sign two DNS zones.. The first zone,
dnssec.potaroo.net, is to be a signed zone which is a descendant from the unsigned zone potaroo.net,
The second zone, sub.dnssec.potaroo.net, is to be a signed immediate descendant zone from the first
signed zone. In theory the one trust anchor should be sufficient to validate both zones. I also would
like to check that the signing was successful, so I'll need to construct a dnssec-aware local name
resolver.

I'd like to complete this exercise without calling for any expert assistance, and, if possible, restrict
myself to online documentation during this exercise. After all, if DNSSEC really is ready for
deployment then installation of DNSSEC-aware tools and services should be a mundane exercise in
following the documentation. As my primary guide through the steps of DNSSEC configuration using
BIND I'll be using the latest version I can locate of a RIPE tutorial document, "DNSSEC HOWTQO",
<http://www.ripe.net/disi/dnssec_howto/dnssec_howto.pdf> . I'm using version 1.7 of this document,
from April 2005.

My platform operating system environment is FreeBSD, and I'm currently running version 6.1 of this
operating system. I'll be using the BIND implementation of DNS for both the resolver tools and library,
and the BIND name server.

Step 1 - Getting Bind

As of September 2006 the latest BIND version is 9.3.2-P1, and its obtainable from the Internet
Software Consortium <http://www.isc.org>. The source code for this release is at
<http://ftp.isc.org/isc/bind9/9.3.2-P1/bind-9.3.2-P1.tar.gz>. This code pack also appears in the
FreeBSD Ports collection (http://www.freebsd.org/cgi/cvsweb.cgi/ports/dns/bind9/), so in this case I'll
use the FreeBSD ports version, and follow the instructions associated with installation of this
application.

Step 2 - Installing Bind9

I notice in looking through the Makefile for Bind there is a reference to OpenSSL.:

.if defined (WITH_OPENSSL_PORT)
COI_]IFIGURE_ARGS+= --with-openss1=${LOCALBASE}
.else



CONFIGURE_ARGS+= --with-openss]
.endif

So I'll install OpenSSL before moving on to Bind

# cd /usr/ports/security/openss]

# make

===> Vulnerability check disabled, database not found

=> openss1-0.9.8c.tar.gz doesn't seem to exist in /usr/ports/distfiles/.
=> Attempting to fetch from http://www.openssl.org/source/.
openss1-0.9.8c.tar.gz 100% of 3236 kB 119 kBps
===> Extracting for openss1-0.9.8c

=> MD5 Checksum OK for openss1-0.9.8c.tar.gz.

=> SHA256 Checksum OK for openss1-0.9.8c.tar.gz.

#make install

# /usr/Tocal/bin/openss] version
OpenssL 0.9.8c 05 Sep 2006

And on to installing BIND9

#cd /usr/lports/dns/bind9
# make install

5 BIND 9 requires a good source of randomness to operate.
5 It also requires configuration of rndc, including a

5 "secret" key. If you are using FreeBSD 4.x, visit

& http://people.freebsd.org/~dougb/randomness.html for

@ information on how to set up entropy gathering. Users

@ of FreeBSD 5.x or Tlater do not need to do this step. If
3 you are running BIND 9 in a chroot environment, make

3 sure that there is a /dev/random device in the chroot.

The easiest, and most secure way to configure rndc is
to run 'rndc-confgen -a' which will generate the proper
conf file, with a new random key, and appropriate file
permissions.
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==>  Compressing manual pages for bind9-base-9.3.2.1

Registering installation for bind9-base-9.3.2.1

===> SECURITY REPORT:
This port has installed the following files, which may act as network
servers and may therefore pose a remote security risk to the system.

/usr/sbin/named-checkconf

/usr/sbin/rndc

/usr/sbin/Twresd

/usr/bin/nsupdate

/usr/bin/dig

/usr/sbin/named

/usr/bin/host

/usr/sbin/dnssec-signzone

/usr/bin/nsTookup

/usr/sbin/named-checkzone

If there are vulnerabilities in these programs there may be a security
risk to the system. FreeBSD makes no guarantee about the security of
ports included in the Ports Collection. Please type 'make deinstall’
to deinstall the port if this is a concern.

For more information, and contact details about the security

status of this software, see the following webpage:
http://www.isc.org/index.p1?/sw/bind/bind9.3.php

Looks like I also need to configure a random sources as well

# cd /etc/namedb
# rndc-confgen -a



write key file “/etc/namedb/rndc.key”

Now to configure BIND. The first task is to configure named.conf.. It looks like the Bind installation
has provided a handy shell script to generate the localhost zone files for IPv4 and IPv4:

# /bin/sh make-localhost
# 1s ./master
localhost-v6.rev localhost.rev

I'll use a relatively minimal configuration in the first instance and just configure up a local resolver,
with DNSSEC enabled. Here’s /etc/namedb/named.conf. The “dnssec-enable” option I found in “man
named.conf”. At this stage I'll omit the other two DNSSEC options, “dnssec-lookaside” and “dnssec-must-be-
secure”. The logging command I found in the DNSSEC tutorial notes.

# cat named.conf

options {
directory "/etc/namedb";
pid-file "/var/run/named/pid";
listen-on { any; } ;
Tisten-on-v6 { any; };

dnssec-enable yes ;

zone "."
{ type hint; file "named.root"; };

zone "0.0.127.IN-ADDR.ARPA"
{ type master; file "master/localhost.rev"; };

zone "1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.ARPA"
{ type master; file "master/localhost-v6.rev"; };

Togging {
channel dnssec_log {
file "/var/log/named-dnssec.log" size 20m;
print-time yes;
print-category yes;
print-severity yes;
severity debug 10;

catégory dnssec { dnssec_log ; };

Now I don’t have any trust anchors configured at this stage, so not much should be happening in my
local resolver relating to DNSSEC.. So lets start up thelocal resolver:

# /usr/sbin/named -c /etc/namedb/named.conf -d 3

# ps axuw | grep named | grep -v grep

root 29570 0.0 0.3 4076 3268 ?? Ss 3:40pPM 0:00.08 /usr/sbin/named -c
/etc/namedb/named.conf -d 3

And the log file also shows that named has started up:

named[29570]: starting BIND 9.3.2-P1 -c /etc/namedb/named.conf -d 3
named[29570]: command channel listening on 127.0.0.1#953
named[29570]: command channel Tlistening on ::1#953

named[29570]: running

Step 3 - A DNSSEC-aware Local Resolver

Now I'll test a retrieval of the DNSKEY RR from a signed domain. This should fail validation as I have
not configured any trusted keys at this stage.

# dig +dnssec DNSKEY se. @127.0.0.1

; <<>> DiG 9.3.2-P1 <<>> +dnssec DNSKEY se. @127.0.0.1

; (1 server found)

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, 1id: 55063

;5 flags: gqr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: 10, ADDITIONAL: 1



;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;; QUESTION SECTION:

;se. IN DNSKEY

;5 ANSWER SECTION:

se. 3600 IN DNSKEY 256 3 5 AQOtFn92ppHBGVCcCKDMIQ+KZE+NOowsHbjPB
4mKruGCzVHkRdTkOgu7w jgjpw/5mv0OXxzeI5
ZKMt1IEXwQ6MvVIrLycshUN3SDIm/hL6e9LIBC
dyd2BVSqLAXxs4eGlYPk5SzBGVeKSNMxYjekn
0/BT7cj38nCDb1PLuUsP/wWRLASOYIG7Q==

se. 3600 IN DNSKEY 256 3 5 AQPH4Rkyd28gj8v445LECVUJyRMEC+S2evIq
XHOt1ivUBDe000T44rmt5HP3ZGKXCNwalNjoz
pIwak9AXiK4vmht+8czOdEg8FdDR36bn7Qn5
VINf Jzg9GRKRFMbt/pvfkFdw/aELVbaRz50
R60KHFpdTstS3aQhkUSnEG7LYjQSX1Q==

se. 3600 IN DNSKEY 256 3 5 AQPhX2HyqyQ/hzSo+Ra212q10th6/3f34L42
+vXJIImGduypOUANYAKdT6X/ctOMIHgX2wh38
ZTB1T1vtXGmVMNHNWE61SzZM9wOfAwWNNh7as
jzowwsj1Ikm6c+Q+5e3Suy05H2NnYxgZXnwu
ChGpgbA5tTYD9p55VH6qF70kHAddew==

se. 3600 IN DNSKEY 256 3 5 AQPrfmP4Rnc6pFUuHwdiAsCsAt1IhhgG3+3k
+523FE5507LAIw7ve9vv7he2yNrQIHylc1R/m
IGAWPOijNxAyOH1leNHrj7xzXBAqzda7bwrFz
ON39NGSNUVTFEpOqoD6+WgMh4aesIjvz2ty?2
MGBMLZUHQDtp6SKCV6TY6ZIZrrx1lw==

se. 3600 IN DNSKEY 257 3 5 AwEAAaxPMcR2x0HbQV4weZB60OEDX+r0QM65K
bhTjrwlzaARmPhEzze3Y9ifgEuq7vz/zGzud
EGNWy+JZzus01UptwgjGwhUS1558Hb4IKUbb
O0TcM 8pwX13jO0EiX30DFVmjHO444gLkBOUKUT
/mC7HvfwYH/Be22GnCTrinkJplog4ywz09wg
TMk7jbfw33gUKVirTHr25GL7STQUzBb5Usxt
81gnyTUHs 1t3JIwCY5hKZ6CgFxmAVZP20igT
ixin/1LcrgX/KMEGd/buvF4qJiCyduieHukuy
3H4XMACR+x1a2nIUPvm/oyWR8BW/hwdzovns
CTh1Hf3xiYleDb t/010TQO9A0=

se. 3600 IN RRSIG  DNSKEY 53%33600 20060915054256 20060909010558

7 se.

mc50/4wR1tfugzjMT8Kyh08P2HCcZSKdglhzA
VRQFGXiBt6+xtm6IkiYuiKLxFkh9SG/Efx+v
ajuQa3aGQFPO5SGSUEIL/+40UHLOOEfZ/Fu+z
rLE1T TIuNYcKjRshazRmgXPrzpr8ms2Ykp71vs
fRNGUX1FLutN6bivvdiqm81KP1l74=

se. 3600 IN RRSIG  DNSKEY 51162200 20061014000000 20060831093257

7 se.

ds9hM5y4z/twc5MPAAtLI reidpfLdu+okzc60
1dV7LEt5GYN1aOD9RCG] OFzMzOgu4zyR7ri
W/FovBB4anGtzIYXbxcpsqSRYSOFOCikmlpl
vYa9GQbffuQBau8GjckdSu/I8LsGiAiPIPMI
XIS0a80YZ06eVCTPtCiXEJaRYUwoEAUJ8xQ3
akBXxPyPqoIfXx9605YOUOWOtwdASOSNIXG897
YplFnDIazPhn5guwSraoovn3MG4jvM3ruBpn
Lzv3ZzZVew4rwz7RXmG76mwg461vgjhIi+3cQf
fzAiffIiqr+bDSx3Le2dnIbsSESGKRMrTe0gf8
78niBGwOroajVvbFumiQ==

;3 AUTHORITY SECTION:

se. 172800 1IN NS a.ns.se
se. 172800 1IN NS b.ns.se
se. 172800 1IN NS c.ns.se
se. 172800 1IN NS d.ns.se
se. 172800 1IN NS e.ns.se
se. 172800 1IN NS f.ns.se
se. 172800 1IN NS g.ns.se
se. 172800 1IN NS h.ns.se
se. 172800 1IN NS j.ns.se.
se. 172800 1IN RRSIG NS 5 1 172800 20060916234318 20060910050559 32327 se.

OpfexJaa98S1FdOwWEM1dC687K100CWO0OKMGOhOhMTaR
KEOSMVI1WVDSRAEtT4xjs71orLzjiX0R8e33Qux9nDs
6E8110F5wW4Hfce2dSURCVdvMUiqIeB21Roq/iy0jIik
VFhTMF2fex6+0jzFnDokA3SDNemWUKZjcX7LUWR PLg=

;5 Query time: 471 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)

;5 WHEN: Sun Sep 10 15:41:29 2006
;3 MSG SIZE rcvd: 1652

The critical line of output here was:

;; flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: 10, ADDITIONAL: 1



The “ad” flag (“ad stands for “Authenticated Data” - which appears to be a rather important flag for
DNSSEC!) is missing from the response flags. I expected this, as the configuration file omitted to load
any trust keys.

This manual configuration of trust keys is perhaps the most frustrating and broken part of DNSSEC,
and I suspect is the characteristic that will be the major factor in the demise of DNSSEC, if it turns out
that DNSSEC fails to gain self-sustaining levels of deployment. The DNS root is not signed, nor are
many, if not most, of the top level domains immediately under the root. And yet, somehow, I need to
tell my resolver what zone keys should be trusted as roots of a trust model. Frankly, I don’t have a
clue as to which key values I should trust and which I should reject. So to make the resolver work I'll
take an amazingly insecure short cut and place the DNSKEY for the .se domain I just retrieved into my
named configuration file.

# tail named.conf

trusted-keys {

"se." 257 3 5 "AwEAAaxPMcR2x0HbQVv4wezZB60EDX+r0QM65KbhTjrwlzaARmPhEZZe3Y
91ifgEuq7vz/zGZUdEGNWY+3ZZzus01UptwgjGwhUuS1558Hb4IKUbbOTCM
8pwX13j0EiX30DFVmMjHO444gLkBOUKUT/mC7HvfwYH/Be22GnCTrinKJp
10g4ywz09wg1Mk7jbfw33gUKVvirTHr25GL7STQUzBb5Usxt81gnyTUHS
1t3IwCY5hKZ6CqFXxmAVZP201igTixin/lLcrgX/KMEGd/buvF4qlCydui
eHukuY3H4XMACR+x1a2nIUPvm/oyWR8BW/hwdzOvnSCThTHf3x1iY1eDb

. t/010TQO9A0="};

Once more I'll start up the resolver daemon:

# /usr/sbin/named -c /etc/namedb/named.conf

# tail /var/log/messaged

named[29605]: starting BIND 9.3.2-P1 -c /etc/namedb/named.conf -d 3
named[29605]: command channel listening on 127.0.0.1#953
named[29605]: command channel Tlistening on ::1#953

named[29605]: running

Now lets perform a test on .se.

# dig +dnssec +multiline DNSKEY se. @127.0.0.1

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline DNSKEY se. @127.0.0.1

; (1 server found)

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, 1id: 45272

;5 flags: gr rd ra ad; QUERY: 1, ANSWER: 7, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;se. IN DNSKEY

;5 ANSWER SECTION:

se. 3600 IN DNSKEY 256 3 5 (
AQOtFNn92ppHBGVCCKDMIQ+KZE+NOowsHbjPB4mKruGCz
VHkRdAT1kOgu7wjgjpw/5mv0XzeI5zKMtlIEXwWQ6MVIrLyC
shuN3sDIm/hL6e913IBCdyd2BVSqLAXs4eGLlYPk5SZzBGV
eKSNMxYjekno/BT7cj38nCDb1PLUsSP/WRLASOYIG7Q==
) ; key id = 17474

se. 3600 IN DNSKEY 256 3 5 (
AQPH4Rkyd28gj8v445LECVUIYRMEC+S2evIgXHOtiVvUB
De000T44rmt5HP3ZGKXCNwalNjozpIwak9AXiK4vmht+
8cz0dEg8FADR36bn7Qn5VINTIZg9GRKRFMbt/pvfkFdw
/aELVbaRz50R60kHFpdTstS3aQhkUSnEG7LYjQSX1Q==
) ; key id = 54245

se. 3600 IN DNSKEY 256 3 5 (
AQPhX2HyqyQ/hzSo+Ra212q10th6/3f34L42+vXIImGd
uypOUANYAKdT6X/ctOMIHgX2wh38ZTB1T1vtXGmMVMNHN
WE61SzZM9wOfAwNNh7asjzowwsj1Ikm6c+Q+5e3Suy05
H2NNnYXxgZXnWUChGpgDA5tTYD9p55VH6qF70kHAddew==
) ; key id = 32327

se. 3600 IN DNSKEY 256 3 5 (
AQPrfmP4RNc6pFUUHwWdiAsCsAt1IhhgG3+3k+52FE550
7LAIw7ve9vv7he2yNrQIHylcTR/mIGAwpOi jNxAyOHle
NHrj7xzXBAgzZda7bwWrFZON39NGSNUVTFEpOqoD6+WgMh
4aesIjvz2tY2MGBMLZUHQDtP6SKCVOTY6ZIZrrxllw==



) ; key id = 20825

se. 3600 IN DNSKEY 257 3 5 (
AWEAAaxPMcR2x0HbQVv4wWeZB60EDX+r0QM65KbhTjrwlz
aARmPhEZZze3Y91i fgEuq7vz/zGZUdEGNWY+JZzusOlUpt
wgjGwhus1558Hb4IKUbbOTcM8pwX1j0ET1X30DFVmMjHO4
449gLkBOUKUT/mC7HvfwYH/Be22GnC1rinkKJIplog4ywz0o
9wgIMk7jbfw33gUKvirTHr25GL7STQUzBb5Usxt8 1gny
TUHs1t3IwCY5hKZ6CqFXxmAVZP20igTixin/1LcrgX/Km
EGd/buvF4qiCyduieHukuY3H4XMACR+xia2nIUPvm/oy
WR8BW/hwdzovnSCThTHf3x1iYleDbt/010TQO9A0=
) ; key id = 17686

se. 3600 IN RRSIG DNSKEY 5 1 3600 20060915054256 (
20060909010558 32327 se.
mc50/4wR1tfugzjMT8Kyh08P2HCcZSKdglhzAVRQFGXiB
t6+xtm63kiYuiKLxFkh9SG/Efx+vajuQa3aGQFPo5GSu
EIL/+40UHLOOEfZz/Fu+ZrLETIuNYcKjRshazRmgXPrzp
8ms2Ykp71VsfRNGUxT1F1lutN6bivvdigm81lKP1l74= )

se. 3600 IN RRSIG DNSKEY 5 1 3600 20061014000000 (
20060831093257 17686 se.
ds9hM5y4z/twc5MPAAtLI reidpfLdu+okzc60idvV7LEtS
GYN1aOD9RCG]jOFzZMZOgu4zyR7riwW/FovBB4anGtzIYXb
XCpPSqSRYSOFOCikmTplvya9GQbffuQBau8Gjckdsu/18
LSGiAiPIPMIXIS0a80YZ06eVCTPtCiXEJaRYUWOEAUJ8
XxQ3aKBXPyPqoIfX9605YOUOWOtwdASOSNIXG897YplFn
DIazPhn5guwSraoovn3MG4jvM3ruBpnLzv3zzvew4drwz
7RXmG76mwg461vgjhI+3cQffzAiffiqr+bsSx3Le2dndb
SSESGKRMrTe0gf878niBGw0OroajVvbFumIQ==

;5 Query time: 423 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;5 WHEN: Sun Sep 10 15:45:30 2006
;3 MSG SIZE rcvd: 1343

The ad flag is set in the answer section, indicating that the answer was authenticated. Success! What
did the DNSSEC debug log make of this? It seems that the local resolver had managed to decide to
trust this key.

# tail /var/log/named-dnssec.log

validating @0x824c000: se DNSKEY: starting

validating @0x824c000: se DNSKEY: attempting positive response validation
validating @0x824c000: se DNSKEY: verify rdataset: success

validating @0x824c000: se DNSKEY: signed by trusted key; marking as secure
validator @0x824c000: dns_validator_destroy

Now who else has published keys that I may want to configure? This may be a fine question, but, once
more, I have no idea what the answer should be. It seems that this technology was intended to be a
top-down comprehensively signed structure, where all I would need use to seed DNSSEC was the
current key for the DNS root, and all other DNS keys could be validated by performing a backward
walk towards the root. And for as long as the root remains unsigned, and for as long as the next level
down, the top level domains remain unsigned, then anyone attempting to perform DNSSEC checks on
resolver outcomes is pretty much indulging in a pointless exercise.

So right now I have a DNSSEC-aware resolver, and because I have decided to dynamically load a DNS
zone key arbitrarily, I can perform key resolution on a limited set of domains under .se. Precisely
which set of domains under .se can be validated using DNSSEC I can't tell in advance. Some work in
terms of validation, some do not. I cannot tell if a response for a query relating to a sub-domain of .se
should have additional authentication data or not. As far as I can tell this is not a terribly useful
outcome, so I'll spend a little time looking around for some more trust anchors. The RIPE NCC publish
a set of trust anchors at <https://www.ripe.net/projects/disi//keys/>. I'll load these as trust anchors
into my named.conf file and test these:

# dig +dnssec www.ripe.net A @127.0.0.1

; <<>> DiG 9.3.2-P1 <<>> +dnssec www.ripe.net A @127.0.0.1

; (1 server found)

;3 global options: printcmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51789

;5 flags: gqr rd ra ad; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096



;5 QUESTION SECTION:

;Www. ripe.net. IN A

;5 ANSWER SECTION:

www.ripe.net. 600 IN CNAME kite-www.ripe.net.

www.ripe.net. 600 IN RRSIG CNAME 5 3 600 20061010051144 20060910051144 15917

ripe.net. BcSb934sDbz8GiouhjT8z0Aum5v1hBq7+82JhXCucdORFSAQHtKkICRSN
0xhp89Mu/EbugkRBFbAZzoV61jBhRODL1/jLD2pQqyZz8jwwre4E]cAo7s
WE/XSoIrrutwyA5RBO90dtGINXOJIbarkaE9LBVQb1vOMDKAGjpNzoNPW WVxsz7ioddqCIlax5+r7w+qlHTmhSKU8f
kite-www.ripe.net. 3600 IN A 193.0.0.214

kite-www.ripe.net. 3600 IN RRSIG A 5 3 172800 20061010051144 20060910051144 15917
ripe.net. OBFO1ty7FDXApgEMBGCOMbgqgFP+ePVKeL/ZL1BmV9j6j1B97U++/6N1Q
paqw8PIYx826y/7tCsT3LOm3dnzIdVkcE9INo/VPtB/kyRcQLRTYNSL4F8
gT5sw5H7NBD4+w8orwfmlGGILgmff2q0rzu7tiRP1i7U9/ASLT]j2i/9H D+ASg/lye66pcLd0oPQVCNnfCLImMIGTH

;5 Query time: 1657 msec

;5 SERVER: 127.0.0.1#53(127.0.0.1)
;3 WHEN: Mon Sep 11 10:56:07 2006
;3 MSG SIZE rcvd: 460

Again the “ad” flag bit appears to be set, so this response appears to be valid. How about a non-
existent name within the ripe.net zone?

# dig +dnssec A nonexistent.ripe.net @127.0.0.1

; <<>> DiG 9.3.2-P1 <<>> +dnssec A nonexistent.ripe.net

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 42805

;5 flags: gr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 6, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;nonexistent.ripe.net. IN A

;3 AUTHORITY SECTION:

ripe.net. 3600 IN SOA ns-pri.ripe.net. ops.ripe.net. 2006091101 43200 7200
1209600 7200

ripe.net. 3600 IN RRSIG SOA 5 2 172800 20061011051206 20060911051206 15917

ripe.net. jKMONWM1g4YnzzyotmcRI9VSbHANTKEYdbrv/RYnq9urgu8DP0cabTSC
rzQpweaMsth4PkHfcfo9hx3uKCP1HcT+Dx8U91KwWZQ5s+803FAW76I9
FhzLQmg9GVDYU202VAcGWvmMuYFeOQuhI6Br2d7h3zSGivkax81vd40IgD sGA2sb2NACT+TF3Smoots013IPhs1lviw
ripe.net. 3600 IN NSEC adsT.ripe.net. A NS SOA MX RRSIG NSEC DNSKEY
ripe.net. 3600 IN RRSIG NSEC 5 2 7200 20061011051206 20060911051206 15917
ripe.net. koQhABkByga7YCGwubpGuqgik9ylj4aeeRU9gbkpA7YIUL]jpYjANFVOdG
+4xBydIT73T/9INOYTFI0pKRAp3Cgv8ZKTMTf1yD/rkyxwQxyYujzhPnLS1H

i0wv+WjhRMv5037HmZS 1Crcl34zg+SWmHKUCOH60hnray7eTTpQqtldd +ptjzsXCtw2b1tY0826a2ukRrD8HRIK]
niletest.ripe.net. 3600 IN NSEC np-console.ripe.net. A RRSIG NSEC
niletest.ripe.net. 3600 IN RRSIG NSEC 5 3 7200 20061011051206 20060911051206 15917
ripe.net. wrlLMfpPhtaIxelKcx/SSmB/Wq9cez+DeyO0OPX051do2nMD8pdpSQzGs
168Y00153ac0fP6dgjtTFq3AgabF+egPIwmQblS2hRGYPXWq74UQS81L
SG2hs6Bjorj/MNNL/5eMoPrDeG8T1ALTIcavfGfIGoetOTokwaoSU+bEp 0gK3/LMUUQ9iesUzUx0Ox8KWoOR+fG/Mt9

;5 Query time: 1112 msec

;3 SERVER: 127.0.0.1#53(127.0.0.1)
;5 WHEN: Tue Sep 12 08:11:14 2006
;3 MSG SIZE rcvd: 752

The “ad” bit is set, which tells me that the answer came from the original zone file, and the relevant
NSEC record tells me that there are no names between niletest.ripe.net and np-console.ripe.net. How
about querying ninetlabs.n1?

# dig +dnssec DNSKEY nlnetlabs.nl @127.0.0.1

; <<>> DiG 9.3.2-P1 <<>> +dnssec DNSKEY nlnetlabs.n1 @127.0.0.1

; (1 server found)

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 24068

;35 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 4, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;; QUESTION SECTION:

;nlnetlabs.nl. IN DNSKEY

;; ANSWER SECTION:



nTnetlabs.nl. 86386 IN DNSKEY 257 3 5
AQPzzTWMz8qSWIQ1fRnPckx2BiVmkVN6LPup03mbz7FhLSNnm26n61GIN
Lby9731453awzy3M5/xIBS0S2vWtco2t8C0+xe0lbc/d6zTy32DHchpw
6rbH1vp86LT1+ha0tmwyy9QP7y2bvw5zSbFCrefk8qCUBgfHM9bHZMG1U BYtEIQ==

nlnetlabs.nl. 86386 1IN RRSIG DNSKEY 5 2 86400 20060902172237 20060803172237 43791
nlnetlabs.nl. PcxHTUzBwPgxq7uVzkjgN5K13z4yq31e5708TQu3A2w/J+2/eLQdbBTC
RIy1d6we2YtRTWNTPumdUvFQWTMUR] 6tg8TVggSYVV/uHSs2ySC24NdpT
9QXsMwInKmj59DmhroLvh8svHnZz7w1I8y+tvs7pWWE2twOKF+pPKYVkl 61g=

;3 AUTHORITY SECTION:

ninetlabs.nl. 86386 IN NS open.nlnetlabs.nl.

ninetlabs.nl. 86386 IN NS omval.tednet.nl.

nlnetlabs.nl. 86386 1IN NS ns7.domain-registry.nl.

nlnetlabs.nl. 86386 1IN RRSIG NS 5 2 86400 20060902172237 20060803172237 43791

nlnetlabs.nl. fcoLufPkFtOhIzDp6cvT4zXeFnHATDOSWz10Wr5cnSDW9/TKmEiPeRyY
sbOHOCNNi1TglG1+wziVWIMEK87CIYill+E31X0LZr0fz/141201ZIr7N
DEWWYMGLYFopWpKh3ThJoiotVktEkIJHOZzF/Kie+0ZHFLoIfcf8dvMOTu ntg=

;5 Query time: 17 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;5 WHEN: Mon Sep 11 11:05:41 2006
;3 MSG SIZE rcvd: 611

Actually this one looks like it was never going to work — the dates on the RRSIG Resource Records
indicate key expiry on the 2nd September, and I'm conducting this test on the 11*" of September. The
key has expired for this zone.

So it looks like the DNSSEC resolver works, after a fashion, although I have to say that the treatment
of trust anchors is relatively useless for all but the most trivial of exercises.

Can I do anything better in terms of discovery of trust keys in the absence of a comprehensively
signed DNS structure starting at the root? It appears that RFC4431 contains a potential answer to this
problem of fragmented trust anchors. This document describes a DNSSEC Lookaside Validation (DLV)
DNS Resource Record. In this approach the trust anchors are retrieved from a lookaside location, and
by configuring the credentials of the DLV publisher into the resolver, then the resolver will be aware to
recognise as trust acnhors all those zones that have registered with the DLV publisher. The
configuration details for the ISC-operated DLV service are published at
<http://www.isc.org/index.pl?/ops/dlv/.>. Using the configuration steps at that URL my named.conf
now has an additional trusted key, this one for dlv.isc.org.

So into the trusted-keys section of named.conf I've added

dlv.isc.org. 257 3 5
"AQPap3+2+itqzpuujLA/j/eIEy1s9HGoIW8 rmluvpw0zzX4viyFQyGLI1YKGUA2UTQ1ZHWbI36KY1Ipt8zZz+
tulismIw9/AUnNz1PgwCfq5C2MOGVh33nF60k67ppiapMYsOaDFbAQf5Vec3L+BwfIvkXszK73nD3gBEcdcmulejeQ==";

and into the options section I've added

dnssec-lookaside . trust-anchor dlv.isc.org;

Now - how do I know this lookaside is working? I don't! I don't know who has lodged their zone keys
with the operators of this service, nor can I see from any of the online information where such
information can be obtained. So how am I to know how to test this lookaside service? Which domains
have I implicitly added to my trusted set? It seems to me that there is some critical information that is
lacking here, and in its current state the lookaside exercise is one that looks rather like one of futility.

So in the absence of any decent details, lets try a guess - if this lookaside service, operated by ISC, is
working, then I should expect that a query for the A record of www.isc.org should validate via this
lookaside mechanism - right?

Wrong.

# dig +dnssec A www.isc.org



; <<>> DiG 9.3.2-P1 <<>> +dnssec A www.isc.org

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15499

;35 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;Www.isc.org. IN A

;3 ANSWER SECTION:

www.isc.org. 600 IN A 204.152.184.88

www.isc.org 600 IN RRSIG A 5 3 600 20061010193344 20060910193344 57956

isc.org. T/IvQDOmTrmf7fKAJ89kRH4t/JZngx4YPkLZJPAnebeJserqu/uo
WgLO50sXHMHXVTPWZA96+Q+0Fkoq2/MXBiYbnM3ULXTFFTFWT 3 fcuxmL
Hcb6kCa9ubD/7hPwt/VrvB38Y9pHLeDj7Ehr8+EfarROcdIzuvpfSEN/SS 084=

;5 Query time: 1593 msec

;3 SERVER: 127.0.0.1#53(127.0.0.1)
;3 WHEN: Tue Sep 12 08:01:02 2006
;3 MSG SIZE rcvd: 223

#
The “ad” flag is missing in the response. What went wrong?

The log file relating to this query indicates that dlv.isc.org appears to validate, but that www.isc.org
is not included in the DLV service (or at least that's my interpretation of the following voluminous
debug output):

validating @0x824b000: . NS: starting
validating @0x824b000: . NS: Tooking for DLV
validating @0x824b000: . NS: plain DNSSEC returns unsecure (.): looking for DLV
validating @0x824b000: . NS: looking for DLV dlv.isc.org
validating @0x824b000: . NS: finddlvsep: creating fetch for dlv.isc.org DLV
validating @0x824b000: NS: DLV lookup: wait
validating @0x824b800: dlv.isc. org DLV: starting
validating @0x824b800: dlv.isc.org DLV: attempting negative response validation
validating @0x824b800: dlv.isc.org DLV: nsecvalidate: creating validator for dlv.isc.org SOA
validating @0x824f000: dlv.isc.org SOA: starting
validating @0x824f000: dlv.isc.org SOA: attempting positive response validation
validating @0x824f000: dlv.isc.org SOA: get_key: creating fetch for dlv.isc.org DNSKEY
validating @0x824f800: www.isc.org starting
validating @0x824f800: www.isc.org Tooking for DLV
validating @0x824f800: www.isc.org plain DNSSEC returns unsecure (.): looking for DLV
validating @0x824f800: www.isc.org looking for DLV www.isc.org.dlv.isc.org
validating @0x824f800: www.isc.org finddlvsep: creating fetch for www.isc.org.dlv.isc.org DLV
validating @0x824f800: www.isc.org A: DLV lookup: wait
validating @0x825a000: dlv.isc.org DNSKEY: starting
validating @0x825a000: dlv.isc.org DNSKEY: attempting positive response validation
validating @0x825a000: dlv. 1sc.org DNSKEY: verify rdataset: success
validating @0x825a000: dlv.isc.org DNSKEY: signed by trusted key; marking as secure
validator @0x825a000: dns_validator_destroy
validating @0x824f000: dlv.isc.org SOA: in fetch_callback_validator
validating @0x824f000: dlv.isc.org SOA: keyset with trust 7
validating @0x824f000: dlv.isc.org SOA: resuming validate
validating @0x824f000: dlv.isc.org SOA: verify rdataset: success
validating @0x824f000: dlv.isc.org SOA: marking as secure
validating @0x8258000: www.isc.org.dlv.isc.org DLV: starting
validating @0x8258000: www.isc.org.dlv.isc.org DLV: attempting negative response validation
validating @0x8258000: www.isc.org.dlv.isc.org DLV: nsecvalidate: creating validator for
dlv.isc.org SOA
validating @0x8258800: dlv.isc.org SOA: starting
validating @0x8258800: dlv.isc.org SOA: attempting positive response validation
validating @0x8258800: dlv.isc.org SOA: keyset with trust 7
validating @0x8258800: dlv.isc.org SOA: verify rdataset: success
validating @0x8258800: dlv.isc.org SOA: marking as secure
validator @0x8258800: dns_validator_destroy
validating @0x8258000: www.isc.org.dlv.isc.org DLV: in authvalidated
validating @0x8258000: www.isc.org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x8258000: www.isc.org.dlv.isc.org DLV: nsecvalidate: creating validator for
isc.org.dlv.isc.org NSEC
validating @0x8258800: isc.org.dlv.isc.org NSEC: starting
validating @0x8258800: isc.org.dlv.isc.org NSEC: attempting positive response validation
validating @0x8258800: isc.org.dlv.isc.org NSEC: keyset with trust 7
validating @0x8258800: isc.org.dlv.isc.org NSEC: verify rdataset: success
validating @0x8258800: isc.org.dlv.isc.org NSEC: marking as secure
validator @0x824f000: dns_validator_destroy

>>>>>>



validating @0x824b800: dlv.isc.org DLV: in authvalidated
validating @0x824b800: dlv.isc.org DLV: resuming nsecvalidate
validating @0x824b800: dlv.isc.org DLV: nsecvalidate: creating validator for dlv.isc.org NSEC
validating @0x824f000: dlv.isc.org NSEC: starting
validating @0x824f000: dlv.isc.org NSEC: attempting positive response validation
validating @0x824f000: dlv.isc.org NSEC: keyset with trust 7
validating @0x824f000: dlv.isc.org NSEC: verify rdataset: success
validating @0x824f000: dlv.isc.org NSEC: marking as secure
validator @0x824f000: dns_validator_destroy
validating @0x824b800: dlv.isc.org DLV: in authvalidated
validating @0x824b800: dlv.isc.org DLV: looking for relevant nsec
validating @0x824b800: dlv.isc.org DLV: nsec proves name exists (owner) data=0
validating @0x824b800: dlv.isc.org DLV: resuming nsecvalidate
validating @0x824b800: dlv.isc.org DLV: nonexistence proof found
validator @0x824b800: dns_validator_destroy
validator @0x8258800: dns_validator_destroy
validating @0x8258000: www.isc.org.dlv.isc.org DLV: in authvalidated
validating @0x8258000: www.isc.org.dlv.isc.org DLV: looking for relevant nsec
validating @0x8258000: www.isc.org.dlv.isc.org DLV: nsec range ok
validating @0x8258000: www.isc.org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x8258000: www.isc.org.dlv.isc.org DLV: in checkwildcard: *.isc.org.dlv.isc.org
validating @0x8258000: www.isc.org.dlv.isc.org DLV: looking for relevant nsec
validating @0x8258000: www.isc.org.dlv.isc.org DLV: nsec range ok
validating @0x8258000: www.isc.org.dlv.isc.org DLV: nonexistence proof found
validator @0x8258000: dns_validator_destroy
validating @0x824b000: . NS: in dlvfetched: ncache nxrrset
validating @0x824b000: . NS: DLV not found
validating @0x824b000: . NS: marking as answer
validator @0x824b000: dns_validator_destroy
validating @0x824f800: www.isc.org A: in d1vfetched ncache nxdomain
validating @0x824f800: www.isc.org A: Tlooking for DLV isc.org.dlv.isc.org
validating @0x824f800: www.isc.org A: finddlvsep: creating fetch for isc.org.dlv.isc.org DLV
validating @0x824f800: www.isc.org A: DLV lookup: wait
validating @0x824f000: isc.org.dlv.isc.org DLV: starting
validating @0x824f000: isc.org.dlv.isc.org DLV: attempting negative response validation
validating @0x824f000: isc.org.dlv.isc.org DLV: nsecvalidate: creating validator for dlv.isc.org
SOA
validating @0x81cd000: dlv.isc.org SOA: starting
validating @0x81cd000: dlv.isc.org SOA: attempting positive response validation
validating @0x81cd000: dlv.isc.org SOA: keyset with trust 7
validating @0x81cd000: dlv.isc.org SOA: verify rdataset: success
validating @0x81cd000: dlv.isc.org SOA: marking as secure
validator @0x81cd000: dns_validator_destroy
validating @0x824f000: isc.org.dlv.isc.org DLV: in authvalidated
validating @0x824f000: isc.org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x824f000: isc.org.dlv.isc.org DLV: nsecvalidate: creating validator for
isc.org.dlv.isc.org NSEC
validating @0x81cd000: isc.org.dlv.isc.org NSEC: starting
validating @0x81cd000: isc.org.dlv.isc.org NSEC: attempting positive response validation
validating @0x81cd000: isc.org.dlv.isc.org NSEC: keyset with trust 7
validating @0x81cd000: isc.org.dlv.isc.org NSEC: verify rdataset: success
validating @0x81cd000: isc.org.dlv.isc.org NSEC: marking as secure
validator @0x81cd000: dns_validator_destroy
validating @0x824f000: isc.org.dlv.isc.org DLV: in authvalidated
validating @0x824f000: isc.org.dlv.isc.org DLV: Tooking for relevant nsec
validating @0x824f000: isc.org.dlv.isc.org DLV: nsec proves name exists (owner) data=0
validating @0x824f000: isc.org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x824f000: isc.org.dlv.isc.org DLV: nonexistence proof found
validator @0x824f000: dns_validator_destroy
validating @0x824f800: www.isc.org A: in dlvfetched: ncache nxrrset
validating @0x824f800: www.isc.org A: Tooking for DLV org.dlv.isc.org
validating @0x824f800: www.isc.org A: DNS_R_COVERINGNSEC
validating @0x824f800: www.isc.org A: covering nsec: not in range
validating @0x824f800: www.isc.org A: finddlvsep: creating fetch for org.dlv.isc.org DLV
validating @0x824f800: www.isc.org A: DLV lookup: wait
validating @0x824f000: org.dlv.isc.org DLV: starting
validating @0x824f000: org dlv.isc.org DLV: attempting negative response validation
validating @0x824f000: g.dlv.isc.org DLV: nsecvalidate: creating validator for dlv.isc.org SOA
validating @Ox81cd000 d1v isc.org SOA: starting
validating @0x81cd000: dlv.isc.org SOA: attempting positive response validation
validating @0x81cd000: dlv.isc.org SOA: keyset with trust 7
validating @0x81cd000: dlv.isc.org SOA: verify rdataset: success
validating @0x81cd000: dlv.isc.org SOA: marking as secure
validator @0x81cd000: dns_validator_destroy
validating @0x824f000: org.dlv.isc.org DLV: in authvalidated
validating @0x824f000: org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x824f000: org.dlv.isc.org DLV: nsecvalidate: creating validator for ns-ext.dlv.isc.org
NSEC
validating @0x81cd000: ns-ext.dlv.isc.org NSEC: starting
validating @0x81cd000: ns-ext.dlv.isc.org NSEC: attempting positive response validation
validating @0x81cd000: ns-ext.dlv.isc.org NSEC: keyset with trust 7
validating @0x81cd000: ns-ext.dlv.isc.org NSEC: verify rdataset: success
validating @0x81cd000: ns-ext.dlv.isc.org NSEC: marking as secure
validator @0x81cd000: dns_validator_destroy



validating @0x824f000: org.dlv.isc.org DLV: in authvalidated
validating @0x824f000: org.dlv.isc.org DLV: Tooking for relevant nsec
validating @0x824f000: org.dlv.isc.org DLV: nsec proves name exist (empty)
validating @0x824f000: org.dlv.isc.org DLV: resuming nsecvalidate
validating @0x824f000: org.dlv.isc.org DLV: nonexistence proof found
validator @0x824f000: dns_validator_destroy

validating @0x824f800: www.isc.org A: in dlvfetched: ncache nxrrset
validating @0x824f800: www.isc.org A: Tooking for DLV dlv.isc.org
validating @0x824f800: www.isc.org A: DLV not found

validating @0x824f800: www.isc.org A: marking as answer

validator @0x824f800: dns_validator_destroy

That’s a massive amount of diagnostic output for an authentication failure!

I think about I've gone about as far as I can with the resolver configuration. If I, as an operator of a
DNS resolver, am prepared to spend large amounts of time to track down trust anchor keys of DNS
zones, and regularly monitor their currency, and re-fetch as necessary, then I can validate a subset of
the DNS. Given the relatively small amount of time I'm prepared to spend on this task I suspect that
this subset of the DNS will be exceptionally small. If I am prepared to trust a lookaside service then I
can potentially validate a greater fraction of the DNS name space, but, frankly, I have no idea what is
behind the DLV curtain, and as a consumer who is concerned enough about the validity of the DNS to
arm my resolver with DNSSEC, then in its current incarnation DLV is not doing much for me at all.

Interestingly, if I want to use DNSSEC at the application level I can’t see any readily available tools at
all right now. The ‘standard’ application level queries to the DNS are through the gethostbyname()
library call, and this interface has no clear way in which to add DNSSEC validation switches. It would
appear that if I want to write an application that looks at DNSSEC validation outcomes of DNS queries
then I need to write my own code right down to the DNS call primitives. Personally, I liked the
gethostbyname() abstraction of the interface to the DNS, and I'd strongly prefer the availability of a
similar abstraction of a DNSSEC-aware name resolution call.

Even if I had a gethostbyname_with_dnssec_validation() call the situation is still not entirely clear -
what should my application do if the DNSSEC validation check fails? Should it generate a popup
dialogue with the user, alerting the user to the validation problem and requesting whether to proceed
or not? The impression that many folk have is that the standard user response to certificate invalidity
pop-up warnings is to direct the application to proceed in any case. If these were to be the case with
DNSSEC pop-ups, and users would simply say “proceed” in any case then there is a real issue about
the true value of DNSSEC to the end user. And, of course the DNS is used in various internal functions,
where there is no clear mechanism for user alerts and intervention. If such a daemon detects a
DNSSEC invalidity condition should it refuse to continue, or log the event and continue in any case?
The more generic question is what should happen once you arm an application with sufficient
capability to check the authenticity of information received over a network. Should the validation
provide a yes/no condition for continuing with the application, or should it be interpreted as a
preference, or should it be disregarded? As I don't have the time in this exercise to construct a
DNSSEC-aware application this remains an open question here. If DNSSEC were universally deployed,
then the answer may be clearer. Given a situation of partial deployment of DNSSEC the absence of
DNSSEC credentials in a response does not necessarily mean that there has been a faked DNS
response, but on the other hand you simply cannot be sure.

Step 4 - Signing a Zone

The next part of the exercise with DNSSEC is to sign a zone. I'll set up a zone just for this purpose, so
I'll call it “"dnssec.potaroo.net”.

This zone is relatively simple:

$TTL 86400

$ORIGIN dnssec.potaroo.net.



@ IN SOA dns0.potaroo.net. gih.potaroo.net. (
2006090803 ; serial
3

; Refresh
15 ; Retry
1w ; Expire

3h ) ; Minimum

name servers

IN NS dns0.potaroo.net.
IN NS dnsl.potaroo.net.

; subdomains

sub IN NS dns0.dnssec.potaroo.net.
IN NS dnsl.dnssec.potaroo.net.

y
; zone A records

www IN A 203.50.0.6
bgp IN A 203.50.0.159
bgp2 IN A 203.50.0.33
dnsO IN A 203.50.0.18
dnsl IN A 203.50.0.6

; wildcard

* IN A 203.50.0.18

The first task is to generate some keys to sign the zone. I'll choose a 1024 bit key size , and use split
Key Signing Leys and Zone signing keys. The first key I'll generate is the Zone signing key. I'll use the
RIPE tutorial for the command syntax for this command:

# dnssec-keygen -r/dev/random -a RSASHAl -b 1024 -n ZONE dnssec.potaroo.net
Kdnssec.potaroo.net.+005+03755

The command has generated two files, one with the public key information in the form of a DNSKEY
record, and the other is the description of the private key. Here’s the public key file:

# cat Kdnssec.potaroo.net.+005+03755.key

dnssec.potaroo.net. IN DNSKEY 256 3 5 AQO8xvbN4hz8bn926wpM8c9uqghqct45v73k41/YSu+60/QsPCKwIoDY
XMH3s5Z0NJ1gLUQSCcIZZKDYVHPW3TXt59bHrn7390snQ80RbOGVTH/ Vi
//L3BGjZrzZr+PwtH2Vb3wIhrujMej2m4e2Mth/XjSDAhYZVWCNhIGONP H6G6WwW==

I'll repeat this process for the key signing key, adding “-f KSK” to the command:

# dnssec-keygen -r/dev/random -f KSK -a RSASHAl -b 1024 -n ZONE dnssec.potaroo.net
Kdnssec.potaroo.net.+005+29022

I now have four key files:

# 1s Kdns*
Kdnssec.potaroo.net.+005+03755.key Kdnssec.potaroo.net.+005+29022.key
Kdnssec.potaroo.net.+005+03755.private Kdnssec.potaroo.net.+005+29022.private

AS per the tutorial instructions, I'll copy the public keys into the named master zone area, and
include them into the dnssec.potaroo.net zone file

# tail /etc/namedb/master/dnssec.potaroo.net

; wildcard

* IN A 203.50.0.18

$include Kdnssec.potaroo.net.+005+03755.key ; zone signing key
$include Kdnssec.potaroo.net.+005+29022.key ; key singing key

Before signing the zone, maybe I should check it for syntactic correctness:

# named-checkzone -D dnssec.potaroo.net dnssec.potaroo.net



zone dnssec.potaroo.net/IN: Toaded serial 2006090802

dnssec.potaroo.net 86400 IN SOA dns0.potaroo.net. gih.potaroo.net.
2006090802 10800 15 604800 10800

dnssec.potaroo.net. 86400 IN NS dns0.potaroo.net.
dnssec.potaroo.net. 86400 IN NS dnsl.potaroo.net.
dnssec.potaroo.net. 86400 IN DNSKEY 256 3 5

AQO8xVbN4hz8bn926wpM8c9uqghqcf45v73k4]/YSu+60/QsPCKwIoDY
XMH3s5Z0NJ1gLUQSCIZZKDYVHPW3TXt59bHrn7390snQ80RbOGVTH/ Vi

//L3BGjZrzr+PWtH2Vb3wIhrujMej2m4e2Mth/XjSDAhYZVWCNhIGONP H6G6Ww== ; key id = 3755
dnssec.potaroo.net. 86400 IN DNSKEY 257 3 5
AQPSOR9BUNUQQ8ien6WibaSskddzzstwW4TEuJrszezQL79DFgHeOvVuh
Jr+9IMQMJIuQGUjVCcXDG1gBRQbo1FI6e+G6sibIKTkzXCLSX709YqYtyV
1AMYEbYWLTWRVKO0jZSZr2LyKqeKGFgwdoA8alM6XRUChBTwxMwo5I5fs edIyyw== ; key id = 29022
*.dnssec.potaroo.net. 86400 IN A 203.50.0.18
bgp.dnssec.potaroo.net. 86400 IN A 203.50.0.159
bgp2.dnssec.potaroo.net. 86400 IN A 203.50.0.33
dns0.dnssec.potaroo.net. 86400 IN A 203.50.0.18
dnsl.dnssec.potaroo.net. 86400 IN A 203.50.0.6
sub.dnssec.potaroo.net. 86400 IN NS dns0.dnssec.potaroo.net.
sub.dnssec.potaroo.net. 86400 IN NS dnsl.dnssec.potaroo.net.
www.dnssec.potaroo.net. 86400 IN A 203.50.0.6

OK

Looks good enough! Now to sign the zone. Again I'll use a command format following the RIPE tutorial.

# /usr/local/sbin/dnssec-signzone -r /dev/random -o dnssec.potaroo.net.
-k Kdnssec.potaroo.net.+005+29022 dnssec.potaroo.net Kdnssec.potaroo.net.+005+03755.key
dnssec.potaroo.net.signed

I should see a sighed zone file in the file dnssec.potaroo.net.signed:

# cat dnssec.potaroo.net.signed
; File written on Fri Sep 8 19:08:32 2006
; dnssec_signzone version 9.3.2

dnssec.potaroo.net. 86400 IN SOA dnsO.potaroo.net. gih.potaroo.net. (
2006090803 ; serial
10800 ; refresh (3 hours)
15 ; retry (15 seconds)
604800 ; expire (1 week)
10800 ; minimum (3 hours)

)

86400 RRSIG SOA 5 3 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
syLogFkxP1KTEkYp4Pic6qgwWINrl6powlzx+
VbpdA/erzxRdARd1177F56N7TB+v3as82aLh
BLIN+fOMzHEO/JINWV10xjn95pRDA3gyZSoE+
AWG21MokMbTBXF2pYmMFALENNKKK+pPSXUXvsS
dAP+kcvgT6Pf067+m2chsgbh+uA= )

86400 NS dns0.potaroo.net.

86400 NS dnsl.potaroo.net.

86400 RRSIG NS 5 3 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
p2kKLK4gzTm8nkr41pXyz4FirwwXtiyXxc5X/
NS2NYC3CNYDNIRFHzEI14RZ008R9z4a0Ql1f0O
jXxidiJlz2BgxzmykVIUaA7AwGirvtr+6wDlrd
1f9tm7UdYN2powrpP9021q0DKhwYk8i4Dyjdd
9kwt7/x44ZECZE]j7w30Gfw4uvy8= )

10800 NSEC *.dnssec.potaroo.net. NS SOA RRSIG NSEC DNSKEY

10800 RRSIG NSEC 5 3 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
h75DS6C11GLPRbqtz9+KV4oSuidA+Bdt6geq
g6NRrneNGA6RrO0FK4Td9AQS1+IpM3KriD15
LKgQM7yMarc7aE3v/23iw9YqFv3z6Ppjw7ze
OEhaLNCV3kG4tVmILSoGEp/EWtgNTnXkJldkD
hw+091s7XVNGmO7m9IkUOU8sS2E= )

86400 DNSKEY 256 3 5 (
AQO8xVvbN4hz8bn926wpM8c9uqghqct45v73k
43/YSu+60/QsPCKwI0oDYXMH3s55Z0NJ1gLUQsS
CIZZKDYVHPW3Txt59bHrn7390snQ80RbOGVT
H/Vi//L3BGjZrzr+PwtH2Vb3wIhrujmej2m4
E2Mth/XjSDAhYZVWCNhIGONPH6G6WwW==
) ; key id = 3755

86400 DNSKEY 257 3 5 (
AQPSORI9BUNUQQ8ienbwibaSskddzzstw4TEu
JrSzezQL79DFgHeOvVuhJr+9IMQmIuQGUjVc
XDG1gBRQb0OiFI16e+G6sibIKTkzXCLSX709Y(q
Ytyv1AMYEbYWLTWRVKOJZSZr2LyKgqeKGFgqwd
0A8a1M6XRUChBTwxMwo5I5fsedIyYw==
) ; key id = 29022

86400 RRSIG DNSKEY 5 3 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.



* . dnssec.potaroo.net.

bgp.dnssec.potaroo.net.

bgp2.dnssec.potaroo.net.

dns0.dnssec.potaroo.net.

dns0.dnssec.potaroo.net.

86400

86400
86400

10800
10800

86400
86400

10800
10800

86400
86400

10800
10800

86400
86400

10800

10800

86400

86400

10800
10800

RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC

RRSIG

IN A

RRSIG

NSEC
RRSIG

EMXe20wX8CNOeAgliexEMST1GUUApeIB/zWlz
pHhZ+I/9YFE2bmmwaj6+jtfMmMw8tvj1qdEFH
8T01ihsMaPhuOnMQngTrkTNS4Y4DkHgtO5N6a
3yS1h/ufRfBDN2rASEQUVYNGZM6TRIOiweDSh
1HsWy5+FiQcCFubsVv]jCyqG/RXo= )

DNSKEY 5 3 86400 20061008080832 (
20060908080832 29022 dnssec.potaroo.net.
pImpAtyiQINPiORcibIcry9eofihvmbmkxzs
nL5Qb4x/g+DC02kXMhFCSVVNSU9ATAWRIOhY
PG85Lac7Fdfwdoud5I+AVvVPRB+8ax1lscS/8
/kQ5AbJuxT3b6ezCEhu2 FSURKN3uskV5Af4N
1nBBVMFWd7VvXR53Q6KCucWjBvmg= )
203.50.0.18

A 5 3 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
UTLTIPY60iavo8skIKb1jkF+Dz0ZFJiPGSLM
EmmzHV1YNeIjpQNK/05jcIdbv7S4mMz+MIg31
MLPXuStBwe8E 1 fwu4w+eQXx38dXP1fPs2Mjz2
RyG/dw2krgvVRfQDa27UJVurxbDxoQTykEww?7
yYzAdA6oVTT1EKjyTF80/CxrGvy0= )
bgp.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 3 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
ThBINgb7kHEQ5t+wunmN/uTxT1E5Z3nxI29e9
eFFidmBmMo459/0Xeuc8w8kh9u0Xx2TQlog8L
3GQWLNO753rbsgMOSGzhNVD5b7Yj7PZNPWa?7
M408z70k3Dru5XoyYf4Nv5fORUSVHhBNOBr+/
6wTSdnpI/mQvGk5EmCKPwkvhzqE= )
203.50.0.159

A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
BjQFfiLaioxP4rkIzT90vteuvVR3kR2NBYZgM
WMQxbSK6X4b84hEGHTRparyY71bXXBvcKXIt7
MpWX97m1A9KSCcR7b37h084zE116b86eaN3f9
Ad+9XINXPw/RdArqQzxby5xkyNSBOoIpM8ROIz
kKGG1+005tn703TyBWMrlCznlaA= )
bgp2.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
SjjK20pKnv514pud0cfTMkgpagggljvcf+1NP
fizuFXMjoewlbdskKxE9FaRHwWrDNvQpnwdyy
adgv+TBRLZhtHrlpo7aFfPyxXcnsABffnPhwc
0s/xblmAhAmPtf3f7Ri/CxrF5HFQF/THHbHW
UUHZzU2dkM8wOHzkGP/OPV50NDOO= )
203.50.0.33

A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
fuykcujF/miEDcfSEPPAC/5wvYg6MmEgmTsg
XFTwDykTOotCSdsy5R/20meDtwbYwqwIlwb5
7zTuBmSIprk1Tieq69j8Ptrdy3IGEsNeGAl4
1fDMpqdT29kgvWIHKiZyEJ7H]j2ZzVIWUOrpub
6hzW7pKz/xm9+Xv2ssx+u5nfrxu= )
dns0.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
S+X4oHey+hizmSF8d73877qYGK782uJzLgoOA
dHNODI9RCOSOTSrikKfsD+1/q+47ckBhsamMx5B
9jMTRworlfKzH8XKKyYiNsuQjIgHi84sh2zek
fGMGPEZpDZR+Pk2biQSRpI09tH29B0fSsSE/0O
fGDjImgkRhujnM1A/7RA1011PFO= )
203.50.0.18

A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
LpbfDItudbwgXxVLnurpxkcuYtiFakQOHFkKIF
gqJ3fs/RIXGwNizeS4f2+dR/rGnwxTdw522qdT
JFIBXbBRIRGIPSEQOCk/iVNSF8dPc7URbI4e
EORWkgT9fE87x6cd2CHEQOrcgHDXbCZX594R
owWeutR9WohUPovs0aT1lfot2C9Gs= )
dnsl.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
fGMGPEZpDZR+Pk2biQSRpI09tH29B0fSSE/0O
fGDjImgkRhujnM1A/7RA1011PFO= )
203.50.0.18

A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
LpbfDItudbwgXxVLnurpxkCuYtiFakQOHFKIF
gqJfs/RIXGwWNizeS4f2+dR/rGnwxTbw522qdT
JFIBXbBRIRGIPSEQOCk/iVNSF8dPc7URbI4e
EORWkgT9fE87x6cd2CHEaOrcgHDXbCZX594R
owWeutR9WohUPovs0aT1lfot2C9Gs= )
dnsl.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.



fxw5MRcKkjR6bcRBaD4u/28s0LKZbVvVTjYas
1dBcYyx0aw31IUpvyIsjERU+0EG+g2DUQuU1 +
2LA6PVntacbkwfezwGkBtzBGKbwUCfNCdEa7
dNKQv3Aki5qGwlEATkbahKt1FGbQLWO/WI4g
JFmopYfcmaLtzdhgywX60KBGIoY= )
dnsl.dnssec.potaroo.net. 86400 1IN A 203.50.0.6
86400 RRSIG A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
CINTVM64mIDTDpM+aX070LWhi92G915hkiw5
QbBmMMITLglx7QhMpasSPh41PRpa+teyeByF1
/46QGRpVb8IP4KmpbURA1YKkPWAIbBBWh2Q+s
dxAa6vfz3R/GSa62vSb2aCPfpvAAPKE3Hs66m
DF3DWVONPGUSgAWpn3A3H+1KbQs= )
10800 NSEC sub.dnssec.potaroo.net. A RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
RfjymANoHG3TQ909fU/lenv3GsIZtEqR6TS7
fa/KJ404/0zU7+/VGz3CguUwBOLeMBab9f+Yr
KuF1i83KvAt/WAEOnGxeDwgtnkTzUQIpkv7T1A
AStgMIrqszc8FyGJuzPIgU8Fzvn7+Ju7qsPU
Ntwi658ZRKoUT/K7uok607HMGSE= )
sub.dnssec.potaroo.net. 86400 IN NS dnsO.dnssec.potaroo.net.
86400 IN NS dnsl.dnssec.potaroo.net.
10800 NSEC www.dnssec.potaroo.net. NS RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
XNgHeGnznmdg8AwHcnsvW6DzZEtnBOn5HVpk
1m2/0oFovgFr7MBulT1tObeN8p/2zMuLF3wad
HLmwWLX0GQYBE/f+6afIA33awTrLkuBllcmuj
iEk/4XMKAUgRANO4V6jOvVDnyESXY6g6afd3
J9yhhNvDukG3/81q1lbUyV1RSKz8= )
www.dnssec.potaroo.net. 86400 IN A 203.50.0.6
86400 RRSIG A 5 4 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
gwXzDRdiVRWXMCseWPQ20i 0QIHQXMZHT+Qj+
nk+tIMW3gvEVH+1iP6uLGkwewywey8Ek1lbLMe
uwq1h6z8B35pBBn0h1jw03x00LYy3ELHVtHUB
Q/2/bDbFaFDaxXNA5IQn8I4RGLUAEXDKOdIF
tL/hq9y4rNHg7WTCcNwIQ3pRfNUA= )
10800 NSEC dnssec.potaroo.net. A RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
LRLFq1s+FF2DgvuPOrnloRe60c1swCG/RL38
XINLOshkpYjK4GcCsgsoyYCxH2vvmt2va+0u
RQVgLO6brB1zmmG7ras4kk9ydObP+91CikwF
HUN8GOL jz0Sel8Ctyoeahtjy7cdqvovPkcje
P1lyjDR8cI58wVsdvscwlaoeCx9k= )

The zone file has been sorted into canonical order, NSEC records have been inserted for every label,
each RRSet has been signed with the Zone signing key, and the DNSKEY RRset has been signed by
both the zone signing key and the key signing key.

Now to change named.conf to reference the signed zone file. This is the new section in the named conf
file for the zone server:

zone "dnssec.potaroo.net" {
type master;
; file "master/dnssec.potaroo.net.signed";

I also need to add the public key signing key of the domain to my trusted key set in the trusted-keys
section of named.conf of my local DNS resolver and signal a HUP to the named process to get it to re-
read the named.conf file. Here’s my new trusted key for the zone dnssec.potaroo.net on my local
name resolver:

trusted-keys {
[.]

"dnssec.potaroo.net." 257 3 5 "AQPSOR9BUNuUQQ8ien6wWibaSskddzzstw4TEuJrsSzezQL79DFgHeOvVuh
Jr+9IMQmMIuQGUjVCXDG1gBRQbO1FI6e+G6SsibIKTkzXCLSX709YqYtyv
1AMYEbYWLTWRVKOjZSZr2LyKqeKGFgwdoA8alM6XRuChBTwxMwo5I5fs
edIyyw==";



Did it work?

# dig +dnssec +multiline DNSKEY dnssec.potaroo.net

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline DNSKEY
;3 global options: printcmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 4, AUTHOR

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;dnssec.potaroo.net. IN DNSKEY

;5 ANSWER SECTION:

dnssec.potaroo.net. 86400 IN DNSKEY 256 3 5 (
AQO8xVvbN4hz8bn926w

0/QSPCKwJODYXMH3s5

dnssec.potaroo.net

1 27239
ITY: O, ADDITIONAL: 1

pM8c9uqghqcf45v73k4]/YSu+6
ZONJ1gLUQSCIZZKDYVHPW3TXt5

9bHrn7390snQ80RbOGVTH/Vi//L3BGjZrzr+PWtH2Vb3

wIhrujMej2m4e2mth/
) ; key id = 3755
dnssec.potaroo.net. 86400 IN DNSKEY 257 3 5 (

Xj SDAhYZVWCNhIGONnPH6G6WW==

AQPSOR9BUNUQQ8ien6wibaSskddzzstW4ATEuJrSzezQL

79DFgHeOvVVuhJr+9Im
G6sibIKTkzXCLSX709
2LyKgeKGFgqwdoA8alMm
; key id = 29022
dnssec.potaroo.net. 86400 IN RRSIG DNSKEY 5 3
20060908080832 375
EMXe20wX8CNOeAglie
YFE2bmmwaj 6+j tfMMw
qTrkKTNS4Y4DkHqtO5N
M6TRIOiweDSNn1HsWy5
dnssec.potaroo.net. 86400 IN RRSIG DNSKEY 5 3
20060908080832 290
pImpAtyiQINPiORCib
g+DC02kXMhFCsVVNSU
5I+AVVVPRB+8aX1lscS
KN3uskV5Af4N1nBBVm

;5 Query time: 412 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;5 WHEN: Tue Sep 12 09:44:37 2006
;5 MSG SIZE rcvd: 695

The “ad” bit has been set in the flags of the response,,

The name resolver’s debug log also confirms this:

validating @0x8247000: dnssec.potaroo.net DNSKEY:
validating @0x8247000: dnssec.potaroo.net DNSKEY:
validating @0x8247000: dnssec.potaroo.net DNSKEY:
validating @0x8247000: dnssec.potaroo.net DNSKEY:
validator @0x8247000: dns_validator_destroy

Lets check for a name that exists within this zone:

# dig +dnssec +multiline A www.dnssec.potaroo.net

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline A www.
;3 global options: printcmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id

QMJUQGUjVCcXDG1gBRQboiFI6e+
YqYtyv1AMYyEbYWLTWRVKOjZSZr
6XRUChBTwxMwo5I5fsedIyYw==

86400 20061008080832 (

5 dnssec.potaroo.net.
XEMSTGUUuApeIB/zW1lzpHhz+1/9
8tvj1qdEFH8TO1hsMaPhuOnMQn
6a3yS1lh/ufRfBDN2rA5SEqUVNGZ
+FiQcCFubsVljCyqG/RXo= )
86400 20061008080832 (

22 dnssec.potaroo.net.
Icry9eofIhvmbmkxzsnL5Qb4x/
9ATAWRIOhYPG85Lac7Fdfwdoud
/8/kQ5AbJuxT3b6ezCEhu2FSuR
FWd7vXR53Q6KCucwjBvmg= )

so it looks good.

starting

attempting positive response validation
verify rdataset: success

signed by trusted key; marking as secure

dnssec.potaroo.net

1 64058

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:
;www.dnssec.potaroo.net. IN A

;5 ANSWER SECTION:

www.dnssec.potaroo.net. 86317 IN A 203.50.0.6

www.dnssec.potaroo.net. 86317 IN RRSIG A 5 4 86400
20060908080832 375

20061008080832 (
5 dnssec.potaroo.net.

gWXzDRdiVRWXMCseWPQ20i0QIHQXMZHT+Qj+nk+tIMW3
gVEVH+1 P6uLGkwewywey8Ek1lbLMeUwq1h6z8B35pBBn0

h1jwo3x00Ly3ELHVtH

UBQ/2/bDbFaFDaXNA5IQn8I4RG



;5 Query time: 75 msec

;5 SERVER: 127.0.0.1#53(127.0.

LuaExDKqOdIFtL/hq9y4rNHg7WTcNwIQ3pRTNUA= )

0.1

;3 WHEN: Tue Sep 12 13:56:27 2006

;3 MSG SIZE rcvd: 245

And check for a name that exists through the wildcard entry

# dig +dnssec +multiline A wildcardd.dnssec.potaroo.net

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline A wildcardd.dnssec.potaroo.net

;5 global options: printcmd
;5 Got answer:

;3 —>>HEADER<<- opcode: QUERY,

;5 flags: gr rd ra ad; QUERY:

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do;

;5 QUESTION SECTION:

;wildcardd.dnssec.potaroo.net.

;; ANSWER SECTION:

status: NOERROR, id: 55385
1, ANSWER: 2, AUTHORITY: 5, ADDITIONAL: 1

udp: 4096

IN A

wildcard.dnssec.potaroo.net. 10800 IN A 203.50.0.18
wildcard.dnssec.potaroo.net. 10800 IN RRSIG A 5 3 86400 20061008080832 (

;5 AUTHORITY SECTION:
sub.dnssec.potaroo.net. 10800
sub.dnssec.potaroo.net. 10800

dnssec.potaroo.net. 86294
dnssec.potaroo.net. 86294
dnssec.potaroo.net. 86294

;5 Query time: 81 msec

;5 SERVER: 127.0.0.1#53(127.0.

20060908080832 3755 dnssec.potaroo.net.
UTLT3IPY60iavo8skIKb1jkF+Dz0ZFJiPGSLMEMMZzHV1Y
NeIjpQNK/05jcIdDv7S4MZ+MIg31IMLPXuStBWe8E1fwu
4w+eQX38dxP1lfPs2Mjz2RyG/dw2krgvVvRfQDa27ulvur
xDx0QTYykEwW7yYzAdA60oVTTEKjyTF80/CxrGvy0O= )

IN NSEC www.dnssec.potaroo.net. NS RRSIG NSEC

IN RRSIG NSEC 5 4 10800 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
XNgHeGnZznmdg8AwHcnsvW6DzZEtnBOn5HVpk1lm2 /oFoV
gFr7MBulT1tObeN8p/2zMuLF3wadHLmWLX0GQYBE/f+6
afIA33awTrLkuBllcmujiEk/4xMKAUgGRANO4V63j0OvVDN
yESXY6g6afd339yhhNvDukG3/81qlbUyVI1RSKz8= )

IN NS dns0O.potaroo.net.

IN NS dnsl.potaroo.net.

IN RRSIG NS 5 3 86400 20061008080832 (
20060908080832 3755 dnssec.potaroo.net.
p2kKLK4gzTm8nkr41pXyz4FirwwXtiyXc5X/Ns2NYC3C
NYDNIRFHzEI14RZ008R9z4a0Ql1f0jXidiJIz2BgxzmykV
JUaA7AWGT rvtr+6wDIrdif9tm7udYN2powrP9021q0DK
hwyk8i4Dyjdd9kwt7/x44ZECzEj7w30Gfw4uvy8= )

0.1

;3 WHEN: Tue Sep 12 13:56:50 2006

;3 MSG SIZE rcvd: 693

Again this looks good. It appears that as long as the resolver is willing to trust the zone key then I've

managed to correctly sign a zone and publish the outcomes.

Now I'd like to extend this by signing the delegated zone “sub.dnssec.potaroo.net”. Because this is an
immediate descendant of a signed zone then if I set this up correctly then the same trusted key for
the parent zone should be able to be used to validate the child zone. The same initial process of zone

signing is followed:

1. Generate the zone key and the key-signing keys

# dnssec-keygen -r/dev/random

-a RSASHALl -b 1024 -n ZONE sub.dnssec.potaroo.net

Ksub.dnssec.potaroo.net.+005+55625

# dnssec-keygen -r/dev/random

-a RSASHALl -f KSK -b 1024 -n ZONE sub.dnssec.potaroo.net

Ksub.dnssec.potaroo.net.+005+49350

2. Add the keys to the zone file, and check the result

# xemacs sub.dnssec.potaroo.net &

[add include 1ines to thezone

file for the host and KSK key files]

# named-checkzone -D sub.dnssec.potaroo.net sub.dnssec.potaroo.net



zone sub.dnssec. potaroo net/IN: loaded serial 2006091201

sub.dnssec.potaroo.ne 86400 IN SOA dns0.dnssec.potaroo.net.
gih.potaroo.net. 2006091201 10800 15 604800 10800

sub.dnssec.potaroo.net. 86400 IN NS dns0.dnssec.potaroo.net.
sub.dnssec.potaroo.net. 86400 IN NS dnsl.dnssec.potaroo.net.
sub.dnssec.potaroo.net. 86400 IN DNSKEY 256 3 5

AQOOTGeVji8FFqWNgezyxx/C50mVEg98IPZEFSLMbGL32b+0vIGXXtPM
SGxC+1i1JLe2nGuMwgWgL FEUXUeK9P9ZNDR1CurtbKh1KPGQJjf3031q9B

CffevaGy902KOVLFHIBQV0OIL /151 TcyR3zEOKMOE2rgyYtTusmunMl+j usFDrw== ; key id = 55625
sub.dnssec.potaroo.net. 86400 IN DNSKEY 257 3 5
AQ0431dCPtVV91Z87bIHA8ZYOGZZNr5uI9NCc7/ShltoKIwQHh3DWLp3q/
yAto8m80wtTb7nzr+Jvem9elfwRy6Rqqc/bETi1AYOIU9T+qdES7KE1 pw
RNRIMSCjmcIBhEYbIhWmONBHhT8IdwqtwVFUIASMIXgI5SiG5YAKbT+X XHAOSQ== ; key id = 49350
another.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.18
example.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.6
www.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.6

OK

3. Bump the SOA value and Sign the child zone

I'm not sure why I put the “-d .” command option to the dnssec-signzone command here. I thought it
has something to do with generating the DS and keyset files that I need to pass to the parent zone,
but the man page for this command seems to suggest otherwise. Indeed the man page for this
command is sufficiently unclear on the entire topic of dsset and keyset files as to be entirely useless to
me. I had the distinct impression that I was walking in the dark at this point in time.

# /usr/local/sbin/dnssec-signzone -r /dev/random -d . -o sub.dnssec.potaroo.net -k
Ksub.dnssec.potaroo.net.+005+49350 sub.dnssec.potaroo.net Ksub.dnssec.potaroo.net.+005+55625.key
sub.dnssec.potaroo.net.signed
# cat sub.dnssec.potaroo.net.signed
; File written on Tue Sep 12 14:53:06 2006
; dnssec_signzone version 9.3.2
sub.dnssec.potaroo.net. 86400 IN SOA dns0O.dnssec.potaroo.net. gih.potaroo.net. (
2006091201 ; serial
10800 ; refresh (3 hours)
15 ; retry (15 seconds)
604800 ; expire (1 week)
10800 ; minimum (3 hours)

)

86400 RRSIG SOA 5 4 86400 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
Qh6jxu5LXSTD40pWTMOi 1U2rjN74GINkvd]l
GOTu+jywnNDKAwWAJ40RATMp64 /P+KZRWHUNM
gMpbkwc+12yFANXPGWOXhRFGOdOXUV51YZSh
r7zS134CzksmbdbQoT1jQf68vD600owm5VBGTL
3PmIDDMIVYkk9MPI4XxZHGhMqZUs= )

86400 NS dns0.dnssec.potaroo.net.

86400 NS dnsl.dnssec.potaroo.net.

86400 RRSIG NS 5 4 86400 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
BOTEObJvCHagIQR263PO6FNYNHYGP7npbKz1
0ff6uHn40ZYXHws8USEebC+16m/dCbBxPfiR
YO1P4p9G/3cdUG8TAWKONLIhxZ7InJEXmmO1
M32PhzZcBjEWtSMxX0p7LZ5+aBINvS6ImwnY1l
IXkPVSENLMpDTtNwz/BQJeE10hI= )

10800 NSEC another.sub.dnssec.potaroo.net. NS SOA RRSIG NSEC DNSKEY

10800 RRSIG NSEC 5 4 10800 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
JQKFuVi5CT11iSKkxzxeplHfLNc4BUq4hjl4z
ggD373105VX8FWj4piRANQSWT11GOp8G2F1+b
YTgX4mnOkM1hIYsyqH208wnJcpeGGaYfhol5
7H1WLOCNHeL9CSSpNbFR534A0RM46b16M0Q/
tmcZHdZNOXKENUVix6ruN8kyCiu= )

86400 DNSKEY 256 3 5 (
AQOOTGeV]i8FFqWNgezyxx/C50mVEgQ98IPzE
FSLMbGL 32b+0V9GXXtPMSGXC+11JLe2nGuMw
gWqLFEUXUeK9P9ZNDR1Curtbkh1lkPGQljf30
Jq9BCffevaGy902KOVLFHIBqVoIL /151 TcyR
3ZEOKMOE2rgyYtlusmunMl+jusFDrw==

; key id = 55625

86400 DNSKEY 257 3 5 (
AQ041dCPtVV9IIZ87bIHA8ZYOGZZNr5uI9NC7
/Sh1toKIwQHh3DWLp3q/yAto8m80wtTh7nzr
+Jvem9elfwWRy6Rqqc/bETiAYOIU9f+qdES7K
EipwRNRIMSCjmcIBhEYbIhWmONBHhT8Idwqt
WVFUIASMIXgI5SiG5YAKbT+XXHAOSQ==

; key id = 49350
86400 RRSIG DNSKEY 5 4 86400 20061012035306 (



20060912035306 49350 sub.dnssec.potaroo.net.
D5svOT1t6E8Vv/IakxQyvdXqQXxwMzzvY1lYqiHA
2EeEto8TNUgHs1vSme3rw+88Yjfxwxk2GfEL
rolRaabtCi90cNk60cI98FSySjIVkVPRW2XB
k2s4sBwWz0uwBq2VbFhQclAkLOkZR97ef4GkC
hchvuf656sPYun3Qzd285w0s0318= )

86400 RRSIG DNSKEY 5 4 86400 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
UJyhu+eTh/cS3/4dsdvBjbTOc4MED3Z+mUlb
kmhuchtkboLEWeVhDXFSBk7S3ugemzJ1FQbL
TwOoF4zfemzqg+V/PLnD3+u3wMywn5AKJ2cjoY
w2cwk25qyazef23YtMI1Guq3qs0dIKCbINCW
wra3YioBx8jTjrlVFMnpPzmxN58= )

another.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.18

86400 RRSIG A 5 5 86400 20061012035306 (

20060912035306 55625 sub.dnssec.potaroo.net.
Z0GW6QvuU031S4cmnIjTNWyXuQ5/LcnIwlbu
hjelvmM+olyuQMMUxpwPISfe7R7mI6u8k3LTU
P+wB1i7hF4S07xDO8VLD5XmN6capRfUMkasko
XOHg+2+mUSVOOEY+0v14/7R6VZM3X]jseoDRK
1/bgeoawKEf5dIdB+X1m425tu9I= )

10800 NSEC example.sub.dnssec.potaroo.net. A RRSIG NSEC

10800 RRSIG NSEC 5 5 10800 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
06m+X000VUFIHVcLqd3Vvqy7weDos2CV2xShr
YPCMBOUKF774BnYrkKMPe+HO5p65kiyTh3wIL
z1Iayzh6SN+HVrrf6vMYgIVvlxyqScnpMdzMT
VS5VP2bHErrewudXudCb6XZSACB20CT5K2MW
A3/sYQOFQyGMamp5aETrReAJwxQ= )

example.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.6

86400 RRSIG A 5 5 86400 20061012035306 (

20060912035306 55625 sub.dnssec.potaroo.net.
i/CcotH8MpAjIiEiOjwMsvNOT81aQQnSkuxwo
boLRgtDpF3Si60GMM2AhHLgnIDepVSGBgQEW
YqlagfhebF/joC7F8K3GxU1/dujgleosTY7w
eL3adFRKBMGqkkdw70ry417f8vvH2hg2wG+P
KMONLA3DMxQ163jqd3f9cc9Tz2Bg= )

10800  NSEC www.sub.dnssec.potaroo.net. A RRSIG NSEC

10800 RRSIG NSEC 5 5 10800 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
OHxc6vMcbm4Its2BM1bMs0QGLUGKAVIrogCSA
F9iazs0yvbnzRBDr6tyC3ANIh8Ld48CA9uPh
8HWI13iU5uiDCOELYFUBZ18vPakkOenDB52b
XBKbWCub51nvjs4PMNS4MnsJTc82ePeHhOJK
5ckw3uodx2TmaAaopf8v2kugaMA= )

www.sub.dnssec.potaroo.net. 86400 IN A 203.50.0.6

86400 RRSIG A 5 5 86400 20061012035306 (

20060912035306 55625 sub.dnssec.potaroo.net.
PyejoxvnwdMdmOBAaMWxg649TQLTFTLIIBwi
hXzxB1F3I5YC1gHrNRzYUJbyazOFB3IMInY+
z0I+TF25hm3tMX1EPjN6eAYKk7CHh5T8XHImv
rgI2Ermxs7+DFbLOB1CPOSSRS8m8/L731vCP
810zgKTbECUbqY8bTFwznhD/wvg= )

10800 NSEC sub.dnssec.potaroo.net. A RRSIG NSEC

10800 RRSIG NSEC 5 5 10800 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
k7ubto4s6XxvqafvOlBNVNnU3EG/Fsz42HoYf
atgbL5a71Syu67ATQESNOimWB7LIIBNn74Go/
dQGc526tg2xCCs3L/zgk3vgkyIoEE8tiGFaE
80XhATFNnpAjGGiApLk9d+uwBaz7cg3cR+Vv4
kkv51mjg8h+1bs5aydkgmq7QzdE= )

4. Serve the signed child zone.

# cd /etc/namedb

# xemacs named.conf

[reference sub.dnssec.potaroo.net.signed as the zone file for this domain]

# ps axuw | grep named | grep -v grep

root 68795 0.0 0.1 4328 3332 ?? Ss Sat10AM 0:00.77 /usr/local/sbin/named -c
/etc/namedb/named.conf -d 10

# kill -s HUP 68795

5. Check that the new signed zone has been loaded by the server

# dig SOA sub.dnssec.potaroo.net @127.0.0.1

; <<>> DiG 9.3.2 <<>> SOA sub.dnssec.potaroo.net @127.0.0.1
; (1 server found)
;5 global options: printcmd



;3 Got answer:
;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19161
;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;35 QUESTION SECTION:
;sub.dnssec.potaroo.net. IN SOA

;5 ANSWER SECTION:
sub.dnssec.potaroo.net. 86400 IN SOA dns0.dnssec.potaroo.net. gih.potaroo.net. 2006091201
10800 15 604800 10800

;3 AUTHORITY SECTION:

sub.dnssec.potaroo.net. 86400 1IN NS dns0.dnssec.potaroo.net.
sub.dnssec.potaroo.net. 86400 IN NS dnsl.dnssec.potaroo.net.
;; ADDITIONAL SECTION:

dns0.dnssec.potaroo.net. 86400 1IN A 203.50.0.18
dnsl.dnssec.potaroo.net. 86400 1IN A 203.50.0.6

;3 Query time: 1 msec

;3 SERVER: 127.0.0.1#53(127.0.0.1)
;3 WHEN: Tue Sep 12 14:59:09 2006
;3 MSG SIZE rcvd: 150

6. Now I need to generate a DS Resource Record for the child zone that can be placed into
the parent zone

A side effect of the dnssec-signzone call in step 3 was the generation of the keyset and dsset files

# 1s -al *set-sub*

-rw-r--r-- 1 root wheel 81 Sep 13 09:20 dsset-sub.dnssec.potaroo.net.

-rw-r--r-- 1 root wheel 289 Sep 13 09:20 keyset-sub.dnssec.potaroo.net.

# cat keyset-sub.dnssec.potaroo.net.

$ORIGIN .

sub.dnssec.potaroo.net 10800 IN DNSKEY 257 3 5 (
AQ041dCPtVvV91IZ87bIHA8ZYOGZZNr5uI9NC7
/Sh1toKIwQHh3DWLp3q/yAto8m80wtTh7nzr
+Jvem9elfwWRy6Rqqc/bETiAYOIUIf+qdES7K
EipwRNRIMSCjmcIBhEYbIhwmONBHhT8Idwqt
WVFUIASMIXgI5SiG5YAKbT+XXHAOSQ==
) ; key id = 49350

# cat dsset-sub.dnssec.potaroo.net.

sub.dnssec.potaroo.net. IN DS 49350 5 1 075734C803444B198C0681A8FD9A9E4378E4F4B2

I'm not sure which of these should be passed to the parent zone admin, so I'll hurl both files across
the fence and leave it to the parent to figure out what to do!

7. Now to get the parent zone Key to sign the dsset record for the child domain

I've added the DS RR to the parent zone file. Something feels wrong here, and I'm not sure why I'm
doing this. The RIPE tutorial document gets pretty unclear at this stage, and the man page for the
dnssec-signzone command appears to suggest that I put the keyset file in a special directory and get
the dnssec-signzone command to generate the ds-set files via the —-d command option referencing the
location of the key-set files for the child zone. This approach did not work for me, and after a series of
experiments I found that if I took the child zone’s ds-set file contents and inserted this DS record
directly into the parent zone file for the subdomain, then things appear to work. I couldn’t find any
documentation that confirmed that this was the ‘correct’ way to get the child’s key information into
the parent zone, so I probably did something wrong here. Did I mention already that I found the
DNSSEC dnssec-signzone utility documentation terse and less than helpful?

# xemacs dnssec.potaroo.net
[add dsset-sub.dnssec.potaroo.net]
# cat dnssec.potaroo.net

$TTL 86400
$ORIGIN dnssec.potaroo.net.
@ dns0.potaroo.net. gih.potaroo.net. (

IN SOA
2006091302 ; serial
3h ; Refresh

15 ; Retry



1w ; Expire
3h ) ; Minimum

Name servers

IN NS dns0.potaroo.net.
IN NS dnsl.potaroo.net.
; subdomains
sub IN NS dns0.dnssec.potaroo.net.
IN NS dnsl.dnssec.potaroo.net.
IN DS 49350 5 1 075734C803444B198C0681A8FDIAIE4378E4F4B2

; zone A records

www IN A 203.50.0.6

bgp IN A 203.50.0.159

bgp2 IN A 203.50.0.33

dnsO IN A 203.50.0.18

dnsl IN A 203.50.0.6

; wildcard

N A 203.50.0.18

$include Kdnssec.potaroo.net.+005+03755.key ; zone signing key
$include Kdnssec.potaroo.net.+005+29022.key ; key singing key

8. Now re-sign this zone file

Not forgetting to bump the SOA value beforehand, of course.

# /usr/local/sbin/dnssec-signzone -r /dev/random -o dnssec.potaroo.net. -k

Kdnssec.potaroo.net.+005+29022 dnssec.potaroo.net Kdnssec.potaroo.net.+005+03755.key

dnssec.potaroo.net.signed

# cat dnssec.potaroo.net.signed

; File written on wed Sep 13 09:34:58 2006

; dnssec_signzone version 9.3.2

dnssec.potaroo.net. 86400 IN SOA dnsO.potaroo.net. gih.potaroo.net. (
2006091302 ; serial

10800 ; refresh (3 hours)

15 ; retry (15 seconds)

604800 ; expire (1 week)

10800 ; minimum (3 hours)

)

86400 RRSIG SOA 5 3 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
tpRo4Cwy 1VHGBctDczyhzc+Gggqca2avlbE9j
Pfn3JwsSti/eyHxEYB7ELO0J18bDXa7xfBoq59
00T1izV4K1plse6qRDXUEpP6FQ32R6DMDkOXU3
YdMMkScyOR2+nz/vVas1Pv1RLdhfrBhN53HmMR
L+VRUT+VGYDYFqQ2AJCco4NPV8Go= )

86400 NS dns0.potaroo.net.

86400 NS dnsl.potaroo.net.

86400 RRSIG NS 5 3 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
qCgS29jXtzVr9GYPrLszOwBfOvsSWACmMWSpV
NyrL1LFf6vVgF4/tryoXdQYssROn550RXgKYX
mtIyijG/11RU8Hi0fkjiTPrxodw6+DM1bcMS
6XIPN8GPLXx6a0h4k6FE83xg5jKRbei7xzyVy
hMOOruxkbwIMhXSelCIO7bcsuwo= )

10800 NSEC *.dnssec.potaroo.net. NS SOA RRSIG NSEC DNSKEY

10800 RRSIG NSEC 5 3 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
XFIQUy+ku2fg6hldKulCCIV+BOUjudRzsMSh
+vwVIvObs1i4rdwarfpejgpoz57YfQhrzFwb
AB+OEmDrhAnkRjstB2XzjMt2UDHU9AgXMIaB
XONTDtBVNWBquZ5VHdZd41iPHOACCcA577Gul4
AdoFB9ECINZ500E6p0/h0t3NGWw= )

86400 DNSKEY 256 3 5 (
AQO8xVvbN4hz8bn926wpM8c9uqghqct45v73k
43/YSu+60/QsPCKwIODYXMH3s5Z0NJ1gLUQsS
CIZZKDYVHPW3Txt59bHrn7390snQ80RbOGVT
H/Vi//L3BGjZrzr+PWtH2Vb3wIhrujmej2m4
E2Mth/XjSDAhYZVWCNhIGONPH6G6WwW==

; key id = 3755

86400 DNSKEY 257 3 5 (



* . dnssec.potaroo.net.

bgp.dnssec.potaroo.net.

bgp2.dnssec.potaroo.net.

dns0.dnssec.potaroo.net.

86400

86400

86400
86400

10800
10800

86400
86400

10800
10800

86400
86400

10800
10800

86400
86400

10800
10800

RRSIG

RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC
RRSIG

IN A
RRSIG

NSEC
RRSIG

AQPSORI9BUNUQQ8ienbwibasskddzzstw4TEu
JrSzezQL79DFgHeOvVuhJr+9IMQmIuQGUjVc
XDG1gBRQbOi1FI16e+G6sibIKTkzXCLSX709Y(q
Ytyv1AMYEbYWLTWRVKOJZSZr2LyKgeKGFgqwd
0A8a1M6XRUChBTwxMwo5I5fsedIyYw==

) ; key id = 29022

DNSKEY 5 3 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
AEmM4XejIj2Pwl1zzzUSrbaq051Y0T9Q1lUbWIH
835QmhwsdQ17NW2rSp6CvVnsTGpmLK4XIA64b
d72h6VGj1F1zsuzqTBfu0/GexY5FV+fSsOvQ
EiwoDfK41CqVviQD90ogzH5P6uXyHbvk5FHDgN
QpfshluweOh70U6VcmSx/RVPSNE= )

DNSKEY 5 3 86400 20061012223458 (
20060912223458 29022 dnssec.potaroo.net.
XDH4b6m8NZcPghruzF2L12T8zH0ymAsSo5nVB
h42zmaF5ek7wqeq5BBYeIEf31FwqF3zSxujC
BsfItUGVxYyOeAru44pCMw8WR1Fxk8o/D7B5
yp9vZdpI61DIdK+iMO6h0ce3zQF5dQ81T/XS
hwczQsQPgcHUN/ys3rBcfrkTuNY= )
203.50.0.18

A 5 3 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
rxx0XTio72b5HY5ad7NI6/IwxYIeP6P/sjoK
PPpT1A28uNA2E6RUryujGRFO/P2EHap4r+eql
PkocTbaotXs83/xTjnGEzsjwQNgz0e8g1KUP
c/36+/sTAM1ja7zLDr3fRqdunH2WYEC]PWY/
6Av20w6erIn5vWbsIyS+/2uxcvw= )
bgp.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 3 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
R5vkzvePoE/ISt3/PUezYMPDnseGxcidxahu
5QyBEdlyaSzRILNHeAlVMxgvchcH7L1tR8wY
RTLNR173IcjIfhTtqQuy8931vjdQLcvzz+eRg
26t2fbvpzz4/kYDX67u0jSSCFXmCyIOtqgTS
Rs+TgiOhA7RIMICIZNZE2TqU1j0= )
203.50.0.159

A 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
p1sSnUAtTURILC4A3TwWdSXx9TeGG2qutzZLOhay
Wc070F9AUZ0Hepiy9uhGO8SBhOeGy]j9dtsp
iLhfPgBlwAax9wjA4emAlwfbxoCj6DhGviQB
x9krpvVQAzmjabGyQUhC/yIlstUlmEMezWktw
23+BLSATabRyAc+5p0/i1Qx0BI0= )
bgp2.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
axwY/ImL+jT7d5Px8QgqNzMgMxh+t/XxnmoN05
Nn+0aAuHGTHBxbJhCxNGSb9ewfYInQMOgg+Ta
/a85LZp44c602x046ETBuuYYt/V5kud/p4UN
gqsKGuvDwVPT4aSkkQREDOULBObR4XgIP8Tt]
4mbFPNh+L6/GGt/NpMpOK8vVm/n0= )
203.50.0.33

A 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
Tiwg7ac32vT+w]lTxXU9CMMOg5RjgFDRerssYg
7DryptyYs7SHC1+KnOIkslzpalivwC/HXTs1
FiyR2bAKJIZz3qTs+VRaCp803Zcf65W1EZ+MNi
WXEzWITuuOe3wY30fF4KY6AHa+YudtrGKosn
95GGKXAXYZFKXXnifcGLLzy2wW6k= )
dns0.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
YwyqgvugvmxulhCb91dzLooUR5Q9YFbCIrsQ3
96BsPJoQSulxztu8ptNvvxcKINjVvie+cxlg/
/BeWA/4B6sdRCFwrD11LWWHrzZDOTfMFSCOWnW
jkTqCVIrxzvD89cOcgTEtNgYxap/j4zDTnhmv
JPB2bXT3mnciEANaRSEpUQHU7L8= )
203.50.0.18

A 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
CudPXRmsAl/bgGC3XrYkjqpATG5byxcLSc3q
LkWGU27wIW49UKL7I8AdCO6bENSrrymoOFeyF
QzBHxnvck+6CoedsVNUQ2wEbjSshMmv13IHV4
ou09o0epvBh+QKkh/4VLbsvDa+y7wg28jnuvv
1P33xU5g1TWIUYX03sPkuo/jcrQ= )
dnsl.dnssec.potaroo.net. A RRSIG NSEC
NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
s8bI/U+CvSbhfmnxDd1X+MbH3eNtWTVSIQLWG
Y3ZA5a2zMWmIINTacI7rhuzkS4sXQuVvHpBVI
CTSueQK5TUWN7Y55wW0i0FqCiRgeFd3z81RDm
pHOt+t+3U1BCYIQmpx80+RAVIrVQSZz9HOMUHY
CcAOss5b1Qn4CjH1Se]1vWGqQBN4= )



dnsl.dnssec.potaroo.net. 86400 1IN A 203.50.0.6
86400 RRSIG A 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
ZnBFNuYbuegNnJHzckGvoHM8doval/RpxM1r
Vv2B31j8fiwREEMKVKNXqRjb5uVtKRPEVL/c]
YzDGt 1 TpoE9RNh+kuogFDa8w5g5UjP/TpmLC
afz1lQucPIetC00rsqluo+kQXxnbxzgolrqQcmqQ
UuPgFeBST5qweHGZK3GLfuk9d2s= )
10800 NSEC sub.dnssec.potaroo.net. A RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
N5QJ12Kguzsg01zf8BCIYenzbInj9ruobD5yq
UUh1gv1DxC+N2d1zKV6Q4QMGFQdBZYub5avi
F28CcTKVIROYHAW3NL70aoqdYnSOEpmIWL4B8
v40HjewOfNgyLUOX9YRTUEVUHWS4I1nZvgDZ
5E001h4vNDKcDvfjRShubz3KQxc= )
sub.dnssec.potaroo.net. 86400 IN NS dnsO.dnssec.potaroo.net.
86400 IN NS dnsl.dnssec.potaroo.net.
86400 DS 49350 5 1 (
07573§C8034448198C0681A8FD9A9E4378E4
F4B2
86400 RRSIG DS 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
TwIT6IfYScIaaxbl5+/10IThRWX0z+Gyjj7K
Y4dJIoBH70oVy1PH3gUedxhQBubuxhjlvziQz
5513xf1l/méces6d7AvTD8aM/P+0geu89v5qN
aqJ4s/IB1EeHmpNgeuPOWZ0OgX1AAIrnn51Fc
9aYVGvbri7908eUVEH4tLexY3xU= )
10800 NSEC www.dnssec.potaroo.net. NS DS RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
KCRDoODQN89346cB/08W1lbx9zYjS9p2aauB3w
BLCcOCop6SsKP+pHvtD1t+FceGCkg8IDEHXFiw
swdcFGK6s071 19wmwevpwOhiUMM40GhTxw4A
0VU3ZIpOnkrv1joOFoLa9c6z+vnaLWH2bpx+X
GaAEVIAaHg+iR9mgrac78DBCx6c= )
www.dnssec.potaroo.net. 86400 IN A 203.50.0.6
86400 RRSIG A 5 4 86400 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
QA0QtsaGekxXCg6Kb4PxmF8WYUIEOKVXAM+tT
LsyORnmjSjokvAEHZeIdykKk7M5+TtdKVKHI
gR20MaKXASRBPMROS/kRsq01kzTA6zPj70EU
eEZOAPNDx4TbYZz7SgE9R2KSIWN2DI9YKAFW
6abrf12z0x4tFxrzqsbTEaDWL34= )
10800 NSEC dnssec.potaroo.net. A RRSIG NSEC
10800 RRSIG NSEC 5 4 10800 20061012223458 (
20060912223458 3755 dnssec.potaroo.net.
XhDJAbsgakzrCGx1uOxBexSzMDtgpL 5SHAO8d
nf8398zWxgasHIxI1R4ydFate]iPNuwkawev
VOX2b09fu+pUpihbDK1XReEQPGOEXLXm/YG]
MuYTTfvwfd748Cvzso5cEgahFYU++n5nMvBj
EgWTtiZROJSHDYS]jYLTXSWNNOKS= )

Note in that now-voluminous zone file that the parent has now signed the child domain’s DS record.

9. Now signal the server’'s named process to re-read the config file

This will reload the zone information for the zone dnssec.potaroo.net in order to serve the updated
zone file.

Phew! I think we are done! Over on the local DNS resolver, which is configured with the trust key of
the parent zone (dnssec.potaroo.net) but not the child zone (sub.dnssec.potaroo.net), then the above
steps should allow the resolver to validate answers from the child zone.

Lets check. The parent zone responses can be validated:

# dig +dnssec +multiline SOA dnssec.potaroo.net

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline SOA dnssec.potaroo.net

;3 global options: printcmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 47873

;5 flags: gqr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1



;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;dnssec.potaroo.net. IN SOA
;5 ANSWER SECTION:
dnssec.potaroo.net. 86400 IN SOA dns0O.potaroo.net. gih.potaroo.net. (
2006091302 ; serial
10800 ; refresh (3 hours)
15 ; retry (15 seconds)
604800 ; expire (1 week)
%0800 ; minimum (3 hours)
dnssec.potaroo.net. 86400 IN RRSIG SOA 5 3 86400 20061012223458 (

20060912223458 3755 dnssec.potaroo.net.
tpRo4Cwy 1VHGBctDczyhzc+Ggqca2avlbE9jPfn3Jiwst
i/eyHXEYB7EL0J18bDXa7xfB0q5900TizV4K1lplsebgR
DXUEp6FQ32R6DMDkOXU3YdMMkScyOR2+nZ/Vas1Pv1RL
dhfrBhN53HMRL+VRUT+VGYDYFqQq2AJCco4NPV8Go= )

;5 Query time: 391 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: wed Sep 13 09:34:09 2006
;3 MSG SIZE rcvd: 270

And the child zone responses can be validated:

# dig +dnssec +multiline SOA sub.dnssec.potaroo.net

; <<>> DiG 9.3.2-P1 <<>> +dnssec +multiline SOA sub.dnssec.potaroo.net
;3 global options: printcmd

;3 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17696

;5 flags: gqr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;3 QUESTION SECTION:
;sub.dnssec.potaroo.net. IN SOA

;5 ANSWER SECTION:

sub.dnssec.potaroo.net. 86400 IN SOA dns0O.dnssec.potaroo.net. gih.potaroo.net. (
2006091201 ; serial

10800 ; refresh (3 hours)

15 ; retry (15 seconds)

604800 ; expire (1 week)

10800 ; minimum (3 hours)

)

sub.dnssec.potaroo.net. 86400 IN RRSIG SOA 5 4 86400 20061012035306 (
20060912035306 55625 sub.dnssec.potaroo.net.
Qh6jxu5LXSTD40pWTMOi 1U2rjN74GINkvdI1GOTu+jyw
NNDKAWAJ40RATmMp64 /P+KZRWHUNMgMpbkwc+12yFANXP
GWOXhRFGOdOXUV51iYZShrTzs134CzksmbbQoT1jQf68v
D60owm5vBGTL3PmIDDMIVYkk9MPI4xZHGhMgZUs= )

;5 Query time: 124 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;5 WHEN: wed Sep 13 09:34:38 2006
;3 MSG SIZE rcvd: 278

The named dnssec log on the resolved also indicates that this is functioning correctly:

validating @0x81cc000: dnssec.potaroo.net SOA: starting
validating @0x81cc000: dnssec.potaroo.net SOA: attempting positive response validation
validating @0x81cc000: dnssec.potaroo.net SOA: get_key: creating fetch for dnssec.potaroo.net DNSKEY
validating @0x81cc800: dnssec.potaroo.net DNSKEY: starting
validating @0x81cc800: dnssec.potaroo.net DNSKEY: attempting positive response validation
validating @0x81cc800: dnssec.potaroo.net DNSKEY: verify rdataset: success
validating @0x81cc800: dnssec.potaroo.net DNSKEY: signed by trusted key; marking as secure
validator @0x81cc800: dns_validator_destroy
validating @0x81cc000: dnssec.potaroo.net SOA: in fetch_callback_validator
validating @0x81cc000: dnssec.potaroo.net SOA: keyset with trust 7
validating @0x81cc000: dnssec.potaroo.net SOA: resuming validate
validating @0x81cc000: dnssec.potaroo.net SOA: verify rdataset: success
validating @0x81cc000: dnssec.potaroo.net SOA: marking as secure
validator @0x81cc000: dns_validator_destroy

validating @0x8249000: sub.dnssec.potaroo.net SOA: starting

validating @0x8249000: sub.dnssec.potaroo.net SOA: attempting positive response validation
validating @0x8249000: sub.dnssec.potaroo.net SOA: get_key: creating fetch for
sub.dnssec.potaroo.net DNSKEY



validating @0x8249800: sub.dnssec.potaroo.net DNSKEY: starting
validating @0x8249800: sub.dnssec.potaroo.net DNSKEY: attempting positive response validation
validating @0x8249800: sub.dnssec.potaroo.net DNSKEY: validatezonekey: creating fetch for

sub.dnssec.potaroo.net DS

validating @0x8251000:
validating @0x8251000:
validating @0x8251000:
validating @0x8251000:
validating @0x8251000:

validator @0x8251000:

validating @0x8249800:
validating @0x8249800:
validating @0x8249800:
validating @0x8249800:

validator @0x8249800:

validating @0x8249000:
validating @0x8249000:
validating @0x8249000:
validating @0x8249000:
validating @0x8249000:

sub.dnssec.
sub.dnssec.
sub.dnssec.

potaroo.net
potaroo.net
potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
dns_validator_destroy
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
dns_validator_destroy
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net
sub.dnssec.potaroo.net

DNSKEY:
DNSKEY:
DNSKEY:
DNSKEY:

SOA:
SOA:
SOA:
SOA:
SOA:

: starting

: attempting positive response validation
: keyset with trust 7

: verify rdataset: success

: marking as secure

in dsfetched

dsset with trust 7
verify rdataset: success
marking as secure

in fetch_callback_validator
keyset with trust 7
resuming validate

verify rdataset: success
marking as secure

validator @0x8249000: dns_validator_destroy

Success! Of a sort...

Step 5 - Evaluating the Outcome

After working with this, off and on I admit, for more than two weeks, I've been able to partially
achieve the initial objective. I've configured a DNSSEC-aware local resolver. I've failed in creating a
dnssec-aware application interface that would support an analog of the gethostbyname() call, with an
additional functional module that would perform a DNSSEC validation of the outcome and raise an
alert if the validation pass failed.

The issue here is not the task of configuring the Bind software to perform DNSSEC validation (that’s
the easy bit!), but that of understanding how to configure trust in the resolver. It appears that the
original vision of DNSSEC was that of a self-contained system that started with explicit configuration
of the trust anchor of the DNS root, and then use DS chains to have the parent sign the keys of all of
its delegated children, and so on. Authentication of a DNS response in such an environment would be
that the response matches the signed data in the RRSIG record, and that the key validates against the
zone’s parent, and so on right up to the root’s trust anchor. Like the named.boot file that loads the
DNS resolver with an initial seed set of bindings for the DNS root servers, the original vision of
DNSSEC appeared to encompass a similar single top level injection of trust, from which all other
DNSSEC trust relationships could be derived. The current reality of DNSSEC falls far short of this all-
encompassing vision, and the task of funding out which zones have been signed, and establishing in a
secure manner the keys of each of these DNSSEC “islands” appears to be one where the effort far
outweighs the resultant benefit. Even the efforts with the DLV lookaside trust validation tool have
been unsatisfying for me, and I've been unable to use one instance of this tool to validate any DNS
domains.

I can’t see any applications that use DNSSEC-enabled queries into the DNS, nor can I see any realistic
mechanism to load my resolver with trust keys that reflect the partial deployment of DNSSEC today.
So, from the perspective of a DNS resolver client I must admit that can’t see how DNSSEC is relevant
today beyond the exercise of technology-proving, leading to the conclusion that DNSSEC could work,
and possibly work reasonably well, as long as all DNS zone servers used it!

So how did the zone signing and serving exercise go? My efforts in zone signing appears to have been
successful, despite the poor standard of the tool documentation at present. This part of the exercise
has taken me over a week to complete, and the basic reason lies in the relatively incomplete state of
documentation of the toolset. The changes in the tool interface across Bind versions has not helped,
and there are still a number of out-of-date online guides that reference tools that are not part of the
Bind9.3.2 toolset that are picked up by the more popular online search engines. The lack of precise
step-by-step instructions that show how to publish a signed zone is also a weakness, and I certainly
spent some time in a trial-and-error search as to what sequence of actions would produce a linkage



between a parent and child zone key set. Yes, I could’'ve requested assistance at any time, and I'd
guess that with assistance from someone who had been through this in the past this entire effort
could’ve been accomplished in a few minutes rather than the days it took me. The problem is not in
the complexity of the procedures. The problem as I see it is one of scant documentation that does not
take the perspective of a potential user of the technology.

I have taken an easy route through some of this work, such as using NSEC records rather than
experimentation with NSEC3 records. I have not performed key rollover of the Zone signing key nor
the Key-signing key. I have not attempted to perform trusted communication between the master
zone server and its secondaries (using TSIG), nor did I attempt to secure the communication between
the parent and child zones in order to pass the key set. Even so the experience has left me feeling
that DNSSEC, as a packaged technology for mass consumption, is still very rough at the edges.

Further Reading

DNSSEC HOW TO, A Tutorial in Disguise, Olaf Kolkman, RIPE NCC, April 2005,
http://www.ripe.net/disi/dnssec_howto/dnssec_howto.pdf

Overall I found this to be a useful guide to DNSSEC deployment, although I have to admit that
Chapter 3 left me slightly dazed and confused

RIPE NCC DNSSEC Training Course material
http://www.ripe.net/training/dnssec/material/dnssec.pdf

I wish I had seen this before I started writing this article rather than after. If you are thinking of
playing with DNSSEC this is well worth the time to read through - preferably before you start playing!.

Bind 9 Administrator Reference Manual, Internet Software Consortium, 2005
http://www.isc.org/index.pl?/sw/bind/arm93/

Chapter 4 of this guide describes DNSSEC. They've managed to do so in just 636 words, which is
perhaps erring too far on the side of brevity. If you weren’t familiar with DNSSC then this won’t help
much, and if you know all about DNSSEC tools already, then this will not contain anything you
shouldn’t already know!

DNS and Bind (5" Edition) , Paul Albitz &Cricket Liu, O'Reilly, 2006

Yes, this venerable bible of the DNS is now up to its 5™ edition, which brings it into sync with Bind
9.3.2. Carefully written, loads of examples. It’s a pity that I didn’t have the 5" edition beside me when
I was attempting this exercise, as Bind 9.3.2 redid its DNSSEC utilities, and the 4" edition of this book
is, sadly, outdated in some critical details of DNSSEC utilities.

Pro DNS and BIND, Roy Aithison, Apress, 2005
I've heard really good things about this book, but I have yet to review a copy of this publication.



http://dnssec.nic.se
A description of DNSSEC and some details of the initiative to sign the .se top level domain. Actually
this contains the .se zone key that I was looking for as a trust anchor last week!

http://www.dnssec.net
A resource guide for DNSSEC. A reasonably well ordered set of pointers to DNSSEC material.
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