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Abst r act

Thi s docunent describes nonitoring features related to nedia streans
in Wb real -time comunication (WbRTC). It provides a list of RTP
Control Protocol (RTCP) Sender Report (SR), Receiver Report (RR), and
Ext ended Report (XR) netrics, which nmay need to be supported by RTP

i npl enentations in sone diverse environnents. It lists a set of
identifiers for the WbRTC s statistics API. These identifiers are a
set of RTCP SR, RR, and XR nmetrics related to the transport of

mul timedia flows.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8451
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1. Introduction

Wb real -time comunication (WebRTC) [ WebRTC- Overvi ew] depl oynents
are emergi ng, and applications need to be able to estimate the
service quality. |If sufficient information (netrics or statistics)
is provided to the application, it can attenpt to inprove the nedia
quality. [RFC7478] specifies a requirenment for statistics:

F38 The browser nust be able to collect statistics, related to the
transport of audio and video between peers, needed to estinate
quality of experience.

The WebRTC Stats APl [WBC. webrtc-stats] currently lists netrics
reported in the RTCP Sender Report and Receiver Report (SR RR)

[ RFC3550] to fulfill this requirement. However, the basic netrics
fromRTCP SRIRR are not sufficient for precise quality nonitoring or
di agnosi ng potential issues.

St andards such as "RTP Control Protocol Extended Reports (RTCP XR)"

[ RFC3611] as well as other extensions standardized in the XRBLOCK
Worki ng Group, e.g., burst/gap loss nmetric reporting [ RFC6958] and
burst/gap discard netric reporting [ RFC7003], have been produced for
the purpose of collecting and reporting performance netrics from RTP
endpoi nt devices that can be used to have end-to-end service
visibility and to neasure the delivery quality in various RTP
services. These netrics are able to conmpl ement those in [ RFC3550].

In this document, we provide rationale for choosing additional RTP
metrics for the WebRTC getStats() API [WBC.webrtc]. Al identifiers
proposed in this docunent are reconmended to be inplenented by an
WebRTC endpoi nt. An endpoi nt may choose not to expose an identifier
if it does not inplenent the corresponding RTCP Report. This
docunent only considers RTP-layer nmetrics. Oher netrics, e.g.

| P-layer metrics, are out of scope.

2. Term nol ogy

In addition to the term nol ogy from|[RFC3550], [RFC3611], and
[ RFC7478], this docunent uses the followi ng term

ReportGroup: It is a set of netrics identified by a conmon
synchroni zati on source (SSRC)
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3.

RTP Statistics in WbRTC | npl enent ati ons

The RTCP Sender Reports (SRs) and Receiver Reports (RRs) [RFC3550]
expose the basic netrics for the |ocal and renote nedi a streans.
However, these netrics provide only partial or Iimted information
whi ch may not be sufficient for diagnosing problenms or nonitoring
quality. For exanple, it may be useful to distinguish between
packets | ost and packets discarded due to late arrival. Even though
they have the sanme inpact on the nultimedia quality, it helps in

i dentifying and di agnosi ng probl ems. RTP Control Protocol Extended
Reports (XRs) [RFC3611] and ot her extensions discussed in the XRBLOCK
Worki ng Group provide nore detailed statistics, which conpl enent the
basic netrics reported in the RTCP SR and RRs.

The WebRTC application extracts statistics fromthe browser by
querying the getStats() APl [WBC webrtc]. The browser can easily
report the local variables, i.e., the statistics related to the

out goi ng and i ncom ng RTP nedia streans. However, wi thout the
support of RTCP XRs or sone other signaling nmechanism the WbRTC
application cannot expose the renote endpoints’ statistics.

[ WbRTC- RTP- USAGE] does not nandate the use of any RTCP XRs, and
their usage is optional. |If the use of RTCP XRs is successfully
negoti at ed bet ween endpoints (via SDP), thereafter the application
has access to both |local and renpte statistics. Alternatively, once
the WebRTC application gets the local information, it can report the
information to an application server or a third-party nonitoring
system which provides quality estinates or diagnhostic services for
application devel opers. The exchange of statistics between endpoints
or between a monitoring server and an endpoint is outside the scope
of this docunment.

Consi derations for |npact of Measurenent Interva

RTCP extensions |ike RTCP XR usually share the sane timng interva
with the RTCP SR/RR, i.e., they are sent as compound packets,
together with the RTCP SRRRR.  Alternatively, if the RTCP XR uses a
di fferent measurenent interval, all XRs using the same neasurenent

i nterval are conpounded together, and the nmeasurenent interval is
indicated in a specific measurenent information block defined in

[ RFC6776] .

When using WebRTC getStats() APls (see "Statistics Mdel" in

[WBC. webrtc]), the applications can query this information at
arbitrary intervals. For the statistics reported by the renote
endpoint, e.g., those conveyed in an RTCP SRIRR/ XR, these will not
change until the next RTCP report is received. However, statistics
generated by the | ocal endpoint have no such restrictions as |long as
the endpoint is sending and receiving nedia. For exanple, an

Si ngh, et al. I nf or mati onal [ Page 5]



RFC 8451 RTCP XR Metrics for WebRTC Sept ember 2018

application may choose to poll the stack for statistics every 1
second. In that case, the underlying stack local will return the
current snapshot of the local statistics (for incom ng and outgoi ng
medi a streams). However, it may return the sane renote statistics as
previously, because no new RTCP reports may have been received in the
past 1 second. This can occur when the polling interval is shorter
than the average RTCP reporting interval.

5. Candidate Metrics

Since the following netrics are all defined in RTCP XR, which is not
mandated in WebRTC, all of themare local. However, if RTCP XR is
supported by negotiation between two browsers, the follow ng netrics
can al so be generated renotely and be sent to the | ocal endpoint
(that generated the nedia) via RTCP XR packets.

The netrics are classified into 3 categories as follows: network

i npact netrics, application inpact netrics, and recovery netrics.
Network impact netrics are the statistics recording the information
only for network transm ssion. They are useful for network problem
di agnosis. Application inpact nmetrics mainly collect the information
fromthe viewoint of the application, e.g., bit rate, frane rate, or
jitter buffers. Recovery netrics reflect how well the repair
nmechani sns perform e.g., |oss conceal ment, retransm ssion, or
Forward Error Correction (FEC). Al 3 types of nmetrics are usefu

for quality estimations of services in WDbRTC i npl enent ati ons.

WebRTC applications can use these netrics to calculate the estinmated
Mean Opinion Score (MOS) [ITU-T_P.800.1] values or Media Delivery

I ndex (MDI) [RFC4445] for their services.

5.1. Network |npact Metrics
5.1.1. Loss and Di scard Packet Count Metric

In nultinedia transport, packets that are received abnormally are
classified into 3 types: lost, discarded, and duplicate packets.
Packet | oss may be caused by network devi ce breakdown, bit-error
corruption, or network congestion (packets dropped by an internediate
router queue). Duplicate packets nmay be a result of network del ays
that cause the sender to retransnmit the original packets. D scarded
packets are packets that have been del ayed | ong enough (perhaps they
m ssed the playout tine) and are consi dered usel ess by the receiver.
Lost and di scarded packets cause problens for nultinedia services, as
m ssing data and | ong del ays can cause degradation in service
quality, e.g., nmissing large bl ocks of contiguous packets (lost or

di scarded) may cause choppy audi o, and | ong network transni ssion
delay time may cause audio or video buffering. The RTCP SR RR
defines a metric for counting the total nunber of RTP data packets
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that have been | ost since the beginning of reception. However, this
statistic does not distinguish |ost packets from di scarded and
duplicate packets. Packets that arrive late will be discarded and
are not reported as lost, and duplicate packets will be regarded as a
normal Iy received packet. Hence, the loss nmetric can be m sl eadi ng

i f many duplicate packets are received or packets are discarded,

whi ch causes the quality of the nedia transport to appear okay froma
statistical point of view, while the users are actually experiencing
bad service quality. So, in such cases, it is better to use nore
accurate netrics in addition to those defined in RTCP SR RR

The netrics for |ost packets and duplicated packets defined in the
Statistics Summary Report Bl ock of [RFC3611] extend the information
of loss carried in standard RTCP SRFRR.  They explicitly give an
account of |ost and duplicated packets. Lost packet counts are
useful for network problemdiagnhosis. It is better to use the packet
loss netrics of [RFC3611] to indicate the | ost packet count instead
of the cunul ati ve nunber of packets lost netric of [RFC3550].
Dupl i cated packets are usually rare and have little effect on QS
evaluation. So it may not be suitable for use in WbRTC.

Using | oss metrics wthout considering discard netrics may result in
i naccurate quality evaluation, as packet discard due to jitter is
often nore preval ent than packet |oss in nodern I[P networks. The

di scarded netric specified in [ RFC7002] counts the number of packets
di scarded due to jitter. It augments the loss statistics nmetrics
specified in standard RTCP SR'RR. For those WebRTC services with
jitter buffers requiring precise quality evaluation and accurate
troubl eshooting, this metric is useful as a conplenent to the nmetrics
of RTCP SR/ RR

5.1.2. Burst/CGap Pattern Metrics for Loss and Discard

RTCP SR/ RR defines coarse netrics regarding | oss statistics: the
metrics are all about per-call statistics and are not detail ed enough
to capture the transitory nature of sone inpairnents |ike bursty
packet loss. Even if the average packet loss rate is |low, the |ost
packets may occur during short dense periods, resulting in short

peri ods of degraded quality. Bursts cause |lower quality experience
than the non-bursts for | ow packet |oss rates, whereas for high
packet |oss rates, the converse is true. So capturing burst gap
information is very helpful for quality evaluation and | ocating

i mpairnments. | f the WebRTC application needs to evaluate the service
quality, burst gap nmetrics provide nore accurate information than
RTCP SR/ RR
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[ RFC3611] introduces burst gap netrics in the Vol P Report Bl ock

These netrics record the density and duration of burst and gap

peri ods, which are helpful in isolating network problens since bursts
correspond to periods of time during which the packet |oss/discard
rate is high enough to produce noticeabl e degradation in audio or
video quality. Metrics related to the burst gap are al so introduced
in [ RFC7003] and [ RFC6958], which define two new report bl ocks for
use in a range of RTP applications beyond those described in

[ RFC3611]. These netrics distinguish discarded packets froml oss
packets that occur in the burst period and provide nore information
for diagnosing network problens. Additionally, the block reports the
frequency of burst events, which is useful information for evaluating
the quality of experience. Hence, if WDbRTC applications need to do
qual ity eval uati on and observe when and why quality degrades, these
netrics should be considered.

5.1.3. Run-Length Encoded Metrics for Loss and Discard

Run-1 ength encoding uses a bit vector to encode infornmation about the
packet. Each bit in the vector represents a packet; depending on the
signaled netric, it defines if the packet was | ost, duplicated,

di scarded, or repaired. An endpoint typically uses the run-length
encodi ng to accurately conmuni cate the status of each packet in the
interval to the other endpoint. [RFC3611] and [ RFC7097] define run-

| ength encoding for |ost and duplicate packets, and di scarded
packets, respectively.

The WebRTC application could benefit fromthe additional information.
If | osses occur after discards, an endpoint may be able to correlate
the two run length vectors to identify congestion-rel ated | osses,
e.g., a router queue becane overl oaded causi ng del ays and then
overflowed. |If the |osses are independent, it may indicate bit-error
corruption. For the WebRTC Stats APl [WBC webrtc-stats], these types
of metrics are not reconmended for use due to the |arge anpunt of
data and the conputation invol ved.

5.2. Application Inmpact Metrics
5.2.1. Discarded Cctets Metric

The netric reports the cunul ative size of the packets discarded in
the interval. It is conplenentary to the nunber of discarded
packets. An application nmeasures sent octets and received octets to
cal culate the sending rate and receiving rate, respectively. The
application can calculate the actual bit rate in a particular

i nterval by subtracting the discarded octets fromthe received
octets.

Si ngh, et al. I nf or mati onal [ Page 8]



RFC 8451 RTCP XR Metrics for WebRTC Sept ember 2018

For WbRTC, the discarded octets netric supplenents the nmetrics on
sent and received octets and provi des an accurate nethod for
calculating the actual bit rate, which is an inportant paraneter to
reflect the quality of the media. The Bytes Discarded netric is
defined in [ RFC7243].

5.2.2. Franme |npairnent Sumary Metrics

RTP has different fram ng nechanisns for different payl oad types.

For audio streans, a single RTP packet may contain one or multiple
audio franmes. On the other hand, in video streans, a single video
frane may be transmitted in multiple RTP packets. The size of each
packet is |limted by the Maxi mum Transm ssion Unit (MIU) of the
underlyi ng network. However, the statistics fromstandard SR'RR only
collect information fromthe transport layer, so they may not fully
reflect the quality observed by the application. Video is typically

encoded using two frame types, i.e., key frames and derived franes.
Key franes are nornally just spatially conpressed, i.e., wthout

prediction fromother pictures. The derived franes are tenporally
conpressed, i.e., depend on the key frame for decoding. Hence, key

frames are nuch larger in size than derived frames. The |oss of
these key franes results in a substantial reduction in video quality.
Thus, it is reasonable to consider this application-layer informtion
in WebRTC i npl enent ati ons, which influence sender strategies to
mtigate the problemor require the accurate assessnent of users’

qual ity of experience.

The netrics in this category include: nunber of discarded key franes,
nunber of |ost key frames, nunber of discarded derived frames, and
nunber of |ost derived frames. These nmetrics can be used to

calcul ate the Media Loss Rate (MLR) of the MDI [RFC4445]. Details of
the definition of these netrics are described in [ RFC7003].
Additionally, the metric provides the rendered frame rate, an

i mportant parameter for quality estimtion

5.2.3. Jitter Buffer Metrics

The size of the jitter buffer affects the end-to-end delay on the
network and al so the packet discard rate. When the buffer size is
too small, late-arriving packets are not played out and are dropped,
whil e when the buffer size is too | arge, packets are held | onger than
necessary and consequently reduce conversational quality.

Measurenent of jitter buffer should not be ignored in the eval uation
of end-user perception of conversational quality. Metrics related to
the jitter buffer, such as maxi rum and nonminal jitter buffer, could
be used to show how the jitter buffer behaves at the receiving
endpoint. They are useful for providing better end-user quality of
experience (QE) when jitter buffer factors are used as inputs to
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calcul ate estimted MOXS val ues. Thus, for those cases, jitter buffer
nmetrics should be considered. The definition of these netrics is
provided in [ RFC7005] .

5.3. Recovery Metrics

Thi s docunent does not consider conceal ment netrics [RFC7294] as part
of recovery netrics.

5.3.1. Post-Repair Packet Count Metrics

Web applications can support certain RTP error-resilience nmechani sns
foll owi ng the recommendati ons specified in [ WbRTC RTP- USAGE].  For
these web applications using repair mechani sms, providing sone
statistics about the perfornmance of their repair mechani sms coul d
hel p provide a nore accurate quality eval uation

The unrepaired packet count and repaired | oss count defined in

[ RFC7509] provide the recovery information of the error-resilience
nmechani sns to the nonitoring application or the sendi ng endpoint.

The endpoi nt can use these metrics to ascertain the ratio of repaired
packets to | ost packets. Including post-repair packet count metrics
hel ps the application evaluate the effectiveness of the applied
repai r mechani sns.

5.3.2. Run-Length Encoded Metric for Post-Repair

[ RFC5725] defines run-length encoding for post-repair packets. Wen
using error-resilience nechanisns, the endpoint can correlate the
loss run length with this netric to ascertain where the | osses and
repairs occurred in the interval. This provides nore accurate
information for recovery mechani sms eval uation than those in Section
5.3.1. However, when RTCP XR netrics are supported, using run-Ilength
encoded metrics is not suggested because the per-packet information
yi el ds an enornmpus anount of data that is not required in this case.

For WbRTC, the application may benefit fromthe additiona
information. |f |osses occur after discards, an endpoint nmay be able
to correlate the two run-length vectors to identify congestion-

rel ated | osses, e.g., a router queue becane overl oaded causi ng del ays
and then overflowed. |If the |losses are independent, it nmay indicate
bit-error corruption. Lastly, when using error-resilience

nmechani sns, the endpoint can correlate the | oss and post-repair run

l engths to ascertain where the | osses and repairs occurred in the
interval . For exanple, consecutive |osses are likely not to be
repaired by a sinple FEC schene.
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6.

6.

6.

Identifiers from Sender, Receiver, and Extended Report Bl ocks

Thi s docunent describes a list of metrics and correspondi ng
identifiers relevant to RTP nedia in WebRTC. This group of
identifiers are defined on a Report Group corresponding to a
synchroni zati on source (SSRC). In practice, the application needs to
be able to query the statistic identifiers on both an incom ng
(renote) and outgoing (local) nedia stream Since sending and
receiving SRs and RRs are nandatory, the netrics defined in the SRs
and RRs are always available. For XR netrics, it depends on two
factors: 1) if it is neasured at the endpoint and 2) if it is
reported by the endpoint in an XR block. If a netric is only
neasured by the endpoint and not reported, the netrics will only be
avail able for the incomng (renpote) nedia stream Alternatively, if
the corresponding netric is also reported in an XR block, it will be
avail abl e for both the incomng (rempte) and outgoing (local) nedia
stream

For a renpte statistic, the tinmestanp represents the tinmestanp from
an incomng SR, RR or XR packet. Conversely, for a local statistic,
it refers to the current timestanp generated by the |ocal clock
(typically the POSI X tinmestanp, i.e., mlliseconds since January 1,
1970).

As per [RFC3550], the octets netrics represent the payl oad size
(i.e., not including the header or padding).

1. Cumul ative Nunber of Packets and Cctets Sent

Nanme: packet sSent
Definition: Section 6.4.1 of [RFC3550].

Nane: byt esSent
Definition: Section 6.4.1 of [RFC3550].

2. Cumul ative Nunmber of Packets and Octets Recei ved

Nane: packet sReceived
Definition: Section 6.4.1 of [RFC3550].

Nane: byt esReceived
Definition: Section 6.4.1 of [RFC3550].

6.3. Cunul ati ve Nunber of Packets Lost

Nane: packet sLost
Definition: Section 6.4.1 of [RFC3550].
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6.4. Interval Packet Loss and Jitter

Nane: jitter
Definition: Section 6.4.1 of [RFC3550].

Nanme: fractionLost
Definition: Section 6.4.1 of [RFC3550].

6.5. Cunul ative Nunber of Packets and Cctets Discarded

Nane: packetsDi scarded
Definition: The cunul ative nunber of RTP packets discarded due to
late or early arrival; see itema of Appendix A of [RFC7002].

Nane: byt esDi scarded
Definition: The cunul ati ve nunber of octets di scarded due to | ate or
early arrival; see Appendix A of [RFC7243].

6.6. Cunul ati ve Number of Packets Repaired

Nane: packet sRepaired

Definition: The cunul ative nunmber of |ost RTP packets repaired after
applying a error-resilience nechanisn see itemb of Appendix A of
[ RFC7509]. To clarify, the value is the upper bound on the
cunul ati ve nunber of |ost packets.

6.7. Burst Packet Loss and Burst Di scards

Nane: bur st Packet sLost
Definition: The cunul ative nunber of RTP packets |ost during |oss
bursts; see itemc of Appendix A of [RFC6958].

Name: bur st LossCount
Definition: The cunul ative nunmber of bursts of |[ost RTP packets; see
itemd of Appendix A of [RFC6958].

Name: bur st Packet sDi scar ded
Definition: The cunul ative nunber of RTP packets di scarded during
di scard bursts; see itemb of Appendix A of [RFC7003].

Nane: bur st Di scar dCount
Definition: The cunul ative nunber of bursts of discarded RTP packets;
see iteme of Appendix A of [RFC8015].

[ RFC3611] recommends a Grin (threshold) value of 16 for classifying
packet |oss or discard burst.
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6.

6.

8.

9.

Burst/ Gap Rates

Name: burstLossRate
Definition: The fraction of RTP packets |ost during bursts; see
itema of Appendix A of [RFC7004].

Name: gapLossRate
Definition: The fraction of RTP packets |ost during gaps; see itemb
of Appendi x A of [RFC7004].

Nane: burstDi scardRate
Definition: The fraction of RTP packets discarded during bursts; see
iteme of Appendix A of [RFC7004].

Nane: gapDi scardRate
Definition: The fraction of RTP packets discarded during gaps; see
itemf of Appendix A of [RFC7004].

Frame | npairnment Metrics

Name: franeslLost
Definition: The cunul ati ve nunber of full franes lost; see itemi of
Appendi x A of [RFC7004].

Nane: franmesCorrupted
Definition: The cunul ative nunber of frames partially |lost; see
itemj of Appendix A of [RFC7004].

Nane: framesDropped
Definition: The cumul ati ve nunmber of full frames di scarded; see
itemg of Appendix A of [RFC7004].

Name: franmesSent
Definition: The cunul ati ve nunber of franes sent.

Nanme: framesReceived
Definition: The cunul ative nunber of partial or full frames received.

Addi ng New Metrics to WebRTC Statistics API

VWil e this docunment was being drafted, the metrics defined herein
were added to the WBC WebRTC specification. The process to add new
netrics in the future is to create an issue or pull request on the
repository of the WBC WebRTC specification
(https://github. com w3c/webrtc-stats).
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8.

10.

10.

Security Considerations

Thi s docunent focuses on listing the RTCP XR netrics defined in the
correspondi ng RTCP reporting extensions and does not give rise to any
security vulnerabilities beyond those described in [RFC3611] and

[ RFC6792] .

The overall security considerations for RTP used in WbRTC
applications is described in [ WbRTC RTP- USAGE] and [ WbRTC Sec],
whi ch al so apply to this menp.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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