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Signaling One-dick Functionality for List Email Headers
Abst r act

Thi s docunent describes a nmethod for signaling a one-click function
for the List-Unsubscribe email header field. The need for this
arises out of the actuality that mail software sonetimes fetches URLs
in mail header fields, and thereby accidentally triggers
unsubscriptions in the case of the List-Unsubscribe header field.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8058.

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction and Motivation

A List-Unsubscribe email header field [ RFC2369] can contain HTTPS
[RFC7230] URIs. In that header field, the HTTPS URI is intended to
unsubscri be the recipient of the nessage fromthe list. But anti-
spam software often fetches all resources in mail header fields
automatically, without any action by the user, and there is no
mechani cal way for a sender to tell whether a request was nade
automatically by anti-spam software or manual ly requested by a user
To prevent accidental unsubscriptions, senders return |anding pages
with a confirmation step to finish the unsubscribe request. A live
user woul d recognize and act on this confirmation step, but an

aut omat ed system woul d not. That nmkes the unsubscription process
nore conpl ex than a single click.

Operators of broadcast marketing lists tend to be primarily concerned
about deliverability of their mail: whether the mail is delivered to
the recipients and how the nessages are presented, e.g., whether in
the primary inbox or in a junk folder. Many nail systens all ow
recipients to report nail as spamor junk, and nail streans from
senders whose nail is often reported as junk tend to have poor
deliverability. Hence, the nailers want to nmake it as easy as
possi bl e for recipients to unsubscribe; if an unsubscription process
is too difficult, the recipient’s alternative is to report mail from
the sender as junk until the nail no |onger appears in the

reci pient’s inbox.

Qperators of recipient mail systens are aware that their users do not

make a clear distinction between unsubscription and junk. In sone
cases, they allow trustworthy nmailers to request notification when
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their mail is reported as junk so they can unsubscribe the recipient,
but the process of identifying trustworthy nmailers and notifying them
does not scale well to large nunbers of small nailers. This
specification provides a way for recipient systens to notify the
mai |l er automatically, using only information within the mail message,
and wi thout prearrangenent. Sonme recipient systens mght wish to
send an unsubscription notice to mailers whenever a user reports a
nessage as junk, or they might offer the user the option of reporting
and unsubscri bi ng.

If a mail recipient is unsubscribing manually and the unsubscription
process requires confirmation, the resulting web page is presented to
the recipient who can then click the appropriate button. But when
the unsubscribe action is conbined with a user junk report, there is
no direct user interaction with the mailer’s website. Simlarly, if
a mail system automatically unsubscribes recipient nmail boxes that
have been cl osed or abandoned, there can be no interaction with a
user who is not present. In those cases, the unsubscription process
has to work without manual intervention, and in particular without
requiring that software attenpt to interpret the contents of a
confirmation page.

Thi s docunent addresses this part of the problem wth an HTTPS POST
action for mail receivers. Miil senders can distinguish this action
from ot her unsubscribe requests and handle it as a one-click
unsubscri ption without nmanual intervention by the mail recipient.

Thi s docunent has two goal s:

o Alowemil senders to signal that a List-Unsubscribe header field
[ RFC2369] has one-click functionality.

o Alow MJA (Ml User Agent) users to unsubscribe frommailing
lists in a famliar environment and wi thout |eaving the MJA
context. A receiving system can process an unsubscription request
in the background wi thout further interaction and know that it can
be fully processed by the mail sender’s system

2. Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119] when written
inall capital letters.
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3. Inplenentation
3.1. Ml Senders

A mai|l sender that w shes to enable one-click unsubscriptions places
one List-Unsubscribe header field and one List-Unsubscri be- Post
header field in the nessage. The List-Unsubscribe header field MJST
contain one HTTPS URI. |t MAY contain other non-HTTP/S URI s such as
MAI LTG . The List-Unsubscribe-Post header MJST contain the single
key/val ue pair "List-Unsubscribe=0One-Click". As described below, the
message MJST have a valid Domai nKeys ldentified Mail (DKIM signature
that covers at |east the List-Unsubscribe and List-Unsubscribe-Post
headers.

The URI in the List-Unsubscribe header MJST contai n enough
information to identify the mail recipient and the list from which
the recipient is to be removed, so that the unsubscription process
can conplete automatically. Since there is no provision for extra
PCST argunents, any information about the nmessage or recipient is
encoded in the URI. |In particular, one-click has no way to ask the
user what address or fromwhat |ist the user wi shes to unsubscri be.

The POST request MJST NOT incl ude cookies, HITP authorization, or any
ot her context information. The unsubscribe operation is logically
unrel ated to any previous web activity, and context information could
i nappropriately link the unsubscribe to previous activity.

The URI SHOULD i nclude an opaque identifier or another hard-to-forge
conponent in addition to, or instead of, the plaintext names of the
list and the subscriber. The server handling the unsubscription
SHOULD verify that the opaque or hard-to-forge conponent is valid.
This will deter attacks in which a nalicious party sends spamwith

Li st-Unsubscribe links for a victimlist, with the intention of
causing list unsubscriptions fromthe victimlist as a side effect of
users reporting the spam or where the attacker does POSTs directly
to the mail sender’s unsubscription server.

The mail sender needs to provide the infrastructure to handl e POST
requests to the specified URI in the List-Unsubscribe header, and to
handl e the unsubscri be requests that its mail will provoke.

The mail sender MUST NOT return an HTTPS redirect, since redirected
PCST actions have historically not worked reliably, and many browsers
have turned redirected HTTP POSTs i nto GETs.

Thi s docunent does not update [RFC2369], so the usage of List-
Unsubscribe URIs other than for one-click remai ns unchanged.
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3.2. Ml Receivers

A mail receiver can do a one-click unsubscription by performing an
HTTPS POST to the HITPS URI in the List-Unsubscribe header. It sends
the key/value pair in the List-Unsubscribe-Post header as the request
body.

The POST content SHOULD be sent as 'multipart/formdata [RFC7578] or
MAY be sent as ’'application/x-wwformurlencoded’ . These encodings

are the ones used by web browsers when sending fornms. The target of

the POST action is the same as the one in the GET action for a nanua
unsubscription, so this is intended to allow the sanme server code to
handl e bot h.

The mail receiver MUST NOT performa POST on the HTTPS URI without
user consent. \Wen and how the user consent is obtained is not part
of this specification

4. Additional Requirenents
The nessage needs at |east one valid authentication identifier. In
this version of the specification, the only supported identifier type
is DKIM[RFC6376]. Hence, senders MJST apply at |east one valid DKIM
signature to the nessage.
The List-Unsubscribe and List-Unsubscri be-Post headers MJST be
covered by the signature and included in the "h=" tag of a valid
DKI M Si gnat ure header fi el d.

If the nmessage does not have the required DKIM signature, the nai
recei ver SHOULD NOT offer a one-click unsubscribe for that nessage.

5. Header Syntax
The foll owing ABNF i mports fields, WBP, and CRLF from [ RFC5322].
fields =/ list-unsubscribe-post
[ist-unsubscribe-post = "List-Unsubscribe-Post:" 0*1WSP postarg CRLF
postarg = "List-Unsubscri be=One-C ick"

6. Security Considerations
The List-Unsubscri be header can contain a plaintext or encoded

versi on of the recipient address, but that address is usually also in
the To: header. This specification allows anyone with access to a
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nessage to unsubscribe the recipient of the nessage, but that’'s
typically the case with existing List-Unsubscribe, just with nore
st eps.

A malicious mailer could send spamw th content intended to provoke

| arge nunbers of unsubscriptions and with suitably crafted headers to
send POST requests to servers that perhaps don’'t want them But it's
been possible to provoke CGET requests in a simlar way for a |ong
time (and rmuch easier, due to spamfilter auto-fetches), so the
chances of significantly increased annoyance seem|ow. The content
of the List-Unsubscribe-Post header is linmted to a single known key/
val ue pair to prevent an attacker fromcreating malicious nessages
where the POST operation could sinmulate a user filling in an
arbitrary formon a victimwebsite.

The unsubscri be operation provides a strong hint to the mailer that
the address to which the nmessage was sent was valid, and could in
principle be used as a way to test whether an enmnil address is valid.
In practice, though, there are sinpler ways such as enbeddi ng i nage
links into the HTM. of a nessage and seei ng whet her the recipient
fetches the inmages.

Since the mailer’s server that receives the POST request cannot in
general tell where the request is conmng from the URI SHOULD contain
an opaque identifier or another hard-to-forge conponent to identify
the list and recipient address. That can ensure that the request
originated fromthe List-Unsubscribe and List-Unsubscri be- Post
headers in a nessage the mailer sent. Also, the request MJST NOT
i ncl ude cookies or other context information to prevent the server
fromassociating the request with previ ous web requests.

7. 1 ANA Consi derations

| ANA has added a new entry to the "Permanent Message Header Field
Nanes" registry.

Header field name: List-Unsubscribe- Post
Appl i cabl e protocol: nai

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunent: RFC 8058
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8. Exanples
8.1. Sinple
Header in Email

Li st-Unsubscri be: <https://exanpl e.confunsubscri be/ opaquepart >
Li st - Unsubscri be-Post: List-Unsubscri be=One-dick

Resul ti ng POST request

PCST /unsubscri be/ opaquepart HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: application/ x-wwform url encoded

Content - Lengt h: 26

Li st - Unsubscri be=One-C i ck

8.2. Conpl ex

Header in Email

Li st - Unsubscri be:
<mai | to:listrequest @xanpl e. conPsubj ect =unsubscri be>,
<htt ps://exanpl e. com unsubscri be. ht M ?opaque=123456789>

Li st-Unsubscri be-Post: List-Unsubscri be=0One-Cick

Resul ti ng POST request

POST /unsubscri be. ht M ?opaque=123456789 HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: application/ x-wwform url encoded

Content - Lengt h: 26

Li st - Unsubscri be=One-C i ck

8.3. Conplex with "nultipart/formdata’

Header in Email

Li st - Unsubscri be:
<mai |l to:listrequest @xanpl e. conPsubj ect =unsubscri be>,

<htt ps://exanpl e. com unsubscri be. ht M / opaquel23456789>
Li st - Unsubscri be-Post: List-Unsubscri be=One-dick
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Resul ti ng POST request

POST /unsubscri be. ht M / opaque=123456789 HTTP/ 1.1

Host: exanpl e. com

Content - Type: multipart/formdata; boundary=---FornBoundaryj Wrhtj ORrn
Content-Length: 124

- - - For mBoundar yj Wrht j ORr n
Content-Di sposition: formdata; name="List-Unsubscribe"

One-dick
- - - For mBoundar yj Wrht j ORr n- -
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