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Abst ract

Thi s docunent describes a nmethod for selecting |Pv6 Interface
Identifiers that can be enpl oyed by Dynani c Host Configuration
Protocol for |1Pv6 (DHCPv6) servers when | easing non-tenporary |Pv6
addresses to DHCPv6 clients. This nethod is a DHCPv6 server-side

al gorithmthat does not require any updates to the existing DHCPv6
specifications. The aforenentioned nethod results in stable
addresses within each subnet, even in the presence of nultiple DHCPv6
servers or DHCPv6 server reinstallnments. It is a DHCPv6 variant of
the method specified in RFC 7217 for |1 Pv6 Statel ess Address

Aut oconfi gurati on.

| ESG Not e

A predecessor to this docunent was earlier a working group docunent
in the DHC Wo  The W5 decided to stop further work in this area
because such work was not considered useful.

The proposal described in this document has an unaddressed failure
case that makes it unsuitable for use as the nmechanismto provide the
clained failover features for DHCPv6 servers. Specifically, when a
DHCPv6 client DECLINEs a provided address there is no recovery
nmechani sm described that will result in the DHCPv6 client obtaining a
wor ki ng | Pv6 address.
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Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nmakes no statenent about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7943
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1

| ntroducti on

The benefits of stable I Pv6 addresses are discussed in [RFC7721].
Provi ding address stability across server reinstallations or when a
dat abase of previous DHCPv6 address |eases is unavailable is of use
not only when a DHCPv6 server must be reinstalled or the address-

| ease dat abase beconmes corrupted, but is also of use when

i mpl enentation constraints (e.g., a DHCPv6 server inplenentation on
an enbedded device) nake it inpossible for a DHCPv6 server

i mpl enentation to maintain a database of previ ous DHCPv6 address

| eases. Additionally, [RFC7031] describes scenarios where multiple
DHCPv6 servers are required to run in such a way as to provide

i ncreased availability in case of server failures.

Thi s docunent describes a nmethod for selecting |Pv6 Interface
Identifiers that can be enpl oyed by DHCPv6 servers when | easi ng non-
tenmporary | Pv6 addresses to DHCPv6 clients (i.e., to be enployed with
A NA options). This method is a DHCPv6 server-side al gorithmthat
does not require any updates to the existing DHCPv6 specifications.
The af orenentioned nethod has the follow ng properties:

o The resulting I Pv6 addresses remain stable within each subnet for
the sanme network interface of the same client, even when different
DHCPv6 servers (inplenenting this specification) are enployed.

o Predicting the IPv6 addresses that will be generated by the nethod
specified in this docunent, even with know edge of the |Pv6
addresses generated for other nodes within the same network,
beconmes very difficult.

The nethod specified in this docunment achi eves the aforenentioned
properties by nmeans of a cal culated techni que as opposed to, e.g.
state sharing anong DHCPv6 servers. This approach has al ready been
suggested in [RFC7031]. W note that the nethod described in this
docunent is essentially a DHCPv6 version of the "Method for
Generating Semantically Opaque Interface Identifiers with | Pv6

St at el ess Address Autoconfiguration (SLAAC)" specified in [ RFC7217].

Applicability and Design Goal s

Thi s docunent sinply describes one possible approach for selecting
IPv6 Interface ldentifiers to be enployed by DHCPv6 servers when

| easi ng non-tenporary | Pv6 addresses to DHCPv6 clients, with the
foll owi ng properties:

o The resulting I Pv6 addresses remain stable within each subnet for
the same network interface of the sane client.
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o The resulting | Pv6 addresses cannot be predicted by an attacker
wi t hout know edge of a secret key.

o The resulting | Pv6 addresses remmin stable across DHCPv6 server
reinstallations, or even if a database of previous DHCPv6 address
| eases is not avail able.

o0 The resulting I Pv6 addresses renai n stable when different DHCPv6
servers (inmplenenting this specification) are enployed on the sane
net wor k.

We note that the algorithmspecified in this docunment enploys a

(l'i ghtwei ght) cal cul ated techni que (as opposed to, e.g., state
shari ng anong DHCPv6 servers) to achieve address stability in
scenarios where multiple DHCPv6 servers are required to run in such a
way as to provide increased availability, w thout the need of an
addi ti onal protocol to synchronize the | ease databases of DHCPv6
servers.

Finally, we note that the algorithmin this docunent is only nmeant to
mtigate | Pv6 address-based | ocation tracking, device-specific

vul nerability exploitation, and host scanning (please see [ RFC7721]).
There are a nunber of ways in which DHCPv6 affects user privacy,
which the algorithmspecified in this docunent does not nmitigate (and
does not intend to). Please see [RFC7844] for a conprehensive

di scussi on of how DHCPv6 may affect user privacy.

3. Method Specification
| mpl enent ati ons should provide the nmeans for a system adm nistrator
to enable or disable the use of this algorithmfor generating |Pv6
addr esses.

A DHCPv6 server inplenenting this specification nust select the |IPv6
addresses to be leased with the follow ng al gorithm

1. Conpute a random (but stable) identifier with the expression
RID=F(Prefix | Client_DUD]| IAID| Counter | secret_key)
VWer e:

Rl D:
Random (but stable) Identifier
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F():
A Pseudor andom Function (PRF) that nust not be conputable from
the outside (without know edge of the secret key). F() mnust
also be difficult to reverse, such that it resists attenpts to
obtain the secret key, even when given sanples of the output

of F() and know edge or control of the other input paraneters.
F() should produce an output of at least 64 bits. F() could
be i nmpl enented as a cryptographic hash of the concatenation of
each of the function paraneters. The default algorithmto be
enpl oyed for F() should be SHA-256 [FIPS-SHS]. An

i mpl enent ati on may provide the neans for selecting other
algorithnms. Note: Message Digest 5 (MD5) [RFCL321] is

consi dered unacceptable for F() [RFC6151].

Prefix:
The prefix enployed for the | ocal subnet, as a 128-bit
unsi gned integer in network byte order (with the unused bits

set to 0). If nmultiple servers operate on the sane network to
provide increased availability, all such DHCPv6 servers nmnust
be configured with the same Prefix. It is the administrator’s

responsibility that the aforenentioned requirement is met.

An operator representing "concatenation".

Cient_DU D
The DHCPv6 Uni que ldentifier (DU D) value contained in the
Client ldentifier option received in the DHCPv6 client
nmessage. The DU D can be treated as an array of 8-bit
unsi gned i nt egers.

I Al D:
The ldentity Association Identifier (IAID) value contained in
the 1A NA option received in the client nessage. It nust be
interpreted as a 32-bit unsigned integer in network byte
order.

secret _key:
A secret key configured by the DHCPv6 server adm nistrator,
whi ch nmust not be known by the attacker. It nust be encoded
as an array of 8-bit unsigned integers. An inplenentation of
this specification nust provide an interface for view ng and
changi ng the secret key. Al DHCPv6 servers |easing addresses
fromthe sane address range nmust enploy the sane secret key.
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Counter:
A 32-bit unsigned integer in network byte order that is
enpl oyed to resolve address conflicts. It nust be initialized
to 0.

2. A candidate | Pv6 address (I PV6_ADDR) to be | eased is obtained by
concatenating as nany bits as necessary fromthe RI D val ue
conputed in the previous step (starting fromthe | east
significant bit) to the Prefix enployed in the equation above, as
fol |l ows:

| PV6_ADDR = | PV6_ADDR_LOW +
RID % (1PV6_ADDR H - |PV6_ADDR LOWN + 1)

wher e:

| PV6_ADDR:
The candi date | Pv6 address to be | eased.

| PV6_ADDR Hi :
An | Pv6 address specifying the upper boundary of the |IPv6
address pool from which the DHCPv6 server |eases |Pv6
addresses. If an address range is not explicitly sel ected,
| PV6_ADDR HI nust be set to the I Pv6 address fromthe Prefix
(see the expression above) that has all of the bits of the
Interface ldentifier set to 1

| PV6_ADDR_LOW
An | Pv6 address specifying the | ower boundary of the |IPv6
address pool from which the DHCPv6 server | eases |Pv6
addresses. |If an address range is not explicitly sel ected,
| PV6_ADDR LOW nust be set to the I Pv6 address fromthe Prefix
(see the expression above) that has all of the bits of the
Interface Identifier set to O.

3. The Interface Identifier of the selected | Pv6 address must be
conpared against the reserved IPv6 Interface lIdentifiers
[ RFC5453] [I ANA-RESERVED-11D]. In the event that an unacceptable
identifier has been generated, the Counter variable should be
increnented by 1, and a new | Pv6 address should be conmputed with
the updat ed Counter val ue.

4. If the resulting address is not available (e.g., there is a
conflicting binding), the DHCPv6 server should increment the
Counter variable, and a new Interface Identifier and | Pv6 address
shoul d be computed with the updated Counter val ue.
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Thi s docunent requires that SHA-256 be the default function to be
used for F(), such that (all other configuration paraneters being the
same) different inplenmentations of this specification result in the
sanme | Pv6 addresses.

Including the Prefix in the PRF conputation causes the Interface
Identifier to be different for each address froma different prefix
| eased to the same client. This mitigates the correlation of
activities of multihomed nodes (since each of the corresponding
addresses will enploy a different Interface ldentifier), host
tracking (since the network prefix, and therefore the resulting
Interface Identifier, will change as the node noves from one network
to another), and any other attacks that benefit from predictable
Interface ldentifiers [RFC7721].

As required by [RFC3315], an IAID is associated with each of the
client’s network interfaces and i s consistent across restarts of the
DHCPv6 client.

The Counter paraneter provides the neans to intentionally cause this
algorithmto produce different |1 Pv6 addresses (all other paraneters
being the same). This can be of use to resolve address conflicts
(e.g., the resulting address having a conflicting binding).

Note that the result of F() in the algorithmabove is no nore secure
than the secret key. |If an attacker is aware of the PRF that is
bei ng used by the DHCPv6 server (which we should expect), and the
attacker can obtain enough material (i.e., addresses generated by the
DHCPv6 server), the attacker may sinply search the entire secret-key
space to find matches. To protect against this, the secret key
shoul d be of at least 128 bits. Key lengths of at |east 128 bits
shoul d be adequat e.

Providing a mechanismto display and change the secret_key is crucia
for having different DHCPv6 servers produce the sane |Pv6 addresses
and for causing a replacenent systemto generate the sane |Pv6
addresses as the systembeing replaced. W note that since the
privacy of the scheme specified in this docunent relies on the
secrecy of the secret_key paraneter, inplenmentations should constrain
access to the secret_key parameter to the extent practicable (e.g.
requi re superuser privileges to access it). Furthernore, in order to
prevent | eakages of the secret_key paraneter, it should not be used
for any other purposes than being a paranmeter to the schene specified
in this docunent.
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We note that all of the bits in the resulting Interface ldentifiers
are treated as "opaque" bits [RFC7136]. For exanple, the universal/
local bit of Modified EU -64 format identifiers is treated as any

ot her bit of such identifier.

4. Security Considerations

The met hod specified in this docunent results in IPv6 Interface
Identifiers (and hence | Pv6 addresses) that do not follow any
specific pattern. Thus, attacks that rely on predictable Interface
Identifiers (such as [ RFC7707]) are mtigated.

The nethod specified in this docunment neither mtigates nor
exacerbates the security considerations for DHCPv6 di scussed in

[ RFC3315] and does not mitigate a range of other privacy inplications
associ ated with DHCPv6. Please read [RFC7844] for a conprehensive
assessment of the privacy inplications of DHCPv6.

Finally, we note that an attacker that is able to attach to each of
the links to which the victimattaches would still be able to
correlate the activities of the victimacross networks.
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