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Pervasive Mitoring Is an Attack
Abst r act

Pervasive nonitoring is a technical attack that should be nmitigated
in the design of | ETF protocols, where possible.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7258

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Pervasive Mnitoring Is a Wdespread Attack on Privacy

Pervasive Monitoring (PM is w despread (and often covert)

surveill ance through intrusive gathering of protocol artefacts,

i ncludi ng application content, or protocol netadata such as headers.
Active or passive wiretaps and traffic analysis, (e.g., correlation,
timng or nmeasuring packet sizes), or subverting the cryptographic
keys used to secure protocols can also be used as part of pervasive
monitoring. PMis distinguished by being indiscrimnate and very

| arge scale, rather than by introduci ng new types of technica
conpr om se

The I ETF community’s technical assessnent is that PMis an attack on
the privacy of Internet users and organisations. The |ETF comunity
has expressed strong agreenent that PMis an attack that needs to be
mtigated where possible, via the design of protocols that make PM
significantly nore expensive or infeasible. Pervasive nonitoring was
di scussed at the technical plenary of the Novenber 2013 | ETF neeting
[ ETF88PI enary] and then through extensive exchanges on | ETF nmiling
lists. This docurment records the I ETF community’s consensus and
establishes the technical nature of PM

The term"attack” is used here in a technical sense that differs
sonewhat from comon English usage. In comobn English usage, an
attack is an aggressive action perpetrated by an opponent, intended
to enforce the opponent’s will on the attacked party. The termis
used here to refer to behavior that subverts the intent of

conmuni cating parties without the agreenment of those parties. An
attack may change the content of the communication, record the
content or external characteristics of the comunication, or through
correlation with other comunication events, reveal information the
parties did not intend to be revealed. It may al so have ot her
effects that sinmlarly subvert the intent of a comrunicator.

[ RFC4949] contains a nore conplete definition for the term"attack".
We al so use the termin the singular here, even though PMin reality
may consist of a multifaceted set of coordinated attacks.

In particular, the term"attack", used technically, inplies nothing
about the notivation of the actor nounting the attack. The
notivation for PMcan range fromnon-targeted nation-state
surveillance, to legal but privacy-unfriendly purposes by comercia
enterprises, to illegal actions by crimnals. The sane techniques to
achi eve PM can be used regardl ess of notivation. Thus, we cannot

def end agai nst the nost nefarious actors while allowi ng nonitoring by
ot her actors no matter how benevol ent some m ght consider themto be,
since the actions required of the attacker are indistinguishable from
ot her attacks. The notivation for PMis, therefore, not relevant for
how PMis mtigated in | ETF protocols.
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2.

The I1ETF WII Wrk to Mtigate Pervasive Mnitoring

"Mtigation" is a technical termthat does not inply an ability to
conpletely prevent or thwart an attack. Protocols that mitigate PM
will not prevent the attack but can significantly change the threat.
(See the diagram on page 24 of RFC 4949 for how the terns "attack"
and "threat" are related.) This can significantly increase the cost
of attacking, force what was covert to be overt, or nmake the attack
nore likely to be detected, possibly later.

| ETF standards al ready provide mechani sms to protect Internet
conmuni cati ons and there are guidelines [ RFC3552] for applying these
in protocol design. But those standards generally do not address PM
the confidentiality of protocol netadata, countering traffic
analysis, or data minimsation. |In all cases, there will remain sone
privacy-relevant information that is inevitably disclosed by
protocols. As technol ogy advances, techni ques that were once only
available to extrenmely well-funded actors becone nore w dely
accessible. Mtigating PMis therefore a protection against a wide
range of similar attacks.

It is therefore tinely to revisit the security and privacy properties
of our standards. The IETF will work to mitigate the technica
aspects of PM just as we do for protocol vulnerabilities in general
The ways in which | ETF protocols mtigate PMwi |l change over tine as
mtigation and attack techni ques evolve and so are not descri bed

her e.

Those devel opi ng | ETF specifications need to be able to describe how
they have considered PM and, if the attack is relevant to the work
to be published, be able to justify related design decisions. This
does not nean a new "pervasi ve nonitoring considerations" section is
needed in | ETF docunentation. It means that, if asked, there needs
to be a good answer to the question "lIs pervasive nonitoring rel evant
to this work and if so, how has it been consi dered?"

In particular, architectural decisions, including which existing
technology is reused, may significantly inmpact the vulnerability of a
protocol to PM Those devel oping | ETF specifications therefore need
to consider mitigating PMwhen maki ng architectural decisions.
Getting adequate, early review of architectural decisions including
whet her appropriate mitigation of PMcan be made is inportant.
Revisiting these architectural decisions late in the process is very
costly.

VWile PMis an attack, other forns of nmonitoring that mght fit the
definition of PMcan be beneficial and not part of any attack, e.g.
net wor k managenent functions nonitor packets or flows and anti-spam
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nechani sns need to see nail nessage content. Sonme nonitoring can
even be part of the nitigation for PM for exanple, certificate
transparency [ RFC6962] involves nonitoring Public Key Infrastructure
in ways that could detect sone PM attack techni ques. However, there
is clear potential for nonitoring nechanisns to be abused for PM so
this tension needs careful consideration in protocol design. Making
net wor ks unmanageabl e to mitigate PMis not an acceptabl e outconeg,
but ignoring PMwoul d go agai nst the consensus docunmented here. An
appropriate balance will emerge over time as real instances of this
tensi on are consi der ed.

Finally, the IETF, as a standards devel opnent organi sation, does not
control the inplenentation or deploynent of our specifications
(though I ETF participants do devel op many inpl enentations), nor does

the | ETF standardise all |ayers of the protocol stack. Moreover, the
non-technical (e.g., legal and political) aspects of mtigating
pervasive nonitoring are outside of the scope of the IETF. The
broader Internet comunity will need to step forward to tackle PM if

it is to be fully addressed.

To sumarise: current capabilities pernmit some actors to nonitor
content and netadata across the Internet at a scal e never before
seen. This pervasive nonitoring is an attack on Internet privacy.
The I1ETF will strive to produce specifications that mitigate
pervasi ve nonitoring attacks.

3. Process Note

In the past, architectural statenments of this sort, e.g., [RFC1984]
and [ RFC2804], have been published as joint products of the Internet
Engi neering Steering Goup (IESG and the Internet Architecture Board
(I AB). However, since those docunents were published, the | ETF and

| AB have separated their publication "streans" as described in

[ RFC4844] and [RFC5741]. This document was initiated after

di scussions in both the IESG and | AB, but is published as an | ETF-

st ream consensus docurent, in order to ensure that it properly

refl ects the consensus of the | ETF community as a whol e.

4. Security Considerations
This docunent is entirely about privacy. More information about the
rel ati onshi p between security and privacy threats can be found in

[ RFC6973]. Section 5.1.1 of [RFC6973] specifically addresses
surveillance as a conbi ned security-privacy threat.
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