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Abst ract

Thi s docunent specifies an algorithmfor the generation of TCP
Initial Sequence Nunmbers (ISNs), such that the chances of an off-path
attacker guessing the sequence nunbers in use by a target connection
are reduced. This docunent revises (and fornally obsol etes) RFC
1948, and takes the I SN generation algorithmoriginally proposed in
that docunent to Standards Track, formally updati ng RFC 793.
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This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6528
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
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1. | nt roducti on

For a long tine, the Internet has experienced a nunber of off-path
attacks agai nst TCP connections. These attacks have ranged from
trust-relationship exploitation to denial -of-service attacks
[CPNI-TCP]. Discussion of some of these attacks dates back to at

| east 1985, when Morris [Mrrisl1985] described a formof attack based
on guessi ng what sequence nunbers TCP [ RFC0793] will use for new
connecti ons between two known end- points.

In 1996, RFC 1948 [ RFC1948] proposed an algorithmfor the sel ection

of TCP Initial Sequence Numbers (1SNs), such that the chances of an

of f-path attacker guessing valid sequence nunmbers are reduced. Wth
the aforementi oned al gorithm such attacks would remain possible if

and only if the attacker already has the ability to perform"man-in-
t he-m ddl e" attacks.

Thi s docunent revises (and fornmally obsol etes) RFC 1948, and takes
the 1SN generation algorithmoriginally proposed in that docunent to
St andards Track

Section 2 provides a brief discussion of the requirenments for a good
| SN generation algorithm Section 3 specifies a good | SN sel ection
algorithm Appendi x A provides a discussion of the trust-

rel ati onship exploitation attacks that originally notivated the
publication of RFC 1948 [RFC1948]. Finally, Appendix B lists the

di fferences from RFC 1948 to this docunent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.

CGeneration of Initial Sequence Nunbers

RFC 793 [ RFC0793] suggests that the choice of the I SN of a connection
is not arbitrary, but aims to reduce the chances of a stale segnent
from bei ng accepted by a new incarnation of a previous connection
RFC 793 [ RFC0793] suggests the use of a global 32-bit | SN generator
that is increnented by 1 roughly every 4 mcroseconds.

It is interesting to note that, as a matter of fact, protection

agai nst stale segnents froma previous incarnation of the connection
is enforced by preventing the creation of a new incarnation of a
previ ous connection before 2*MSL have passed since a segnent
corresponding to the old incarnation was | ast seen (where "MSL" is
the "Maxi mum Segnent Lifetinme" [RFCO793]). This is acconplished by
the TIME-WAIT state and TCP's "quiet tinme" concept (see Appendi x B of
[ RFC1323]).

Based on the assunption that | SNs are nonotonically increasing across
connections, many stacks (e.g., 4.2BSD-derived) use the |SN of an

i ncom ng SYN segnent to perform "heuristics" that enable the creation
of a new incarnation of a connection while the previous incarnation
is still inthe TIME-WAIT state (see p. 945 of [Wight1994]). This
avoids an interoperability problemthat may arise when a node

est abl i shes connections to a specific TCP end-point at a high rate

[ Si| bersack2005] .

Unfortunately, the | SN generator described in [ RFC0O793] makes it
trivial for an off-path attacker to predict the ISNthat a TCP w ||
use for new connections, thus allowing a variety of attacks agai nst
TCP connections [CPNI-TCP]. One of the possible attacks that takes
advant age of weak sequence nunbers was first described in
[Morris1985], and its exploitation was wi dely publicized about 10
years | ater [Shinonmural995]. [CERT2001] and [ USCERT2001] are

advi sories about the security inplications of weak | SN generators.

[ Zal ewski 2001] and [ Zal ewski 2002] contain a detail ed analysis of ISN
generators, and a survey of the algorithms in use by popular TCP

i mpl enent ati ons.

Si npl e random sel ection of the TCP ISNs would mitigate those attacks

that require an attacker to guess valid sequence numbers. However,

it would al so break the 4.4BSD "heuristics" to accept a new incom ng

connection when there is a previous incarnation of that connection in
the TIME-WAIT state [Sil bersack2005].

We can prevent sequence nunber guessing attacks by giving each
connection -- that is, each four-tuple of (localip, |ocalport,
renotei p, renoteport) -- a separate sequence nunber space. Wthin
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each space, the ISNis increnented according to [ RFC0O793]; however,
there is no obvious rel ationship between the nunbering in different
spaces.

An obvi ous way to prevent sequence nunber guessing attacks while not
breaking the 4.4BSD heuristics would be to performa sinple random
sel ection of TCP I SNs while nmaintaining state for dead connections
(e.g. changing the TCP state transition diagramso that both end-
points of all connections go to TIME-WAIT state). That woul d work
but woul d consune system menory to store the additional state.

I nstead, we propose an inprovement to the TCP | SN generation
algorithmthat does not require TCP to keep state for all recently
term nated connecti ons.

3. Proposed Initial Sequence Number Generation Al gorithm
TCP SHOULD generate its Initial Sequence Nunmbers with the expression
ISN = M+ F(localip, |ocal port, renoteip, renoteport, secretkey)

where Mis the 4 microsecond timer, and F() is a pseudorandom
function (PRF) of the connection-id. F() MJST NOT be conputable from
the outside, or an attacker could still guess at sequence nunbers
fromthe I SN used for sone other connection. The PRF could be

i mpl enented as a cryptographi c hash of the concatenati on of the
connection-id and sone secret data; MD5 [RFCL321] would be a good

choi ce for the hash function.

The result of F() is no nore secure than the secret key. |[If an
attacker is aware of which cryptographic hash function is being used
by the victim (which we should expect), and the attacker can obtain
enough naterial (i.e., |1SNs selected by the victin), the attacker may
sinply search the entire secret-key space to find matches. To
protect against this, the secret key should be of a reasonable
length. Key lengths of 128 bits should be adequate. The secret key
can either be a true random nunber [ RFC4086] or sone per-host secret.
A possi bl e nechani smfor protecting the secret key would be to change
it on occasion. For exanple, the secret key could be changed
whenever one of the follow ng events occur

o The systemis being bootstrapped (e.g., the secret key could be a
conbi nati on of sone secret and the boot tinme of the nmmchine).

o Sone predefined/randomtime has expired.

0 The secret key has been used sufficiently often that it should be
regarded as insecure at that point.
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Not e that changing the secret would change the | SN space used for

rei ncarnated connections, and thus coul d cause the 4.4BSD heuristics
to fail; to maintain safety, either dead connection state could be
kept or a quiet tine observed for two maxi mum segnent |ifetines

bef ore such a change.

It should be noted that while there have been concerns about the
security properties of MD5 [ RFC6151], the algorithmspecified in this
docunent sinply ainms at reducing the chances of an off-path attacker
guessing the 1SN of a new connection, and thus in our threat nodel it
is not worth the effort for an attacker to try to |l earn the secret
key. Since MD5 is faster than other "stronger" alternatives, and is
used in virtually all existing inplenentations of this algorithm we
consi der that use of MD5 in the specified algorithmis acceptable.
However, inplenmentations should consider the trade-offs involved in
using functions with stronger security properties, and enploy themif
it is deemed appropriate.

4. Security Considerations

CGood sequence nunbers are not a replacenment for cryptographic

aut hentication, such as that provided by |IPsec [ RFC4301] or the TCP
Aut hentication Option (TCP-AO [RFC5925]. At best, they are a

pal | iative neasure.

I f random nunbers are used as the sole source of the secret, they
MUST be chosen in accordance with the recommendati ons given in
[ RFC4086] .

A security consideration that should be made about the al gorithm
proposed in this docunent is that it mght allow an attacker to count
the nunber of systens behind a Network Address Transl ator (NAT)

[ RFC3022]. Depending on the | SN generators inplemented by each of
the systenms behind the NAT, an attacker mght be able to count the
nunber of systens behind a NAT by establishing a nunmber of TCP
connections (using the public address of the NAT) and identifying the
nunber of different sequence nunber "spaces". [Gont2009] discusses
how this and other information | eakages at NATs coul d be mitigated.

An eavesdropper who can observe the initial nessages for a connection
can determine its sequence number state, and may still be able to

| aunch sequence nunber guessing attacks by inpersonating that
connection. However, such an eavesdropper can al so hijack existing
connections [Joncherayl1995], so the increnental threat is not that
high. Still, since the offset between a fake connection and a given
real connection will be nmore or |ess constant for the lifetine of the
secret, it is inmportant to ensure that attackers can never capture
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6.

6.

1

such packets. Typical attacks that could disclose theminclude both
eavesdroppi ng and the variety of routing attacks discussed in
[ Bel | ovi n1989] .

O f-path attacks against TCP connections require the attacker to
guess or know the four-tuple (localip, |ocalport, renoteip,
renoteport) that identifies the target connection. TCP port nunber
random zati on [ RFC6056] reduces the chances of an attacker of
guessi ng such a four-tuple by obfuscating the selection of TCP
epheneral ports, therefore contributing to the mtigation of such
attacks. [RFC6056] provides advice on the selection of TCP ephenera
ports, such that the overall protection of TCP connections agai nst

of f-path attacks is inproved.

[CPNI - TCP] contains a discussion of all the currently known attacks
that require an attacker to know or be able to guess the TCP sequence
nunbers in use by the target connection
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Appendi x A.  Address-Based Trust-Rel ati onship Exploitation Attacks

This section discusses the trust-relationship exploitation attack
that originally notivated the publication of RFC 1948 [ RFC1948]. It
shoul d be noted that while RFC 1948 focused its discussion of
address-based trust-rel ationship exploitation attacks on Tel net

[ RFC0854] and the various UNI X "r" comrands, both Tel net and the
various "r" comrands have since been |argely replaced by secure
counterparts (such as SSH [ RFC4251]) for the purpose of renote login
and renote command execution. Neverthel ess, address-based trust

rel ati onships are still enployed nowadays in sone scenarios. For
exanpl e, some SMIP [ RFC5321] depl oynents still authenticate their
users by neans of their |IP addresses, even when nore appropriate

aut henti cation nechani sns are avail abl e [ RFC4954]. Anot her exanpl e
is the authentication of DNS secondary servers [RFC1034] by neans of
their I P addresses for allowing DNS zone transfers [RFC5936], or any
ot her access control mechani sm based on | P addresses.

In 1985, Morris [Morrisl985] described a formof attack based on
guessi ng what sequence nunbers TCP [ RFC0793] will use for new
connections. Briefly, the attacker gags a host trusted by the
target, inpersonates the I P address of the trusted host when talking
to the target, and conpletes the three-way handshake based on its
guess at the next 1SN to be used. An ordinary connection to the
target is used to gather sequence number state information. This
entire sequence, coupled with address-based authentication, allows
the attacker to execute comrands on the target host.

Clearly, the proper solution for these attacks is cryptographic
aut hentication [ RFC4301] [ RFC4120] [ RFC4251].

The foll owi ng subsection provides technical details for the trust-
rel ati onship exploitation attack described by Mirris [Mrrisl985].

A.1. Blind TCP Connecti on- Spoofi ng
In order to understand the particular case of sequence nunber
guessi ng, one nust | ook at the three-way handshake used in the TCP
open sequence [ RFC0793]. Suppose client machine A wants to talk to
rsh server B. It sends the foll ow ng nmessage:
A->B: SYN, | SNa

That is, it sends a packet with the SYN ("synchroni ze sequence
nunber") bit set and an initial sequence number | SNa
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Breplies with
B- >A: SYN, | SNb, ACK(| SNa)

In addition to sending its owmn ISN, it acknow edges A's. Note that
the actual nuneric value | SNa nust appear in the nessage.

A concl udes the handshake by sending
A->B: ACK(I| SNb)

RFC 793 [ RFC0793] specifies that the 32-bit counter be increnented by
1in the loworder position about every 4 nicroseconds. |[nstead,

Ber kel ey-derived kernels traditionally increnented it by a constant
every second, and by another constant for each new connection. Thus,
if you opened a connection to a machine, you knew to a very high
degree of confidence what sequence nunber it would use for its next
connection. And therein lied the vulnerability.

The attacker X first opens a real connection to its target B -- say,
to the mail port or the TCP echo port. This gives ISNb. It then
i npersonates A and sends

Ax->B: SYN, | SNx
where "Ax" denotes a packet sent by X pretending to be A
B's response to X's original SYN (so to speak)
B->A: SYN, ISNb’, ACK(I| SNx)

goes to the legitimate A, about which nore anon. X never sees that
nmessage but can still send

Ax->B: ACK(1 SNb’ )

using the predicted value for ISNo’. |f the guess is right -- and
usually it will be, if the sequence nunbers are weak -- B's rsh
server thinks it has a legitimte connection with A, when in fact X
is sending the packets. X can't see the output fromthis session
but it can execute conmands as nore or |ess any user -- and in that
case, the gane is over and X has won.

There is a minor difficulty here. |If A sees B's nessage, it wll
realize that B is acknow edgi ng sonething it never sent, and wll
send a RST packet in response to tear down the connection. However,
an attacker could send the TCP segnments containing the comrmands to be
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execut ed back-to-back with the segnents required to establish the TCP
connection, and thus by the tine the connection is reset, the
attacker has al ready won.

In the past, attackers exploited a conmon TCP inpl ementation bug
to prevent the connection frombeing reset (see subsection "A

Conmon TCP Bug" in [RFC1948]). However, all TCP inpl enentations
that used to inplenent this bug have been fixed for a long tine.

Appendi x B. Changes from RFC 1948

o

o

Thi s docunent is Standards Track (rather than Infornational).
Formal requirenments [ RFC2119] are specifi ed.

The di scussi on of address-based trust-rel ationship attacks has
been updated and noved to an appendi x.

The subsection entitled "A Common TCP Bug" (describing a common
bug in the BSD TCP i npl enmentati on) has been renoved.
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