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Abst ract

Thi s docunent describes filters that limt asynchronous |ocation
notifications to conpelling events. These filters are designed as an
extension to RFC 4661, an XM.-based format for event notification
filtering, and based on RFC 3856, the SIP presence event package.

The resulting location information is conveyed in existing |ocation
formats wrapped in the Presence Information Data Format Location

oj ect (PIDF-LO).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6447.
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1. Introduction

Conveying | ocation information encapsulated with a Presence
Informati on Data Format Location ohject (PIDF-LO [RFC4119] docunent
within SIP is described in [SIP-LOC]. An alternative signaling
approach to | ocation conveyance, which uses asynchronous

comuni cation, is available with the SIP event notification
nmechani sns (see RFC 3265 [RFC3265]). This approach conveys | ocation
information in PIDF-LO format using the presence event package

[ RFC3856]. This docunent focuses on the event notification paradi gm

Det erm ni ng when to send event notifications with | ocation
information is technically nore chall engi ng than deci ding when to
send ot her categories of notifications, since |ocation may be
nmeasured as a continuous gradient. Unlike notifications using

di screte-valued quantities, it is difficult to know when a change in
location is sufficiently large to warrant a notification. Event
notifications [RFC3265] can be used with filters (see RFC 4661

[ RFC4661]) that allow the nunber of notifications to be reduced. The
mechani sm descri bed in this docunent defines an extension to RFC 4661
[ RFC4661], which limits location notification to events that are of
rel evance to the subscriber. These filters persist until they are
replaced with a newer filter or until the subscription itself is

term nat ed

The frequency of notifications necessary for various geographic

| ocation applications varies dramatically. The subscriber should be
able to get asynchronous notifications with appropriate frequency and
granul arity, wthout being flooded with a | arge nunber of
notifications that are not inportant to the application

Thi s docunent defines new event filters and descri bes others using
exi sting mechanisns that nmay be relevant to a subscriber in the
context of location filtering. Based on the functionality defined in
this document, notifications can be provided in the follow ng cases:

1. the Target nobves nore than a specified distance since the | ast
notification (see Section 3.1).

2. the Target exceeds a specified speed (see Section 3.2).

3. the Target enters or exits a 2-dinensional region, described by a
circle or a polygon (see Section 3.4).

4. one or nore of the values of the specified civic |ocation have
changed for the location of the Target (see Section 3.3). For
exanpl e, the value of the civic address ' <Al> el enent has
changed from’ ' California to 'Nevada’
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5. the type of location information requested (see Section 3.5)
changes, for example, fromcivic to geodetic |location or vice
ver sa.

6. a certain ampbunt of time passes (see Section 3.6).
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent reuses term nol ogy from [ RFC6280].
3. Filter Definitions

Thi s specification builds on a nunber of other specifications, as
noted in Section 1. In order to reduce the nunber of options (and

t hereby decrease the chance of interoperability problens), the
functionality described in the followi ng sub-sections of [ RFC4661]
MUST be i npl enent ed: the <ns-bindi ngs> el ement (see Section 3.3 of

[ RFC4661]); the <filter> elenent (Section 3.4 of [RFC4661]); and the
<trigger> element (Section 3.6 of [RFC4661]), except for the <added>
and <renoved> sub-el ements.

3. 1. Movenent

The <noved> el ement MJST contain a value in nmeters indicating the

m ni mum di stance that the resource nust have nmoved fromthe | ocation
of the resource since the last notification was sent in order to
trigger this event. The distance MJST be neasured in neters
absolutely fromthe point of the last notification, and nust include
vertical novenent. The <noved> el ement MJST NOT appear nore than
once as a child element of the <filter> el enent.

<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set
xmns="urn:ietf:paranms:xm:ns:sinple-filter"
xmns: [ f="urn:ietf:paranms:xm:ns:|location-filter">
<filter id="123" uri="sip:presentity@xanple.comn>
<trigger>
<| f: moved>300</I f: noved>
</trigger>
</filter>
</filter-set>

Figure 1: Movenent Filter Example
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3.2. Speed Changes

Speed changes can be filtered by conbining functionality from RFC
4661 with the PIDF-LO extensions for spatial orientation, speed,
headi ng, and accel eration defined in [RFC5962]. The value of the
<speed> el emrent from [ RFC5962] MJST be defined in nmeters per second.
Note that the condition could be net by a change in any axis,

i ncludi ng altitude.

Figure 2 shows an exanple for a trigger that fires when the speed of
the Target changes by 3 neters per second.

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:sinmple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="dyn"
urn="urn:ietf:parans: xm :schema: pi df : dynam c"/ >
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.coni>
<trigger>
<changed by="3">
/1 dyn: speed
</ changed>
</trigger>
</filter>
</[filter-set>

Figure 2: Speed Change Exanple

An i npl enent ati on MJUST support <ns-bindings> to repl ace the nanespace
prefix. The XPath expression MJST start with a '//' followed by a
single element. No other formof XPath expression is supported. The
<changed> el ement cones with a few attributes but only the ’by’
attribute MIUST be inplenented by this specification.

3.3. El enent Value Changes
Changes in values, for exanple related to civic location information
is provided by the base functionality offered with RFC 4661 utilizing

the <changed> el ement.

The following exanple illustrates a filter that triggers when the
Target’'s location changes from'FR (France) to some other country.
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<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set xm ns="urn:ietf:params:xm:ns:sinmple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="ca"
urn="urn:ietf:parans: xm:ns: pidf:geopriv10: civi cAddr"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.coni>
<trigger>
<changed from="FR'>//ca: count ry</changed>
</trigger>
</filter>
</filter-set>

Figure 3. El enent Val ue Change Exanple (Country Change)

At times when it is desirable to know if any one element of a list of
CAt ypes changes, then they have to be put into separate <changes>
filters to ensure the subscriber is notified when any of the el enent
val ues change. Figure 4 shows such an exanple that illustrates the
di f ference.
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(A change in value of ANY of the five tokens triggers an event.)

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="ca"
urn="urn:ietf:parans: xm:ns: pidf:geopriv10: civi cAddr"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.comn>
<trigger>
<changed>// ca: count r y</ changed>
</trigger>
<trigger>
<changed>// ca: Al</ changed>
</trigger>
<trigger>
<changed>// ca: A2</ changed>
</trigger>
<trigger>
<changed>// ca: A3</ changed>
</trigger>
<trigger>
<changed>// ca: PC</ changed>
</trigger>
</filter>
</[filter-set>

Figure 4: El enent Val ue Change Exanpl e
Finally, Figure 5 shows an exanple where a notification is sent when

the civic address tokens A3 and PC change (BOTH el ements must change
in order to let the <trigger> elenment evaluate to TRUE)
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(Only a change in BOTH tokens triggers an event.)

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="ca"
urn="urn:ietf:parans: xm:ns: pidf:geopriv10: civi cAddr"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.comn>
<trigger>
<changed>// ca: A3</ changed>
<changed>// ca: PC</ changed>
</trigger>
</filter>
</[filter-set>

Figure 5: El enent Val ue Change Exanple

Not e: The civic address tokens country, Al, A2, ..., A6 are
hierarchical. It is likely that a change in one civic address token
therefore | eads to changes of tokens lower in the hierarchy, e.g., a
change in A3 ("city or town’) nay cause a change in A4, A5, and A6.

An i npl enent ati on MJUST support <ns-bindings> to repl ace the nanespace
prefix. The XPath expression MJST start with a '//' followed by a
single element. No other form of XPath expression is supported. No
other variant is supported. The <changed> el enent comes with a few
attributes and the "by’, "to’, and 'from attribute MIST be

i mpl enented to support this specification

3.4. Entering or Exiting a Region

The <enterOrExit> condition is satisfied when the Target enters or
exits a 2-di nensional region described by a polygon (as defined in
Section 5.2.2 of [RFC5491]) or a circle (as defined in Section 5.2.3
of [RFC5491]). The <enterO Exit> elenent MJST contain either a

pol ygon or a circle as a child elenent. The <enterOrExit> el enent
MUST NOT have nore than one polygon and/or circle.

If the Target was previously outside the region, the notifier sends a
notification when the Target’s location is within the region with at

| east 50% confidence. Simlarly, when a Target starts within the
region, a notification is sent when the Target’s |ocation noves
outside the region with at | east 50% confi dence.

Not e that havi ng 50% confi dence that the Target is inside the area

does not correspond to 50% outside. The confidence that the |ocation
is within the region, plus the confidence that the location is
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outside the region is limted to the confidence of the location. The
total confidence depends on the confidence in the location, which is
al ways |l ess than 100% (95% i s recommended in [ RFC5491]). The benefit
of this is that notifications are naturally Iimted: small novements
(relative to the uncertainty of the | ocation) at the borders of the
region do not trigger notifications.

Figure 6 shows filter exanples whereby a notification is sent when
the Target enters or exits an area described by a circle, and
Figure 7 describes an area using a pol ygon.

<?xm version="1.0" encodi ng="UTF-8"7?>

<filter-set
xmns="urn:ietf:paranms:xm:ns:sinple-filter"
xmns: [ f="urn:ietf:params: xm :ns:location-filter"
xm ns: gm ="http://ww. opengi s. net/gm "
xm ns: gs="http://ww. opengi s. net/pidflo/ 1. 0">

<filter id="123" uri="sip:presentity@xanple.coni>
<trigger>
<If:enterOrExit>
<gs:Crcle
srsName="ur n: ogc: def : crs: EPSG : 4326" >
<gnl : pos>42. 5463 -73.2512</gm : pos>
<gs: radi us
uon¥"urn: ogc: def : uom EPSG : 9001" >
850. 24
</ gs:radi us>
</gs:Circle>
</[If:enterOrExit>
</trigger>
</filter>
</[filter-set>

Figure 6: <enterOExit> Circle Filter Exanple
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<?xm version="1.0" encodi ng="UTF-8"7?>

<filter-set
xmns="urn:ietf:paranms:xm:ns:sinmple-filter"
xmns: | f="urn:ietf:params: xm :ns:location-filter"
xm ns: gm ="http://ww. opengi s. net/gm ">

<filter id="123" uri="sip:presentity@xanple.coni>
<trigger>
<If:enterOrExit>
<gnml : Pol ygon srsName="ur n: ogc: def: crs: EPSG : 4326" >
<gm : exterior>
<gnl : Li near Ri ng>
<gnl : pos>43. 311 -73.422</gm : pos>

<I--A-->
<gm : pos>43. 111 -73.322</gm : pos>
<I--F-->
<gm : pos>43. 111 -73.222</gm : pos>
<l--E-->
<gnl : pos>43. 311 -73.122</gm : pos>
<l--D-->
<gm : pos>43. 411 -73.222</gm : pos>
<l--GC->
<gm : pos>43. 411 -73.322</gm : pos>
<l--B-->
<gnl : pos>43. 311 -73.422</gm : pos>
<I--A-->

</ gm : Li near R ng>
</gm :exterior>
</ gm : Pol ygon>
</[If:enterOrExit>
</trigger>
</filter>
</[filter-set>

Figure 7: <enterOrExit> Polygon Filter Example
3.5. Location Type
The <l ocati onType> el enent MAY be included as a child el ement of the
<what > elenment. It contains a list of |ocation information types
that are requested by the subscriber. The following |ist describes
t he possi bl e val ues:

any: The Notifier SHOULD attenpt to provide location information in
all forns available to it.
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geodetic: The Notifier SHOULD return a location by value in the form
of a geodetic |ocation

civic: The Notifier SHOULD return a location by value in the form of
a civic address.

The Notifier SHOULD return the requested | ocation type or types. The
| ocation types the Notifier returns al so depends on the setting of
the optional 'exact’ attribute. |If the ®exact’ attribute is set to
"true", then the Notifier MJST return either the requested | ocation
type or no location information. The 'exact’ attribute does not
apply (is ignored) for a request for a |l ocation type of "any".

In the case of a request for specific |locationType(s) and the 'exact’
attribute is "false", the Notifier MAY provide additional |ocation
types, or it MAY provide alternative types if the request cannot be
satisfied for a requested | ocation type.

If the <locationType> elenent is absent, a value of "any" MJST be
assuned as the default.

The Notifier SHOULD provide civic and geodetic |ocation information
in the response in the same order in which they were included in the
"l ocationType" element in the request, if both were explicitly
requested. Indeed, the prinmary advantage of including specific

| ocation types in a request when the 'exact’ attribute is set to
"false" is to ensure that one receives the available locations in a
specific order. For exanple, a subscription for "civic" (with the
"exact’ attribute set to "false") could yield any of the follow ng

| ocation types in the response:

0 civic

o civic, geodetic

0 geodetic (only if civic is not avail abl e)

The default value of "false" for the 'exact’ attribute allows the
Notifier the option of returning something beyond what is specified,
such as a set of location URIs when only a civic |ocation was

request ed.

An exanple is shown in Figure 8 that utilizes the <l ocationType>
element with the 'exact’ attribute.
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<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set
xmns="urn:ietf:paranms:xm:ns:sinmple-filter"
xmns: | f="urn:ietf:paranms: xm :ns:location-filter">
<filter id="123" uri="sip:presentity@xanple.cont>
<what >
<l f:locationType exact="true">
geodetic
</l f:locationType>
</ what >
</[filter>
</filter-set>

Figure 8. <locationType> Filter Exanple
3.6. Rate Contro

[ RFC6446] extends the SIP events framework by defining three Event
header field parameters that allow a subscriber to set a mininmnum a
maxi mum and an adaptive mni mum of event notifications generated by
the notifier. This allows a subscriber to have overall control over
the stream of notifications, for exanple to avoid being flooded. Two
of the paraneters, namely "mn-rate” (which specifies a m ninmm
notification rate per second) and "max-rate" (which specifies a

maxi mum notification rate per second) are used by this docunent.
Only the inplenentation of these two attributes is required fromthe
attributes defined in [ RFC6446]. Wenever the tinme since the nopst
recent notification exceeds the interval corresponding to 1/ "mn-
rate", the current state would be sent in its entirety, just like
after a subscription refresh.

A notifier is required to send a NOTIFY request i medi ately after
creation of a subscription. |If state is not available at that tine,
then the NOTI FY request may be sent with no content. A separate

NOTI FY containing |ocation is subsequently generated so that the rate
of notification since the last NOTIFY falls between "m n-rate" and
"max-rate". An inportant use case for |ocation-based applications
focuses on the behavior of the initial NOTIFY nmessage(s) and the
information it returns, for exanple in case of emergency cal

routing. Wen an initial NOTIFY is transmtted, it mght not include
conplete state
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Subscri ber Noti fi er
| ---SUBSCRIBE(1)--->] Create subscription (wlarge val ue
| <------- 200-------- | for mn-rate and max-rate)
| <----- NOTI FY(2)----] Return initial notify with no state
[-------- 200------- >|
| -
| <----- NOTI FY(3)----] Return full state (between nmin-rate
| -------- 200------- >| and max-rate)
| ---SUBSCRIBE(4)--->] Update subscription (to update
| <------- 200-------- | m n-rate and nax-rate)

Figure 9: SUBSCRIBE/ NOTIFY with Rate Contro

Figure 9 shows a SUBSCRI BE/ NOTI FY exchange. The initial SUBSCRI BE
nmessage (1) has filters attached and contains a "mn-rate" rate
control paraneter. In certain situations, it is inportant to obtain
some anount of |ocation information within a relatively short and
pre-defined period of time, even if the obtained |ocation information
contains a high anbunt of uncertainty and location information with

| ess uncertainty could be available at a later point intime. An
exanpl e is energency call routing where an energency services routing
proxy may need to obtain location information suitable for routing
rat her quickly and subsequently a Public Safety Answering Point
requests location information for dispatch.

To obtain location information in a tinely fashion using the
SUBSCRI BE/ NOTI FY nechanism it is RECOWENDED that the initia
SUBSCRI BE contain a "min-rate" rate control paraneter (with a | arge
val ue, corresponding to a very short delay before the next
notification) that is updated in a |later nessage to a nore sensible
value. This provides equivalent functionality to the 'responseTi ne’
attribute in Section 6.1 of [RFC5985]. The "min-rate" for this first
request is therefore nmuch larger (nmuch nore rapid) than the updated
"mn-rate" value. Depending on the value in the "mn-rate"
paranmeter, the Notifier may imedi ately send the initial NOTIFY
nessage (see nessage 2) without a body if no location information is
available at this point intinme. The desired |ocation information
may then arrive in the subsequent NOTIFY nessage (see nessage 3).
Updating the "min-rate" for the subscription can be performed in the
200 response (see nessage 3) to the NOTIFY that contains |ocation
state, or in a subsequent SUBSCRI BE request (as in message 4).
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4. XM Schema

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema

Mahy,

target Nanespace="urn:ietf: paramnms: xm :ns:location-filter”
xmns:filter="urn:ietf:parans:xm :ns:location-filter"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"

xm ns: gm ="http://ww. opengi s. net/gm ">

<xs: el enent name="enterOExit" type="gm : GeonetryPropertyType"/>
<xs: el enent nane="noved" type="filter:novedType"/>

<xs: conpl exType nanme="novedType" >
<xs: si npl eCont ent >
<xs: extensi on base="xs: doubl e">
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: el enent name="I| ocati onType" type="filter:|ocationTypeType"/>

<xs: si nmpl eType nane="l| ocati onTypeBase" >
<XS:uni on>
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="any"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType>
<xs:restriction base="filter:|ocationTypeList">
<xs:mnLength val ue="1"/>
</xs:restriction>
</ xs:si npl eType>
</ xs: uni on>
</ xs: si npl eType>

<xs: si npl eType nanme="| ocati onTypeLi st">
<xs:list>
<xs:si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="civic"/>
<xs: enuneration val ue="geodetic"/>
</xs:restriction>
</ xs:si npl eType>
</xs:list>
</ xs: si npl eType>
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<xs: conpl exType name="| ocati onTypeType" >

<xs: si npl eCont ent >

<xs: extension base="filter:|ocationTypeBase">
<xs:attribute name="exact" type="xs:bool ean”
use="optional " default="fal se"/>

</ xs: ext ensi on>

</ xs: si npl eCont ent >

</ xs: conpl exType>
</ xs: schema>

Figure 10: XML Schema
5. Security Considerations

Thi s docunent specifies one elenment, nanely filters, utilized in
| arger systems. As such, this docunment builds on a nunber of
specifications for the security of the complete solution, nanely

o the SIP event notification mechanism described in RFC 3265
[ RFC3265], defining the SUBSCRI BE/ NOTI FY nmessages.

o the presence event package, described in RFC 3856 [ RFC3856], which
is a concrete instantiation of the general event notification
f ramewor k.

o the filter framework, described in RFC 4661 [ RFC4661], to offer
the ability to reduce the anount of notifications being sent.

Finally, this docunent indirectly (via the SIP presence event
package) relies on PIDF-LO, described in RFC 4119 [ RFC4119], as the
XML container that carries |location information.

Each of the docunents |isted above cones with a Security

Consi derations section but the security and privacy aspects are best
covered by the SIP presence event package; see Section 9 of

[ RFC3856], and with the GEOPRIV architectural description found in

[ RFC6280] .

The functionality offered by authorization policies to limt access
to location information is provided by other protocols, such as
Conmon Pol i cy [ RFCA745], Geol ocation Policy [GEO PCLICY], or nore
recent work around HTTP-Enabl ed Location Delivery (HELD) context
[HELD]. Although [ GEO POLI CY] defines a standardized format for
geol ocati on authorization policies, it does not define specific
policies for controlling filters.

The functionality described in this docunent extends the filter
franmework with location-specific filters. Local policies mght be
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6.

6.

6.

associated with the usage of certain filter constructs and with the
amount of notifications that specific filter settings m ght cause.

Upl oading filters have a significant effect on the ways in which the
request is handled at a server. As a result, it is especially

i mportant that nessages containing this extension be authenticated
and authorized. RFC 4661 [RFC4661] discusses this security threat
and proposes authentication and authorization solutions applicable to
this specification.

| ANA Consi der ati ons

1. URN Sub- Nanespace Registration for
urn:ietf:parans: xm:ns:location-filter

This section registers a new XM. nanespace, as per the guidelines in
[ RFC3688] .

URI: wurn:ietf:parans:xm:ns:location-filter

Regi strant Contact: |ETF, GEOPRIV working group, <geopriv@etf.org>,
as del egated by the | ESG <i esg@etf.org>.

XM.:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht ml - basi c10. dt d" >
<htm xm ns="http://ww. wW3. org/ 1999/ xht m ">
<head>
<nmeta http-equiv="content-type"
content="text/htm ;charset=i so-8859-1"/>
<title>Location Filter Nanespace</title>
</ head>
<body>
<hl>Nanespace for PIDF-LO Location Filters</hl>
<h2>urn:ietf:parans: xm :ns:location-filter</h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6447.txt">
RFC 6447</ a>. </ p>
</ body>
</htm >
END

2. Schema Registration for |ocation-filter

This specification registers a schena, as per the guidelines in
[ RFC3688] .
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URI: urn:ietf:parans:xm:schema:location-filter

Regi strant Contact: |ETF, GEOPRIV Wrki ng G oup
(geopriv@etf.org), as delegated by the | ESG (iesg@etf.org).

XML: The XM. can be found as the sole content of Section 4.
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