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Abst ract

This menmo defines a portion of the Management |nformation Base for
use with network managenent protocols in the Internet comunity. In
particular, it describes managed objects used to support two fast
reroute (FRR) nmethods for Miltiprotocol Label Switching (MPLS)-based
traffic engineering (TE). The two nmethods are the one-to-one backup
met hod and the facility backup nethod.
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1

1

| ntroducti on

This menmo defines a portion of the Managenment |nformati on Base (M B)
cont ai ni ng obj ects used to manage Multiprotocol Label Sw tching
(MPLS) - based fast rerouting features on MPLS Label Swi tching Routers
(LSRs) as defined in [RFC4090]. The M B nodul es defined in this
docunent shoul d be used in conjunction with [RFC3811], [RFC3812], and
[ RFC3813] .

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [RFC2119].

Ter m nol ogy

Thi s docunent uses term nology from"Miltiprotocol Label Switching
Architecture" [RFC3031] and from "Fast Reroute Extensions to RSVP-TE
for LSP Tunnel s" [RFC4090].

The I nternet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
[ RFC3410] .

Managed obj ects are accessed via a virtual information store, terned
the Managerment Infornmation Base or MB. M B nbdul e objects are
general |y accessed through the Sinple Network Managenment Protoco
(SNWP). hjects in the MB are defined using the nechani sns defined
in the Structure of Managenent Information (SM). This meno
specifies MB nodules that are conpliant to the SMv2, which is
described in STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [ RFC2579]
and STD 58, RFC 2580 [ RFC2580].

Overvi ew of the M B Mdul es

[ RFC4090] stipulates two different approaches to inplenenting MPLS TE
fast reroute: one-to-one backup and facility backup

We define three MB nodules to represent the respective conponents:
general , one-to-one backup, and facility backup
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4.

4.

4.

1

1

1

They are:

- MPLS- FRR- GENERAL- STD- M B: Contai ns objects that apply to any MPLS
LSR i npl ementing MPLS TE fast-reroute functionality.

- MPLS- FRR- ONE2ONE- STD-M B: Contai ns objects that apply to the
one-t o-one backup nethod.

-  MPLS-FRR- FACI LI TY-STD-M B: Contai ns objects that apply to the
facility backup nethod.

Al t hough [ RFC4090] specifies that a node is able to support both
fast-reroute nethods simultaneously, comobn practice has shown that
operators choose to configure either the one-to-one backup nethod or
the facility backup method at any given tine. So, by dividing the
M B nodules into three, we all ow the devel opers to choose the MB
nodul es they want to inplenent, depending on the nethod supported on
t hat node.

MPLS- FRR- GENERAL- STD-M B

This M B nodul e MIST be inplenmented if either of the fast-reroute
met hods i s inpl enent ed.

1. nmplsFrrConstraintsTable

This table contains objects that apply to all LSRs inplenenting MPLS
TE fast-reroute functions. |In particular, this table defines fast-
reroute constraints, such as bandw dth, for a tunnel instance to be
protected by using backup Label Switched Paths (LSPs) (detour LSPs or
bypass tunnels).

This table MUST be inplenented at the ingress node of the protected
TE tunnel instance to configure backup LSP setup constraints.

2.  npl sFrrTunnel ARHopTabl e

Thi s tabl e extends npl sTunnel ARHopTabl e (defined in the
MPLS- TE- STD-M B [ RFC3812]) with fast-reroute objects that specify the
| ocal protection type or types of availability, as well as what type
or types are actually in use for each tunnel hop traversed by a
protected TE tunnel
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4.1.3. Exanple of Relationship between Various Tabl es of
MPLS- FRR- GENERAL- STD- M B
(RL)----(R2)----(R3)----(R4)--- (R5)
\ \ \ /
(R6)---(R7)------ (R8)
Protected LSP: [Rl->R2->R3->R4->R5]
R1’ s Backup: [ R1- >R6- >R7- >R8- >R3]

In the above topology, the various tables on RL will be popul ated as
i ndi cated bel ow.

npl sFrr Gener al Const rai nt sTabl e
{

npl sFrr Gener al Constrai ntslflndexOrZero = 10,-- interface to protect
npl sFrr Gener al Const r ai nt sTunnel | ndex = 1, -- protecting tunnel

npl sFrr Gener al Constrai nt sTunnel I nstance = 0, -- use any instance

npl sFrr Gener al Constrai ntsProtecti onType = 1, -- linkProtection

npl sFrr Gener al Const rai nt sSet upPri o =0

npl sFrr Gener al Const r ai nt sHol di ngPri o

npl sFrr Gener al Constrai ntslncl AnyAffinity
npl sFrrGeneral Constraintsincl All Affinity
npl sFrr Gener al Const rai nt sexcl AnyAffinity
npl sFrr Gener al Const rai nt sHopLi mi t

npl sFrr Gener al Const r ai nt sBandwi dt h

npl sFrr Gener al Const r ai nt sSt or ageType

npl sFrr Gener al Const r ai nt sSRowSt at us

b
npl sFrr Gener al Tunnel ARHopEnt ry

-- best effort
-- volatile
-- active

(IO TR TR TR TR TR TRT
FNOOOOOO"

npl sFrr Gener al Tunnel ARHopSessi onAttri but eFl ags = 5,

-- sestyleDesired | |ocal ProtectionDesired
npl sFrr Gener al Tunnel ARHopRROSubOhj ect Fl ags = 2

-- local Protectionl nUse
H

4.2. MPLS-FRR- ONE2ONE- STD-M B

This M B nodul e MUST be inplenented if the one-to-one backup fast-
reroute nethod is inplenented.
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4.2.1. npl sFrrOne20nePl r Tabl e

The npl sFrrOne20nePl r Tabl e contains i nformati on about Points of Loca
Repair (PLRs) that initiated detour LSPs to protect tunnel instances.
This table MJST be supported for LSRs inplenenting the one-to-one
backup nethod. 1In these cases, the detour LSPs are reflected in the
npl sFrr One2OneDet our Tabl e.

4.2.2. npl sFrrOne20neDet our Tabl e
The npl sFrrOne20neDet our Tabl e shows the detour LSPs in each node
(ingress, transit, and egress nodes). An entry in this table
represents a detour LSP

Each detour is identified by the follow ng i ndexes:

- npl sTunnel I ndex [ RFC3812]: set to the Tunnel 1D of an LSP protected
by a detour.

- npl sTunnel I nstance [ RFC3812]: consists of two parts:
1) the higher 16 bits: - protected TE tunnel instance

- uniquely identifies a protected
LSP wi thin a tunnel

2) the lower 16 bits: det our instance

- uniquely identifies a detour LSP
of a protected TE tunnel instance.
Mul tiple detours of the sane
protected LSP may go through the
sane node. |In this case, the
hi gher 16 bits of the tunne
i nstance object is used as a
det our instance.

- ingress node’'s LSR ID (npl sFrrOne20nePl r Tunnel I ngressLSRId) : set
to the ingress node of an LSP protected by a detour

- egress node’s LSR I D (npl sFrrOne20nePl r Tunnel EgressLSRId): set to
the egress node of an LSP protected by a detour

A detour LSP is also considered as an instance of a protected TE
tunnel. Therefore, each detour LSP SHOULD have an entry in the
npl sTunnel Tabl e (defined in the MPLS-TE-STD-M B [ RFC3812]).

The npl sTunnel Tabl e entries are indexed using npl sTunnel | ndex,

npl sTunnel I nst ance, npl sTunnel | ngressLSRI d, and
npl sTunnel Egr essLSRI d.
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Entries where the higher 16 bits of nplsTunnellnstance are set to
zero represent detour TE tunnel instances. Al other values of the
hi gher 16 bits represent protected tunnel instances.

This table MJUST be supported if the one-to-one backup method is used.

.3. Exanple of Relationship between npl sFrrOne20nePl r Tabl e,
npl sFrr One20neDet our Tabl e, and npl sTunnel Tabl e

Thi s section contains an exanple depicting the interrelationship
bet ween npl sFrrOne20nePl r Tabl e, mnpl sFrr One20neDet our Tabl e, and
npl sTunnel Tabl e.
(Rl){---(RZ)----(R3)i---(/R4)---(R5)
(R6)---(R7)------ (R8)
Protected LSP: [Rl->R2->R3->R4->R5]
Rl’ s Backup: [ R1- >R6- >R7- >R8- >R3]

In the above topol ogy, the various tables will be popul ated as
i ndi cated bel ow.

In npl sFrrOne20nePl r Tabl e:

{
npl sFrr One20nePl r Tunnel | ndex = 1,
npl sFrr One20nePl r Tunnel Det our I nstance = 6553601,
-- (100 << 16 | 1) = 6553601
-- 100 is the tunnel instance of the protected tunnel
npl sFrr One20nePl r Tunnel | ngr essLSRI d = 192.0.2.1, -- R1
npl sFrr One20nePl r Tunnel Egr essLSRI d = 192.0.2.5, -- RS
npl sFrrOne20nePlrid = 192.0.2. 1,
-- Rl is PLR
npl sFrr One20nePl r Sender Addr Type = ipva(l),
npl sFrr One2OnePl r Sender Addr ="192.0.2.1", -- R1
npl sFrr One20nePl r Avoi dNodeAddr Type = ipv4a(l),
npl sFrr One20nePl r Avoi dNodeAddr = "192.0.2.2",
-- R1-R2 (Avoid)
}
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I n npl sFrr One20neDet our Tabl e:

{
npl sFrr One20nePl r Tunnel | ndex = 1,
npl sFrr One20nePl r Tunnel Det our I nstance = 6553601,
-- (100 << 16 | 1) == 6553601
-- 1 is nplsTunnel I nstance for the detour LSP
-- from npl sTunnel Tabl e. Marked by AAA bel ow.
-- Shift 16 to put this into the high-order bits
-- 100 is npl sTunnel Instance for the protected tunne
-- fromthe npl sTunnel Table. Marked by BBB bel ow.
-- Need to OR the index value into | ow order bits)
-- To get all detour LSPs of a protected tunnel (of instance 100)
-- we could do an snnpwal k of the npl sFrrOne20neDet our Entry
-- where npl sFrrOne20nePl r Tunnel | ndex ==
-- npl sFrrOne20nePl r Tunnel Det our | nst ance == 6553600
-- The first val ue woul d be:
-- npl sFrr One20neDet our Acti ve. 1. 6553601
npl sFrrOne20nePl r Tunnel I ngressLSRI d = 192.0.2.1, -- R1
npl sFrrOne20nePl r Tunnel Egr essLSRI d =192.0.2.3, -- R3
npl sFrr One20neDet our Acti ve = fal se(2),
npl sFrr One20neDet our Mer gedSt at us = not Merged(1),
npl sFrr One20neDet our Mer gedDet our | nst = 0,
}
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I n npl sTunnel Tabl e( protected tunne

npl sTunnel | ndex
npl sTunnel | nst ance

npl sTunnel | ngressLSRI d

npl sTunnel Egr essLSRI d

npl sTunnel Name

npl sTunnel Descr

npl sTunnel | sl f

npl sTunnel XCPoi nt er

npl sTunnel Si gnal I i ngProto
npl sTunnel Set upPri o

npl sTunnel Hol di ngPri o

npl sTunnel Sessi onAttri but es
npl sTunnel Local Prot ect | nUse
npl sTunnel Resour cePoi nt er

npl sTunnel | nst ancePriority
npl sTunnel HopTabl el ndex

npl sTunnel I ncl udeAnyAffinity
npl sTunnel I ncl udeAl | Affinity
npl sTunnel Excl udeAnyAffinity
npl sTunnel Pat hl nUse

npl sTunnel Rol e

Nadeau, et al

MPLS Fast-Reroute M B

St andards Track

November 2011

entry):

1

100, -- Indicating protected tunne
-- AAA

192.0.2.1,

192.0. 2.5,

"R1- R5",

"R1- R5",

true(l),

0.0,

none(1),

0,

0,

true(l),

npl sTunnel Resour ceMaxRat e. 5,

1

1,

0,

0,

0,

1

h

ead(1),

[ Page 10]
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I n npl sTunnel Tabl e (detour LSP entry):

npl sTunnel | ndex =1

npl sTunnel | nst ance =1
-- Indicating detour LSP (higher 16 bits)
-- BBB

npl sTunnel I ngressLSRI d 192.0.2. 1,

npl sTunnel Egr essLSRI d 192.0.2.3

npl sTunnel Nane "R1- R3",

npl sTunnel Descr "R1- R3",

npl sTunnel | sl f true(l),

npl sTunnel XCPoi nt er 0.0,

npl sTunnel Si gnal I i ngProto none(1),

npl sTunnel Set upPri o 0,

npl sTunnel Hol di ngPri o 0,

npl sTunnel Sessi onAttri butes 0,

npl sTunnel Local Prot ect | nUse fal se(0),

npl sTunnel Resour cePoi nt er

npl sTunnel | nst ancePriority
npl sTunnel HopTabl el ndex

npl sTunnel I ncl udeAnyAffinity
npl sTunnel I ncl udeAl | Affinity
npl sTunnel Excl udeAnyAffinity
npl sTunnel Pat hl nUse

npl sTunnel Rol e

4.3. MPLS-FRR-FACI LITY-STD-M B

SR OOORr Bk

npl sTunnel Resour ceMaxRat e. 6,

ead(1),

Nadeau,

This M B nodul e MIST be inplenented if the facility backup
fast-reroute nethod is inplenmented.
.3.1. nplsFrrFacilityDBTabl e

The npl sFrrFacilityDBTabl e provides information about the fast-
rerout e database for facility-based fast reroute.

An entry is created in this table for each tunnel being protected by
a backup tunnel. Backup tunnels are defined to protect the tunnels
traversing an interface.

The protecting tunnel will exist on the PLR as per [ RFC4090].
Protected tunnels are the LSPs that traverse the protected |ink.
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4.3.2. Exanple of Relationship between Various Tabl es of
MPLS- FRR- FACI LI TY- STD-M B

(R -~ [Re] -~ [R3] -~~~ [R4] - [ ]
[ R6] ===[ R7]

Protected LSP 1 : [ R1- >R2- >R3- >R4- >R5]

Protecting Tunnel 999: [ R2- >R6- >R7- >R4]

Facility Backup Techni que

In the above topology, the follow ng tables are popul ated at R2:

npl sFrrFacilityDBEntry

{
npl sFrrFacilityProtectedlflndex = 10,
npl sFrrFacilityProtectingTunnel | ndex = 999,
npl sFrrFaci | ityBackupTunnel | ndex = 1,
npl sFrrFacilityBackupTunnel | nstance = 0,
npl sFrrFacilityBackupTunnel I ngressLSRId = 192.0.2.1
-- 192.0.2.1/ 24
npl sFrrFaci |l ityBackupTunnel Egr essLSRI d = 192.0.2.2
-- 192.0.2.2/24
npl sFrrFacilityDBNunProtecti ngTunnelOnlf =1
npl sFrrFaci |l ityDBNunProt ect edLspOnl f = 1,
npl sFrrFaci | it yDBNunPr ot ect edTunnel s = 1,
npl sFrrFacilityDBProtecti ngTunnel Status = 1, -- active
npl sFrrFaci |l ityDBProtecti ngTunnel ResvBw = 0,
b

2011
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I n npl sTunnel Tabl e (protecting tunnel entry):

{

npl sTunnel Resour cePoi nt er

npl sTunnel I nst ancePriority
npl sTunnel HopTabl el ndex

npl sTunnel | ncl udeAnyAffinity
npl sTunnel | ncl udeAl | Affinity
npl sTunnel Excl udeAnyAffinity
npl sTunnel Pat hl nUse

npl sTunnel Rol e

npl sTunnel Resour ceMaxRat e. 5,

npl sTunnel | ndex = 999, -- protecting tunnel index
npl sTunnel | nst ance = 0, -- head
npl sTunnel I ngressLSRI d = 192.0. 2. 2,
npl sTunnel Egr essLSRI d = 192.0. 2. 4,
npl sTunnel Nane = "R2-R4",

npl sTunnel Descr = "R2-R4",

npl sTunnel | sl f =true(l),

npl sTunnel XCPoi nt er = ,

npl sTunnel Si gnal | i ngProto = none(1),

npl sTunnel Set upPri o = 0,

npl sTunnel Hol di ngPri o = 0,

npl sTunnel Sessi onAttributes = 0,

npl sTunnel Local Protectl nUse = fal se(1l),

IHO_OOHI—‘
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I n npl sTunnel Tabl e (protected LSP)

{
npl sTunnel | ndex =1
-- protected LSP tunnel index
npl sTunnel | nst ance = 100,
-- specific instance protected
npl sTunnel I ngressLSRI d 192.0.2. 1,
npl sTunnel Egr essLSRI d 192.0.2.5
npl sTunnel Name "R1- R5",
npl sTunnel Descr "R1- R5",
npl sTunnel | sl f fal se(2),
npl sTunnel XCPoi nt er 0.0,
npl sTunnel Si gnal I i ngProto none(1),
npl sTunnel Set upPri o ,
npl sTunnel Hol di ngPri o 0,

npl sTunnel Sessi onAttri but es 0,

npl sTunnel Local Prot ect | nUse true(l),

npl sTunnel Resour cePoi nt er npl sTunnel Resour ceMaxRat e. 6,
npl sTunnel I nst ancePriority 1,

npl sTunnel HopTabl el ndex 1,

npl sTunnel I ncl udeAnyAffinity o,

npl sTunnel I ncl udeAl | Affinity 0,

npl sTunnel Excl udeAnyAffinity 0,

npl sTunnel Pat hl nUse 1,

npl sTunnel Rol e transit(2),

}
5. Handling I Pv6 Tunnels

As described in [ RFC4990], in order to support IPv6 MPLS tunnels in
t he npl sTunnel Tabl e [ RFC3812], all LSRs in the network MJST have a
32-bit LSR ID that can be used to identify the LSRwith the existing
npl sTunnel I ngressLSRI d and npl sTunnel Egr essLSRI d obj ects, which are
32 bits |ong.

In this MB, the follow ng objects, which refer to ingress/egress
LSRs, will therefore have the 32-bit LSR ID to support |Pv6 tunnels:

- npl sFrrOne2nePl r Tunnel | ngressLSRI d and
npl sFrrOne20nePl r Tunnel Egr essLSRI d obj ects of the
npl sFrrOne20nePl r Tabl e

- npl sFrrOne2OnePl r Tunnel | ngressLSRI d and

npl sFrrOne20nePl r Tunnel EgressLSRI d obj ects of the
npl sFrr One20neDet our Tabl e
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- npl sFrrFacilityBackupTunnel I ngressLSRI d and
npl sFrrFacilityBackupTunnel EgressLSRI d obj ects of the
npl sFrrFacilityDBTabl e

6. MB Mdule Definitions

6.1. MPLS-FRR- GENERAL- STD-M B Mdul e Definitions

-- Start of MPLS-FRR- CENERAL- STD-M B

MPLS- FRR- GENERAL- STD-M B DEFINI TIONS :: =

| MPORTS

nmp

Nadeau,

MODULE- | DENTI T
Unsi gned32,
Count er 32

FROM SNWVPv 2

Y, OBJECT-TYPE, nib-2,

-SM

MCODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWPv2
RowSt at us, Sto
FROMVI SNWVPv 2
| nt er f acel ndex
i f General | nfor
i f Count erDi sco

FROM | F-M B
Mpl sTunnel | nde
Mol sBi t Rat e,
Mol sTunnel Af f i

FROM MPLS-T
npl sTunnel Grou
npl sTunnel ARHo

FROM MPLS-T

sFrrCGeneral M B
LAST- UPDATED
2011110300
ORGANI ZATI ON
"Mul tiproto
CONTACT- | NFO

Emai | :

Emai | :

et al.

- CONF
rageType

-TC

O Zer o,

mat i onG oup,
ntinuityG oup

X, Mol sTunnel I nstancel n
nity

C-STD-M B
p, npl sTunnel Scal ar G ou

pLi st 1 ndex, npl sTunnel ARHopl ndex

E-STD-M B

MODULE- | DENTI TY

00z" -- 03 Nov 2011 00:

BEG N
-- [ RFC2578]
-- [ RFC2580]
-- [ RFC2579]
-- [ RFC2863]
dex,
-- [RFC3811]
py
-- [ RFC3812]

00: 00 Gwvr

col Label Switching (MPLS) Wirking G oup”

Ri za Cetin
ri za.ceti n@l catel . be

Thomas D. Nadeau
t homas. nadeau@a. com
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A S Kiran Koushi k
Emai | : kkoushi k@i sco. com

St ef aan De Cnodder
Emai | : St efaan. de_cnodder @l cat el . be

Der - Hva Gan
Emai | : dhg@ uni per. net

DESCRI PTI ON
"Copyright (c) 2011 | ETF Trust and the persons
identified as authors of the code. Al rights
reserved.

Redi stri buti on and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section 4.c
of the IETF Trust’s Legal Provisions Relating to

| ETF Docunents
(http://trustee.ietf.org/license-info).

This M B nbdul e contains generic object definitions for
MPLS Traffic Engineering Fast Reroute as defined in
RFC 4090. "

-- Revision history.
REVI SI ON
"201111030000Z" -- 03 Nov 2011 00:00: 00 Gwvr
DESCRI PTI ON
"Initial version. Published as RFC 6445."
c:={ mb-2 202 }

-- Top-level conponents of this MB nodul e

npl sFrr Gener al bj ects
OBJECT | DENTI FI ER ::

{ mpl sFrrGeneral MB 1 }

npl sFrr Gener al Conf or mance
OBJECT IDENTIFIER ::= { nplsFrrGeneral MB 2 }

-- MPLS Fast-Reroute generic scalars
npl sFrr Gener al Prot ecti onMet hod OBJECT- TYPE
SYNTAX | NTEGER {

unknown( 1),
oneToOneBackup( 2),
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nmp

El

Nadeau,

facilityBackup(3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"I ndi cates which protection nethod is to be used for fast
reroute on this device. Sone devices may require a reboot
if this variable is to take effect after being nodified."

::={ nplsFrrCeneral hjects 1}

sFrr General I ngressTunnel | nst ances OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tunnel instances for either detour LSPs or
bypass tunnels for which this LSRis the ingress.”
::= { nplsFrrCeneral Ghjects 2 }

General FRR Tabl e section

These tables apply to both types of FRR

and shoul d be inplenmented by all LSRs supporting
FRR.

MPLS Fast-Reroute Constraints table

sFrr General Constrai nt sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ml sFrr General Constrai ntsentry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table shows detour LSP or bypass tunnel setup
constraints.”

.= { nplsFrrGeneral Gbjects 3 }

sFrr General Constrai ntséntry OBJECT- TYPE

SYNTAX Mol sFrr Gener al Constrai ntsentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table represents detour LSP or bypass
tunnel setup constraints for an interface or link to be
protected by detour LSPs or a bypass tunnel

Once the LSP or tunnel instance to be protected is identified
in the npl sTunnel Tabl e, the correspondi ng npl sTunnel | f I ndex
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val ue of that tunnel can be used to get the iflndex of
the underlying physical interface using the ifStackTable.
That iflndex of the underlying physical interface wll

be used as mpl sFrrGeneral ConstraintslflndexOrZero in this
table to protect the LSPs or tunnel instances determ ned
earlier.

It is recomended that iflndex persistence be enabl ed

across re-initializations. |f persistence is not

i mpl enent ed, then the val ue of

npl sFrr Gener al Constrai ntslflndexOrZero in this

tabl e cannot be guaranteed across restarts and all entries
in this table MJUST NOT be persistent, or the val ues of

npl sFrr General Constrai ntslflndexOrZero MJST be reconstructed
on restart.

SNVMP engi nes must only allow entries in this table

to be created for tunnel instances that require fast reroute
as indicated by the presence of the FAST REROUTE obj ect

in the signaling for the LSP in question.

An entry in this table can be created only if a
corresponding entry in nplsTunnel Tabl e exists with the
sanme npl sTunnel | ndex as npl sFrr Gener al Constrai nt sTunnel | ndex.

Entries in this table are del eted when the correspondi ng
entries in nplsTunnel Tabl e are del eted.

It is recormended that entries in this table be persistent
across reboots.

Entries indexed with nmpl sFrrGeneral ConstraintslflndexO Zero
and set to O apply to all interfaces on this device for
whi ch the FRR feature can operate.

If the npl sTunnel I nstance object is set to a value of O,
it indicates that the npl sTunnel Entry contains a tunne
ingress. This is typically how configuration of this
feature is perforned on devices where the actua
protection LSP used is left up to the protecting tunnel
However, in cases where static configuration is
possi bl e, any valid tunnel instance is possible;
however, it is strongly RECOVMENDED t hat the instance

i ndex SHOULD use the foll owi ng convention to identify
backup LSPs:

- lower 16 bits : protected tunnel instance
- higher 16 bits: mnmust be all zeros"
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Mpl

npl

nmp

Nadeau,

REFERENCE
"Section 4.1 of RFC 4090 and Section 6.1 of RFC 3812."
I NDEX { npl sFrr General ConstraintslflndexOr Zer o,
npl sFrr Gener al Const r ai nt sTunnel | ndex,
npl sFrr Gener al Const rai nt sTunnel | nst ance

}
::={ nplsFrrCGeneral ConstraintsTable 1 }

sFrrGeneral Constrai ntseEntry ::= SEQUENCE ({
npl sFrr Gener al Constrai ntslflndexOr Zero I nt erfacel ndexOr Zer o,
npl sFrr Gener al Const r ai nt sTunnel | ndex Mol sTunnel | ndex,

npl sFrr Gener al Const rai nt sTunnel I nstance Ml sTunnel | nst ancel ndex,
npl sFrr Gener al Constrai ntsProtecti onType | NTEGER,

npl sFrr Gener al Const rai nt sSet upPri o Unsi gned32,

npl sFrr Gener al Const r ai nt sHol di ngPri o Unsi gned32,

npl sFrr Gener al Constrai ntslncl AnyAffinity Ml sTunnel Affinity,

npl sFrr General Constraintsincl All Affinity Ml sTunnel Affinity,

npl sFrr Gener al Const rai nt sexcl AnyAffinity Ml sTunnel Affinity,

npl sFrr Gener al Const rai nt sHopLi mi t Unsi gned32,
npl sFrr Gener al Const rai nt sBandwi dt h Mpl sBi t Rat e,
npl sFrr Gener al Const r ai nt sSt or ageType St or ageType,
npl sFrr Gener al Const r ai nt sSRowSt at us RowSt at us

sFrrCGeneral Constrai ntslflndexOrZero OBJECT- TYPE

SYNTAX I nt er f acel ndexOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Uniquely identifies an interface that a fast-reroute

protection tunnel is configured to potentially protect

in the event of a fault. Entries with this index set to

0 indicate that the configured protection tunnel protects

all interfaces on this device (i.e., node protection)."
::={ nplsFrrCeneral Constraintsentry 1 }

sFrr Gener al Constrai nt sTunnel | ndex OBJECT- TYPE

SYNTAX Mpl sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Uniquely identifies a tunnel in the nplsTunnel Tabl e t hat
is configured to possibly protect the interface(s) specified
by mpl sFrrGeneral ConstraintslflndexOrZero in the event of a
fault."
REFERENCE
"nmpl sTunnel Tabl e from RFC 3812. "
::= { nplsFrrGeneral Constrai ntsentry 2 }
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npl sFrr Gener al Const rai nt sTunnel | nst ance OBJECT- TYPE

2

nmp

Nadeau,

SYNTAX Mol sTunnel | nst ancel ndex
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Uniquely identifies an existing instance of this tunne

for which fast reroute is requested. Note that a val ue of
0 indicates that the configuration points at a tunne

head (as specified in RFC 3812). This is typically how
configuration of this feature is performed on devices
where the actual protection LSP used is left up to the

protecting tunnel. However, in cases where static
configuration is possible, any valid tunnel instance is
perm ssible. |In these cases, it is recommended that the

i nstance index follow the foll owi ng convention so as
to nake identification of backup LSPs easi er

- lower 16 bits : protected tunnel instance
- higher 16 bits: mnmust be all zeros"
::= { mpl sFrrGeneral Constraintséntry 3 }

sFrr General Constrai ntsProtecti onType OBJECT- TYPE
SYNTAX I NTEGER { linkProtection(l),
nodePr ot ecti on(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I ndi cates type of the resource protection

IinkProtection(1l) indicates that this tunnel is
set up to protect a particular |ink’'s resources.

nodeProtection(2) indicates that this tunnel is
set up to protect an entire node fromfailure."
REFERENCE
"Section 3 of RFC 4090."
DEFVAL { nodeProtection }
::={ nplsFrrCeneral Constrai ntsentry 4 }

sFrr General Constrai ntsSetupPri o OBJECT- TYPE

SYNTAX Unsi gned32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indi cates the setup priority of the detour LSP
or bypass tunnel."

2011
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nmp

nmp

2

Nadeau,

REFERENCE
"Section 4.7 of RFC 3209."
DEFVAL { 7 }
::={ nplsFrrCGeneral Constrai ntsentry 5 }

sFrr General ConstraintsHol di ngPri o OBJECT- TYPE

SYNTAX Unsi gned32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates the holding priority for the detour LSP
or bypass tunnel."
REFERENCE
"Section 4.7 of RFC 3209."
DEFVAL { 0 }
::= { nplsFrrCGeneral Constrai ntsentry 6 }

sFrr General Constrai ntslncl AnyAffinity OBJECT- TYPE

SYNTAX Mol sTunnel Affinity

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I ndi cates the include-any link constraint for the
detour LSP or bypass tunnel. A link satisfies the

i ncl ude-any constraint if and only if the constraint
is zero, or the link and the constraint have a
resource class in common."
REFERENCE
"Section 4.7 of RFC 3209."
DEFVAL { 0 }
::={ nplsFrrGeneral Constrai ntsentry 7 }

sFrrGeneral Constraintsincl All Affinity OBJECT- TYPE
SYNTAX Mol sTunnel Affinity
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indicates the include-all link constraint for the
detour LSP or bypass tunnel. A link satisfies the

i nclude-all constraint if and only if the |ink contains
all of the administrative groups specified in the
constraint."
REFERENCE
"Section 4.7 of RFC 3209."
DEFVAL { 0 }
::={ nplsFrrCGeneral Constrai ntsentry 8 }
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et al. St andards Track [ Page 21]



RFC 6445 MPLS Fast-Reroute M B November

npl

2

npl

nmp

Nadeau,

sFrr General Constrai nt sexcl AnyAffinity OBJECT- TYPE

SYNTAX Mpl sTunnel Affinity

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I ndi cates the exclude-any link constraint for the
detour LSP or bypass tunnel. A link satisfies the

exclude-any constraint if and only if the link contains
none of the administrative groups specified in the
constraint."
REFERENCE
"Section 4.7 of RFC 3209."
DEFVAL { 0 }
::={ nplsFrrCGeneral Constrai ntseEntry 9 }

sFrr General Constrai nt sHopLi mt OBJECT- TYPE

SYNTAX Unsi gned32( 0. . 255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunber of hops that the detour LSP or
bypass tunnel may traverse."
REFERENCE
"Section 4.1 of RFC 4090."
DEFVAL { 32 }
::={ nplsFrrCGeneral Constrai ntseEntry 10 }

sFrr Gener al Constr ai nt sBandw dt h OBJECT- TYPE

SYNTAX Mpl sBi t Rat e
UNI TS "Kilobits per second"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi mum bandwi dth specifically reserved for a detour
LSP or bypass tunnel, in units of thousands of bits

per second (kbps). Note that setting this value to O
i ndi cates best-effort treatnent."”

DEFVAL { 0}

::= { mpl sFrrGeneral Constrai ntsentry 11 }

sFrr General Constrai ntsSt orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this configuration entry.
Conceptual rows having the val ue ’permanent’
need not allow wite access to any col umar

2011
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objects in the row"
DEFVAL { volatile }
::={ nplsFrrCGeneral Constrai ntsentry 12 }

npl sFrr Gener al Const r ai nt sRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is used to create, nodify, and/or delete a row
inthis table. Wwen arowin this table is in active(1)
state, no objects in that row can be nodified
except npl sFrr General Constrai nt sRowSt at us and
npl sFrr Gener al Const r ai nt sSt or ageType. "

::= { nplsFrrCGeneral Constrai ntsentry 13 }

-- MPLS Fast-Reroute Tunnel Actual Route Hop table

npl sFrr Gener al Tunnel ARHopTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sFrr Gener al Tunnel ARHopEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table sparsely extends npl sTunnel ARHopTabl e defi ned
in the MPLS-TE-STD-M B nodul e with fast-reroute objects.
These objects specify the status of |ocal protection,
including availability and active use, on a per-hop basis,
of hops traversed by a protected tunnel."

::={ nplsFrrGeneral Qbjects 4 }

npl sFrr Gener al Tunnel ARHopEntry OBJECT- TYPE

SYNTAX Mpl sFrr Gener al Tunnel ARHopEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entry contains fast-reroute protection status of a
single protected tunnel hop."
| NDEX {
npl sTunnel ARHopLi st | ndex,
npl sTunnel ARHopl ndex

;.= { npl sFrrGeneral Tunnel ARHopTable 1 }

Mpl sFrr Gener al Tunnel ARHopEnt ry 1= SEQUENCE ({
npl sFrr Gener al Tunnel ARHopSessi onAttri but eFl ags BI TS,
npl sFrr Gener al Tunnel ARHopRROSubObj ect Fl ags BI TS
}
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npl sFrr Gener al Tunnel ARHopSessi onAttri but eFl ags OBJECT- TYPE
SYNTAX BI TS { arHopSessi onAttrFl agsUnsupported(0),
| ocal ProtectionDesired(1),
| abel Recor di ngDesi red(2),
sestyl eDesired(3),
bandwi dt hPr ot ecti onDesi red(4),
nodePr ot ect i onDesi red(5)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the desired values for the
associ at ed SESSI ON ATTRI BUTE flags. Note that since
this object is a BITS type, the bits may be set to
i ndi cate various desired comnbi nati ons of the
SESSI ON_ATTRI BUTE f I ags.

| f SESSI ON ATTRI BUTE fl ags are not supported, then this
obj ect contains the val ue of
ar HopSessi onAt t r Fl agsUnsupported(0)."
REFERENCE
"See Section 4.3 of RFC 4090 for SESSI ON ATTRI BUTE fl ags. "
::= { npl sFrrCGeneral Tunnel ARHopEntry 1 }

npl sFrr Gener al Tunnel ARHopRROSubOhj ect Fl ags OBJECT- TYPE
SYNTAX BI TS { ar HopRROSubObj ect Fl agsUnsupport ed(0),
| ocal ProtectionAvail abl e(1),
| ocal ProtectionlnUse(2),
bandwi dt hPr ot ecti on(3),
nodePr ot ecti on(4)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the flags that are currently
in use by the associated Record Route Object (RRO
sub- obj ect .

Note that since this object is a BITS type,
the bits may be set to indicate various conbi nations of
the fl ags.

If the RRO sub-object is not supported, then this object
contains the val ue of arHopRROSubOhj ect Fl agsUnsupported(0)."
REFERENCE
"Section 4.4 of RFC 4090."
::= { npl sFrrGeneral Tunnel ARHopEntry 2 }
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-- Notifications
-- Mbdul e Confornmance Statenment

npl sFrr Gener al Conpl i ances
OBJECT | DENTI FIER :: = {npl sFrrGeneral Conformance 1 }

npl sFrr Gener al Groups
OBJECT | DENTI FI ER :: = {npl sFrrCGeneral Conf ormance 2 }

npl sFrr Gener al Modul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenents for SNWP engines that support the
MPLS- FRR- GENERAL- STD- M B nodul e. "

MODULE F-M B -- The Interfaces Goup MB nmpodul e, RFC 2863.
MANDATORY- GROUPS {
i f General | nformati onG oup,
i f Count er Di sconti nuityG oup

}

MODULE MPLS-TE-STD-M B -- The MPLS Traffic Engineering
-- M B nodul e, RFC 3812
MANDATCORY- GROUPS {
npl sTunnel G- oup,
npl sTunnel Scal ar G oup

}

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sFrr Gener al Scal ar G- oup,
npl sFrr Gener al Tunnel ARHopG  oup,
npl sFrr Gener al Const r ai nt sG oup

}
OBJECT npl sFrr Gener al Const r ai nt sRowSt at us
SYNTAX Rowst atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON
"Support for createAndWait and not Ready is not required."

::= { nplsFrrCGeneral Conpliances 1 }

npl sFrr Gener al Modul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"Conpliance statenents for SNVP engines that support the
MPLS- FRR- GENERAL- STD- M B nodul e. "
MODUL E

MANDATORY- GROUPS {
npl sFrr Gener al Scal ar G- oup,
npl sFrr Gener al Tunnel ARHopGr oup,
npl sFrr Gener al Const rai nt sG oup

}
-- Scal ars
OBJECT npl sFrr Gener al Prot ecti onMet hod
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

-- npl sFrrGeneral Constrai ntsTabl e

OBJECT npl sFrr Gener al Const rai nt sSet upPri o
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT npl sFrr Gener al Const r ai nt sHol di ngPri o
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sFrr Gener al Constrai ntslncl AnyAffinity
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sFrrGeneral Constraintsincl All Affinity
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sFrr Gener al Const rai nt sexcl AnyAffinity
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT npl sFrr Gener al Const r ai nt sBandwi dt h
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sFrr Gener al Const rai nt sProtecti onType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sFrr Gener al Const r ai nt sHopLi m t
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT npl sFrr Gener al Const r ai nt sSt or ageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT npl sFrr Gener al Const r ai nt SRowst at us
SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only
DESCRI PTI ON

npl

npl

Nadeau,

"Wite access is not required."
::= { npl sFrrCGeneral Conpliances 2 }
Units of confornmance

sFrr General Scal ar G oup OBJECT- GROUP

OBJECTS {
npl sFrr Gener al | ngressTunnel | nst ances,
npl sFrr Gener al Prot ecti onMet hod

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to display general fast-reroute
i nformation."
::={ nplsFrrCeneral Goups 1}

sFrr General Constrai nt sG oup OBJECT- GROUP
OBJECTS {
npl sFrr Gener al Const rai nt sProtecti onType,
npl sFrr Gener al Const rai nt sSet upPri o,
npl sFrr Gener al Const r ai nt sHol di ngPri o,
npl sFrr Gener al Const rai nt sl ncl AnyAffinity,
npl sFrrGeneral Constraintsincl All Affinity,
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npl sFrr Gener al Const rai nt sexcl AnyAffinity,
npl sFrr Gener al Const rai nt sHopLi mt,

npl sFrr Gener al Const r ai nt sBandwi dt h,

npl sFrr Gener al Const r ai nt sSt or ageType,

npl sFrr Gener al Const r ai nt sSRowSt at us

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to configure fast-reroute
constraints at the ingress LSR of the tunnel that
requires fast-reroute service."
::= { nplsFrrCeneral Goups 2 }
npl sFrr Gener al Tunnel ARHopGr oup OBJECT- GROUP
OBJECTS {
npl sFrr Gener al Tunnel ARHopSessi onAttri but eFl ags,
npl sFrr Gener al Tunnel ARHopRROSubObj ect Fl ags
}
STATUS current
DESCRI PTI ON

" Cbj ect s t hat are required to present per-hop fast-reroute
protection status."
;.= { npl sFrrCGeneral Goups 3}

END

-- End of MPLS- FRR- GENERAL- STD-M B
6.2. MPLS- FRR- ONE2ONE- STD-M B Modul e Definitions

-- Start of MPLS- FRR- ONE2ONE- STD-M B

MPLS- FRR- ONE2ONE- STD-M B DEFINI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, ni b-2,
I nt eger 32, Gauge32

FROM SNWVPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
Tr ut hval ue

FROM SNVPv2- TC -- [ RFC2579]

Mpl sTunnel | ndex, Ml sTunnel | nst ancel ndex,
Mpl sLsridentifier

FROM MPLS- TC- STD-M B -- [ RFC3811]
I net Addr essType, | net Address
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FROM | NET- ADDRESS- M B -- [ RFC4001]

npl sFrr Gener al Scal ar G oup, npl sFrrGeneral Tunnel ARHopG oup,
npl sFrr Gener al Const rai nt sG oup

FROM MPLS- FRR- GENERAL- STD-M B

npl sFrrOne2OneM B MODULE- | DENTI TY
LAST- UPDATED

"201111030000Z" -- 03 Nov 2011 00: 00: 00 GMVI

ORGANI ZATI ON

"Ml tiprotocol Label Switching (MPLS) Working G oup”

CONTACT- | NFO

Riza Cetin
Email: riza.cetin@l catel. be

Thomas D. Nadeau
Emai | : t honas. nadeau@a. com

A S Kiran Koushi k
Emai | : kkoushi k@i sco. com

St ef aan De Cnodder
Enai | : St efaan. de_cnodder @l cat el . be

Der - Hwa Gan
Emai | : dhg@ uni per. net

DESCRI PTI ON

"Copyright (c) 2011 | ETF Trust and the persons

identified as authors of the code. Al rights
reserved.

Redi stri buti on and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section 4.c
of the I ETF Trust’s Legal Provisions Relating to

| ETF Docunents
(http://trustee.ietf.org/license-info).

This M B nodul e contains object definitions for the
MPLS Traffic Engi neering one-to-one backup nethod for
Fast Reroute as defined in RFC 4090."

-- Revision history.
REVI SI ON

Nadeau,

"201111030000Z" -- 03 Nov 2011 00:00: 00 Gwvr

2011
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DESCRI PTI ON
"Initial version. Published as RFC 6445."
c:={ nmb-2 203}

-- Top-level conponents of this MB nodul e
npl sFrrOne2OneChj ect s OBJECT | DENTI FI ER
o= { nmpl sFrrOne2neM B 1 }
npl sFrr One20neConf or mance OBJECT | DENTI FI ER
::={ nplsFrrOne2OneM B 2 }
-- Scal ar objects defined for the one-to-one style of FRR

npl sFrr 1 ncom ngDet our LSPs OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of detour LSPs entering the device."
o= { npl sFrrOne2nejects 1 }

npl sFrr Qut goi ngDet our LSPs OBJECT- TYPE
SYNTAX I nteger 32 (0..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of detour LSPs |eaving the device."
::={ npl sFrrOne2nej ects 2 }

npl sFrrOne20neDet our Ori gi nati ng OBJECT- TYPE
SYNTAX I nt eger 32(0..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of detour LSPs originating at this PLR"
.= { npl sFrrOne2nethj ects 3 }

npl sFrrActi vePr ot ect edLSPs OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of LSPs currently protected by
the FRR feature where this device acts as the PLR
for those LSPs."

::={ npl sFrrOne2nej ects 4 }
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-- One-to-One specific tables

-- Tables in this section pertain only to the one-to-one
-- style of FRR

-- MPLS Fast-Reroute Point of Local Repair table

npl sFrrOne20nePl r Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sFrrOne20nePl rEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table shows a |ist of protected TE tunnels with
the correspondi ng protecting tunnel, as well as the PLR
where the protecting tunnel that initiated the detour
LSPs traverses this node."

.= { npl sFrrOne2nethj ects 5 }

npl sFrrOne2OnePl rEntry OBJECT- TYPE
SYNTAX Mpl sFrrOne20nePl rEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

“"An entry in this table represents a protected tunnel LSP
together with its detour tunnel instance. An entry in
this table is only created by an SNMP engi ne as instructed
by an MPLS signaling protocol

The entries of this table are present in all LSRs on the
path of the detour LSP

The obj ects npl sFrrOne20nePl r Sender Addr Type and
npl sFrrOne20nePl r Sender Addr can be nodified after the row
is created.

The obj ects npl sFrrOne2OnePl r Tunnel | ndex,

npl sFrr One20nePl r Tunnel Det our | nst ance,

npl sFrrOne20nePl r Tunnel | ngr essLSRI d,

and npl sFrr One20nePl r Tunnel Egr essLSRI d have t he same

val ues as the objects npl sTunnel | ndex, npl sTunnel I nstance,
npl sTunnel I ngressLSRI d, and npl sTunnel EgressLSRI d of the
detour tunnel instance created in the nplsTunnel Tabl e
(MPLS- TE- STD-M B).

The entries in this table will be del eted when the

corresponding entries in the npl sTunnel Tabl e are del eted. ™
| NDEX { npl sFrr One20nePl r Tunnel | ndex, -- from MPLS-TE- STD-M B
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npl sFrrOne20nePl r Tunnel Det our | nst ance, -- npl sTunnel Tabl e
npl sFrrOne2OnePl r Tunnel | ngressLSRI d, -- Tunnel s nmust exi st
npl sFrrOne20nePl r Tunnel EgressLSRId, -- a priori

npl sFrrOne20nePlri d }

::={ npl sFrrOne20nePlrTable 1 }

Mol sFrrOne20nePl rEntry :: = SEQUENCE {

npl sFrrOne20nePl r Tunnel | ndex Mol sTunnel | ndex,

npl sFrr One20nePl r Tunnel Det our | nst ance Ml sTunnel | nst ancel ndex,
npl sFrr One20nePl r Tunnel | ngr essLSRI d Mol sLsrldentifier

}

mpl sFrr One2OnePl r Tunnel Egr essLSRI d Mol sLsrildentifier
mpl sFrr One2nePl rl d Mol sLsridentifier
npl sFrr One20nePl r Sender Addr Type | net Addr essType
npl sFrr One20nePl r Sender Addr | net Addr ess,

npl sFrr One20nePl r Avoi dNodeAddr Type | net Addr essType,
npl sFrr One20nePl r Avoi dNodeAddr | net Addr ess

npl sFrrOne2OnePl r Tunnel | ndex OBJECT- TYPE

nmp

nmp

Nadeau

SYNTAX Mpl sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies a tunnel between a pair of LSRs
fromthe npl sTunnel Entry."
c:={ mpl sFrrOne20nePlrEntry 1 }

sFrr One20nePl r Tunnel Det our | nst ance OBJECT- TYPE

SYNTAX

Mpl sTunnel I nst ancel ndex

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON
"Uniquely identifies a detour instance of a tunnel from
the mpl sTunnel Entry.

- lower 16 bits : protected tunnel instance
- higher 16 bits: detour instance"
c:={ mpl sFrrOne20nePlrEntry 2 }

sFrrOne20nePl r Tunnel | ngressLSRI d OBJECT- TYPE
SYNTAX Mol sLsridentifier

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The purpose of this object is to uniquely identify a

t unnel

within a network. Wen the MPLS signaling

protocol is rsvp(2), this object SHOULD contain the
sane val ue as the Extended Tunnel ID field in the

et al.
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SESSI ON obj ect. Wen the MPLS signaling protoco
is crldp(3), this object SHOULD contain the sane
value as the Ingress LSR Router ID field in the
LSPI D TLV obj ect.

This val ue represents the head-end of the protected
tunnel instance."

REFERENCE
"Section 4.7 of RFC 3209."

c:={ nplsFrrOne20nePlrEntry 3 }

npl sFrrOne20nePl r Tunnel Egr essLSRI d OBJECT- TYPE
SYNTAX Mol sLsrldentifier
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Specifies the egress LSR ID of the protected tunnel instance."
c:= { nplsFrrOne2OnePlrEntry 4 }

npl sFrrOne20nePl r1 d OBJECT- TYPE

SYNTAX Mpl sLsridentifier

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This value represents the PLR that has initiated a detour LSP
to protect a tunnel instance.
This value is signaled via the DETOUR object defined in
MPLS RSVP. "

REFERENCE
"Section 4.2 of RFC 4090."

o= { nplsFrrOne2nePlrEntry 5 }

npl sFrr One20nePl r Sender Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Denotes the address type of this detour instance’s sender
address. "

DEFVAL { ipvd }

= { nplsFrrOne2OnePlrEntry 6 }

npl sFrrOne20nePl r Sender Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
"The | P address of the PLR that has initiated the detour LSP.
The type of this address is determined by the value of the
npl sFrr One2OnePl r Sender Addr Type obj ect. ™"
c:={ npl sFrrOne20nePl rEntry 7 }

npl sFrr One20nePl r Avoi dNodeAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Denotes the address type of the node that this PLRtries to
avoid."
DEFVAL { ipvd }

c:= { nmpl sFrrOne20nePlrEntry 8 }

npl sFrr One20nePl r Avoi dNodeAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I P address of the node that this PLRtries to avoid.
The type of this address is determ ned by the value of the
npl sFrr One20nePl r Avoi dNodeAddr Type obj ect.

This value is signaled via the DETOUR object defined in
MPLS RSVP. "
REFERENCE
"Section 4.2 of RFC 4090."
= { nmplsFrrOne2OnePlrEntry 9 }

-- MPLS One-to-One Fast-Reroute Detour table

npl sFrr One20neDet our Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mpl sFrr One20neDet our Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table shows detour LSPs."
::= { npl sFrrOne2nenj ects 6 }

npl sFrr One20neDet our Entry OBJECT- TYPE
SYNTAX Mol sFrr One2OneDet our Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents a detour. An entry in this
table is only created by an SNMP engi ne as instructed by an
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MPLS si gnal i ng protocol."

| NDEX {
npl sFrrOne20nePl r Tunnel | ndex, -- from MPLS-TE-STD-M B
npl sFrr One20nePl r Tunnel Det our | nst ance, -- npl sTunnel Tabl e
npl sFrrOne2OnePl r Tunnel | ngressLSRI d, -- Tunnel s nmust exi st
npl sFrrOne20nePl r Tunnel Egr essLSRI d -- a priori

}
::= { npl sFrrOne2OneDet our Table 1 }

Mol sFrrOne2OneDet our Entry :: = SEQUENCE ({
npl sFrr One2OneDet our Acti ve Tr ut hVal ue,
npl sFrr One20neDet our Mer gedSt at us | NTEGER,
npl sFrr One20neDet our Mer gedDet our | nst Mpl sTunnel | nst ancel ndex
}
npl sFrr One20neDet our Acti ve OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cat es whether or not the main LSP has switched over to
this detour LSP.

If the value of this object is "true’, then it neans that

the main LSP has switched over to this detour LSP. O herw se,

it contains a value of ’'false’.

This is only relevant for detours originated by this node."
::= { npl sFrrOne2OneDetourEntry 1 }

npl sFrr One20neDet our Mer gedSt at us OBJECT- TYPE
SYNTAX | NTEGER { not Merged(1),
mer gedW t hPr ot ect edTunnel (2),
mer gedW t hDet our ( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This val ue represents whether or not this detour is merged.
This value is set to notMerged(1) if this detour is not
nmer ged.

This value is set to mergedWthProtectedTunnel (2) if
this detour is merged with the protected tunnel. This value
is mergedWthDetour(3) if this detour is nerged
wi th anot her detour protecting the sane tunnel."
::= { npl sFrrOne2OneDet ourEntry 2 }
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npl sFrr One20neDet our Mer gedDet our | nst OBJECT- TYPE

SYNTAX Mol sTunnel | nst ancel ndex
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This value represents the npl sTunnel | nstance of the detour
with which this detour is nerged. This object is only valid

when npl sFrr One20neDet our MergedStatus is set to
mer gedW t hDet our (3) .

- lower 16 bits : protected tunnel instance
- higher 16 bits: detour instance"
::= { npl sFrrOne2OneDetourEntry 3 }

-- Mbdul e Confornmance Statenment

npl sFrr One20neConpl i ances
OBJECT | DENTI FIER :: = {npl sFrrOne2OneConf ormance 1 }

npl sFrr One20neGr oups
OBJECT | DENTI FI ER :: = {npl sFrr One2OneConf or mance 2 }

npl sFrr One20neModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenents for SNWP engines that support the
MPLS- FRR- ONE2ONE- STD- M B nodul e. "

MODULE MPLS- FRR- GENERAL- STD-M B -- MPLS FRR Generic MB
MANDATCORY- GROUPS {
npl sFrr Gener al Scal ar G- oup,
npl sFrr Gener al Tunnel ARHopGr oup,
npl sFrr Gener al Const rai nt sG oup

}

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sFrr One2OneScal ar sG oup,
npl sFrr One20nePLRDet our G- oup,
npl sFrrOne20nePl r G oup

}
::= { npl sFrrOne2OneConpl i ances 1 }

npl sFrr One20neModul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenents for SNVP engi nes that support the
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MPLS- FRR- ONE2ONE- STD- M B nodul e.
MODULE
MANDATORY- GROUPS {
npl sFrr One2OneScal ar sG oup,
npl sFrr One20nePLRDet our G oup,
npl sFrrOne20nePl r G oup

}
-- npl sFrrOne20nePl r Tabl e

OBJECT npl sFrr One20nePl r Sender Addr Type
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT npl sFrrOne2OnePl r Sender Addr
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
::= { npl sFrrOne2OneConpl i ances 2 }

-- Units of conformance

sFrrOne2OneScal ar sG oup OBJECT- GROUP
OBJECTS {
npl sFrr 1 ncom ngDet our LSPs,
npl sFrr Qut goi ngDet our LSPs,
npl sFrr One2OneDet our Ori gi nati ng,
npl sFrr Acti vePr ot ect edLSPs

nmp

}
STATUS current
DESCRI PTI ON
"Cbjects that are required for general One-to-One PLR
i nformation."
c:={ npl sFrrOne2OneGroups 1 }

sFrr One20nePLRDet our G oup OBJECT- GROUP
OBJECTS {

npl sFrr One20neDet our Act i ve,

npl sFrr One2OneDet our Mer gedSt at us,

npl sFrr One20neDet our Mer gedDet our | nst

nmp

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to present the detour LSP
information at the detour ingress, transit, and egress
LSRs. "
.= { npl sFrrOne2neGroups 2 }
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npl sFrrOne20nePl r G oup OBJECT- GROUP
OBJECTS {
npl sFrr One2OnePl r Sender Addr Type,
npl sFrr One20nePl r Sender Addr
npl sFrr One20nePl r Avoi dNodeAddr Type,
npl sFrr One20nePl r Avoi dNodeAddr

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to represent the FRR
One-to-One PLR information.”
.= { npl sFrrOne2neGroups 3 }
END
-- End of MPLS- FRR- ONE2ONE- STD-M B
6.3. MLS FRR-FACILITY-STD-M B Modul e Definitions

-- Start of MPLS-FRR-FACILITY-STD-M B

MPLS- FRR- FACI LI TY-STD-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, ni b-2,
I nt eger 32,
NOTI FI CATI ON- TYPE, Gauge32
FROM SNWVPv2- SM -- [ RFC2578]

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOT1 FI CATI ON- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
Tr ut hval ue

FROM SN\WPv2- TC -- [ RFC2579]
| nt er f acel ndex

FROM | F-M B -- [ RFC2863]

Mol sTunnel I ndex, Ml sTunnel | nst ancel ndex,
Mol sLsridentifier, MlsBitRate

FROM MPLS- TC- STD-M B -- [ RFC3811]
npl sFrr Gener al Scal ar G oup, npl sFrrGeneral Tunnel ARHopG oup,
npl sFrr Gener al Const r ai nt sG oup

FROM MPLS- FRR- GENERAL- STD- M B

sFrrFacilityM B MODULE-| DENTI TY
LAST- UPDATED
"201111030000Z" -- 03 Nov 2011 00: 00: 00 GVIr
ORGANI ZATI ON
"Mul tiprotocol Label Switching (MPLS) Wbrking G oup"”

El

Nadeau, et al. St andards Track [ Page 38]



RFC 6445

MPLS Fast-Reroute M B November 2011

CONTACT- I NFO

Ri za Cetin
Email: riza.cetin@lcatel. be

Thomas D. Nadeau
Emai | : t honas. nadeau@a. com

A S Kiran Koushi k
Emai | : kkoushi k@i sco. com

St efaan De Cnodder
Enai | : St efaan. de_cnodder @l cat el . be

Der - Hva Gan
Emai | : dhg@ uni per. net

DESCRI PTI ON

"Copyright (c) 2011 | ETF Trust and the persons
identified as authors of the code. Al rights
reserved.

Redi stri buti on and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinmplified BSD License set forth in Section 4.c
of the I ETF Trust’'s Legal Provisions Relating to

| ETF Docunents
(http://trustee.ietf.org/license-info).

This M B nodul e contains object definitions for the
MPLS Traffic Engineering facility backup method for
Fast Reroute as defined in RFC 4090."

-- Revision history.
REVI SI ON

"201111030000Z" -- 03 Nov 2011 00:00: 00 GvIr

DESCRI PTI ON

"Initial version. Published as RFC 6445."
={ mhb-2 204 }

-- Top-level conponents of this MB nodul e

npl sFrrFacilityNotifications OBJECT | DENTI FI ER

npl sFrrFacilityQbjects OBJECT | DENTI FI ER

Nadeau,

et al. St andards Track

{ mpl sFrrFacilityMB 0 }

{ mplsFrrFacilityMB 1 }
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npl

npl

2

2

nmp

Nadeau,

sFrrFacilityConformance OBJECT | DENTI FI ER
c:={ mplsFrrFacilityMB 2 }

Scal ar objects defined for the facility backup style of FRR

sFrrConfiguredlnterfaces OBJECT- TYPE

SYNTAX I nt eger 32(0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates the nunber of MPLS interfaces configured for
protection.”
DEFVAL { 0 }
o= { nplsFrrFacilityCbjects 1}

sFrrActivel nterfaces OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of interfaces currently being
protected. This value MJST be | ess than or equa
to npl sFrrConfiguredlnterfaces.”

DEFVAL { 0 }
c:={ nplsFrrFacilityCbjects 2 }

sFrr Confi guredBypassTunnel s OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of bypass tunnels configured to
protect TE tunnels on this LSR"
DEFVAL { 0 }
c:={ nplsFrrFacilityQbjects 3}

sFrrActiveBypassTunnel s OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of bypass tunnels indicated in
npl sFrr Confi gur edBypassTunnel s whose oper St at us
is up(l), indicating that they are currently protecting
TE tunnels on this LSR "
DEFVAL { 0 }
c:={ nmplsFrrFacilityCbjects 4 }

2011
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npl

nmp

sFrrFacilityNotificationsEnabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Enabl es or disables FRR notifications defined in this
M B nmodule. Notifications are disabled by default.

This object is needed to control the notifications
emtted by this inplementation.”

DEFVAL { false }

c:={ nmplsFrrFacilityCbjects 5 }

sFrrFacilityNotificati onsMaxRate OBJECT- TYPE

SYNTAX Gauge32
UNI TS "Notifications per Second"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This variable indicates the maxi mum nunber of
notifications issued per second. |If events occur

nore rapidly, the inmplenentation may sinply fail to

emit these notifications during that period, or may
gqueue themuntil an appropriate tinme. |In case the

i mpl enent ati on chooses to drop the events during
throttling instead of queuing themto be sent at a | ater
time, it is assumed that there will be no indication
that events are being thrown away.

A value of 0 neans no throttling is applied and

events nay be generated at the rate at which they occur."
DEFVAL {0}
c:={ nplsFrrFacilityCbjects 6 }

Facility-based FRR-specific tables

Tables in this section pertain only to the facility-based
style of FRR

npl sFrrFaci |l ityDBTabl e OBJECT- TYPE

Nadeau,

SYNTAX SEQUENCE OF Ml sFrrFacilityDBEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The mpl sFrrFacilityDBTabl e provides information about the
fast-reroute database. Each entry belongs to a protected

et al. St andards Track [ Page
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i nterface, protecting backup tunnel, and protected tunnel
MPLS interfaces defined on this node are protected by
backup tunnels and are indicated by the index

npl skFrrFacilityProtectedlfindex. |If the interface index is
set to 0, this indicates that the remaining i ndexes apply
to all configured protected interfaces.

Note that all objects in this table are read-only, and
if new objects are added to this table, they should al so
be read-only.

It is recormended that iflndex persistence be enabl ed
across re-initializations.

If persistence is not inplenmented, then the val ue of

npl skFrrFacilityProtectedlflindex in this

tabl e cannot be guaranteed across restarts and all entries
in this table MUST NOT be persistent, or the val ues of

npl sFrrFacilityProtectedl flndex MJST be reconstructed

on restart.

It is recormended that entries in this table be persistent
across reboots.

The protecting tunnel is indicated by the

i ndex npl sFrrFacilityProtectingTunnel | ndex and
represents a valid nplsTunnel Entry. Note that the tunne
i nstance index of the protecting tunnel may be set to O,
whi ch indicates the tunnel head interface for the
protecting tunnel, as per RFC 3812, but it may al so be
defined using the foll owi ng semanti cs:

- lower 16 bits : protected tunnel instance
- higher 16 bits: nust be all zeros"
{ mplsFrrFacilityohjects 7 }

npl sFrrFacilityDBEntry OBJECT- TYPE

SYNTAX Mol sFrrFacilityDBEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Nadeau,

"An entry in the nplsFrrFacilityDBTable represents a single

protected LSP, protected by a backup tunnel on a

specific protected interface, or if the interface

index is set to 0, on all interfaces. Note that for
brevity, managers should consult the npl sTunnel Tabl e
present in the MPLS-TE-STD-M B nodul e for

addi tional information about the protecting and protected
tunnels, and the ifEntry in the IF-M B nodul e
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Mo

nmp

nmp

Nadeau,

for the protected interface."

| NDEX {
npl sFrrFacilityProtectedlflndex, -- protected iflndex
npl sFrrFacilityProtectingTunnel I ndex, -- protecting TE tun
npl sFrrFaci |l ityBackupTunnel | ndex, -- protected TE tun
npl sFrrFaci |l ityBackupTunnel | nstance, -- LSP

npl sFrrFacilityBackupTunnel | ngressLSRI d,
npl sFrrFacilityBackupTunnel EgressLSRI d }
::={ mplsFrrFacilityDBTable 1 }

sFrrFacilityDBEntry ::= SEQUENCE ({

npl sFrrFacilityProtectedlflndex I nt erfacel ndex,

npl sFrrFacilityProtectingTunnel | ndex Mol sTunnel | ndex,

npl sFrrFacilityBackupTunnel | ndex Mol sTunnel | ndex,

npl sFrrFacilityBackupTunnel | nstance Mol sTunnel | nst ancel ndex,

npl sFrrFacilityBackupTunnel | ngressLSRId Ml sLsrldentifier
npl sFrrFaci |l ityBackupTunnel Egr essLSRI d Mol sLsridentifier
npl sFrrFaci | it yDBNunPr ot ecti ngTunnel Onl f Gauge32,

npl sFrrFaci |l ityDBNunProt ect edLspOnl f Gauge32

npl sFrrFaci |l ityDBNunProt ect edTunnel s Gauge32,

npl sFrrFacilityDBProtecti ngTunnel Status | NTEGER

npl sFrrFacilityDBProtecti ngTunnel ResvBw Ml sBit Rate

sFrrFacilityProtectedl fl ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Uniquely identifies the interface configured for FRR
protection. |If this object is set to 0, this indicates
that the renaining indexing conbinations for this row
apply to all interfaces on this device for which

the FRR feature can operate."
::={ nplsFrrFacilityDBEntry 1 }

sFrrFacilityProtectingTunnel | ndex OBJECT- TYPE

SYNTAX Mpl sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies the nplsTunnel Entry primary index for

the tunnel head interface designated to protect the

interface as specified in the nplsFrrFacilityProtectedl flndex
(and all of the tunnels using this interface). Note

that the correspondi ng npl sTunnel | nstance MUST BE

0 as per the indexing convention stipulated."”
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REFERENCE
"Section 6.1 of RFC 3812."
::={ mplsFrrFacilityDBEntry 2 }

npl sFrrFaci |l ityBackupTunnel | ndex OBJECT- TYPE

SYNTAX Mol sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies the nplsTunnel Entry primary index for
the TE tunnel LSP being protected on the
interface as specified by nplsFrrFacilityProtectedlflndex."
::={ nplsFrrFacilityDBEntry 3 }

npl sFrrFacilityBackupTunnel | nstance OBJECT- TYPE
SYNTAX Mpl sTunnel | nst ancel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies the nplsTunnel Entry secondary i ndex
for the TE tunnel LSP being protected on the
interface as specified by nplsFrrFacilityProtectedlflndex."
c:={ nplsFrrFacilityDBEntry 4 }

npl sFrrFacilityBackupTunnel | ngressLSRI d OBJECT- TYPE
SYNTAX Mpl sLsridentifier
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies the nplsTunnel Entry third index
for the TE tunnel LSP being protected on the
interface as specified by nplsFrrFacilityProtectedlflndex."
REFERENCE
"Section 6.1 of RFC 3812."
:={ nmplsFrrFacilityDBEntry 5 }

npl sFrrFacilityBackupTunnel EgressLSRId OBJECT- TYPE
SYNTAX Mpl sLsridentifier
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies the nplsTunnel Entry fourth index

for the TE tunnel LSP being protected on the

interface as specified by nplsFrrFacilityProtectedlflndex."
::={ mplsFrrFacilityDBEntry 6 }
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npl sFrrFaci |l it yDBNunProtecti ngTunnel Onl f OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of backup tunnels protecting the
interface specified by nplsFrrFacilityProtectedlflndex."
::={ mplsFrrFacilityDBEntry 7 }

npl sFrrFaci |l ityDBNunProt ect edLspOnl f OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of LSPs currently being protected on
the interface specified by
npl sFrrFacilityProtectedl flndex."
::={ nmplsFrrFacilityDBEntry 8 }

npl sFrrFaci |l ityDBNunProt ect edTunnel s OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tunnels protected on the interface
specified by npl sFrrFacilityProtectedl flndex."
::={ mplsFrrFacilityDBEntry 9 }

npl sFrrFaci |l ityDBProtecti ngTunnel St atus OBJECT- TYPE

SYNTAX | NTEGER {

active(l),

ready(2),

partial (3)

}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the state of the protecting tunnel as
speci fied by npl sFrrFacilityProtectingTunnel | ndex.

active - This tunnel’s |abel has been placed in the
LFIB and is ready to be applied to i ncom ng
packets.

r eady - This tunnel’s | abel entry has been created but
is not yet in the LFIB.

partial - This tunnel’s |abel entry has not been fully
created.”

::={ nplsFrrFacilityDBEntry 10 }
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npl sFrrFaci |l ityDBProtecti ngTunnel ResvBw OBJECT- TYPE

SYNTAX Mol sBi t Rat e

UNI TS "Kkilobits per second"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Specifies the anmobunt of bandwidth in units

of "1,000 bits per second’, actually reserved by

the protecting tunnel for facility backup purposes.
This value is repeated here fromthe MPLS-TE-STD-M B
nodul e because the tunnel entry will reveal the

bandwi dth reserved by the signaling protocol, which is
typically 0 for backup tunnels so as to not over-book
bandwi dth. However, internal reservations are
typically made on the PLR thus, this value should be
reveal ed here, as it is often different from

npl sTunnel Resour ceMeanRate found in the MPLS-TE- STD-M B
nmodul e. "

c:={ nplsFrrFacilityDBEntry 11 }

-- Notifications
npl sFrrFacilitylnitial BackupTunnel | nvoked NOTI FI CATI ON- TYPE
OBJECTS { npl sFrrFacilityDBNunProtecti ngTunnel Onlf,
npl sFrrFaci | i t yDBNunPr ot ect edLspOnl f,
npl sFrrFaci |l i t yDBNunPr ot ect edTunnel s,
npl sFrrFaci |l ityDBProtecti ngTunnel St at us,
npl sFrrFaci |l ityDBProtecti ngTunnel ResvBw

}
STATUS current
DESCRI PTI ON
"This notification is generated when a tunnel running over an
interface as specified in the nplsFrrConstraintsTable is
initially protected by the backup tunnel also specified in the
npl sFrrConstrai ntsTable. 1In sone inplenentations, there nmay
be a difference between when the control plane triggers
this notification and when the hardware is programed to
utilize the protection path. Due to the urgency of this
operation, it is acceptable for the control plane to
issue this notification either before or after it programs
the hardware. |In cases where it is the latter approach
the notification MIST be sent immediately after the
dat a pl ane has been altered.

This notification should not be generated for each subsequent
tunnel that is backed up by the FRR feature on this LSR, as
this may result in potential scaling issues with regard to
LSR performance and network | oad. Note also that
notifications MJST be generated in accordance with the
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npl sFrrNotificati onsMaxRate."
::={ nplsFrrFacilityNotifications 1 }

npl sFrrFaci |l it yFi nal Tunnel Rest ored NOTI FI CATI ON- TYPE
OBJECTS { npl sFrrFacilityDBNunProtecti ngTunnel Onlf,
npl sFrrFaci |l it yDBNunPr ot ect edLspOnl f,
npl sFrrFaci |l i t yDBNunPr ot ect edTunnel s,
npl sFrrFaci |l ityDBProtectingTunnel St at us,
npl sFrrFaci |l ityDBProtecti ngTunnel ResvBw

}

STATUS current

DESCRI PTI ON
"This notification is generated when the final tunnel that is
bei ng protected by a backup tunnel as specified in the
npl sFrrConstraintsTable is restored to normal operation. This
notification should not be generated for each restored tunnel,
as this may result in potential scaling issues with regard to
LSR performance and network | oad. Note al so that
notifications MJST be generated in accordance with the
npl sFrrNotificati onsMaxRate."

::={ nplsFrrFacilityNotifications 2 }

-- Mbdul e Conformance St atenment

npl sFrrFacilityConpliances
OBJECT I DENTIFIER ::= {npl sFrrFacilityConformance 1 }

npl sFrrFacilityG oups
OBJECT I DENTIFIER ::= {npl sFrrFacilityConfornance 2 }

npl sFrrFaci |l ityMdul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenents for SNMP engi nes that support the
MPLS- FRR- FACI LI TY- STD-M B nodul e. "

MODULE MPLS- FRR- GENERAL- STD-M B -- MPLS FRR Generic M B
MANDATCORY- GROUPS {
npl sFrr Gener al Scal ar G oup,
npl sFrr Gener al Tunnel ARHopG  oup,
npl sFrr Gener al Const rai nt sG oup

}

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sFrrFacilityScal ar G oup,
npl sFrrFaci |l ityDBG oup,
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npl sFrrFacilityNotificati onsG oup
}

::={ nplsFrrFacilityConpliances 1 }

npl sFrrFaci |l ityMdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenents for SNWP engines that support the
MPLS- FRR- FACI LI TY- STD-M B nodul e. "

MODULE MPLS- FRR- GENERAL- STD-M B -- MPLS FRR Generic M B
MANDATORY- GROUPS {
npl sFrr Gener al Scal ar G- oup,
npl sFrr Gener al Tunnel ARHopG  oup,
npl sFrr Gener al Const r ai nt sG oup

}

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sFrrFacilityScal ar G oup,
npl sFrrFaci |l it yDBG oup,
npl sFrrFacilityNotificati onsG oup

}
::={ nplsFrrFacilityConpliances 2 }
-- Units of conformance

npl sFrrFacilityScal ar G oup OBJECT- GROUP
OBJECTS { npl sFrrConfi guredl nterfaces,
npl sFrrActivel nterfaces,
npl sFrr Confi gur edBypassTunnel s,
npl sFrr Acti veBypassTunnel s,
npl sFrrFacilityNotificati onsEnabl ed,
npl sFrrFacilityNotificati onsMaxRate

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to represent the FRR
Facility Route Database information."
c:={ nplsFrrFacilityGoups 1}

npl sFrrFacilityDBG oup OBJECT- GROUP
OBJECTS { npl sFrrFacilityDBNunProtecti ngTunnel Onl f,
npl sFrrFaci | i t yDBNunPr ot ect edLspOnl f,
npl sFrrFaci | i t yDBNunPr ot ect edTunnel s,
npl sFrrFaci |l it yDBProtecti ngTunnel St at us,
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npl sFrrFaci |l ityDBProtectingTunnel ResvBw

}
STATUS current
DESCRI PTI ON
"Cbjects that are required to represent the FRR
Facility Route Database information."
c:={ nplsFrrFacilityGoups 2 }

npl sFrrFacilityNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { npl sFrrFacilitylnitial BackupTunnel | nvoked,
npl sFrrFaci |l i t yFi nal Tunnel Rest or ed
}
STATUS current
DESCRI PTI ON
"Cbjects that are required to represent FRR notifications."
c:={ nplsFrrFacilityGoups 3 }

END
-- End of MPLS-FRR-FACILITY-STD-M B
7. Security Considerations

It is clear that these MB nodul es are potentially useful for the
noni toring of MPLS LSRs supporting fast reroute. These M B nobdul es
can al so be used for configuration of certain objects; note that
anyt hing that can be configured can be incorrectly configured, with
potentially disastrous results.

There are a nunber of nanagenent objects defined in these M B nodul es
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o The npl sFrrCeneral ConstraintsTabl e
(rpl sFrr Gener al Const rai nt sProt ecti onType,
npl sFrr Gener al Constrai ntsSetupPrio, etc.), and sone objects in the
npl sFrr Scal ar Group (npl sFrr Gener al Prot ecti onMet hod
npl sFrrFacilityNotificationsEnabl ed, etc.) contain objects that
may be used to provision MPLS fast-reroute features. Unauthorized
access to these objects could result in disruption of traffic on
t he network.
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Sone of the readabl e objects in these MB nodules (i.e., objects with
a MAX- ACCESS ot her than not-accessible) my be considered sensitive
or vulnerable in some network environments. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o The npl sFrrOne20nePl r Tabl e (npl sFrrOne20nePl r Sender Addr
npl sFrr One20nePl r Avoi dNodeAddr, etc.), npl sFrrOne20neDet our Tabl e
(mpl sFrr One20neDet our Act i ve, npl sFrrOne20neDet our Mer gedDet our | nst
etc.), and mpl sFrrGeneral Tunnel ARHopTabl e
(mpl sFrr Gener al Tunnel ARHopSessi onAttri but eFl ags,
npl sFrr Gener al Tunnel ARHopRROSubOhj ect Fl ags, etc.), and sone
obj ects contained in the npl skFrrScal ar G oup
(mpl sFrrGeneral Protecti onMet hod, npl sFrrActivelnterfaces, etc.),
collectively show the MPLS fast-reroute interfaces, tunnels, and
ot her associated fast-reroute feature configurations as well as
their linkages to other MPLS-rel ated configuration and/or
performance statistics. Administrators not wi shing to reveal this
i nformati on shoul d consi der these objects sensitive/vul nerable and
take precautions so they are not reveal ed.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in these M B nodul es.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an

i nstance of these MB nodules is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

8. | ANA Consi derations

The M B nmodul es in this docunment use the | ANA-assi gned OBJECT
| DENTI FI ER val ues recorded in the SM Nunbers registry.

Nadeau, et al. St andards Track [ Page 50]



RFC 6445 MPLS Fast-Reroute M B November 2011

8.

8.

8.

10.

10.

| ANA Consi derations for MPLS-FRR- GENERAL- STD-M B

| ANA has assigned { mib-2 202 } to the MPLS- FRR- CENERAL- STD- M B
nodul e specified in this document.

| ANA Consi derations for MPLS-FRR- ONE2ONE- STD-M B

| ANA has assigned { mib-2 203 } to the MPLS- FRR- ONE2ONE- STD- M B
nodul e specified in this docunent.

| ANA Consi derations for MPLS-FRR-FACI LI TY-STD-M B

| ANA has assigned { mb-2 204 } to the MPLS-FRR-FACI LI TY-STD-M B
nodul e specified in this docunent.
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