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Abst r act

Label Switched Path Ping (LSP ping) is an existing and w dely

depl oyed Operations, Adm nistration, and Mii ntenance (OAM nechani sm
for Multi-Protocol Label Switching (MPLS) Label Switched Paths
(LSPs). This docunent describes extensions to LSP ping so that LSP
pi ng can be used for on-demand connectivity verification of MPLS
Transport Profile (MPLS-TP) LSPs and pseudowi res. This docunment also
clarifies procedures to be used for processing the related OAM
packets. Further, it describes procedures for using LSP ping to
perform connectivity verification and route tracing functions in
MPLS- TP networks. Finally, this docunment updates RFC 4379 by adding
a new address type and creating an | ANA registry.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6426
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1. Introduction

Label Switched Path Ping (LSP ping) [ RFC4379] is an Operations,

Admi ni stration, and Mai ntenance (OAM nechani sm for Milti-Protocol
Label Switching (MPLS) Label Switched Paths (LSPs). This docunent
describes extensions to LSP ping so that LSP ping can be used for
on-demand nonitoring of MPLS Transport Profile (MPLS-TP) LSPs and
pseudowires. It also clarifies the procedures to be used for
processing the rel ated OAM packets. This docunent describes how LSP
pi ng can be used for on-denand connectivity verification (Section 3)
and route tracing (Section 4) functions required in [ RFC5860] and
specified in [ RFC6371].

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

There is considerable opportunity for confusion in use of the terns
"on-demand connectivity verification" (CV), "on-demand route tracing"
and "LSP ping." In this docunent, we try to use the terns
consistently as foll ows:

0 LSP ping: refers to the mechanism- particularly as defined and
used in referenced materi al
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0 On-denmand CV: refers to on-demand connectivity verification and --

where both apply equally -- on-demand route tracing, as
i mpl enented using the LSP pi ng nechani sm extended for support of
MPLS- TP

0 On-denmand route tracing: used in those cases where the LSP ping
nechani sm (as extended) is used exclusively for route tracing.

Fromt he perspective of on-demand CV and route tracing, we use the
concepts of "Requester"” and "Responder" as foll ows:

o Requester: Oiginator of an OAM Request nessage,
0 Responder: Entity responding to an OAM Request nessage.

Since, in this docunment, all messages are assuned to be carried in an
LSP, all Request nmessages would be injected at the ingress to an LSP
A Responder might or mght not be at the egress of this sanme LSP,
given that it could receive Request nessages as a result of tine-to-
l[ive (TTL) expiry. If a Reply is to be delivered via a reverse-path
LSP, the message woul d again be inserted at the ingress of that LSP

1.2. On-Demand CV for MPLS-TP LSPs Using | P Encapsul ation

LSP ping requires | P addressing on respondi ng Label Swi tching Routers
(LSRs) for perform ng OAM on MPLS-signal ed LSPs and pseudowires. In
particular, in these cases, LSP ping packets generated by a Requester
are encapsul ated in an | P/ UDP header with the destination address
fromthe 127/8 range and then encapsul ated in the MPLS | abel stack

([ RFC4379] , [RFC5884]). A Responder uses the presence of the 127/8
destination address to identify OAM packets and relies further on the
UDP port nunber to determ ne whether the packet is an LSP ping
packet. It is to be noted that this determni nati on does not require

| P forwardi ng capabilities. It requires the presence of an |IP host
stack, which enables responding LSRs to process packets with a
destinati on address fromthe 127/8 range. [RFCl122] all ocates the
127/ 8 range as "Internal host |oopback address" and [ RFC1812] states
that "a router SHOULD NOT forward, except over a |oopback interface,
any packet that has a destination address on network 127"

1.3. On-Demand CV for MPLS-TP LSPs Using Non-IP Encapsul ation

In certain MPLS-TP depl oynent scenarios, |P addressing m ght not be
avai | abl e or use sonme form of non-1P encapsul ati on m ght be preferred
for on-demand CV, route tracing, and BFD packets. |In such scenarios,
on-demand CV and/or route tracing SHOULD be run without IP

addr essi ng, using the Associ ated Channel (ACH) channel type specified
in Section 3.
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Section 3.3 and Section 4.2 describe the theory of operation for
perform ng on-demand CV over MPLS-TP LSPs with any non-1P
encapsul ati on.

2. LSP Ping Extensions
2.1. New Address Type for Downstream Mappi ng TLV

[ RFC4379] defines the Downstream Mappi ng (DSMAP) TLV. [ RFC6424]
further defines the Downstream Detail ed Mappi ng (DDVMAP) TLV. This
docunent defines the follow ng new address type, which MAY be used in
any DSVAP or DDVAP TLV included in an on-demand CV nessage

Type # Addr ess Type K Cctets

Figure 1. New Downstream Mappi ng Address Type

The new address type indicates that no address is present in the
DSMAP or DDVAP TLV. However, |IF_Numinformation (see definition of
"IF_Num' in [RFC6370]) for both ingress and egress interfaces, as
well as Multipath Information, is included in the format and MAY be
present.

| F_Num val ues of zero indicate that no I|F_Numapplies in the field in
whi ch this val ue appears.

The Multipath Type SHOULD be set to zero (no multipath) when using
this address type.

When this address type is used, on receipt of an LSP ping echo
request, interface verification MJST be bypassed. Thus, the

recei ving node SHOULD only perform MPLS | abel control -pl ane/

dat a- pl ane consi stency checks. Note that these consistency checks
i ncl ude checking the included identifier informtion.

The new address type is also applicable to the Detail ed Downstream
Mappi ng (DDVAP) TLV defined in [ RFC6424].

2.1.1. DSNVAP/ DDVAP Non-1 P Address I nformation

If the DSMAP (or DDMAP) TLV is included when sendi ng on-denand CV
packets using ACH, without |IP encapsulation, the follow ng

i nformati on MJST be included in any DSMAP or DDMAP TLV that is
included in the packet. This information forms the address portion
of the DSMAP TLV (as defined in [RFC4379]) or DDVAP TLV (as defined
in [ RFC6424] using one of the address information fields defined in
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[ RFC4379] and extended to include non-IP identifier types in this
docunent) .

0 1 2 3

012345678901234567890123456789¢01
B T s i I S e i S i i S S e S
| Mru | Address Type | DS Fl ags |
s S S i I S R R e h T Tk e S S S o T S
| Ingress I F_Num (4 octets) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Egress IF_Num (4 octets) |
B T s i I S e i S i i S S e S
| Multipath Type| Depth Limt | Mul tipath Length |
s S S i I S R R e h T Tk e S S S o T S

Figure 2: New DSMAP/ DDVAP Addr ess For mat
Address Type will be 5 (as shown in Section 2.1 above).

Ingress IF_Numidentifies the ingress interface on the target node.
A value of zero indicates that the interface is not part of the
identifier.

Egress |F_ Numidentifies the egress interface on the target node. A
val ue of zero indicates that the interface is not part of the
identifier.

The Multipath Type SHOULD be set to zero (no multipath) when using
this address type.

Including this TLV, with one or the other IF_Num (but not both) set
to a non-zero value, in a request nessage that also includes a
Destination ldentifier TLV (as described in Section 2.2), is
sufficient to identify the "per-interface” MP in Section 7.3 of

[ RFC6370] .

Inclusion of this TLV with both IF_ Numfields set to zero would be
interpreted as specifying neither an ingress, nor an egress,
interface. Note that this is the sane as not including the TLV,
hence, including this TLV with both I F_Num val ues set to zero is NOT
RECOVMVENDED.

Including this TLV with both IF NUMfields set to a non-zero val ue

will result in the responder sending a Return Code of 5 ("Downstream
Mapping Ms-match") if either IF_Numis incorrect for this LSP or PW
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2.2. Sourcel/Destination ldentifier TLV
2.2.1. Source/Destination ldentifier TLV For mat

The format for the identifier TLV is the sane for both Source and
Destination Identifier TLVs (only the type is different). The format
is as specified in the figure bel ow

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Length = 8

e i S i e e o S N R SR S
| Gobal _ID (4 Cctets)

Lk s e T e b i i i S N R
| Node ID (4 Cctets)

B s i S i I i S S S i i

Figure 3: New Source/Destination Identifier Format

Type will be one of either 13 or 14, depending on whether the TLV in
guestion is a Source or Destination ldentifier TLV.

G obal IDis as defined in [ RFC6370].
Node_ID is as defined in [ RFC6370].
2.2.2. Source ldentifier TLV

When sendi ng on-demand CV packets using ACH, without IP
encapsul ati on, there MAY be a need to identify the source of the
packet. This source identifier (Source ID) will be specified via the
Source ldentifier TLV, using the Identifier TLV defined in

Section 2.2.1, containing the information specified above.

An on-demand CV packet MJUST NOT include nore than one Source
Identifier TLV. The Source ldentifier TLV MJST specify the
identifier of the originator of the packet. |f nobre than one such
TLV is present in an on-demand CV request packet, then error 1

(Mal forned echo request received; see Section 3.1 of [RFC4379]) MUST
be returned, if it is possible to unambiguously identify the source
of the packet.
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2.2.3. Destination Identifier TLV

When sendi ng on-demand CV packets using ACH, without IP
encapsul ati on, there MAY be a need to identify the destination of the
packet. This destination identifier (Destination ID) wll be
specified via the Destination Identifier TLV, using the Identifier
TLV defined in Section 2.2.1, containing the information specified
above.

An on-denmand CV packet MJST NOT include nore than one Destination
Identifier TLV. The Destination ldentifier TLV MJST specify the
destination node for the packet. |If nore than 1 such TLV is present
in an on-demand CV Request packet, then error 1 (Ml forned echo
request received; see Section 3.1 of [RFC4379]) MJST be returned, if
it is possible to unanbiguously identify the source of the packet.

2.3. ldentifying Statically Provisioned LSPs and PW

[ RFC4379] specifies how an MPLS LSP under test is identified in an
echo request. A Target FEC Stack TLV is used to identify the LSP
In order to identify a statically provisioned LSP and PW new target
FEC Stack sub-TLVs are being defined. The new sub-TLVs are assi gnhed
sub-type identifiers as follows and are described in the foll ow ng

secti ons.
Type # Sub- Type # Length Val ue Field
1 22 24 Static LSP
1 23 32 Static Pseudow re

Figure 4. New Target FEC Sub- Types
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2.3.1. Static LSP Sub-TLV

The format of the Static LSP sub-TLV value field is specified in the
following figure. The value fields are taken fromthe definitions in
[ RFC6370] .

0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S

| Source d obal ID

B s i S i I i S S S i i
| Source Node ID

i L S i I S i I S it S i
| Sour ce Tunnel Nunber | LSP Number |
I I T S i i it S S S it S
| Destination dobal 1D

B s i S i I i S S S i i
| Destination Node ID

i L S i I S i I S it S i
| Destination Tunnel Nunber | Must be Zero
I I T S i i it S S S it S

Figure 5: Static LSP FEC Sub-TLV

The Source G obal I D and Destination G obal 1D MAY be set to zero.
When set to zero, the field is not applicable.
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2.3.2. Static Pseudow re Sub-TLV

The format of the Static PWsub-TLV value field is specified in the
foll owi ng figure.

0 1 2 3
01234567890123456789012345678901
S I T S T S SR

+

Service ldentifier L

-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
Source d obal ID

B N e i i T R et o s S

Source Node ID |

B e i s o ST S o S i S S S i aTuits SIS S R S S

Source AC- 1D |

B T i S ks a ai  E

Destination dobal ID |

B N e i i T R et o s S
Destination Node ID

B e i s o ST S o S i S S S i aTuits SIS S R S S

Destination AC-ID |

B T i S ks a ai  E

i e i Tt Sl S S S

Figure 6: Static PWFEC Sub-TLV

The Service ldentifier is a 64-bit unsigned integer that is included

inthe first two words, as shown. The Service ldentifier identifies

the service associated with the transport path under test. The val ue
MAY, for exanple, be an Attachment Group Identifier (Ad), type 0x01,
as defined in [ RFC4446] .

The Source d obal ID and Destination dobal I D MAY be set to zero.
VWen either of these fields is set to zero, the correspondi ng d oba
IDis not applicable. This mght be done in a scenario where |oca
scope is sufficient for uniquely identifying services.

The G obal 1D and Node ID fields are defined in [RFC6370]. The ACID
fields are defined in [ RFC5003].

3. Performng On-Denand CV over MPLS-TP LSPs

This section specifies how on-demand CV can be used in the context of
MPLS-TP LSPs. The on-denmand CV function nmeets the on-denand
connectivity verification requirenents specified in [ RFC5860],
Section 2.2.3. This function SHOULD NOT be performed except in the
on-demand node. This function SHOULD be performed between
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Mai nt enance Entity Group End Points (MEPs) and Maintenance Entity
Group Internediate Points (MPs) of PW and LSPs, and between End
Poi nts of PWs, LSPs, and Sections. In order for the on-demand CV
packet to be processed at the desired MP, the TTL of the MPLS | abe
MJST be set such that it expires at the MP to be probed.

[ RFC5586] defines an ACH nechanismfor MPLS LSPs. The nmechanismis a
general i zation of the Associ ated Channel nechani smthat [RFC4385]
defined for use with pseudowires. As a result, it is possible to use
a single Associ ated Channel Type for either an LSP or pseudow re.

A new Pseudow re Associ at ed Channel Type (0x0025) is defined for use
in performng on-demand connectivity verification. |Its use is
described in the foll owi ng sections.

ACH TLVs SHALL NOT be associated with this channel type.

Except as specifically stated in the sections bel ow, nmessage and TLV
construction procedures for on-denand CV nessages are as defined in
[ RFC4379] .

3.1. LSP Ping with I P Encapsul ati on

LSP pi ng packets, as specified in [ RFC4379], are sent over the MPLS
LSP for which OQAMis being perforned and contain an | P/ UDP packet
within them The IP header is not used for forwarding (since LSP
forwarding is done using MPLS). The IP header is used nainly for
addressing and can be used in the context of MPLS-TP LSPs. This form
of on-demand CV OAM MUST be supported for MPLS-TP LSPs when | P
addressing is in use.

The on-denand CV echo response nessage MJST be sent on the reverse
path of the LSP. The reply MJST contain | P/UDP headers foll owed by
the on-demand CV payl oad. The destination address in the |IP header
MJST be set to that of the sender of the echo request nessage. The
source address in the I P header MUST be set to a valid address of the
repl yi ng node.

3.2. On-Demand CV with | P Encapsul ation, over ACH
| P encapsul ated on-denmand CV packets MAY be sent over the MPLS LSP
using the control channel (ACH). The IP ACH type specified in
[ RFC4385] MUST be used in such a case. The IP header is used mainly
for addressing and can be used in the context of MPLS-TP LSPs.

Note that the application-level control channel in this case is the
reverse path of the LSP (or Pseudow re) using ACH.

Gay, et al. St andards Track [ Page 11]



RFC 6426 MPLS On- Denmand Connectivity Verification Novermber 2011

The on-denand CV echo response nessage MJST be sent on the reverse
path of the LSP. The response in this case SHOULD use ACH and SHOULD
be I P encapsul at ed.

If I P encapsul ated, the destination address in the I P header MJST be
set to that of the sender of the echo request nessage, and the source
address in the I P header MJUST be set to a valid address of the
repl yi ng node.

3.3. Non-1P-Based On-Demand CV, Using ACH

The OAM procedures defined in [ RFC4379] require the use of IP
addressing, and in sonme cases |IP routing, to perform OAM functi ons.

When the ACH header is used, |IP addressing and routing is not needed.
This section describes procedures for perform ng on-demand CV w t hout
a dependency on | P addressing and routing.

In the non-1P case, when using on-demand CV via LSP ping with the ACH
header, the on-demand CV request payload MUST directly foll ow the ACH
header, and the LSP ping Reply node [ RFC4379] in the LSP ping echo
request SHOULD be set to 4 (Reply via application | evel contro
channel ).

Note that the application-level control channel in this case is the
reverse path of the LSP (or pseudow re) using ACH.

The requesti ng node MAY attach a Source ldentifier TLV (Section 2.2)
to identify the node originating the request.

If the Reply node indicated in an on-demand CV Request is 4 (Reply
via application | evel control channel), the on-demand CV reply
nmessage MJST be sent on the reverse path of the LSP using ACH  The
on-demand CV payl oad MJST directly follow the ACH header, and IP
and/ or UDP headers MJST NOT be attached. The respondi ng node MAY
attach a Source ldentifier TLV to identify the node sending the
response.

If a node receives an MPLS echo request packet over ACH, wi thout |P/
UDP headers, with a reply node of 4, and if that node does not have a
return MPLS LSP path to the echo request source, then the node SHOULD
drop the echo request packet and not attenpt to send a response.

If a node receives an MPLS echo request with a reply nobde other than
4 (Reply via application |evel control channel), and if the node
supports that reply node, then it MAY respond using that reply node
If the node does not support the reply node requested, or is unable
to reply using the requested reply node in any specific instance, the

Gay, et al. St andards Track [ Page 12]



RFC 6426 MPLS On- Denmand Connectivity Verification Novermber 2011

node MUST drop the echo request packet and not attenpt to send a
response.

3.4. Reverse-Path Connectivity Verification
3.4.1. Requesting Reverse-Path Connectivity Verification

A new d obal flag, Validate Reverse Path (R), is being defined in the
LSP pi ng packet header. Wen this flag is set in the echo request,
the Responder SHOULD return reverse-path FEC information, as
described in Section 3.4.2.

The R flag MJUST NOT be set in the echo response.
The G obal Flags field is now a bit vector with the follow ng format:

0 1
0123456789012345
T S
| MBZ |RITIV|
T S S s T DR SR S A S

Figure 7: dobal Flags Field

The V flag is defined in [RFC4379]. The T flag is defined in
[ RFC6425]. The Rflag is defined in this document.

The Validate FEC Stack (V) flag MAY be set in the echo response when
reverse-path connectivity verification is being performed.

3.4.2. Responder Procedures

Wen the Rflag is set in the echo request, the respondi ng node
SHOULD attach a Reverse-path Target FEC Stack TLV in the echo
response. The requesting node (on receipt of the response) can use
the Reverse-path Target FEC Stack TLV to performreverse-path
connectivity verification. For co-routed bidirectional LSPs, the
Reverse-path Target FEC Stack used for the on-demand CV will be the
same in both the forward and reverse path of the LSP. For associ ated
bi directional LSPs, the Target FEC Stack MAY be different for the
reverse path.

The format of the Reverse-path Target FEC Stack TLV is the sane as
that of the Target FEC Stack TLV defined in [RFC4379]. The rules for
creating a Target FEC Stack TLV also apply to the Reverse-path Target
FEC Stack TLV.
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Type Meani ng

16 Reverse-path Target FEC Stack

Figure 8: Reverse-Path Target FEC Stack TLV Type
3.4.3. Requester Procedures

On receipt of the echo response, the requesting node MJST performthe
fol | owi ng checks:

1. Performinterface and | abel -stack validation to ensure that the
packet is received on the reverse path of the bidirectional LSP

2. If the Reverse-path Target FEC Stack TLV is present in the echo
response, then perform FEC validati on.

The verification in this case is performed as described for the
Target FEC Stack in Section 3.6 of [RFC4379].

If any of the validations fail, then the requesti ng node MJST drop
the echo response and SHOULD | og and/ or report an error

3.5. P2MP Consi derati ons

[ RFC6425] descri bes how LSP ping can be used for OAM on P2MP LSPs
with I P encapsul ation. This MJST be supported for MPLS-TP P2MP LSPs
when | P addressing is used. Wen |IP addressing is not used, then the
procedures described in Section 3.3 can be applied to P2MP MPLS- TP
LSPs as wel |.

3.6. Managenent Considerations for Operation with Static MPLS-TP

Support for on-demand CV on a static MPLS-TP LSP or pseudow re MAY
requi re manageabl e objects to allow, for instance, configuring
operating paranmeters such as identifiers associated with the
statically configured LSP or PW

The specifics of this nmanageability requirenent are out-of-scope in
this document and SHOULD be addressed in appropriate managenent
speci fications.

3.7. Ceneric Associated Channel Label (GAL) Processing
At the Requester, when encapsul ating the LSP echo request (LSP ping)
packet (with the IP ACH, or the Non IP ACH, codepoint), a GAL MJUST be

added before adding the MPLS LSP | abel, and sending the LSP Ping echo
request packet in-band in the MPLS LSP
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The GAL MJUST NOT be considered as part of the MPLS | abel stack that
requires verification by the Responder. For this reason, a Nil FEC
TLV MJUST NOT be added or associated with the GAL.

The GAL MUST NOT be included in DSMAP or DDVAP TLVs.

Interface and Label Stack TLVs MJST i nclude the whol e | abel stack
i ncl udi ng the GAL.

4. Perform ng On-Demand Route Tracing over MPLS-TP LSPs

Thi s section specifies how on-demand CV route tracing can be used in
the context of MPLS-TP LSPs. The on-denmand CV route tracing function
neets the route tracing requirenent specified in [ RFC5860], Section
2.2.3.

This function SHOULD be perforned on-demand. This function SHOULD be
perfornmed between End Points and Internedi ate Points of PW and LSPs,
and between End Points of PW, LSPs and Secti ons.

When perform ng on-demand CV route tracing, the requesting node

i nserts a Downstream Mappi ng TLV to get the downstream node
information and to enable LSP verification along the transit nodes.
The Downstream Mapping TLV can be used as is for performng route
tracing. |If IP addressing is not in use, then the Address Type field
in the Downstream Mappi ng TLV can be set to "Non IP" (Section 2.1).
The Downstream Mappi ng TLV address type field can be extended to

i ncl ude other address types as needed.

4.1. On-Demand LSP Route Tracing with | P Encapsul ation

The nechani cs of on-denand CV route tracing are simlar to those
described for ping in Section 3.1. On-denand route traci ng packets
sent by the Requester MJST foll ow procedures described in [ RFC4379].
This form of on-demand CV OAM MJST be supported for MPLS-TP LSPs,
when | P addressing is used.

4.2. Non-|P-Based On-Demand LSP Route Tracing, Using ACH
This section describes procedures for performng LSP route tracing
when using LSP ping with the ACH header and wi thout any dependency on

| P addressing. The procedures specified in Section 3.3 with regards
to the Source ldentifier TLV apply to LSP route tracing as well.
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4.2.1. Requester Procedure for Sending Echo Request Packets

On-demand route tracing packets sent by the Requester MJST adhere to
the format described in Section 3.3. MPLS-TTL expiry (as described
in [RFC4379]) will be used to direct the packets to specific nodes
al ong the LSP path.

4.2.2. Requester Procedure for Receiving Echo Response Packets

The on-denmand CV route tracing responses will be received on the LSP
itself, and the presence of an ACH header with channel type of on-
demand CV is an indicator that the packet contains an on-denmand CV
payl oad.

4.2.3. Responder Procedure

VWhen an echo request reaches the Responder, the presence of the ACH
channel type of on-demand CV will indicate that the packet contains
on-demand CV data. The on-demand CV data, the | abel stack, and the
destination identifier are sufficient to identify the LSP associ ated
with the echo request packet. |If there is an error and the node is
unable to identify the LSP on which the echo response woul d be sent,
the node MJST drop the echo request packet and not send any response
back. Al responses MJST al ways be sent on an LSP path using the ACH
header and ACH channel type of on-denand CV

4.3. P2MP Consi derations

[ RFC6425] describes how LSP ping can be used for OAM on P2MP LSPs.
This MJUST be supported for MPLS-TP P2MP LSPs when | P addressing is
used. When | P addressing is not used, then the procedures described
in Section 4.2 can be applied to P2MP MPLS-TP LSPs as wel | .

4.4, ECMP Considerations

On-demand CV using ACH SHOULD NOT be used when there is ECMP (Equa
Cost Multi-Path) for a given LSP. The inclusion of the additiona
ACH header can nodi fy the hashi ng behavior for OAM packets that could
result in incorrect nmonitoring of the path taken by data traffic.

5. Applicability

The procedures specified in this docunent for non-IP encapsul ation
apply to MPLS-TP transport paths. This includes LSPs and PW when |IP
encapsul ation is not desired. However, when |P addressing is used,
as in non MPLS-TP LSPs, procedures specified in [RFC4379] MJST be
used.
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6.

7.

7.

7.

Security Considerations

Thi s docunent does not itself introduce any new security
consi derations. Those discussed in [RFC4379] are applicable to this
docunent .

Unli ke typical deploynent scenarios identified in [ RFC4379], however,
l'i kel y depl oyments of on-demand CV for transport paths involves a
strong possibility that the techniques in this docunment may be used
across MPLS admi ni strative boundaries. Where this may occur, it is
RECOMMVENDED t hat on-dermand OAM i s configured as necessary to ensure
that Source ldentifier TLVs are included in on-demand CV nessages.
This will allow inplenmentations to filter OAM nessages arriving from
an unexpected or unknown source.

| ANA Consi derations
1. New Source and Destination Identifier TLVs

| ANA has assigned the followi ng TLV types fromthe "Ml ti-Protoco
Label Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"

registry, "TLVs and sub-TLVs" sub-registry (fromthe "Standards
Action" TLV type range):

Length
Type # TLV Nane Cctets Ref erence
13 Source ID 8 this document (Section 2.2)
14 Destination ID 8 this document (Section 2.2)

Figure 9: New Source and Destination ldentifier TLV Types
2. New Target FEC Stack Sub-TLVs

Section 2.3 defines 2 new sub-TLV types for inclusion within the LSP
pi ng [ RFC4379] Target FEC Stack TLV (1).

| ANA has assigned sub-type values to the follow ng sub-TLVs fromthe
"Multi-Protocol Label Switching Architecture (MPLS) Label Switched
Pat hs (LSPs) Ping Paraneters" registry, "TLVs and sub-TLVs" sub-
registry.

Val ue Meani ng Ref erence
22 Static LSP thi s docunent (Section 2.4.1)
23 Static Pseudow re this document (Section 2.4.2)
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7.3. New Reverse-Path Target FEC Stack TLV

Section 3.4.2 defines a new TLV type for inclusion in the LSP ping
packet .

| ANA has assigned a type value to the TLV fromthe "Milti-Protocol
Label Switching Architecture (MPLS) Label Switched Paths (LSPs) Ping
Par anmeters" registry, "TLVs and sub-TLVs" sub-registry.

Type Meani ng Ref erence
16 Rever se-path Target FEC this docunment (Section 3.4)
Stack TLV
The sub-TLV space and assignnments for this TLV will be the sanme as

that for the Target FEC Stack TLV. Sub-types for the Target FEC
Stack TLV and the Reverse-path Target FEC Stack TLV MJST be kept the
same. Any new sub-type added to the Target FEC Stack TLV MUST apply
to the Reverse-path Target FEC Stack TLV as wel | .

7.4. New Pseudow re Associ ated Channel Type

On-demand connectivity verification requires a unique Associ ated
Channel Type. |ANA has assigned a PWACH Type fromthe "Pseudowi re
Associ at ed Channel Types" registry as described bel ow

Val ue Descri ption TLV Fol l ows Reference

0x0025 On- Demand CV No this document (Section 3)
ACH TLVs SHALL NOT be associated with this channel type.
7.5. New Downstream Mappi ng Address Type Registry

[ RFC4379] defined several registries. It also defined sone val ue
assignments without explicitly asking for IANA to create a registry
to support additional value assignnents. One such case is in
defining address types associated with the Downstream Mappi ng ( DSMAP)
TLV.

Thi s docunent extends RFC 4379 by defining a new address type for use
wi th the Downstream Mappi ng and Downstream Detail ed Mappi ng TLVs.

Recogni zi ng that the absence of a registry makes it possible to have
collisions of "address-type" usages, |ANA has established a new
registry -- associated with both [ RFC4379] and this docunment -- that
initially allocates the follow ng assi gnnments:
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Type # Addr ess Type K Cctets
1 | Pv4 Nunber ed 16
2 | Pv4 Unnunber ed 16
3 | Pv6 Nunbered 40
4 | Pv6 Unnunber ed 28
5 Non | P 12

Downst r eam Mappi ng Addr ess

Verification November 2011

Ref erence
RFC 4379
RFC 4379
RFC 4379
RFC 4379
this document (Sect. 2.1.1)

Type Registry

Because the field in this case is an 8-bit field, the allocation
policy for this registry is "Standards Action."

8. Contributing Authors and Acknow edgemnents

The foll owi ng individuals contributed materially to this docunent:

o

o

(0]

In

Thomas D. Nadeau, CA Technol ogi es

Nurit Sprecher, Nokia Siemens Networks

Yaacov Wi ngarten, Nokia Siemens Networks

addition, we would like to thank the f

ol I owi ng individuals for

their efforts in reviewing and comenting on the docunent:

o

o

G ay,

Adrian Farrel

Al exander Vai shtein

Davi d Sinicrope (Routing Directorate)
Greg Mrsky

H deki Endo

Huub van Hel voort

Joel Hal pern (Routing Directorate)
Loa Andersson

Mach Chen

Mahesh Akul a

Sam Al drin

et al. St andards Track

[ Page 19]



RFC 6426

MPLS On- Denmand Connectivity Verification Novermber 2011

o Sandra Murphy (Security Directorate)

0o Yaacov Wingarten

o Yoshinori Koi ke

o Zhenl ong Cui

9. References

9.1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC4379] Konpella, K and G Swallow, "Detecting Milti-Protocol
Label Switched (MPLS) Data Pl ane Failures”, RFC 4379,
February 2006.

[ RFC4385] Bryant, S., Swallow, G, Mrtini, L., and D. MPherson,
"Pseudowi re Emul ati on Edge-to- Edge (PWE3) Control Word for
Use over an MPLS PSN', RFC 4385, February 2006.

[ RFC5586] Bocci, M, Vigoureux, M, and S. Bryant, "MPLS Generic
Associ ated Channel ", RFC 5586, June 2009.

[ RFC6370] Bocci, M, Swallow, G, and E. Gray, "MPLS Transport
Profile (MPLS-TP) Identifiers", RFC 6370, Septenber 2011.

[ RFC6424] Bahadur, N., Konpella, K, and G Swallow, "Mechanism for
Perform ng Label Switched Path Ping (LSP Ping) over MPLS
Tunnel s", RFC 6424, Novenber 2011.

[ RFC6425] Saxena, S., Swallow, G, A, Z , Farrel, A, Yasukawa,
S., and T. Nadeau, "Detecting Data-Plane Failures in
Point-to-Miltipoint MPLS - Extensions to LSP Ping",

RFC 6425, Novenber 2011.
9.2. Informative References
[ RFC1122] Braden, R, "Requirenents for Internet Hosts -
Conmuni cati on Layers", STD 3, RFC 1122, Cctober 1989.
[ RFC1812] Baker, F., "Requirenments for |IP Version 4 Routers",
RFC 1812, June 1995.
[ RFC4446] Martini, L., "I ANA Allocations for Pseudow re Edge to Edge

Gay, et al.

Enmul ati on (PWE3)", BCP 116, RFC 4446, April 2006.

St andards Track [ Page 20]



RFC 6426

[ RFC5003]

[ RFC5860]

[ RFC5884]

[ RFC6371]

G ay,

et al.

MPLS On- Denmand Connectivity Verification Novermber 2011

Metz, C., Martini, L., Balus, F., and J. Suginoto,
"Attachnent Individual ldentifier (Al) Types for
Aggregation", RFC 5003, Septenber 2007.

Vi goureux, M, Ward, D., and M Betts, "Requirenents for
Qperations, Adm nistration, and Mii ntenance (OGAM in MPLS
Transport Networks", RFC 5860, May 2010.

Aggarwal , R, Konpella, K, Nadeau, T., and G Swall ow,
"Bidirectional Forwarding Detection (BFD) for MPLS Label
Swi tched Paths (LSPs)", RFC 5884, June 2010.

Busi, |I. and D. Allan, "Qperations, Admnistration, and

Mai nt enance Franework for MPLS-Based Transport Networks",
RFC 6371, Septenber 2011.

St andards Track [ Page 21]



RFC 6426 MPLS On- Denmand Connectivity Verification Novermber 2011

Aut hors’ Addr esses

Eric G ay

Eri csson

900 Chel nsford Street
Lowel I, MA 01851

us

Phone: +1 978 275 7470
EMail: eric.gray@ricsson.com

Ni tin Bahadur

Juni per Networks, Inc.
1194 N. Mathil da Avenue
Sunnyval e, CA 94089

us

Phone: +1 408 745 2000

EMai | : nitinb@ uni per. net
URI : WWW. j uni per . net

Sam Boutros

Cisco Systens, Inc.
3750 Cisco Wy

San Jose, CA 95134
us

EMai | : sboutros@i sco. com

Rahul Aggarwa

EMai | : raggarwa_l@ahoo. com

Gay, et al. St andards Track [ Page 22]






