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| nt roducti on

Sone uni cast protocols, such as OSPF and 1S-1S, allow a single
network to be viewed as multiple topol ogi es [ RFC4915] [ RFC5120].
Depl oying nmulti-topology (MI) routing allows different paths throug
the network to be selected to support different traffic or to offer
protection paths in the event of failures.

Pl M [ RFC4601] enpl oys a techni que known as Reverse Path Forwardi ng
(RPF) to construct forwarding trees between nulticast sources and
receivers. The procedure of RPF uses topology infornation provided
by routing protocols, such as OSPF and 1S-1S. Using the PIM MI-1D
Join Attribute specified in this docunent enables PIMto access the
mul tipl e topol ogies created by the routing protocols and construct
mul ticast forwarding trees using separate network paths even when t
roots of the trees are the same.
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This capability would allow for an inprovenment to the resilience of
mul ticast applications. For instance, a multicast stream can be
duplicated and transported using two source trees, (S1, Gl) and (Sl
&), sinultaneously. By using MI-capabl e unicast routing protocols
and procedures described in this docunment, it is possible to
construct two source trees for (Sl1, Gl) and (S1, &) in such a way
that they do not share any transit network segment. As a result, a
single network failure will not cause any loss to the stream

Thi s docunent introduces a new type of PIMJoin Attribute [ RFC5384],
naned "MI-1D Join Attribute". It is used to encode the numerica
identity of the topology PIMuses when perform ng RPF for the
forwarding tree that is being joined. This docunent al so specifies
procedures and rules to process the attribute and resolve conflicts
arising fromm smatches in capabilities to support the attribute or
the value of the attribute.

Thi s docunent does not introduce any change to the RPF check
procedure used to verify the incomng interface when a packet is
forwarded as defined in [ RFC4601]. For exanple, to use the
capability described by this docunent, an application can choose to
use group addresses, and/or source addresses, to identify a unique
multicast stream It mght further need to performthe functions of
splitting and nerging. However, the detailed processing is beyond
the scope of the docunent.

In the rest of the docunent, the MI-ID Join Attribute will be
referred to as "MI-I1D".

Ter m nol ogy
The foll owing acronyns are frequently used in the docunent.

- RPF: RPF stands for "Reverse Path Forwarding”. A PIMrouter
performs RPF for two purposes. Wen building a forwarding tree, a
PIMrouter identifies an interface (the RPF interface) and an
upstream Pl M nei ghbor (the RPF nei ghbor) to which to send PIM
Joins. Upon receiving a data packet, a PIMrouter verifies if the
packet arrives fromthe expected incoming interface (aka RPF
check) before deciding whether or not to replicate the packets.

- RPF Topol ogy: An RPF topology is a collection of routes that a PIM

router uses for RPF. One or nore RPF topol ogies nay be created on
a PIMrouter.
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- M. MI stands for "Milti-Topol ogy" in this docunent. Sonetines it
is also referred to as "multi-topology routing”". |In the context
of PIM M refers to the capability of building and maintaining
mul ti pl e RPF topol ogi es.

- PIMM-ID: An MI-IDis a nunerical identifier associated with an
RPF t opol ogy.

- PIMM-1D Join Attribute: This is a new type of Join Attribute
that is introduced by this docunment in order to specify RPF
topol ogy in the PIMJoin nmessages.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

3. Functional Overview

PIMrelies on routes | earned fromrouting protocols for the purpose
of RPF. These routes formone or nore topol ogies. This section
describes the function of multi-topology routing for PIMand its
applicability.

3.1. PIMRPF Topol ogy

PI M RPF topology is a collection of routes used by PIMto performthe
RPF operation when building shared or source trees. The routes in
the topol ogy may be contributed by different protocols. In the rest
of the docunment, PIM RPF topology may be sinply referred to as

"t opol ogy" when there is no anbiguity.

In a nulti-topol ogy environment, nultiple RPF topol ogi es can be
created in the sane network. A particular source may be reachable in
only one of the topologies or in several of themvia different paths.

To help explain the relationship between an MI-capabl e uni cast

routing protocol and Mr-capabl e RPF topol ogi es, consider the
foll owi ng exanpl e described by Figure 1.
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+++ A +++ B +++
+ +

S-- Rl R2 -- receivers
* *

* k * C*** D***

Figure 1. A sinple topology for multicast

- The traffic source is S. S is announced by Rl using Miltiprotoco
BGP (MBGP) to every router. This route is installed in every

t opol ogy.

- Two topologies are created in the unicast 1GP, let us call them
OSPF 1000 and OSPF 2000. OSPF 1000 includes A B, and interfaces
in RL and R2 that are configured to be part of OSPF 1000. OSPF
2000 includes C, D, and interfaces on RL and R2 that are
configured to be part of GOSPF 2000.

-  Two PIM RPF topol ogies are created, let us call them PIM 500 and
PI M 600.

Pl M 500 conprises the follow ng routes: S announced by MBGP and those
| ear ned via OSPF 1000.

Pl M 600 conprises the follow ng routes: S announced by MBGP and those
| earned via OSPF 2000

The above exanple illustrates that the nam ng spaces of MI-1D are not
required to be the sane between PIMand | GPs. Furthernore, a unicast
| GP topology and the PIM RPF topol ogy to which the | GP topol ogy
contributes routes are not required to have the sanme set of routes.
In the above exanple, the prefix covering S does not exist in either
OSPF 1000 or OSPF 2000, but since it exists in PIM500 and PI M 600,
R2 is able to join to it via either path.

There are two nethods to select the RPF topology for a particular
nmul ticast distribution tree, via configuration or via PIM

When it is done via configuration, a network admi nistrator configures
a policy that maps a group range to a topol ogy and/ or maps a source
prefix range to a topology. Using the sane exanple, the policy can
say that to build a forwarding tree for Gl only routes in PIM500 are
to be used, and to build a forward tree for G only routes in PIM 600
are used. The result is that packets for (S, Gl) will follow the
path of S-Rl1-A-B-R2 and packets for (S, &) will follow the path of
S-R1- G D R2.
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3. 2.
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An alternative to static configuration is to include the RPF topol ogy
information as a new PIM Join Attribute in the PIMJoin packets sent
by downstream routers.

Bot h net hods can be used at the sane tine. The details of the first
net hod are inplenmentation specific and are not discussed in this
docunent. The specification to support the second nethod is included
in this docunent.

PIM MI-1D

For each PIM RPF topol ogy created, a unique nunerical IDis assigned
per PIMdomain. This IDis called the PPMMI-ID. The PIMMI-ID has
the follow ng properties.

- It is the path identifier that is used by the PIMcontrol plane,
but it does not function in the forwarding state for a specific
topol ogy. The differentiation for topologies on the forwarding
plane is made by different group addresses and/or source addresses
i nst ead.

- As shown earlier, this value is not required to be the same as the
MI-1D used by the unicast routing protocols that contribute routes
to the topology. |In practice, when only one unicast routing
protocol (such as OSPF or IS 1S) is used, the PPMMI-IDis
RECOMVENDED t o be assigned using the sane value as the |IGP
topol ogy identifier. Using the sane exanple presented earlier, if
every route in PIM 500 is contributed by OSPF 1000, it is
RECOMVENDED to nanme this RPF topol ogy as PIM 1000 i nstead of PIM
500. This is for the purpose of reduci ng managenent overhead and
simplifying troubl eshooting.

- This value MJST be unique and consistent within the network for
the sane topol ogy. For exanple, PIM500 MIJST refer to the sane
topol ogy on routers Rl, C, D, and R2. For actual depl oyment, one
shoul d have a neans to detect inconsistency of the PIM MI-1D
configuration, but the detail of such nechanismis beyond the
scope of this docunent.

- 0O is reserved as the default, and it MJUST NOT be included in the
Join Attribute encoding.

- Howto assign a PPMMI-1D to a topology is decided by the network
adnmi nistrator and is outside the scope of this docunent.
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3.3. Applicability

The PIM MI-1D Join Attribute described in this docunent applies to

Pl M Joi n/ Assert packets used by PIM SM SSM Bi di r ( Sparse Mde/ Sour ce-
Specific Mdde/Bidirectional). It is not used in any other PIM
packets. As such, it can only be used to build shared or source
trees for PIM SM SSM and Pl M Bi dir downstream

When this attribute is used in conbination with RPF vectors defined
in [ RFC5496] and [ MWWPN], the vectors are processed agai nst the
topol ogy identified by the PIM MI-I1D attribute.

4. Protocol Specification of PIM MI-I1D

The change to the PIM protocol includes two pieces: the PIM MI-1D
Hell o Option and the PIM MI-1D Join Attribute.

4.1. PIMM-ID Hello Option

The PIM MI-1D Hello Option is used by a router to indicate if it
supports the functionality described by this docunment. |If it does,

it MUST include the PIMHello Option in its PIMHello packets and
MUST include both the Join Attribute Option [ RFC5384] and the new PIM
MI-1D Option (see Section 5.1 of this docunment for packet format).

4.2. PIMMI-ID Join Attribute
4.2.1. Sending PIM MI-1D Join Attribute

When a PIMrouter originates a PIM Join/Assert packet, it nay choose
to encode the PIM MI-1D of the topol ogy in which RPF | ookup is to
take place for the corresponding (*,Q or (S,G entry. The PIMMI-ID
identifies the topol ogy chosen by local policy/configuration or is
the val ue received fromdownstreamrouters after MI-1D conflict

resol uti on procedures have been applied (See Section 4.2.4 for
further detail).

The foll owing are the exceptions:

- Arouter SHOULD NOT include the attribute if PIMM-IDis 0. The
value of 0 is ignored on reception.

- A router SHOULD NOT include the PPMMI-ID in its Join/Assert
packets if the upstreamrouter, or any of the routers on the LAN,
does not include the "PIMJoin Attribute" or "PIMMI-1D" option in
its Hell o packets.
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- Arouter SHOULD NOT attach PIM MI-1D for pruned sources. PIM
MI-1D MJUST be ignored for a pruned source by a router processing
the Prune message.

2.2. Receiving PIMMI-1D Join Attribute

When a PIMrouter receives a PIMMI-1D Join Attribute in a
Joi n/ Assert packet, it MJST performthe foll ow ng:

- Validate the attribute encoding. The detail is described in the
next section.

- |If the Join Attribute is valid, use the rules described in the
section "Conflict Resolution" to determne a PPMMI-1D to use.

- Use the topology identified by the selected PPMMI-1D to perform
RPF | ookup for the (*,Q/(S,G entry unless a different topol ogy
is specified by a |ocal configuration. The |ocal configuration
al ways takes precedence.

VWiile it is an exception case, it is worthwhile to describe what will
happen if a router receives PIM MI-1D Join Attribute but doesn’t
support the functionality described in [RFC5384] or this docunent.

If the router supports [RFC5384] but not this docunent, it is able to
skip the PIM MI-1D Join Attribute and nove on to the next Join

Attribute, if one is present. The RPF decision will not be altered
because the router doesn’t understand the meaning of the PIM MI-1D
Join Attribute. The router will use the procedures described by

[ RFC5384] to performconflict resolution.

If a router doesn't support [RFC5384], it will ignore the Join/Assert
nessage because it is not able to parse the encoded sources.

If a router does support both [RFC5384] and this document, but
chooses not to send either the PIMMI-ID or the PIMJoin Attribute
Option in its Hello packets (likely due to adm nistrative reasons),
it SHOULD i gnore the Join/Assert nessage when it receives a PIM
Join/ Assert packet with the PIM MI-1D Join Attribute.

4.2.3. Validating PIM MI-1D Join Attribute

Cai

An upstream router MJST be known to support this docunment in order
for a downstreamrouter to include the PIMMI-1D attribute inits
Joi n packets. However, an upstreamrouter doesn't need to know
whet her or not a downstream router supports this document when

deci di ng whether to accept the attribute. Hence, if the Join packet
sender doesn’t include the "PIMJoin Attribute" or "PIMMI-1D"
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options in its Hello packets, the PIMMI-1D attribute in the Join may
still be considered valid. This is also in accordance with the
"Robust ness Principle" outlined in [ RFC793].

The following text specifies the detail of the validity check

- There is at nost 1 PIMMI-ID attribute encoded. |If there are
multiple PIMMI-1D Join Attributes included (possibly due to an
error in the inplementation), only the |ast one is accepted for
this particular source. Processing of the rest of the Join
nmessage conti nues.

- The Length field nust be 2. |If the Length field is not 2, the
rest of the Join nmessage, including the current (S, QG or (*, QG
entry, MJST be ignored. The group, source, and Rendezvous Poi nt
(RP) in the Join nessage that have al ready been processed SHOULD
still be considered valid.

- The value MUST NOT be 0. |If it is O, the PPMMI-ID attribute is
i gnored. Processing of the rest of the Join nmessage, including
the current (S, G or (*,G entry, continues as if the particular
PIMMI-1D attribute weren't present in the packet.

4.2.4. Conflict Resolution

The definition of "PIMMI-ID conflict" varies depending on whether it
is on an upstreamor a downstreamrouter.

PIM MI-1D conflicts arises on an upstreamrouter when the router
doesn’t have a |l ocal topology selection policy and receives Join
packets from downstreamrouters and/ or Assert packets from ot her
forwarding routers on the LAN and those packets contain different PIM
MT- | Ds.

However, if an upstreamrouter has a | ocal configuration that
specifies PIMMI-1Ds to identify RPF topol ogies, and those MI-1Ds do
not match the MI-1D on a received Join or Assert packet, this is not
considered to be a conflict and the resol ution procedures are not
applied. This includes the case where there are |ocal PIM M-I Ds,
but there is no PIM MI-1D encoded in the incom ng packet.

On the other hand, when a downstreamrouter sees a different PIM
MI-1D attribute fromother routers on the LAN, it applies rules to
resol ve the conflicts regardl ess of whether or not the router has
| ocal topology selection policy.
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Whien two PIM MTI-1Ds are conpared, only the 12-bit Value field (see
Section 5.2) is conmpared. Oher fields of the PIMMI-1D Join
Attribute TLV Format (including the four reserved bits) MJST NOT be
used in the comparison.

4.2.4.1. Conflict Resolution Rules for Upstream Routers

- If an upstreamrouter receives different PIMMI-I1D attributes from
Pl M Joi n packets, it MJST follow the rules specified in [ RFC5384]
to select one. The PIMMI-1D chosen will be the one encoded for
its upstream nei ghbor.

In order to minimze the chances of potential transient forwarding
| oops, an upstream router MAY choose to ignore the incomng Pl M
Join packets altogether if it sees a conflict in PIMMI-1D
attributes. This action may al so be taken by an upstream router
that has |l ocally configured topol ogy sel ection policy, as an
exception to the rul es described above.

- |If an upstreamrouter receives a different PIMMI-ID attribute in
an Assert packet, it MJST use the tiebreaker rules as specified in
[ RFC4601] to determ ne an Assert winner. PIMM-ID is not
consi dered in deciding a winner from Assert process.

4.2.4.2. Conflict Resolution Rules for Downstream Routers

5.

Cai

- If a downstreamrouter sees different PIMMI-1D attributes from
Pl M Joi n packets, it MJST foll ow the specification of [ RFC4601] as
if the attribute did not exist. For exanple, the router
suppresses its own Join packet if a Join for the same (S, QG is
seen.

The router MJST NOT use the rules specified in [RFC5384] to sel ect
a PIMMI-1D from Joi n packets sent by other downstreamrouters.

- |If a downstreamrouter sees its preferred upstreamrouter |oses in
the Assert process, and the Assert w nner uses a different PIM
MI-1D, the downstreamrouter SHOULD still choose the Assert wi nner
as the RPF nei ghbour, but it MJST NOT encode PIM MI-1D when
sendi ng Join packets to it.

Packet For mat
This section describes the format of new PI M nessages i ntroduced by

this docunment. The nessages follow the sane transm ssion order as
the messages defined in [ RFC4601].
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5.1. PIMM-ID Hello Option
0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| OptionType = 30 | OptionLength = 0
s S S o T i i S S i (i
-  OptionType: 30.
-  OptionLength: O.
5.2. PIMM-ID Join Attribute TLV For nat
0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| FIE| Attr Type | Length |R R RR Value
s S S o T i i S S i (i
- F bit: 0 Non-transitive Attribute.
- E Dbit: As specified by [ RFC5384].
- Attr Type: 2
- Length: 2.

- R Reserved bits, 4 in total. Set to zero on transm ssion
| gnored upon receipt.

- Value: PIMMI-ID, 1 to 4095.
6. | ANA Consi derati ons
6.1. PIMM-ID Hello Option

| ANA mai ntains a registry of "Protocol |ndependent Multicast (PIM
Paranmeters"” with a sub-registry called "PIMHello Options"

The |1 ANA has assigned the PIMHello Option type value 30 for the PIM
MI-1D Hello Option according to the First Cone First Served
al l ocation policy.

The | ANA has assigned a Length val ue of 0.
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6.

9.

9.

2. PIMM-ID Join Attribute Type

1

Cai

The |1 ANA naintains a registry of "Protocol |ndependent Milticast
(PIM Paraneters"” with a sub-registry called "PIMJoin Attribute
Types".

The | ANA has assigned a value of 2 for the PIMMI-ID Join Attribute
defined in Section 5.2 of this docunent.

Security Consi derations

As described in [ RFC5384], the security of the Join Attribute is only
guaranteed by the security of the PIM packet that carries it.
Simlarly, the security of the Hello Option is only guaranteed by
securing the whole Hell o Packet.

In view of the fact that malicious alteration of the PIMMI-ID Hello
Option or the PIMMI-1D carried in a packet m ght cause the PIM
resiliency goals to be violated, the security considerations of

[ RFC4601] apply to the extensions described in this docunent.

As a type of PIMJoin Attribute, the security considerations
described in [RFC5384] apply here. Specifically, malicious
alteration of PIMMI-1D nay cause the resiliency goals to be

vi ol at ed.

Acknowl edgnent s

The authors would like to thank Eric Rosen, lIce Wjnands, D no
Farinacci, Colby Barth, Les G nsberg, Dimtri Papadimtriou, Thomas
Morin, and Hui Liu for their input.

The authors would also like to thank Adrian Farrel for his detailed
and constructive coments during the AD revi ew.

Ref er ences
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to | ndicate
Requi renment Level s", BCP 14, RFC 2119, WMarch 1997.

[ RFC4601] Fenner, B., Handley, M, Hol brook, H, and |I. Kouvel as,

"Protocol Independent Milticast - Sparse Mde (Pl MSM
Prot ocol Specification (Revised)", RFC 4601, August 2006.

& Qu St andards Track [ Page 12]



RFC 6420 PIM MI-1D Join Attri bute November 2011

[ RFC5384] Boers, A., Wjnands, |I., and E. Rosen, "The Protocol
| ndependent Multicast (PIM Join Attribute Format", RFC
5384, Novenber 2008.

9. 2. I nformati ve References

[ RFC793] Postel, J., "Transm ssion Control Protocol", STD 7, RFC
793, Septenber 1981.

[ RFC4915] Psenak, P., Mrtorabi, S., Roy, A, Nguyen, L., and P.
Pillay-Esnault, "Milti-Topology (Ml Routing in OSPF",
RFC 4915, June 2007.

[ RFC5120] Przygi enda, T., Shen, N., and N. Sheth, "MISIS: Milti
Topol ogy (MI) Routing in Internediate Systemto
Intermediate Systems (1S-1Ss)", RFC 5120, February 2008.

[ RFC5496] Wjnands, |J., Boers, A, and E. Rosen, "The Reverse Path
Forwardi ng (RPF) Vector TLV', RFC 5496, March 2009.

[ M\VPN] Rosen, E. and R Aggarwal, "Milticast in MPLS/BGP I P
VPNs", Work in Progress, January 2010.

Aut hors’ Addr esses

Yi qun Cai

Ci sco Systens, Inc.
170 West Tasnman Drive
San Jose, CA 95134
EMai | : ycai @i sco.com
Heidi Qu

Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134

EMai | : hou@i sco. com

Cai & Qu St andards Track [ Page 13]






