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Abst ract

The Resource reSerVation Protocol (RSVP) allows hop-by-hop integrity
protection of RSVP nei ghbors. This requires nmessages to be
cryptographically protected using a shared secret between

partici pating nodes. This docunent conpares group keying for RSVP
wi t h per-nei ghbor or per-interface keying, and discusses the
associ at ed key provisioning nethods as well as applicability and
[imtations of these approaches. This docunent al so di scusses
applicability of encrypting RSVP nessages.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6411

Behringer, et al. | nf or mati onal [ Page 1]



RFC 6411 RSVP Keying Applicability Cct ober 2011

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction and Probl em Statenent
1.1. Terminology . .

2. The RSVP Hop- by- Hop Tr ust I\/bdel .o

3. Applicability of Key Types for RSVP . .
3.1. Per-Interface and Per-Nei ghbor Keys
3. 2. Group Keys . G e

4. Key Provisioning I\/Ethods for RSVP

4.1. Static Key Provisioning
4.2. Dynanmic Keying . . .
4.2.1. Per-Nei ghbor and Per-lnterface Key Negotl atl on .
4.2.2. Dynamic Goup Key Distribution . . .
5. Specific Cases Supporting Use of Group Key| ng
5.1. RSVP Notify Messages . .
5.2. RSVP-TE and GWLS . . . . .
6. Applicability of |IPsec for RSVP .
6.1. Ceneral Considerations Using |Psec . .
6. 2. Corrpari ng AH and the | NTEGRI TY bj ect
6.3. Applicability of Tunnel Mde . . . .
6.4. Non- Appl icability of Transport I\/bde .o .
6.5. Applicability of Tunnel Mde with Address Pr eservatl on .
7. End-Host Considerations . Coe
8. Applicability to Oher Archltectures and Protocols .
9. Summary
10. Security Con5| derat| ons

10. 1. Subverted Nodes
11. Acknow edgenents . .
12. Informmtive References .

O©COWOWWWWWOWOUITUTA WW

RPRRRPR
NRPROO

12
13
14
15
16
16
16
16

Behringer, et al. I nf or mati onal [ Page 2]



RFC 6411 RSVP Keying Applicability Cct ober 2011

1. Introduction and Probl em St at enent

The Resource reSerVation Protocol [RFC2205] allows hop-by-hop

aut henti cati on of RSVP nei ghbors, as specified in [RFC2747]. In this
node, an integrity object is attached to each RSVP nessage to
transmt a keyed nessage digest. This nessage digest allows the
recipient to verify the identity of the RSVP node that sent the
nessage and to validate the integrity of the nmessage. Through the

i nclusi on of a sequence nunber in the scope of the digest, the digest
al so offers replay protection.

[ RFC2747] does not dictate how the key for the integrity operation is
derived. Currently, nost inplenmentations of RSVP use a statically
configured key, per interface or per neighbor. However, to manually
configure a key per router pair across an entire network is
operationally hard, especially when key changes are to be perforned
on a regular basis. Effectively, many users of RSVP therefore resort
to using the same key throughout their RSVP network, and they change
it rarely, if ever, because of the operational burden. However, it
is often necessary to change keys due to network operationa

requi renments (e.g., change of operational staff).

Thi s docunent di scusses a variety of keying methods and their
applicability to different RSVP depl oynent environnents, for both
nessage integrity and encryption. It is neant as a conparative guide
to understand where each RSVP keying nethod is best deployed and the
[imtations of each nmethod. Furthernore, it di scusses how RSVP hop-
by-hop authentication is inpacted in the presence of non-RSVP nodes,
or subverted nodes, in the reservation path.

"RSVP Security Properties" ([RFC4230]) provides an overvi ew of RSVP
security, including RSVP Cryptographi c Authentication [RFC2747], but
does not discuss key managenent. It states that "RFC 2205 assunes
that security associations are already avail able". The present
docunent focuses specifically on key managenent with different key
types, including group keys. Therefore, this docunent conpl enents

[ RFC4230] .

1.1. Termi nol ogy

A security domain is defined in this docunent as two or nore nodes
that share a commobn RSVP security policy.

When a key is mentioned in this docunent, it is a symetric key. A
symretric key best neets the operational requirenents of RSVP

depl oyments and is the only type of key currently explicitly
supported for protecting RSVP nessages.
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2.

The RSVP Hop- by-Hop Trust Mode

Many protocol security mechani sms used in networks require and use
per - peer authentication. Each hop authenticates nessages fromits
nei ghbor with a shared key or certificate. This is also the node
used for RSVP. Trust in this nodel is transitive. Each RSVP node
trusts explicitly only its RSVP next-hop peers, through the nessage
di gest contained in the I NTEGRITY object. The next-hop RSVP speaker
inturn trusts its own peers and so on. See also "RSVP Security
Properties" [RFC4230] for nore background.

The keys used for protecting RSVP nessages can, in particular, be
group keys (for exanple, distributed via the G oup Domain of
Interpretation (GO ) [RFC6407], as discussed in [GDO-MAC]). If a
group key is used, the authentication granularity becones group
menber shi p of devices, not (individual) peer authentication between
devi ces.

The trust an RSVP node has to another RSVP node wi thin a comon
security domain has an explicit and an inplicit conponent.
Explicitly, the node trusts the other node to maintain the RSVP
nmessages intact or confidential, depending on whether authentication
or encryption (or both) is used. This nmeans only that the nessage
has not been altered or seen by another, non-trusted node.
Implicitly, each node trusts the other node to maintain the |evel of
protection specified within that security domain. |n any group-
keyi ng schene like GDO, a node trusts all the other menbers of the
group (because the authentication is now based on group nenbership,
as noted above).

The RSVP protocol can operate in the presence of a non-RSVP router in
the path fromthe sender to the receiver. The non-RSVP hop will

i gnore the RSVP nmessage and just pass it along. The next RSVP node
can then process the RSVP nmessage. For RSVP authentication or
encryption to work in this case, the key used for computing the RSVP
nessage di gest needs to be shared by the two RSVP nei ghbors, even if

they are not |P neighbors. |In the presence of non-RSVP hops, while
an RSVP node al ways knows the next | P hop before forwarding an RSVP
nessage, it does not always know the RSVP next hop. |In fact, part of

the role of a Path nessage is precisely to discover the RSVP next hop
(and to dynam cally re-discover it when it changes, for exanple,
because of a routing change). Thus, the presence of non-RSVP hops

i npacts operation of RSVP authentication or encryption and may

i nfl uence the sel ection of keying approaches.

Figure 1 illustrates this scenario. R2 in this picture does not
participate in RSVP, the other nodes do. 1In this case, R2 will pass
on any RSVP nessages unchanged and will ignore them
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3.

3.

- --R3---
/ \
sender----Rl---R2(*) R4----receiver
\ /

----R5---
(*) Non-RSVP hop
Figure 1: A Non-RSVP Node in the Path

This creates a challenge for RSVP authentication and encryption. In
the presence of a non-RSVP hop, with sone RSVP nessages such as a
PATH nessage, an RSVP router does not know the RSVP next hop for that
nmessage at the time of forwarding it. For exanple, in Figure 1, Rl
knows that the next IP hop for a Path nmessage addressed to the
receiver is R2, but it does not necessarily know if the RSVP next hop
is R3 or R5. This means that per-interface and per-nei ghbor keys
cannot easily be used in the presence of non-RSVP routers on the path
bet ween senders and receivers.

Section 4.3 of [RFC2747] states that "... the receiver MAY initiate
an integrity handshake with the sender”. |f this handshake is taking
place, it can be used to determine the identity of the next RSVP hop
In this case, non-RSVP hops can be traversed al so using per-interface
or per-nei ghbor keys.

Group keying will naturally work in the presence of non-RSVP routers.
Referring back to Figure 1, with group keying, Rl would use the group
key to protect a Path nmessage addressed to the receiver and forwards
it to RR. Being a non-RSVP node, R2 will ignore and forward the Path
nessage to R3 or R5 depending on the current shortest path as

determ ned by routing. Wether it is R3 or R5, the RSVP router that
receives the Path nessage will be able to authenticate the nessage
successfully using the group key.

Applicability of Key Types for RSVP
1. Per-Interface and Per- Nei ghbor Keys

Most current RSVP authentication inplenmentations support per-
interface RSVP keys. Wien the interface is point-to-point (and
therefore an RSVP router has only a single RSVP nei ghbor on each
interface), this is equivalent to per-nei ghbor keys in the sense that
a different key is used for each neighbor. |In the point-to-point
case, the security domain is sinply between the router and its

nei ghbor. However, when the interface is nmultipoint, all RSVP
speakers on a given subnet have to belong to the same security domain
and share the sane key in this nodel. This nakes it unsuitable for
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depl oyment scenari os where nodes fromdifferent security donains are
present on a subnet, for exanple, Internet exchange points. In such
cases, per-nei ghbor keys are required, and the security domain is
bet ween the router and its nei ghbor

Wth per-nei ghbor keys, each RSVP key is bound to an interface plus a
nei ghbor on that interface. It allows for the existence of different
security domains on a single interface and subnet.

Per-interface and per-nei ghbor keys can be used within a single
security donain.

These key types can al so be used between security domai ns, since they
are specific to a particular interface or nei ghbor

Bot h nonotonically increasing sequence number (e.g., the INTEGRI TY
obj ect sinple sequence nunbers [RFC2747], or the Encapsul ating
Security Payload (ESP) and Authentication Header (AH) anti-replay
servi ce [ RFC4301] sequence nunbers) and tinme-based anti-replay

net hods (e.g., the INTEGRITY sequence nunbers based on a cl ock

[ RFC2747]) can be used with per-nei ghbor and per-interface keys.

As di scussed in the previous section, per-neighbor and per-interface
keys can not be used in the presence of non-RSVP hops.

3.2. Goup Keys

In the case of group keys, all menbers of a group of RSVP nodes share
the same key. This inplies that a node uses the sanme key regardl ess
of the next RSVP hop that will process the nessage (within the group
of nodes sharing the particular key). It also inplies that a node
will use the same key on the receiving as on the sending side (when
exchangi ng RSVP messages within the group).

G oup keys apply naturally to intra-domain RSVP aut hentication, where
all RSVP nodes are part of the sane security domain and inplicitly
trust each other. The nodes al so extended trust to a group key
server (CKS), which adm nisters group nenbership and provi des group
keys. This is represented in Figure 2.

...... GKS1.............
source--R1--R2--R3----- desti nation
| |
| <----- domain 1----------------- >

Figure 2. A Group Key Server within a Single Security Domain
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A single group key cannot nornally be used to cover nultiple security
donmai ns because, by definition, the different domains do not trust
each other. They would therefore not be willing to trust the sane
group key server. For a single group key to be used in severa
security domains, there is a need for a single group key server,
which is trusted by both sides. Wile this is theoretically
possible, in practice it is unlikely that there is a single such

entity trusted by both domains. Figure 3 illustrates this setup.
............... GKSL....................
sourée——Ri-—Ré——Ré ———————— §4——§5--§6——destination
| | |
| <----- domain 1--->| | <------- domain 2----- >|

Figure 3: A Single Goup Key Server across Security Domains

A nore practical approach for RSVP operation across security donains,
is to use a separate group key server for each security domain, and
to use per-interface or per-nei ghbor keys between the two domai ns
(thus comprising a third security domain). Figure 4 shows this

set up.

GKS1. . ... L EKS2. L
sourée--Ri--Ré--Ré -------- h4--§5--§6--destination
| | | |
| <----- domain 1--->| | <------- domain 2----- >|

| <-->
domain 3

Figure 4: A Goup Key Server per Security Donmain

As discussed in Section 2, group keying can be used in the presence
of non- RSVP hops.

Because a group key may be used to verify nmessages fromdifferent
peers, nonotonically increasing sequence number methods are not
appropriate. Time-based anti-replay nmethods (e.g., the INTEGRITY
sequence nunbers based on a clock [RFC2747]) can be used with group
keys.
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4. Key Provisioning Methods for RSVP
4.1. Static Key Provisioning

Static keys are preconfigured, either nmanually or through a network
managenent system The sinplest way to inplenment RSVP authentication
is to use static keys. Static keying can be used with per-interface
keys, per-nei ghbor keys, or group keys.

The provisioning of static keys requires either manual operator

i ntervention on each node or a network nanagement system perform ng
the sanme task. Tinme synchronization of static key provisioning and
changes is critical in order to avoid inconsistent keys within a
security donain.

Static key provisioning is therefore not an ideal nodel in a |arge
net wor k.

Oten, the nunber of interconnection points across two domai ns where
RSVP is allowed to transit is relatively small and well controlled
Al so, the different domains may not be in a position to use an
infrastructure trusted by both domains to update keys on both sides.
Thus, statically provisioned keys may be applicable to inter-domain
RSVP aut henti cati on.

Since it is not feasible to carry out a key change at the exact sane
time in comuni cati ng RSVP nodes, some grace period needs to be

i mpl enent ed during which an RSVP node will accept both the old and
the new key. O herwi se, RSVP operation would suffer interruptions.
(Al'so with dynanm ¢ keyi ng approaches, there can be a grace period
where two keys are valid at the sane tinme; however, the grace period
in manual keying tends to be significantly |onger than with dynanic
key roll over schenes.)

4.2. Dynam c Keying

4.2.1. Per-Neighbor and Per-Interface Key Negotiation
To avoid the problem of manual key provisioning and updates in static
key depl oynents, key negotiation between RSVP nei ghbors coul d be used
to derive either per-interface or per-neighbor keys.

4.2.2. Dynamc Goup Key Distribution
Wth this approach, group keys are dynamically distributed anong a
set of RSVP routers. For exanple, [GDA -MAC] describes a mechani sm

to distribute group keys to a group of RSVP speakers, using GDO
[ RFC6407]. In this solution, each RSVP node requests a group key
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5.

5.

5.

1

2.

froma key server as part of an encrypted and integrity-protected key
agreement protocol. Once the key server has authenticated and

aut hori zed the RSVP nodes, it distributes a group key to the group
menber. The authentication in this nodel can be based on public key
mechani sns, thereby avoiding the need for static key provisioning.

Speci fic Cases Supporting Use of G oup Keying
RSVP Notify Messages

[ RFC3473] introduces the Notify message and all ows such nmessages to
be sent in a non-hop-by-hop fashion. As discussed in the Security
Consi derations section of [RFC3473], this can interfere with RSVP' s
hop- by-hop integrity and authentication nodel. [RFC3473] describes
how st andard | Psec-based integrity and authentication can be used to
protect Notify nmessages.

Group keying may allow use of regular RSVP authentication [ RFC2747]
for protection of non-hop-by-hop Notify nessages. For exanple, RSVP
Notify nessages conmonly used for traffic engineering in MPLS

net wor ks are non-hop-by-hop nessages. Such nessages may be sent from
an ingress node directly to an egress node. Goup keying in such a
case avoi ds the establishnent of node-to-node keyi ng when node-t o-
node keying is not otherw se used.

RSVP- TE and GWPLS

Use of RSVP authentication for RSVP-TE [ RFC3209] and for RSVP-TE Fast
Rer out e [ RFC4090] deserves additional considerations.

Wth the facility backup nmet hod of Fast Reroute, a backup tunnel from
the Point of Local Repair (PLR) to the Merge Point (MP) is used to
protect Label Switched Paths (protected LSPs) against the failure of
a facility (e.g., a router) located between the PLR and the M

During the failure of the facility, the PLR redirects a protected LSP
i nsi de the backup tunnel and as a result, the PLR and MP then need to
exchange RSVP control nessages between each other (e.g., for the

mai nt enance of the protected LSP). Sonme of the RSVP nessages between
the PLR and MP are sent over the backup tunnel (e.g., a Path nessage
fromPLR to MP), while some are directly addressed to the RSVP node
(e.g., a Resv nessage fromM to PLR). During the rerouted period,
the PLR and the MP effectively become RSVP nei ghbors, while they may
not be directly connected to each other and thus do not behave as
RSVP nei ghbors in the absence of failure. This point is raised in
the Security Considerations section of [RFC4090] that says: "Note
that the facility backup method requires that a PLR and its sel ected
nmer ge point trust RSVP nessages received fromeach other”. Such
environnents may benefit from group keying. A group key can be used
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6.

6.

anmong a set of routers enabled for Fast Reroute, thereby easily
ensuring that PLR and MP aut henticate nessages from each ot her

wi t hout requiring prior specific configuration of keys, or activation
of key update mechanism for every possible pair of PLR and MP

Where RSVP-TE or RSVP-TE Fast Reroute is depl oyed across AS
boundari es (see [RFC4216]), the considerations presented above in
Sections 3.1 and 3.2 apply, such that per-interface or per-neighbor
keys can be used between two RSVP nei ghbors in different ASes

(i ndependently of the keying method used by the RSVP router to talk
to the RSVP routers in the sane AS).

[ RFC4875] specifies protocol extensions for support of Point-to-
Mul tipoint (P2MP) RSVP-TE. RSVP message integrity nechanisns for
hop- by-hop RSVP signaling apply to the hop-by-hop P2MP RSVP- TE
signaling (see the Security Considerations in [RFC4875]).

[ RFC4206] defines LSP Hierarchy with GWLS TE and uses non-hop- by-hop
signaling. Because it reuses LSP Hierarchy procedures for sone of
its operations, P2MP RSVP-TE al so uses non-hop-by-hop signaling.

Both LSP hierarchy and P2MP RSVP-TE rely on the security nechani sns
defined in [RFC3473] and [ RFC4206] for non hop-by-hop RSVP-TE
signaling. Goup keying can sinplify protection of non-hop-by-hop
signaling for LSP Hierarchy and P2MP RSVP- TE.

Applicability of |Psec for RSVP
1. Ceneral Considerations Using |IPsec

The di scussi ons about the various keying nethods in this docunent are
al so applicabl e when using | Psec [ RFC4301] to protect RSVP. Section
1.2 of [RFC2747] states that IPsec is not an optimal choice to
protect RSVP. The key argument is that an | Psec security association
(SA) and an RSVP SA are not based on the sane paraneters.
Nevert hel ess, | Psec can be used to protect RSVP. The Security Policy
Dat abase (SPD) traffic selectors for related RSVP flows will not be
constant. In some cases, the source and destination addresses are
end hosts, and sonetinmes they are RSVP routers. Therefore, traffic
selectors in the SPD are expected to specify ANY for the source
address and destination addresses, and to specify |IP protocol 46
(RSVP) .

"The Multicast Group Security Architecture" [RFC3740] defines in
detail a "Goup Security Association" (GSA). This definition is also
applicable in the context discussed here, and allows the use of |Psec
for RSVP. The existing G)A specification [ RFC6407] nmanages group
security associations, which can be used by IPsec. An exanple GDO
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policy would be to encrypt or authenticate all packets of the RSVP
protocol itself (IP protocol 46). A router inplenenting GO and the
AH and/or ESP protocols is therefore able to inplement this policy.

Because the traffic selectors for an SA cannot be predicted, SA
| ookup is expected to use only the Security Paraneters |ndex (SPl)
(or SPI plus protocol).

6.2. Comparing AH and the INTEGRI TY bj ect

The I NTEGRI TY obj ect defined by [ RFC2747] provides integrity
protection for RSVP also in a group-keying context, as discussed
above. AH [RFC4302] is an alternative nethod to provide integrity
protection for RSVP packets.

The RSVP | NTEGRI TY object protects the entire RSVP nessage, but does
not protect the I P header of the packet nor the IP options (in |IPv4)
or extension headers (in |Pv6).

AH tunnel node (transport node is not applicable; see Section 6.4)
protects the entire original |IP packet, including the |IP header of
the original IP packet ("inner header"), |P options or extension
headers, plus the entire RSVP packet. It also protects the imutable
fields of the outer header.

The difference between the two schemes in terns of covered fields is

therefore whether the |1 Pv4 header and | P options, or the |Pv6 header

and extension headers, of the original |IP packet are protected (as is
the case with AH) or not (as is the case with the I NTEGRI TY object).

Al so, AH covers the immtable fields of the outer header.

As described in the next section, |Psec tunnel nbde cannot be applied
for RSVP traffic in the presence of non-RSVP nodes; therefore, the
security associations in both cases, AH and | NTEGRITY object, are

bet ween t he same RSVP nei ghbors. From a keying point of view, both
approaches are therefore conparable.

6.3. Applicability of Tunnel Mbde

| Psec tunnel node encapsul ates the original packet, prepending a new
| P header plus an ESP or AH sub-header. The entire original packet
plus the ESP/ AH sub-header is secured. However, in the case of ESP
the new, outer |P header is not cryptographically secured in this
process.

Protecti ng RSVP packets with |IPsec tunnel node works with any of the

keyi ng net hods descri bed above (per-interface, per-neighbor, or group
keying), as long as there are no non-RSVP nodes on the path (however,
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see the group-keying considerations below). For RSVP nessages to be
vi si bl e and consi dered at each hop, such a tunnel would not cross
routers, but each RSVP node woul d establish a tunnel with each of its
peers, effectively leading to link protection.

In the presence of a non-RSVP hop, tunnel nobde cannot be applied
because a router upstream from a non- RSVP hop does not know t he next
RSVP hop, and thus cannot apply the correct tunnel header. The sane
situation applies to a host attached to the network by a non- RSVP-
enabl ed first hop. This is independent of the key type used.

The use of group keying with ESP tunnel nbde where a security gateway
pl aces a peer security gateway address as the destination of the ESP
packet has consequences. In particular, if a man-in-the-mddle
attacker redirects the ESP-protected reservation to a different
security gateway, the receiving security gateway cannot detect that
the destinati on address was changed. However, it has received and
wi Il act upon an RSVP reservation that will be routed al ong an

uni ntended path. Because RSVP routers encountering the RSVP packet
path will not be aware that this is an unintended path, they will act
upon it, and the resulting RSVP state along both the intended path
and uni ntended path will be incorrect. Therefore, using group keying
with ESP tunnel node is not reconmended, unless address preservation
is used (see Section 6.5).

6.4. Non-Applicability of Transport Mode

| Psec transport node, as defined in [RFC4303] is not suitable for
securing RSVP Path nessages, since those messages preserve the
original source and destination. [RFC4301] states explicitly that
"the use of transport node by an internediate system(e.g., a
security gateway) is permtted only when applied to packets whose
source address (for outbound packets) or destination address (for

i nbound packets) is an address belonging to the intermedi ate system
itself". This would not be the case for RSVP Path nessages.

6.5. Applicability of Tunnel Mde with Address Preservation

When the identity of the next-hop RSVP peer is not known, it is not
possi ble to use a tunnel -endpoi nt destination address in the tunne
node outer |P header. Section 3.1 of "Multicast Extensions to the
Security Architecture for the Internet Protocol"” [RFC5374] defines a
new tunnel node: tunnel nobde with address preservation. This node
copi es the destination and optionally the source address fromthe

i nner header to the outer header. Therefore, the encapsul ated packet
wi Il have the sane destination address as the original packet, and
will be normally subject to the sane routing decisions. While

[ RFC5374] is focusing on nmulticast environments, tunnel node with
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address preservation can be used also to protect unicast traffic in
conjunction with group keying. |In this tunnel node, the RSVP
speakers act as security gateways because they maintain the origina
end- syst em addresses of the RSVP packets in the tunnel node outer IP
header. This addressing scheme is used by RSVP to ensure that the
packets continue along the routed path toward the destination end
host .

Tunnel node with address preservation, in conjunction with group
keying, allows the use of AH or ESP for protection of RSVP even in
cases where non- RSVP nodes have to be traversed. This is because it
allows routing of the |Psec-protected packet through the non- RSVP
nodes in the sane way as if it were not |Psec protected.

When used with group keying, tunnel node with address preservation
can be used to nmitigate redirection attacks where a man-in-the-mddle
nodi fies the destination of the outer IP header of the tunnel node
packet. The inbound processing rules for tunnel node with address
preservation (Section 5.2 of [RFC5374]) require that the receiver
verify that the addresses in the outer |IP header and the inner IP
header are consistent. Therefore, the attack can be detected, and
RSVP reservations will not proceed al ong an uni ntended pat h.

7. End-Host Consi derations

Unl ess RSVP Proxy entities [RFC5945] are used, RSVP signaling is
controlled by end systens and not routers. As discussed in

[ RFC4230], RSVP all ows both user-based security and host-based
security. User-based authentication ainms at "providing policy based
adm ssion control mechani sm based on user identities or application”
[ RFC3182]. To identify the user or the application, a policy el enent
cal | ed AUTH DATA, which is contained in the POLI CY_DATA object, is
created by the RSVP daenpon at the user’s host and transmitted inside
the RSVP message. This way, a user may authenticate to the Policy
Deci sion Point (or directly to the first-hop router). Host-based
security relies on the sane nechani sns as between routers (i.e., the
| NTEGRI TY obj ect) as specified in [ RFC2747]. For host-based
security, per-interface or per-nei ghbor keys may be used; however,
key managenent with statically provisioned keys can be difficult in a
| ar ge-scal e depl oynent, as described in Section 4. In principle, an
end host can al so be part of a group key schenme, such as GA. |If
the end systens are part of the sane security domamin as the RSVP hops
in the network, group keying can be extended to include the end
systenms. |f the end systens and the network are in different zones
of trust, group keying cannot be used.
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8. Applicability to Oher Architectures and Protocols

Wi le, so far, this docunent discusses only RSVP security assum ng
the traditional RSVP nodel as defined by [ RFC2205] and [ RFC2747], the
analysis is also applicable to other RSVP depl oynent nodels as well
as to simlar protocols. These include the follow ng:

0o "Aggregation of RSVP for IPv4 and | Pv6 Reservations" [RFC3175]:
Thi s schene defines aggregati on of individual RSVP reservations,
and di scusses use of RSVP authentication for the signaling
messages. Goup keying is applicable to this scheme, particularly
when automati ¢ Deaggregator discovery is used, since in that case
the Aggregator does not know ahead of tine which Deaggregator wll
intercept the initial end-to-end RSVP Path nmessage.

0 "GCeneric Aggregate Resource ReSerVation Protocol (RSVP)
Reservations” [RFC4860]: This docunent al so di scusses aggregati on
of individual RSVP reservations. Here again, group keying applies
and is nentioned in the Security Considerations section

o "Aggregation of Resource ReSerVation Protocol (RSVP) Reservations
over MPLS TE/ DS-TE Tunnel s" [ RFC4804]: This schene al so defines a
form of aggregation of RSVP reservation, but this tine over
MPLS-TE tunnels. Simlarly, group keying may be used in such an
envi ronnent .

o "Pre-Congestion Notification (PCN) Architecture" [RFC5559]:
defines an architecture for flow adm ssion and term nati on based
on aggregated pre-congestion information. One depl oynment node
for this architecture is based on Intserv over Diffserv: the
Diffserv region is PCN-enabled. Al so, RSVP signaling is used end-
to-end, but the PCN-domain is a single RSVP hop, i.e., only the
PCN- boundar y- nodes process RSVP nessages. |In this scenario, RSVP
aut hentication may be required anmong PCN- boundary-nodes, and the
consi derati ons about keying approaches di scussed earlier in this
docunent apply. In particular, group keying may facilitate
operations since the ingress PCN boundary-node does not
necessarily know ahead of tine which PCN-egress-node will
intercept and process the initial end-to-end Path nessage. From
the vi ewpoi nt of securing end-to-end RSVP in this scenario (from
the end host to the PCN-ingress-node, to the PCN egress-node, to
the other end host), there are a lot of simlarities in scenarios
i nvol vi ng RSVP Aggregati on over aggregate RSVP reservations
[ RFC3175] [ RFC4860], RSVP Aggregation over MPLS-TE tunnels
[ RFC4804], and RSVP (Aggregation) over PCN ingress-egress
aggr egat es.
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9.

Summary

The following table sunmarizes the various approaches for RSVP
keying, and their applicability to various RSVP scenarios. In
particul ar, such keying can be used for RSVP authentication (e.qg.
using the RSVP I NTEGRI TY object or AH) and/or for RSVP encryption
(e.g., using ESP in tunnel node).

o e e e ee e o e oo o e e e oo - +
| | per - nei ghbor / | group keys
| | per-interface | |
| | keys | |
U oo oo +
Works intra-domain Yes Yes
Wor ks i nter-domain Yes No

| | | |
| | | |
| Works over non- RSVP hops | No | Yes (1)

| Dynam c keying | | |

Table 1. Overview of Keying Approaches and Their Applicability

(1): RSVP integrity with group keys works over non-RSVP nodes; RSVP
encryption with ESP and RSVP aut hentication with AH work over
non- RSVP nodes in tunnel node with address preservation; RSVP
encryption with ESP and RSVP aut hentication with AH do not work
over non-RSVP nodes in tunnel node.

We al so nake the follow ng observations:

o Al key types can be used statically, or with dynam c key
negotiation. This inpacts the nanageability of the solution, but
not the applicability itself.

o For encryption of RSVP nmessages, |Psec ESP in tunnel node can be
used.

o There are sone special cases in RSVP, |ike non-RSVP hosts, the
Notify nessage (as discussed in Section 5.1, the various RSVP
depl oyment nodel s di scussed in Section 8, and MPLS Traffic
Engi neeri ng and GWLS di scussed in Section 5.2, which would
benefit from a group-keyi ng approach
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10.

10.

11.

12.

Security Considerations

This entire docunent discusses RSVP security; this section describes
specific security considerations relating to subverted RSVP nodes.

1. Subverted Nodes

An undet ected subverted node, for exanple, one that an intruder has
gai ned control over, is still inplicitly a trusted node. However, it
is athreat to the security of RSVP. Since RSVP authentication is
hop by hop and not end to end, a subverted node in the path breaks
the chain of trust. This is, to a |large extent, independent of the
type of keying used.

For per-interface or per-nei ghbor keying, the subverted node can now
i ntroduce fake nessages to its neighbors. This can be used in a
variety of ways, for exanple, by changing the receiver address in the
Pat h nessage or by generating fake Path nessages. This allows path
states to be created on every RSVP router along any arbitrary path
through the RSVP donmain. That in itself could result in a form of
deni al of service by allow ng exhaustion of sone router resources
(e.g., nenory). The subverted node could al so generate fake Resv
messages upstream corresponding to valid Path states. In doing so,
the subverted node can reserve excessive anobunts of bandw dth thereby
possi bly perform ng a denial -of-service attack

Group keying allows the additional abuse of sending fake RSVP
nmessages to any node in the RSVP domain, not just adjacent RSVP
nodes. However, in practice, this can be achieved to a | arge extent
al so with per-nei ghbor or per-interface keys, as di scussed above.
Therefore, the inpact of subverted nodes on the path is conparable
for all keying schenes discussed here (per-interface, per-neighbor
and group keys).
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