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Abst r act

Thi s docunent describes an al gorithmfor chall enge-response

aut henti cation devel oped by the Initiative for Open Authentication
(OATH). The specified nechani sns | everage the HVAC- based One-Tine
Password (HOTP) al gorithm and of fer one-way and mnutua

aut hentication, and el ectronic signature capabilities.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6287

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

The Initiative for Open Authentication (OATH) [QOATH has identified
several use cases and scenarios that require an asynchronous vari ant
to accommodat e users who do not want to mmintain a synchronized

aut hentication system A conmmonly accepted nmethod for this is to use
a chal | enge-response schene.

Such a chal | enge-response node of authentication is widely adopted in
the industry. Several vendors already offer software applications
and hardware devices inplenmenting chall enge-response -- but each of
those uses vendor-specific proprietary algorithns. For the benefits
of users there is a need for a standardi zed chal | enge-response
algorithmthat allows nulti-sourcing of token purchases and

val idation systens to facilitate the denocratization of strong

aut henti cati on.

Additionally, this specification describes the neans to create
symmetri c key-based short 'el ectronic signatures’. Such signatures
are variants of chall enge-response node where the data to be signed
becones the challenge or is used to derive the challenge. Note that
the term’electronic signature’ and ’signature’ are used

i nterchangeably in this docunent.

Not ati on and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Al gorithm Requi renents

This section presents the main requirenments that drove this algorithm
design. A lot of enphasis was placed on flexibility and usability,
under the constraints and specificity of the HVAC based One-Tine
Password (HOTP) al gorithm [ RFC4226] and hardware token capabilities.

R1 - The al gorithm MJST support chal |l enge-response-based
aut henti cati on.

R2 - The al gorithm MJST be capabl e of supporting symetric key-based
short electronic signatures. Essentially, this is a variation of
chal | enge-response where the challenge is derived fromthe data that
needs to be signed.

R3 - The al gorithm MJST be capabl e of supporting server
aut henti cation, whereby the user can verify that he/she is talking to
a trusted server.
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R4 - The al gorithm SHOULD use HOTP [ RFC4226] as a key buil di ng bl ock

R5 - The length and format of the input chall enge SHOULD be
confi gurabl e.

R6 - The output length and format of the generated response SHOULD be
confi gurabl e.

R7 - The chal |l enge MAY be generated with integrity checking (e.qg.
parity bits). This will allow tokens with pin pads to perform sinple
error checking when the user enters the chall enge value into a token

R8 - There MJST be a unique secret (key) for each token/soft token
that is shared between the token and the authentication server. The
keys MUST be randomy generated or derived using a key derivation

al gorithm

R9 - The al gorithm MAY enabl e additional data attributes such as a
timestanp or session information to be included in the conmputation
These data i nputs MAY be used individually or all together.

4. OCRA Background

OATH i ntroduced the HOTP algorithmas a first open, freely available
bui | di ng bl ock towards strengtheni ng authentication for end-users in
a variety of applications. One-tinme passwords are very efficient at
solving specific security issues thanks to the dynanic nature of OIP
conput at i ons.

After carefully analyzing different use cases, OATH cane to the

concl usion that providing for extensions to the HOTP al gorithnms was
important. A very natural extension is to introduce a chall enge npde
for conputing HOTP val ues based on random questions. Equally
beneficial is being able to perform nutual authentication between two
parties, or short-signature conmputation for authenticating
transaction to inprove the security of e-comrerce applications.

4.1. HOTP Al gorithm
The HOTP al gorithm as defined in [RFC4226], is based on an
i ncreasi ng counter value and a static symmetric key known only to the
prover and verifier parties.

As a remnder:
HOTP( K, C) = Truncat e( HMAC- SHAL( K, Q))

where Truncate represents the function that converts an HVAC SHA-1
val ue into an HOTP val ue.
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We refer the reader to [ RFC4226] for the full description and further
details on the rationale and security analysis of HOTP.

The present docunent describes the different variants based on
simlar constructions as HOTP.

5. Definition of OCRA
The OATH Chal | enge- Response Al gorithm (OCRA) is a generalization of
HOTP wi th variable data i nputs not solely based on an increnented
counter and secret key val ues.
The definition of OCRA requires a cryptographic function, a key K and
a set of Datal nput parameters. This section first formally
i ntroduces OCRA and then introduces the definitions and default
val ues reconmended for all paraneters.

In a nutshell
OCRA = CryptoFunction(K, Datal nput)

wher e:
0 K a shared secret key known to both parties

o Datalnput: a structure that contains the concatenation of the
various input data values defined in details in section 5.1

o CryptoFunction: this is the function perform ng the OCRA
conputation fromthe secret key K and the Datal nput materi al

CryptoFunction is described in details in Section 5.2

5.1. Datal nput Paraneters
This structure is the concatenation over byte array of the OCRASuite
val ue as defined in section 6 with the different paraneters used in
the conputation, save for the secret key K

Dat al nput = {OCRASuite | 00| C| Q| P | S| T} where:

0 OCRASuite is a value representing the suite of operations to
conpute an OCRA response

o 00 is a byte value used as a separator
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o Cis an unsigned 8-byte counter val ue processed hi gh-order bit
first, and MJUST be synchroni zed between all parties; It |oops
around from "{Hex}0" to "{Hex}FFFFFFFFFFFFFFFF" and then starts
over at "{Hex}0". Note that 'C is optional for all OCRA nodes
described in this docunent.

o Q mandatory, is a 128-byte list of (concatenated) challenge
guestion(s) generated by the parties; if Qis |less than 128 bytes,
then it should be padded with zeroes to the right

o Pis a hash (SHA-1 [RFC3174], SHA-256 and SHA-512 [SHA2] are
supported) value of PIN password that is known to all parties
during the execution of the algorithm the length of P will depend
on the hash function that is used

0 Sis a UTF-8 [RFC3629] encoded string of length up to 512 bytes
that contains information about the current session; the |length of
Sis defined in the OCRASuite string

o T is an 8-byte unsigned integer in big-endian order (i.e., network
byte order) representing the nunber of tine-steps (seconds,
m nutes, hours, or days depending on the specified granularity)
since m dni ght UTC of January 1, 1970 [UT]. Mbdre specifically, if
the OCRA conputation includes a tinestanp T, you should first
convert your current local tinme to UTC tine; you can then derive
the UTC tinme in the proper format (i.e., seconds, ninutes, hours,
or days el apsed fromepoch tinme); the size of the tinme-step is
specified in the OCRASuite string as described in Section 6.3

When conputing a response, the concatenation order is always the
fol | owi ng:

Cl
OTHER- PARTY- GENERATED- CHALLENGE- QUESTI ON
YOUR- GENERATED- CHALLENGE- QUESTI ON
Pl S| T

If a value is enpty (i.e., a certain input is not used in the
conputation) then the value is sinply not represented in the string.

The counter on the token or client MJST be increnented every tine a

new computation is requested by the user. The server’s counter val ue
MJST only be increnented after a successful OCRA authentication.
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5.2. CryptoFunction

The default CryptoFunction is HOTP-SHA1-6, i.e., the default node of
conputation for OCRA is HOTP with the default 6-digit dynamc
truncation and a conbinati on of Datal nput values as the message to
conpute the HMAC- SHAL di gest.

We denote t as the length in decinmal digits of the truncation output.
For instance, if t = 6, then the output of the truncation is a
6-digit (decimal) value.

We define the HOTP fam |y of functions as an extension to HOIP:

1. HOTP-Ht: these are the different possible truncated versions of
HOTP, using the dynamic truncation method for extracting an HOTP
val ue fromthe HVAC out put

2. We will denote HOTP-Ht as the realization of an HOTP function
that uses an HVAC function with the hash function H, and the
dynam ¢ truncation as described in [ RFC4226] to extract a t-digit
val ue

3. t=0 means that no truncation is performed and the full HMAC val ue
is used for authentication purposes

We |ist the follow ng preferred nodes of conputation, where * denotes
the default CryptoFunction

o HOTP-SHA1-4: HOTP with SHA-1 as the hash function for HVAC and a
dynam c truncation to a 4-digit value; this node is not
recommended in the general case, but it can be useful when a very
short authentication code is needed by an application

o HOIpP-SHA1-6: HOTP with SHA-1 as the hash function for HVMAC and a
dynam c truncation to a 6-digit value

0 HOTP-SHA1-8: HOTP with SHA-1 as the hash function for HVAC and a
dynam c truncation to an 8-digit val ue

o HOTP- SHA256-6: HOTP wi th SHA-256 as the hash function for HVAC and
a dynamic truncation to a 6-digit value

0 HOTP-SHA512-6: HOTP with SHA-512 as the hash function for HVAC and
a dynamic truncation to a 6-digit value
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This table sumari zes all possible values for the CryptoFunction:

. T T +
| Nanme | HMAC Function Used | Size of Truncation (t)
Fom e e e oo - o e e e oo o e e e e e e e +
| HOTP-SHA1-t | HMAC- SHAL | 0 (no truncation), 4-10
| HOTP- SHA256-t | HVAC- SHA256 | 0 (no truncation), 4-10
| HOTP- SHA512-t | HVAC- SHA512 | 0 (no truncation), 4-10
. - T +

Table 1: CryptoFunction Tabl e
6. The OCRASuite

An OCRASuite value is a text string that captures one node of
operation for OCRA, conpletely specifying the various options for
that conputation. An OCRASuite value is represented as follows:

<Al gorit hne: <Crypt oFunct i on>: <Dat al nput >

The OCRASuite value is the concatenation of three sub-conponents that
are described below. Sonme exanple OCRASuite strings are described in
Section 6. 4.

The client and server need to agree on one or two val ues of
OCRASui te. These values nay be agreed upon at the tinme of token
provi sioning or, for nore sophisticated client-server interactions,
these val ues may be negotiated for every transaction

The provisioning of OCRA keys and rel ated nmetadata such as OCRASui te
is out of scope for this document. [RFC6030] specifies one key
contai ner specification that facilitates provisioning of such data
between the client and the server.

Note that for Mitual Challenge-Response or Signature with Server

Aut hentication nodes, the client and server will need to agree on two
val ues of OCRASuite -- one for server conputation and another for
client conputation.
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6.1. Algorithm
Description: Indicates the version of OCRA.

Val ues: OCRA-v where v represents the version nunber (e.g., 1, 2).
Thi s docunent specifies version 1 of OCRA

6.2. CryptoFunction
Description: Indicates the function used to conpute OCRA val ues
Val ues: Permitted values are described in Section 5. 2.
6.3. Datal nput
Description: This conmponent of the OCRASuite string captures the |ist
of valid inputs for that conmputation; [] indicates a value is
optional :
[C | &xx | [PH] Snnn | TG : Chall enge- Response conputation
[C | &xx | [PH]| TG : Plain Signature computation

Each input that is used for the conputation is represented by a
single letter (except Q, and they are separated by a hyphen.

The input for challenge is further qualified by the formats supported
by the client for challenge question(s). Supported values can be:

o e e e e e oo oo - o e e e oo +
| Format (F) | Up to Length (xx) |
e oo +
| A (al phanuneric) | 04- 64 |
| N (nuneri c) | 04- 64 |
| H (hexadeci mal) | 04- 64 |
o e e e e e oo oo - o e e e oo +

Tabl e 2: Chall enge Fornat Tabl e
The default challenge format is NO8, numeric and up to 8 digits.

The input for Pis further qualified by the hash function used for
the PI N password. Supported values for hash function can be:

Hash function (H) - SHAl, SHA256, SHA512.

The default hash function for P is SHAL.
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The input for Sis further qualified by the Iength of the session
data in bytes. The client and server could agree to any | ength but
the typical values are

Length (nnn) - 064, 128, 256, and 512.

The default length is 064 bytes.

The input for tinmestanps is further qualified by G size of the tine-
step. G can be specified in nunber of seconds, m nutes, or hours:

o e e e e e oo o e m e e e e e e e e +
| Time-Step Size (G | Exanpl es
oo e +
| [1-59] S | number of seconds, e.g., 20S

| [1-59] M | nunmber of mnutes, e.g., 5M

| [0-48]H | nunmber of hours, e.g., 24H

o e e e e e oo o e m e e e e e e e e +

Table 3: Tine-step Size Table

Default value for Gis 1M i.e., time-step size is one nmnute and the
T represents the nunber of mnutes since epoch time [UT].

6.4. OCRASuite Exanples
Here are sone exanpl es of OCRASuite strings:

0 "OCRA-1: HOTP- SHA512- 8: C- QONO8- PSHAL" neans version 1 of OCRA with
HVAC- SHA512 function, truncated to an 8-digit value, using the
counter, a random challenge, and a SHALl di gest of the PI N password
as paraneters. It also indicates that the client supports only
nureric challenge up to 8 digits in length

0 "OCRA- 1: HOTP- SHA256- 6: QA10- TAIM' neans version 1 of OCRA with HVAC
SHA256 function, truncated to a 6-digit value, using a random
al phanuneric challenge up to 10 characters in length and a
ti mestanp in nunber of minutes since epoch tine

0 "OCRA-1: HOTP- SHAL- 4: (H8- S512" means version 1 of OCRA with HVAC
SHA1 function, truncated to a 4-digit value, using a random
hexadeci mal chall enge up to 8 nibbles and a session val ue of 512
byt es

7. Al gorithm Mddes for Authentication

This section describes the typical nodes in which the above defined
conput ati on can be used for authentication
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7.1. One-Way Chal |l enge- Response

A chal | enge-response is a security mechanismin which the verifier
presents a question (challenge) to the prover, who rmust provide a
valid answer (response) to be authenti cated.

To use this algorithmfor a one-way chal |l enge-response, the verifier
wi Il comunicate a challenge value (typically randomy generated) to
the prover. The prover will use the challenge in the conputation as
descri bed above. The prover then conmuni cates the response to the
verifier to authenticate.

Therefore in this node, the typical data inputs will be:
C - Counter, optional

- Chal l enge question, mandatory, supplied by the verifier

Q
P - Hashed version of PIN password, optional
S - Session information, optional

T

- Tinestanp, optional

The di agram bel ow shows the nessage exchange between the client
(prover) and the server (verifier) to conplete a one-way chall enge-
response authentication.

It is assumed that the client and server have a pre-shared key K that
is used for the conputation

CLI ENT SERVER

( PROVER) VERI FI ER)
| |
Verifier sends challenge to prover |
Chal l enge = Q |

o o m o o o e o e o e o e o e e e e ememamao - |

Prover Conputes Response
R = OCRACK, {[C | Q| [P] S| T})
Prover sends Response = R

|
|
|
|
| =mmmmm e >I
Verifier Validates Response
|
|

|

| If Response is valid, Server sends K
| If Response is not, Server sends NOK
I
|
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7.2. Mitual Chall enge- Response

Mut ual chal | enge-response is a variation of one-way chal |l enge-
response where both the client and server nutually authenticate each
ot her.
To use this algorithm the client will first send a random cli ent-
chall enge to the server. The server conputes the server-response and
sends it to the client along with a server-chall enge.
The client will first verify the server-response to be assured that
it istalking to a valid server. It will then conpute the client-
response and send it to the server to authenticate. The server
verifies the client-response to conplete the two-way authentication
process.
In this node there are two conputations: client-response and server-
response. There are two separate challenge questions, generated by
both parties. W denote these challenge questions QL and .
Typi cal data inputs for server-response conputation wll be:

C - Counter, optional

QC - Chall enge question, nandatory, supplied by the client.

@S - Chall enge question, nmandatory, supplied by the server.

S - Session information, optional

T - Tinestanp, optional
Typical data inputs for client-response conmputation wll be:

C - Counter, optional

@S - Chall enge question, nandatory, supplied by the server.

QC - Chall enge question, nmandatory, supplied by the client.

P - Hashed version of PIN password, optional

S - Session information, optional

T - Tinestanp, optional

M Rai hi, et al. I nf or mati onal [ Page 12]



RFC 6287 CCRA

June 2011

The foll owi ng di agram shows the nessages that are exchanged between
the client and the server to conplete a two-way mutual chall enge-

response authentication.

It is assumed that the client and server have a pre-shared key K (or
pair of keys if using dual -key nbde of conputation) that is used for

the conputati on.

CLI ENT
( PROVER)

|
| 1. dient sends client-challenge
| QC = dient-challenge

2. Server conputes server-response
and sends server-chal |l enge

RS = OCRAK, [C | @C| Q8| [S|

@S = Server-chal |l enge

Response = RS, @S

3. Cient verifies server-response
and conputes client-response
OCRA(K, [C | @C | @& | [S| T]) !=
RC = OCRA(K, [ | & | Q| [P]
Response = RC
I ......................................
| 4. Server verifies client-response
| OCRA(K, [C | & | Q| [PIST]) !'=
| Response = K
R L
|

7.3. Algorithm Mdes for Signature

)

|
|
|
|
|
|
R L
|
|
|
|
|
|

SERVER
(VERI FI ER)

|

|

|

___________ >|
|

|

|

|

|

|
............ |
|

I

RS -> STOP |
S| T) I
........... >|
|

RC -> STOP

|

In this section we describe the typical nmodes in which the above

defined conputation can be used for electronic
7.3.1. Plain Signature

To use this algorithmin plain signature node,
conmuni cate a signature-chall enge value to the

si gnat ur es.

the server will
client (signer). The

signature-challenge is either the data to be signed or derived from
the data to be signed using a hash function, for exanple.
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The client will use the signature-challenge in the conputation as
descri bed above. The client then comuni cates the signature val ue
(response) to the server to authenticate.
Therefore in this node, the data inputs will be:

C - Counter, optional.

QS - Signature-challenge, mandatory, supplied by the server.

P - Hashed version of PIN password, optional.

T - Tinestanp, optional.
The picture bel ow shows the nmessages that are exchanged between the
client (prover) and the server (verifier) to conplete a plain

si gnature operation.

It is assuned that the client and server have a pre-shared key K that
is used for the conputation.

CLI ENT SERVER
( PROVER) (VERI FI ER)

|
Verifier sends signature-chall enge |
Chal l enge = S |

|

|

| |
| |
| Client Conputes Response |
| SIGN = OCRA(K, [C] | @& | [P | T]) |
| Response = SIGN |
R R R R EEEEEEEREEES >|
| |
| Verifier Validates Response |
| Response = K |
| <o |
|

7.3.2. Signature with Server Authentication

This node is a variation of the plain signature node where the client
can first authenticate the server before generating a electronic
si gnature.

To use this algorithm the client will first send a random client-

chall enge to the server. The server computes the server-response and
sends it to the client along with a signature-chall enge.
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The client will first verify the server-response to authenticate that
it istalking to a valid server. It will then conpute the signature
and send it to the server.

In this node there are two conputations: client-signature and server-
response.

Typi cal data inputs for server-response conputation wll be:
C - Counter, optional.
QC - Chall enge question, mandatory, supplied by the client.
Q@S - Signature-challenge, mandatory, supplied by the server.
T - Tinestanp, optional.
Typical data inputs for client-signature conputation will be:
C - Counter, optional.
QC - Chall enge question, nmandatory, supplied by the client.
@S - Signature-challenge, nmandatory, supplied by the server.
P - Hashed version of PIN password, optional.
T - Tinestanp, optional.
The di agram bel ow shows the nessages that are exchanged between the
client and the server to conplete a signature with server
aut hentication transaction.
It is assumed that the client and server have a pre-shared key K (or

pair of keys if using dual -key nbde of conputation) that is used for
the conputati on.
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CLI ENT SERVER
( PROVER) VERI FI ER)
I I
| 1. dient sends client-challenge
| QC = dient-challenge

I

I
[ oo >|
I I
| 2. Server conputes server-response |
| and sends signature-chall enge |
I RS = OCRA(K, [ | Q| & | [T]) I
| QS = signature-chal |l enge |
| Response = RS, S |
| |
I . o I
| 3. Oient verifies server-response |
| and computes signature
I OCRA(K, [C | @C | & | [T]) !'= RS -> STCP I
I SIGN = OCRA( K, [C] | & | Q| [P ] T]) I
| Response = SIGN |
|~ >|
| o |
| 4. Server verifies Signhature |
I OCRA(K, [C | @& | Q| [PIT]) !'= SIGN -> STCP |
| Response = K |
| |
I

8. Security Considerations

Any algorithmis only as secure as the application and the

aut hentication protocols that inplenent it. Therefore, this section
di scusses the critical security requirenments that our choice of

al gorithminposes on the authentication protocol and validation
sof t war e.

8.1. Security Analysis of OCRA

The security and strength of this algorithm depend on the properties
of the underlying building bl ock HOTP, which is a construction based
on HVAC [ RFC2104] using SHA-1 [ RFC3174] (or SHA-256 or SHA-512

[ SHA2]) as the hash function

The concl usion of the security analysis detailed in [ RFC4226] is
that, for all practical purposes, the outputs of the dynamc
truncation on distinct counter inputs are uniformy and independently
di stributed strings.

M Rai hi, et al. I nf or mati onal [ Page 16]



RFC 6287 CCRA June 2011

The anal ysis denpnstrates that the best possible attack agai nst the
HOTP function is the brute force attack

8.2. Inplenmentation Considerations
ICl - In the authentication node, the client MJST support two-factor
aut hentication, i.e., the conmunication and verification of sonething

you know (secret code such as a password, pass phrase, PIN code,
etc.) and sonething you have (token). The secret code is known only
to the user and usually entered with the Response val ue for

aut hentication purpose (two-factor authentication). Alternatively,

i nstead of sending sonething you know to the server, the client may
use a hash of the password or PIN code in the conputation itself,
thus inplicitly enabling two-factor authentication

| C2 - Keys SHOULD be of the length of the CryptoFunction output to
facilitate interoperability.

| C3 - Keys SHOULD be chosen at random or using a cryptographically
strong pseudo-random generator properly seeded with a random val ue.
We RECOMVEND fol | owi ng the recomendations in [ RFC4086] for al
pseudo-random and random generati ons. The pseudo-random numbers used
for generating the keys SHOULD successfully pass the randomess test
specified in [CN].

| C4 - Chall enge questions SHOULD be 20-byte val ues and MJUST be at
| east t-byte values where t stands for the digit-length of the OCRA
truncati on out put.

IC5 - On the client side, the keys SHOULD be enbedded in a tanper-
resi stant device or securely inmplenented in a software application
Addi tionally, by enbedding the keys in a hardware device, you al so
have the advantage of inproving the flexibility (mobility) of the
aut henti cati on system

IC6 - Al the communications SHOULD take place over a secure channel
e.g., SSL/TLS [RFC5246], |Psec connecti ons.

I C7 - OCRA, when used in rmutual authentication node or in signature
with server authentication node, MAY use dual -key node -- i.e., there
are two keys that are shared between the client and the server. One
shared key is used to generate the server response on the server side
and to verify it on the client side. The other key is used to create
the response or signature on the client side and to verify it on the
server side
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10.

I C8 - We recomend that inplenentations MAY use the session
information, S, as an additional input in the conputation. For
exanple, S could be the session identifier fromthe TLS session

This will mtigate against certain types of man-in-the-mddle
attacks. However, this will introduce the additional dependency that
first of all the prover needs to have access to the session
identifier to conpute the response and the verifier will need access

to the session identifier to verify the response. [RFC5056] contains
a rel evant discussion of using Channel Bindings to Secure Channels.

IC9 - In the signature node, whenever the counter or tine (defined as
optional elenents) are not used in the conputation, there might be a
risk of replay attack and the inplenenters should carefully consider
this issue in the light of their specific application requirenents
and security guidelines. The server SHOULD al so provi de whenever
possi ble a mean for the client (if able) to verify the validity of
the signature chall enge.

| C10 - We al so RECOWEND storing the keys securely in the validation
system and nore specifically, encrypting them using tanper-resistant
har dwar e encrypti on and exposi ng them only when required: for
exanpl e, the key is decrypted when needed to verify an OCRA response,
and re-encrypted imrediately to limt exposure in the RAMfor a short
period of time. The key store MUST be in a secure area, to avoid as
much as possible direct attack on the validati on system and secrets
dat abase. Particularly, access to the key material should be limted
to programs and processes required by the validation systemonly.

Concl usi on

Thi s docunent introduced several variants of HOTP for chall enge-
response-based authentication and short signature-like conputations.

The OCRASuite provides for an easy integration and support of
different flavors within an authentication and validation system

Fi nal |y, OCRA shoul d enabl e nutual authentication both in connected
and off-1ine nodes, with the support of different response sizes and
node of operations.
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Appendi x A. Reference | nplenmentation

<CODE BEG NS>

/**

*/

Copyright (c) 2011 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without
nodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

i mport javax.crypto. Mac;
i mport javax.crypto. spec. Secr et KeySpec;
i nport java. mat h. Bi gl nt eger;

/**
*
*
*

*

*/

This an exanpl e inplenentati on of OCRA
Vi sit www. openaut hentication.org for nore informtion.

@ut hor Johan Rydell, PortW se

public class OCRA {

M Rai

private OCRA() {}

/**

* This method uses the JCE to provide the crypto

* al gorithm

* HMAC conputes a Hashed Message Authentication Code with the
* crypto hash al gorithmas a paraneter.

*

* @aramcrypto the crypto al gorithm (HmcSHAL, HracSHA256,
* Hmac SHA512)

* @aram keyByt es the bytes to use for the HVAC key

* @aramtext the nmessage or text to be authenticated.
*

~

private static byte[] hnmac_shal(String crypto,
byte[] keyBytes, byte[] text){
Mac hmac = nul | ;
try {
hmac = Mac. getl nstance(crypto);
Secr et KeySpec macKey =
new Secr et KeySpec(keyBytes, "RAW);
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hmac. i ni t (macKey) ;

return hmac. doFi nal (text);
} catch (Exception e) {

e.printStackTrace();

return null;

private static final int[] DA TS POAER
// 01 2 3 4 5 6 7 8
= {1, 10, 100, 1000, 10000, 100000, 1000000, 10000000, 100000000 };

*

This method converts HEX string to Byte[]

/

@ar am hex the HEX string

@eturn A byte array

/

private static byte[] hexStr2Bytes(String hex){

/1 Adding one byte to get the right conversion

/1 values starting with "0" can be converted

byte[] bArray = new Biglnteger("10" + hex, 16).toByteArray();

* %k X X F X %

/1l Copy all the REAL bytes, not the "first"
byte[] ret = new byte[bArray.length - 1];
System arraycopy(bArray, 1, ret, 0, ret.length);

return ret;
}
/**
* This met hod generates an OCRA HOTP val ue for the given
* set of paraneters.
*
* @aramocraSuite the OCRA Suite
* @ar am key the shared secret, HEX encoded
* @ar am counter the counter that changes on a per use
* basi s, HEX encoded
* @ar am question the chal | enge questi on, HEX encoded
*  @ar am passwor d a password that can be used, HEX encoded
* @aram sessionlnformation Static information that identifies
* the current session, Hex encoded
* @aramtineStanp a value that reflects a tine
*
* @eturn A nuneric String in base 10 that includes
*

{@ink truncationDigits} digits
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*/

static public String generateOCRA(String ocraSuite,
String key,
String counter,
String question,
String password,
String sessionlnformation,
String tinmeStanmp){

int codeDigits = O;
String crypto = "";
String result = null;

int ocraSuitelLength = (ocraSuite.getBytes()).length;
nt counterlLength = 0;
nt questionLength =
nt passwordLength =
nt sessionlnformti
nt tineStanplLength

i
[ ,
i 0;
i 0
i n
i

o] i_ength = 0;
= 0;

/1 The OCRASui tes components
String CryptoFunction = ocraSuite.split(":")[1];
String Datal nput = ocraSuite.split(":")[2];

i f(CryptoFunction.toLowerCase().indexOf("shal") > 1)
crypto = "HracSHAL";

i f(CryptoFunction.tolLower Case().indexOf ("sha256") > 1)
crypto = "HmacSHA256";

i f(CryptoFunction.toLower Case().indexO("sha512") > 1)
crypto = "HmcSHAS12",

/1 How many digits should we return
codeDigits = Integer.decode(CryptoFunction. substring(
CryptoFunction. |l astlndexOf ("-")+1));

/1l The size of the byte array nessage to be encrypted
/1 Counter
i f(Datal nput.toLowerCase().startsWth("c")) {
/1 Fix the length of the HEX string
whil e(counter.length() < 16)
counter = "0" + counter,;
count er Lengt h=8;

/1 Question - always 128 bytes
i f(Datal nput.toLowerCase().startsWth("q") ||
(Dat al nput . t oLower Case().indexOf ("-q") >= 0)) {
whi | e(question.length() < 256)
guestion = question + "0";
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guesti onLengt h=128;
}

/1 Password - shal
i f(Datal nput.toLower Case().indexOh ("pshal™) > 1){
whi | e( password. | engt h() < 40)
password = "0" + password;
passwor dLengt h=20;

}

/1 Password - sha256
i f(Datal nput.tolLowerCase().index ("psha256") > 1){
whi | e(password. | ength() < 64)
password = "0" + password;
passwor dLengt h=32;

}

/] Password - shab512
i f (Datal nput.toLowerCase().indexCOf ("psha512") > 1){
whi | e(password. | ength() < 128)
password = "0" + password;
passwor dLengt h=64;

}

/1 sessionlnformation - s064
i f(Datal nput.tolLowerCase().indexOf("s064") > 1){
whi | e(sessionlnformation.length() < 128)
sessionlnformation = "0" + sessionlnfornmation
sessi onl nf or mat i onLengt h=64;

}

/1 sessionlnformation - s128
i f(Datal nput.tolLowerCase().indexOf("s128") > 1){
whi | e(sessionlnformation.length() < 256)
sessionlnformation = "0" + sessionlnformation
sessi onl nf or mat i onLengt h=128;

}

/1 sessionlnformation - s256
i f(Datal nput.tolLowerCase().indexO("s256") > 1){
whi | e(sessionlnformation.length() < 512)
sessionlnformation = "0" + sessionlnformation
sessi onl nf or mat i onLengt h=256;

}

/1 sessionlnformation - s512
i f(Datal nput.toLowerCase().indexO("s512") > 1){
whi | e(sessionlnformation.length() < 1024)

et al. | nf or mat i ona
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OCRA
sessionlnformati on = "0" + sessionlnformation
sessi onl nf ormat i onLengt h=512;
}
/1 TimeStanp

i f(Datal nput.toLowerCase().startsWth("t") ||
(Dat al nput . toLower Case().indexOF("-t") > 1)){
whil e(tineStanp.|length() < 16)
timeStanp = "0" + tinmeStanp;
ti meSt anplLengt h=8;
}

/1 Renmenber to add "1" for the "00" byte delimter
byte[] msg = new byte[ocraSuitelLength +

counterlLength +

guesti onLength +

passwor dLength +

sessi onl nformati onLength +

ti meStanpLength +

1];

June 2011

/1 Put the bytes of "ocraSuite" paranmeters into the nessage

byte[] bArray = ocraSuite.getBytes();
System arraycopy(bArray, 0, nsg, 0, bArray.length);

/1 Delimter
nmsg[ bArray. | ength] = 0x00;

/1 Put the bytes of "Counter" to the nessage
/1 1nput is HEX encoded
i f(counterLength > 0 ){
bArray = hexStr2Bytes(counter);
System arraycopy(bArray, 0, nsg, ocraSuitelength
bArray. | ength);

/1 Put the bytes of "question" to the nessage
/1 Input is text encoded
i f(questionLength > 0 ){
bArray = hexStr2Bytes(question);
System arraycopy(bArray, 0, nsg, ocraSuitelength
counterLength, bArray.length);

}

/1 Put the bytes of "password" to the nessage
/1 1nput is HEX encoded

et al. | nf or mat i ona
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i f(passwordLength > 0){
bArray = hexStr 2Byt es(password);
System arraycopy(bArray, 0, nsg, ocraSuitelLength + 1 +
counterlLength + guesti onLength, bArray.length);

}

/1 Put the bytes of "sessionlnformation" to the nessage
/1 lnput is text encoded
i f(sessionlnformationLength > 0 ){
bArray = hexStr 2Byt es(sessionlnformation);
System arraycopy(bArray, 0, nsg, ocraSuitelLength + 1 +
counterlLength + guesti onLength +
passwor dLengt h, bArray. | ength);

}

/1 Put the bytes of "time" to the nessage
/1 Input is text value of mnutes
i f(tinmeStanpLength > 0){
bArray = hexStr2Bytes(tinmeStanp);
System arraycopy(bArray, 0, nsg, ocraSuitelLength + 1 +
counterlLength + questionLength +
passwor dLengt h + sessi onl nf or mati onLengt h,
bArray. | ength);

}
bArray = hexStr 2Byt es(key);
byte[] hash = hnmac_shal(crypto, bArray, mnsg);

/1 put selected bytes into result int
int offset = hash[hash.length - 1] & Oxf;

int binary =
((hash[of fset] & Ox7f) << 24)
((hash[offset + 1] & Oxff) << 16)
((hash[offset + 2] & Oxff) << 8)
(hash[of fset + 3] & Oxff);

int otp = binary % DI G TS _PONER] codeDi gi ts];

result = Integer.toString(otp);

while (result.length() < codeDigits) {
result = "0" + result;

}

return result;
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<CODE ENDS>
Appendi x B. Test Vectors Generation

<CODE BEG NS>

/**

Copyright (c) 2011 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forns, with or without
nodification, is permtted pursuant to, and subject to the license
terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

*/

i nport java. mat h. Bi gl nt eger;

i mport java.util.*;

i mport java.text. DateFornat;

i mport java.text.Sinpl eDat eFor mat ;

public class Test OCRA {

public static String asHex (byte buf[]) {
StringBuffer strbuf = new StringBuffer(buf.length * 2);
int i;

for (i =0; i < buf.length; i++) {
if (((int) buf[i] & Oxff) < 0x10)
st rbuf . append("0");
st rbuf. append(Long.toString((int) buf[i] & Oxff, 16));

}
return strbuf.toString();

}

/**

* @aram args

*/

public static void main(String[] args) {

String ocra = "";

String seed = "";

String ocraSuite = "";

String counter = "";

String password = "";

String sessionlnformation = "";

String question = ;
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String gHex = ;
String tineStanp = "";

/'l PASS1234 is SHAl hash of "1234"
String PASS1234 = "7110eda4d09e062aa5e4a390b0a572ac0d2c0220";

String SEED = "3132333435363738393031323334353637383930";

String SEED32 = "31323334353637383930313233343536373839" +
" 30313233343536373839303132";

String SEED64 = "31323334353637383930313233343536373839" +
"3031323334353637383930313233343536373839" +
"3031323334353637383930313233343536373839" +
"3031323334",

int STOP = 5;

Date nyDate = Cal endar. getlnstance().getTime();
Bi gl nteger b new Bi gl nteger ("0");
String sDate = "Mar 25 2008, 12:06:30 GVIT";

try{
Dat eFormat df =

new Si mpl eDat eFor mat ("MW dd yyyy, HH.mmss zzz");
nyDate = df. parse(sDate);
b new Bi gl nteger ("0" + nmyDate.getTine());
b b. di vi de(new Bi gl nt eger ("60000"));

Systemout.printin("Tine of \"" + sDate + "\" is in");
Systemout.printin("mlli sec: " + nyDate.getTinme());
Systemout.printin("mnutes: " + b.toString());
Systemout. println("m nutes (HEX encoded): "

+ b.toString(16).toUpperCase());
Systemout.printin("Time of \"" + sDate

+ "\" is the sane as this localized");
Systemout.printin("tine, \""

+ new Date(nyDate.getTine()) + "\"");

System out. println();

Systemout. println("Standard 20Byte key: " +
"3132333435363738393031323334353637383930") ;

Systemout. println("Standard 32Byte key: " +
"3132333435363738393031323334353637383930") ;

System out. println(" "o+
"313233343536373839303132") ;

Systemout. println("Standard 64Byte key: 313233343536373839"
+ "3031323334353637383930") ;

System out. println(" 313233343536373839"
+ "3031323334353637383930") ;
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System out. println(" 313233343536373839"
+ "3031323334353637383930") ;
System out . println(" 31323334");

Systemout.println();
Systemout.println("Plain chall enge response");
Syst em out . pr| ntl n( " ::::::::::::::::::::::::") :
System out. println();

ocraSuite = "OCRA-1: HOTP- SHAL- 6: QNO8";
System out. println(ocraSuite);
System out. pri ntl n("=======================") ;
seed = SEED,
counter ="";
guestion = "";
password = "";
sessionlnformation = "*";
timeStanp = "";
for(int i=0; i < 10; i++){
gquestion ="" + i + i +i +i +i +1i +i +1i;
gHex = new String((new Bi gl nteger (question, 10))
.toString(16)).toUpperCase();
ocra = OCRA. gener at eOCRA(ocraSui te, seed, count er,
gHex, password,
sessi onl nformati on, ti meStanp);
Systemout.println("Key: Standard 20Byte Q "
+ question + " COCRA: " + ocra);

}
Systemout.println();

ocraSuite = "OCRA- 1: HOTP- SHA256- 8: C- QNO8- PSHAL" ;
Systemout. println(ocraSuite);
Syst em out . pr| ntl n( " :::::::::::::::::::::::::::::::::") ;
seed = SEED32;
counter = "";
guestion "12345678";
passwor d PASS1234;
sessionlnformation = "";
timeStamp = "";
for(int i=0; i < 10; i++){
counter = "" + i;
gHex = new String((new Bi gl nteger(question, 10))
.toString(16)).toUpperCase();
ocra = OCRA. gener at eOCRA(ocraSui te, seed, count er,
gHex, passwor d, sessi onl nformati on, ti meSt anmp) ;
Systemout.println("Key: Standard 32Byte C. "
+ counter + " "
+ question + " PIN(1234): ");
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Systemout. println(password + " QOCRA: " + ocra);

}
Systemout. println();

ocraSuite = "OCRA- 1: HOTP- SHA256- 8: QNO8- PSHAL" ;
Systemout. println(ocraSuite);

Syst em out . pr i ntl n( " :::::::::::::::::::::::::::::::") :
seed = SEED32;

counter = "";

guestion = "";

password = PASS1234;

sessionlnformati on = ;

timeStanmp = "";

for(int i=0; i < STOP; i++){
question ="" + i + i +i +i +i +1i +i +1i;
gHex = new String((new Bi gl nteger(question, 10))

.toString(16)).toUpperCase();
ocra = OCRA. gener at eOCRA(ocraSui te, seed, count er,
gHex, passwor d, sessi onl nformati on, ti meSt anmp) ;
Systemout.println("Key: Standard 32Byte Q "
+ question + " PIN(1234): ");
Systemout. println(password + " QOCRA® " + ocra);

}
Systemout.println();

ocraSuite = "OCRA-1: HOTP- SHA512- 8: C- Q\N08";
Systemout. println(ocraSuite);

Syst em out. pr intl n( " :::::::::::::::::::::::::::") :
seed = SEED64;

counter = ;

guesti on "
password = "";
sessionlnformation = "";
timeStamp = "";
for(int i=0; i < 10; i++){
question ="" + i + i +i +i +i +1i +1i +1i;
gHex = new String((new Bi gl nteger(question, 10))
.toString(16)).toUpperCase();
counter = "0000" + i;
ocra = OCRA gener at eOCRA(ocraSui te, seed, count er,
gHex, passwor d, sessi onl nformati on, ti meSt anmp) ;
Systemout.println("Key: Standard 64Byte C. "
+ counter + " Q "

+ question + " OCRA: " + ocra);

}
Systemout.println();
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ocraSuite = "OCRA-1: HOTP- SHA512- 8: QN08- T1M';
Systemout. println(ocraSuite);
SySt em out . pr| ntl n( " :::::::::::::::::::::::::::::") ;
seed = SEED64;
counter = "";
guestion = "";
password = "";
sessionlnformation = "";
timeStanmp = b.toString(16);
for(int i=0; i < STOP; i++){
question ="" + i + i +1i + i +1i +1i +1i +1i;
counter = "";
gHex = new String((new Bi gl nteger(question, 10))
.toString(16)).toUpperCase();
ocra = OCRA. gener at eOCRA(ocraSui te, seed, count er,

gHex, passwor d, sessi onl nformati on, ti meSt anp) ;

Systemout.println("Key: Standard 64Byte Q "
+ question +" T: "
+ tinmeStanp.toUpper Case()

+ OCRA: " + ocra);

}
Systemout.println();

Systemout.println();
System out. println("Mitual Chall enge Response");
SySt em out . pr| ntl n( " :::::::::::::::::::::::::") ;
Systemout.println();

ocraSuite = "OCRA- 1: HOTP- SHA256- 8: QA08";

Systemout. println("OCRASuite (server conmputation) =
+ ocraSuite);

Systemout.println("OCRASuite (client computation) =
+ ocraSuite);

Syst em out. pr| ntl n( "—————————————————————————————==" 4

seed = SEED32;
counter ="";
guestion = "";
password = "";
sessionlnformation = "";
timeStanp = "";
for(int i=0; i < STOP; i++){
guestion = "CLI2222" + i + "SRV1111" + i;
gHex asHex(question. getBytes());
ocra OCRA. gener at eOCRA( ocr aSui t e, seed, count er, gHex,
passwor d, sessi onl nformati on, ti meStanp) ;

System out. printl n(
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"(server)Key: St andard SZByte Q"
+ question + " OCRA:
+ ocra);
question = "SRV1111" + i + "CLI2222" + i;
gHex = asHex(question. getBytes());
ocra OCRA. gener at eOCRA( ocr aSui t e, seed, count er, gHex,
passwor d, sessi onl nformati on, ti meStanmp);
System out. printl n(
“(client)Key: Standard SZByte Q "
+ question + " OCRA:
+ ocra);

}
Systemout.println();

" OCRA- 1: HOTP- SHA512- 8: QA08";
" OCRA- 1: HOTP- SHA512- 8: QAO08- PSHAL";

String ocraSuitel

String ocraSuite2

Systemout. println("OCRASuite (server conmputation) =
+ ocraSuitel);

Systemout.println("OCRASuite (client conmputation) =
+ ocraSuite?);

SySt em out . pr i ntl n( "——o—o—————————————————————————=—==" 4

ocraSuite = ;
seed = SEED64;
counter = "";
qguestion = "";
password = "";
sessionlnformation = "";
timeStamp = "";
for(int i=0; i < STOPR; i ++){
ocraSuite = ocraSuitel;
guestion = "CLI2222" + i + "SRV1111" + i;
gHex = asHex(question. getBytes());
password = "";
ocra = OCRA generat eOCRA(ocraSmte seed, count er, qHex,
passwor d, sessi onl nfornmation, ti neSt arrp)
Syst em out . pri ntl n(
"(server)Key: St andard 64Byte Q "
+ question + " OCRA:
+ ocra);
ocraSuite = ocraSuite2;
guestion = "SRV1111" + i + "CLI2222" + i;
gHex = asHex(question. getBytes());
password = PASS1234;
ocra = OCRA. gener at eOCRA(ocraSui t e, seed, count er, gqHex,
passwor d, sessi onl nformati on, ti meSt anmp) ;
Systemout.println("(client)Key: Standard 64Byte Q "
+ question);
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Systemout. println("P:
+ " OCRA " + ocra);

}
Systemout.println();

Systemout.println();

Systemout.println("Plain Signature");

&/St em out . pr| ntl n( " :::::::::::::::") :

System out. println();

ocraSuite = "OCRA- 1: HOTP- SHA256- 8: QA08";

System out. println(ocraSuite);

System out. printl n("=========================") ;

seed = SEED32;

counter ="";

guestion = "";

password = "";

sessionlnformation = "*";

timeStanp = "";

for(int i=0; i < STOP; i++){
guestion = "SIGL" + i + "000";
gHex = asHex(question. getBytes());

+ passwor d. t oUpper Case()

June 2011

ocra = OCRA. gener at eOCRA(ocr aSui t e, seed, count er, gqHex,
passwor d, sessi onl nformati on, ti meStanp) ;

System out. printl n(

"Key: Standard 32Byte Q Signature challenge):

+ question);
System out. println(" OCRA: " + ocra);

}
Systemout.println();

ocraSuite = "OCRA-1: HOTP- SHA512- 8: QA10- T1M';
Systemout. println(ocraSuite);
SySt em out . pr| ntl n( " :::::::::::::::::::::::::::::") ;
seed = SEED64;
counter = "";
guestion "
password = "";
sessionlnformation = :
timeStanp = b.toString(16);
for(int i=0; i < STOP; i++){

question = "SIGL" + i + "00000";

gHex = asHex(question. getBytes());

ocra = OCRA. gener at eOCRA(ocraSui te, seed, count er,

gHex, passwor d, sessi onl nformati on, ti meSt anmp) ;

System out. printl n(

"Key: Standard 64Byte Q Signature chall enge):

+ question);
System out. println(" T "

et al. | nf or mat i onal
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+ tinmeStanp.toUpperCase() + "

+ ocra);
}
}catch (Exception e){
Systemout.printin("Error : " + e);

}
}
}
<CODE ENDS>

Appendi x C. Test Vectors

June 2011

OCRA: "

This section provides test values that can be used for the OCRA

interoperability test.
St andard 20Byte key:
3132333435363738393031323334353637383930

Standard 32Byte key:

3132333435363738393031323334353637383930313233343536373839303132

St andard 64Byte key:

313233343536373839303132333435363738393031323334353637383930313233343
53637383930313233343536373839303132333435363738393031323334

PIN (1234) SHA1 hash val ue:

7110eda4d09e062aa5e4a390b0a572ac0d2c0220

M Rai hi, et al. | nf or mat i ona
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C.1. One-Way Chal l enge Response

e S - +
| Key | Q | OCRA Val ue
o e oo TSR S +
St andard 20Byte | 00000000 237653
St andard 20Byte 11111111 243178
St andard 20Byte 22222222 653583
St andard 20Byte | 33333333 740991
Standard 20Byte | 44444444 608993

| | | |
| | | |
| | | |
: sl e
| Standard 20Byte | 55555555 | 388898

| | | |
| | | |
| | | |
| | | |

Standard 20Byte | 66666666 816933
St andard 20Byte 7777777 224598
St andard 20Byte 88888888 750600
St andard 20Byte | 99999999 294470
o e e e e oo - Fomm oo - Fomm e oo - +

o e e oo Fom e Fom o +
| Key | C | Q | OCRA Val ue

o e e e e oo - T Fomm e oo - +
| Standard 32Byte | O | 12345678 | 65347737

| Standard 32Byte | 1 | 12345678 | 86775851

| Standard 32Byte | 2 | 12345678 | 78192410

| Standard 32Byte | 3 | 12345678 | 71565254

| Standard 32Byte | 4 | 12345678 | 10104329

| Standard 32Byte | 5 | 12345678 | 65983500

| Standard 32Byte | 6 | 12345678 | 70069104

| Standard 32Byte | 7 | 12345678 | 91771096

| Standard 32Byte | 8 | 12345678 | 75011558

| Standard 32Byte | 9 | 12345678 | 08522129

o e e oo Fom e e e T +

| Standard 32Byte | 00000000 | 83238735
| Standard 32Byte | 11111111 | 01501458
| Standard 32Byte | 22222222 | 17957585
| Standard 32Byte | 33333333 | 86776967
| Standard 32Byte | 44444444 | 86807031

OCRA- 1: HOTP- SHA256- 8: QNO8- PSHAL
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C.2. Mitual
OCRASui t e (server conputation)

OCRASui te (client conputation)

M Rai hi ,

St andard 64Byte
St andard 64Byte
St andard 64Byte
St andard 64Byte
St andard 64Byte

St andard 64Byte
St andard 64Byte
St andard 64Byte
St andard 64Byte

|
|
|
|
| Standard 64Byte
|
|
|
|

St andard 64Byte
St andard 64Byte

St andard 64Byte

|
| Standard 64Byte
|
|

St andard 64Byte

| Standard
| Standard
| Standard
| Standard
| Standard

et al.

00000000
11111111
22222222
33333333
44444444

00000000
11111111
22222222
33333333
44444444
55555555
66666666
TrTrTITY
88888888
99999999

| 132d0b6
| 132d0b6
| 132d0b6
| 132d0b6
| 132d0b6

07016083
63947962
70123924
25341727
33203315
34205738
44343969
51946085
20403879
31409299

| 95209754
| 55907591
| 22048402
| 24218844
| 36209546

OCRA- 1: HOTP- SHA512- 8: QNO8- T1M

Server --

32Byte |
32Byte |
32Byte |
32Byte |
32Byte |

Chal | enge- Response

CLI 22220SRV11110
CLI 22221SRV11111
CLI 22222SRV11112
CLI1 22223SRV11113
CLI 22224SRV11114

OCRA- 1: HOTP- SHA256- 8: QAO8

OCRA- 1: HOTP- SHA256- 8: QAO8

28247970
01984843
65387857
03351211
83412541

OCRA- 1: HOTP- SHA256- 8: QAO8

| nf or mat i onal

June 2011
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OCRASui t e (server conputation)

OCRASui te (client computation)

M Rai hi ,

St andard
St andard

St andard
St andard

I
I
| Standard
I
I

ai

St andard
St andard

St andard
St andard

I
I
| Standard
I
I

St andard
St andard

St andard
St andard

I
I
| Standard
I
I

et al.

dient

32Byt e
32Byt e
32Byt e
32Byt e
32Byt e

ent --

64Byt e
64Byt e
64Byt e
64Byt e
64Byt e

64Byt e
64Byt e
64Byt e
64Byt e
64Byt e

| SRV11110CLI 22220 |
| SRV11111CLI 22221 |
| SRV11112CLI 22222 |
| SRV11113CLI 22223 |
| SRV11114CLI 22224 |

15510767
90175646
33777207
95285278
28934924

OCRA- 1: HOTP- SHA256- 8: QAO8

| CLI22220SRV11110 |
| CLI22221SRV11111 |
| CLI22222SRV11112 |
| CLI22223SRV11113 |
| CLI22224SRV11114 |

| SRV11110CLI 22220 |
| SRV11111CLI 22221 |
| SRV11112CLI 22222 |
| SRV11113CLI 22223 |
| SRV11114CLI 22224 |

OCRA- 1: HOTP- SHA512- 8: QAO8

79496648
76831980
12250499
90856481
12761449

18806276
70020315
01600026
18951020
32528969

-- OCRA- 1: HOTP- SHA512- 8: QAO8- PSHA1

| nf or mat i onal

June 2011

OCRA- 1: HOTP- SHA512- 8: QA08- PSHAL
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C.3. Plain Signature

In this node of operation,

M Rai hi ,

St andard
St andard

St andard
St andard

I
I
| Standard
I
I

32Byt e
32Byt e

32Byt e
32Byt e

S| G10000
Sl G11000

SI G13000
SI G14000

| | 53095496 |
| | 04110475 |
32Byte | SIGL2000 | 31331128 |
| | 76028668 |
| | 46554205 |

June 2011

Q represents the signature chall enge.

o e oo S SR TSR
| Key | Q | T | OCRA Val ue
e Fom ek . Fom oo
| Standard 64Byte | SIGLO0O0000 | 132d0b6 | 77537423
| Standard 64Byte | SIGL100000 | 132d0b6 | 31970405
| Standard 64Byte | SIGL200000 | 132d0b6 | 10235557
| Standard 64Byte | SIGL300000 | 132d0b6 | 95213541
| Standard 64Byte | SIGL400000 | 132d0b6 | 65360607
e Fom ek . Fom oo
OCRA- 1: HOTP- SHA512- 8: QA10- T1M

et al.
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