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Host Identity Protocol Certificates
Abst r act

The Certificate (CERT) paraneter is a container for digita
certificates. It is used for carrying these certificates in Host
Identity Protocol (H P) control packets. This document specifies the
CERT paraneter and the error signaling in case of a failed
verification. Additionally, this docunment specifies the
representations of Host ldentity Tags in X 509 version 3 (v3) and
Sinple Public Key Infrastructure (SPKI) certificates.

The concrete use of certificates, including how certificates are
obt ai ned, requested, and which actions are taken upon successful or
failed verification, is specific to the scenario in which the
certificates are used. Hence, the definition of these scenario-
specific aspects is left to the docunents that use the CERT

par aneter.

Thi s docunent updates RFC 5201.
Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6253
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Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

1. | nt roducti on

Digital certificates bind pieces of information to a public key by
neans of a digital signature and thus enable the holder of a private
key to generate cryptographically verifiable statements. The Host
Identity Protocol (H P) [RFC5201] defines a new cryptographic
nanespace based on asymetric cryptography. The identity of each
host is derived froma public key, allow ng hosts to digitally sign
data and issue certificates with their private key. This docunent
specifies the CERT paraneter, which is used to transnmt digita
certificates in HHP. It fills the placehol der specified in

Section 5.2 of [RFC5201] and thus updates [RFC5201].

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].
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2. CERT Par aneter

The CERT paraneter is a container for certain types of digita
certificates. 1t does not specify any certificate semanti cs.
However, it defines supplenentary paraneters that help H P hosts to
transmt senantically grouped CERT paraneters in a nore systematic
way. The specific use of the CERT paraneter for different use cases
is intentionally not discussed in this docunent, because it is
specific to a concrete use case. Hence, the use of the CERT
parameter will be defined in the documents that use the CERT

par anet er.

The CERT paraneter is covered and protected, when present, by the HP
SIGNATURE field and is a non-critical paraneter.

The CERT paraneter can be used in all H P packets. However, using it
inthe first Initiator (11) packet is NOT RECOWENDED, because it can
i ncrease the processing tines of I1s, which can be probl ematic when
processing storns of I1s. Each H P control packet MAY contain

nmul tiple CERT paraneters. These paranmeters MAY be related or
unrelated. Related certificates are nmanaged in Cert groups. A Cert
group specifies a group of related CERT paraneters that SHOULD be
interpreted in a certain order (e.g., for expressing certificate
chains). For grouping CERT paraneters, the Cert group and the Cert
count field MUST be set. Ungrouped certificates exhibit a unique
Cert group field and set the Cert count to 1. CERT paraneters with
the sane Cert group number in the group field indicate a | ogica
grouping. The Cert count field indicates the nunber of CERT
paranmeters in the group

CERT paraneters that belong to the same Cert group MAY be contai ned
in multiple sequential H P control packets. This is indicated by a
hi gher Cert count than the anobunt of CERT paraneters with matching
Cert group fields in a H P control packet. The CERT paraneters MJST
be placed in ascending order, within a H P control packet, according
to their Cert group field. Cert groups MAY only span nultiple
packets if the Cert group does not fit the packet. A H P packet MJST
NOT contain nore than one inconplete Cert group that continues in the
next H P control packet.

The Cert 1D acts as a sequence nunber to identify the certificates in
a Cert group. The nunbers in the Cert IDfield MIUST start from 1l up
to Cert count.

The Cert group and Cert |D namespaces are managed locally by each
host that sends CERT paranmeters in H P control packets.
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Type 768

Lengt h Length in octets, excluding Type, Length, and Paddi ng

Cert group Group ID grouping multiple related CERT paraneters.

Cert count Total count of certificates that are sent, possibly
in several consecutive H P control packets.

Cert ID The sequence nunber for this certificate.

Cert Type I ndi cates the type of the certificate.

Paddi ng Any Padding, if necessary, to nmake the TLV a nultiple
of 8 bytes.

The certificates MIUST use the al gorithns defined in [ RFC5201] as the
signature and hash al gorithns.

The following certificate types are defined:

| Reserved | 0
| X. 509 v3 | 1
| SPKI | 2
| Hash and URL of X 509 v3 | 3
| Hash and URL of SPKI | 4
| LDAP URL of X 509 v3 | 5
| LDAP URL of SPKI | 6
| Distingui shed Name of X 509 v3 | 7
| Di stingui shed Name of SPKI | 8

The next sections outline the use of Host Identity Tags (H Ts) in
X.509 v3 and in Sinple Public Key Infrastructure (SPKI) certificates.
X.509 v3 certificates and the handling procedures are defined in

[ RFC5280]. The wire format for X 509 v3 is the Distinguished
Encoding Rules format as defined in [ X.690]. The SPKI, the handling
procedures, and the formats are defined in [ RFC2693].
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Hash and Uni form Resource Locator (URL) encodings (3 and 4) are used
as defined in Section 3.6 of [RFC5996]. Using hash and URL encodi ngs
results in smaller H P control packets than by including the
certificate(s), but requires the receiver to resolve the URL or check
a |l ocal cache agai nst the hash.

Li ght wei ght Directory Access Protocol (LDAP) URL encodings (5 and 6)
are used as defined in [ RFC4516]. Using LDAP URL encoding results in
smal ler H P control packets but requires the receiver to retrieve the
certificate or check a | ocal cache against the URL.

Di stingui shed Name (DN) encodings (7 and 8) are represented by the
string representation of the certificate's subject DN as defined in
[ RFC4514]. Using the DN encoding results in smaller H P contro
packets, but requires the receiver to retrieve the certificate or
check a | ocal cache against the DN

3. X.509 v3 Certificate Object and Host Ildentities

I f needed, HI Ts can represent an issuer, a subject, or both in

X.509 v3. HITs are represented as | Pv6 addresses as defined in

[ RFC4843]. \When the Host ldentifier (H') is used to sign the
certificate, the respective HT MIST be placed into the Issuer

Al ternative Name (I AN) extension using the General Nane form i PAddress
as defined in [RFC5280]. When the certificate is issued for a HP
host, identified by a HT and H, the respective HT MJST be pl aced
into the Subject Alternative Nane (SAN) extension using the
Gener al Nane form i PAddress, and the full H is presented as the
subject’s public key info as defined in [ RFC5280].

The following exanples illustrate how H Ts are presented as issuer
and subject in the X 509 v3 extension alternative names.

Format of X509v3 extensions:
X509v3 | ssuer Alternative Nane:
| P Address: hit-of-issuer
X509v3 Subj ect Alternative Nane:
| P Address: hit-of - subj ect

Exampl e X509v3 ext ensi ons:
X509v3 I ssuer Alternative Narme:
| P Addr ess: 2001: 14: 6¢f: fae7: bb79: bf 78: 7d64: c056
X509v3 Subj ect Alternative Nane:
| P Address: 2001: 1c: 5al4: 26de: a07c: 385b: de35: 60e3

Appendi x B shows a full exanple of an X. 509 v3 certificate with HP
content.
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As anot her exanpl e, consider a managed Public Key Infrastructure
(PKI') environment in which the peers have certificates that are
anchored in (potentially different) managed trust chains. In this
scenario, the certificates issued to H P hosts are signed by
internediate Certification Authorities (CAs) up to a root CA. In
this exanple, the managed PKI environnent is neither H P aware, nor
can it be configured to compute HI Ts and include themin the
certificates.

VWhen HI P conmuni cations are established, the H P hosts not only need
to send their identity certificates (or pointers to their
certificates), but also the chain of internediate CAs (or pointers to
the CAs) up to the root CA, or to a CAthat is trusted by the renpte
peer. This chain of certificates MUST be sent in a Cert group as
specified in Section 2. The H P peers validate each other’s
certificates and compute peer HI Ts based on the certificate public
keys.

4. SPKI Cert Object and Host ldentities

When using SPKI certificates to transnmit information related to HP
hosts, H Ts need to be enclosed within the certificates. H Ts can
represent an issuer, a subject, or both. 1In the follow ng, we define
the representation of those identifiers for SPKI given as
S-expressions. Note that the S-expressions are only the hunan-
readabl e representation of SPKI certificates. Full H's are presented
in the public key sequences of SPKI certificates.

As an example, the Host ldentity Tag of a host is expressed as
fol | ows:

Format: (hash hit hit-of-host)
Exanpl e: (hash hit 2001: 13: 724d: f 3c0: 6f f 0: 33c2: 15d8: 5f 50)

Appendi x A shows a full exanple of a SPKI certificate with HP
content.

5. Revocation of Certificates
Revocation of X. 509 v3 certificates is handl ed as defined in

Section 5 of [RFC5280]. Revocation of SPKI certificates is handl ed
as defined in Section 5 of [RFC2693].
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6.

Error Signaling

If the Initiator does not send the certificate that the Responder
requires, the Responder may take actions (e.g., reject the
connection). The Responder MAY signal this to the Initiator by
sending a H P NOTI FY nmessage with NOTI FI CATI ON paraneter error type
CREDENTI ALS_REQUI RED

If the verification of a certificate fails, a verifier MAY signa
this to the provider of the certificate by sending a H P NOTI FY
message w th NOTI FI CATI ON paraneter error type | NVALI D CERTI FI CATE

NOTI FI CATI ON PARAMETER - ERROR TYPES Val ue
CREDENTI ALS_REQUI RED 48
The Responder is unwilling to set up an associ ation

as the Initiator did not send the needed credentials.
| NVALI D_CERTI FI CATE 50

Sent in response to a failed verification of a certificate.
Notification Data MAY contain n groups of 2 octets (n calcul ated
fromthe NOTI FI CATI ON paraneter |ength), in order Cert group and
Cert ID of the Certificate parameter that caused the failure.

| ANA Consi der ati ons

Thi s docunent defines the CERT paraneter for the Host ldentity
Protocol [RFC5201]. This paraneter is defined in Section 2 with type
768. The paraneter type nunber is also defined in [ RFC5201].

The CERT paraneter has an 8-bit unsigned integer field for different
certificate types, for which | ANA has created and now nai ntai ns a new
sub-registry entitled "H P Certificate Types" under the "Host
Identity Protocol (HI P) Paranmeters". Initial values for the
Certificate type registry are given in Section 2. New values for the
Certificate types fromthe unassigned space are assigned through |IETF
Revi ew.

In Section 6, this docunent defines two new types for the "NOTIFY
Message Types" sub-registry under "Host ldentity Protocol (HI P)
Par anet ers".
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8.

10.

Security Considerations

Certificate grouping allows the certificates to be sent in nultiple
consecutive packets. This mght allow simlar attacks, as |IP-I|ayer
fragmentation allows, for exanple, the sending of fragnments in the
wrong order and skipping some fragnents to delay or stall packet
processing by the victimin order to use resources (e.g., CPU or
menory). Hence, hosts SHOULD i npl enment nechani sns to discard
certificate groups with outstanding certificates if state space is
scar ce.

Checki ng of the URL and LDAP entries mght allow denial-of-service
(DoS) attacks, where the target host may be subjected to bogus work.

Security considerations for SPKI certificates are discussed in
[ RFC2693] and for X. 509 v3 in [ RFC5280] .
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Appendi x A.  SPKI Certificate Exanple

This section shows an SPKI certificate with encoded H Ts. The
exanpl e has been indented for readability.

(sequence
(public_key
(rsa-pkcsl-shal
(e #010001#)
(n | yDwznOnXOw+zvQopW Tnf W UPLKVW2NFr pXbsl cH QBSLb
k1RKTZhLasFwt SHAj gh220WBgRi QAG gKpl yr DEqQSr Jp
Odl sH @BBhJAy | LWALSa6f 5wAnW)z Df gdXoKLNdT8ZNB
nel uPi wdozc78p6NMHEI H75HNBY HaW T+s 83 M=
)
)
)
(cert
(i ssuer
(hash hit 2001: 15: 2453: 698a: 9aa: 253a: dcb5: 981e)
)
(subj ect
(hash hit 2001: 12: ccd6: 4715: 72a3: 2abl: 77e4: 4acc)

)
(not-before "2011-01-12_13: 43:09")
(not-after "2011-01-22 13:43:09")

—

signature
(hash shal | h5f CBHUVATTt KOcj Yqgl geN3HCI MA| )
| uBNTRut I NI / AeeZgN6bngj vj YPt VahvY7VhG enTpT7MCgBy
NoZgl gH5Cy2vH6Lr QFYWOM W YwHKiI mEuBKCNd4TK6hr Cy Al
Cl DIAZ70Ty KXgONWDNWPOntc 3l Frrsi h8ezkoBseFWHJRG SI m
M.deaMci P4l Vf xPY2AQKdM Bc=|
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Appendi x B

H P CERT

X.509 v3 Certificate Exanple

This section shows a X. 509 v3 certificate with encoded H Ts.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 0 (0x0)

Signature Al gorithm shalWthRSAEncryption

| ssuer:
Validity

X509v3 ext ensi ons:

Not Bef ore:

CN=Exanpl e issuing host,

Not After
Subj ect :

thExéane subj ect host,
Subj ect Public Key Info:

Mar
Mar

DC=exanpl e,

11 09:01: 39 2011 GwvIr
21 09: 01:39 2011 GV

Public Key Al gorithm

RSA Public Key:

Modul us (1024 bit):

00:
62:
fa:
18:
09:
fa:
98:
df :
9c:

cO:
e2:
98:
6f :
cc:
38:
91:
d4:
Oa:

Exponent :

db:
28:
87:
05:
52:
8f:
Te:
61:
8b:

65

537

38:
e9:
0d:
ab:
27:
73:
le:
9d:
e3:

50:
74:

22

69:
da:
f5:
04
dd:
00:

rsaEncryption
(1024 bit)

8e:
9c:
:ab:
66:
79:
bO:
31:
b9:
ce:

63:
f5:
ds:
42:
3e:
20:
0d:
b5:
49:
(0x10001)

DC=exanpl e,

ed:
2f :
6a:
46:
67:
c6:
ca:
47
ab:

X509v3 | ssuer Alternative Name:

| P Addr ess: 2001: 13: 8d83: 41c5: dc9of :
X509v3 Subj ect Alternative Nane:
| P Address: 2001: 1c: 6e02: d3e0: 9b90:

96:
ch:
61:
00:
d7:
f2:
94:
94:

e3

Signature Algorithm shalWthRSAEncryption

83:
ao:
30:
f5:
4d:
e2:
04:
57:

Heer & Varjone

68:
19:
az:
06:
74:
0d:
7e:

29

n

b4:
ca:
62:
52:
06:
22:
49:

38:
86:
ac:
56:
ca:
1d:
9c:

63:

a6:
1 e9:
cfa:

ae:
6b:
3d:
. 55:
1 54:
s 1lc:
1 98:

57:
e9:
25:
39:
cl:
c4:
58:

68:
36:
c5:
2b:
6b:
a4:
9c:

e2:
96:
24:
ee:
33:
cf:
63:

4d:

af :
fd:
7a: 7b:
7f:
c6:
c5:

Experi ment al

73:
95:
8d:

77

bc:
97:

5d:
bd:
32:
46:
1 82:
ab:
b5:

ea:
58:

az2:
ds:
Ob:
55:
6¢C:

8f:
e8:
aa:
14:
ds:
ec:
41:

c6:
Oe:
:a9:
cO:
do:
7d:

06:

DC=com

DC=com

c4.
52:
ee:
Oc:
7c:
77
. c4:
91:

ec:
54:
Ob:
3a:
fil:
43:

69:

as3:
60:
ae:
28:
al:
aa:
: ba:
30:

May 2011

36:
b5:
cd:
67:
26:
c7:
b1l:
42:

38ed: e742: 7281

8417: 673e: 99db

11:
02:
01:
d7:
95:
b8:
94.

e4:
b9:
4f :
5d:
el:
2a:
f7:

ba:
72
ab:
15:
05:
le:
ef:

30:
2f :
8a:
82:
ca:
4b:
93:

[
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