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Abst ract

Thi s docunent describes conventions for using Elliptic Curve
cryptographic algorithms with SignedData and Envel opedData to protect
the Asymmetri cKeyPackage content type. Specifically, it includes
conventions necessary to inplenent Elliptic Curve Diffie-Hell man
(ECDH) with Envel opedData and Elliptic Curve Digital Signature

Al gorithm (ECDSA) with SignedData. This docunent extends RFC 5959.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6162

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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| ntroducti on

[ RFC5959] describes conventions necessary to protect the
Asynmet ri cKeyPackage content type [ RFC5958] with Cryptographic
Message Syntax (CMS) protecting the foll owi ng content types:

Si gnedDat a [ RFC5652], Envel opedDat a [ RFC5652], EncryptedDat a

[ RFC5652], Aut henticatedData [ RFC5652], and Aut hEnvel opedDat a

[ RFC5083]. This docunent anends [ RFC5959] by extending the

al gorithms used with SignedbData and Envel opedData to include Elliptic
Curve Digital Signature Al gorithm (ECDSA) and Elliptic Curve Diffie-
Hel | man (ECDH), respectively. Famliarity with [RFC5959] and

[ RFC5753] is assuned.

Thi s docunent does not define any new algorithms; instead, it refers
to previously defined al gorithnmns.

1 Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Asynmet ri cKeyPackage

As noted in Asymetric Key Packages [ RFC5958], CMS can be used to
protect the Asymmretri cKeyPackage. The foll ow ng provides gui dance
for SignedData [RFC5652] and Envel opedData [ RFC5652] when used with
Elliptic Curve al gorithns.

.1. SignedData

If an inplenentation supports SignedData, then it MAY support ECDSA
[ RFC6090] [ RFC5753] .

. 2. Envel opedDat a

When key agreenent is used, standard (as opposed to cofactor) ECDH
[ RFC6090] [ RFC5753] MAY be support ed.

Public Key Sizes
The easiest way to inplenent SignedData and Envel opedData is with

public key certificates [RFC5280][ RFC5480]. If an inplenmentation
supports ECDSA or ECDH, then it MUST support keys on the P-256 curve.
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4. Security Considerations

The security considerations from|[RFC5280], [RFC5480], [RFC5652],

[ RFC5753] ,
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[ RFC5959], and [ RFC6090] apply.
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