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Mobil e | Pv6 Experinental Messages
Status of This Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.
Abst r act
Thi s docunent defines a new experinmental Mbility Header nessage and
a Mobility option that can be used for experinmental extensions to the
Mobil e | Pv6 protocol.
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1. Introduction

When experinmenting with a protocol or defining a new extension to a
protocol, one needs either a protocol nunber, a new nessage, or an
option to carry the information related to the experinment. Most

i npl enent ati ons end up usi ng unassi gned val ues for the new nessages.
Many tines this creates problenms when the sane value is assigned
through the | ETF standards action, by 1ANA, or if the inplenmentation
gets deployed with these nessages. Therefore, it is considered a
good practice to set aside some code points that identify the
experimental protocols or messages for experinmental purposes. The
need for experinental nmessages is shown in [3].

Devar apal | i St andards Track [ Page 1]



RFC 5096 M Pv6 Experimental Messages December 2007

Thi s docunent defines new nessages for experinenting with extensions
to the Mobile IPv6 protocol. These nmessages should be strictly used
for experiments. Experiments that are successful shoul d be
standardi zed in the IETF. An inplenentati on MIJST NOT be rel eased or
depl oyed with the experinmental messages.

Thi s docunent defines a new Mobility Header nessage, which is the
Experimental Mbility nessage that can be sent at any tinme by the
nobi | e node, the home agent or the correspondent node. Since
Mobility Header messages cannot be combi ned and sent in one packet,
there is always only one Mbility Header nessage in any Mobile | Pv6
packet. Home agent or correspondent node inplenentations that do not
recogni ze the nobility nessage type, discard the nessage and send a
Bi nding Error nessage as described in [2], with the Status field set
to 2 (unrecogni zed MH Type value). Mbile nodes that do not
recogni ze the nobility nessage type should discard the nessage and
send an | CMP Paraneter problemw th code O.

Thi s docunent al so defines a new nobility option, the Experinenta
Mobi lity option, which can be carried in any Mbility Header nessage.
Mobility options, by definition, can be skipped if an inplenentation
does not recognize the mobility option type [2].

The nessages defined in this docunment can al so be used for Network
Mobility (NEMO [4] and Proxy Mobile IPv6 [5] since these protocols
al so use Mbility Header nessages.

Experi mental code points could potentially disrupt a depl oyed network
when experinents using these code points are performed in the
network. Therefore, the network scope of support for experinenta

val ues shoul d carefully be eval uated before depl oyi ng any experi nent
across extended network donmi ns, such as the public Internet.

Experi mental nechani sns should only be used for actua
experimentation. By design, only a single code point is allocated
for the nessage and another one for the option. This limts the
nunber of experinments anbng a set of peers to one at a tine. Wen
experimental mechanisnms are shown to be useful, and there is a desire
to depl oy them beyond the experinent they should be standardi zed and
gi ven new code points.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].
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3. Experinental Mbility Header Message

The Experinmental Mbility Header nessage is based on the Mbility
Header nessage defined in Section 6.1 of RFC 3775 [2]. There are no
fields in the message beyond the required fields in the Mbility
Header. The 'MH Type’' field in the Mbility Header indicates that it
is an Experinmental Mobility Header nessage.

If no data is present in the nessage, two bytes of padding are
required. The 'Header Len’ field in the Mbility Header is set to O
since the first 8 octets are excluded while calculating the | ength of
the Mobility Header nessage.

B N e i i T R et o s S
Payl oad Proto | Header Len | WH Type | Reserved

B e i s o ST S o S i S S S i aTuits SIS S R S S

Checksum | |

i i e S e e S i |

|

I S . o

Message Data
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

See RFC 3775 [2] for a description of the ’Payload Proto', 'Header
Len’, "MH Type', 'Reserved’ , and ' Checksum fi el ds.

The ' Message Data’ field carries the data specific to the
experimental protocol extension. The total |ength of the nessage is
i ndicated by the 'Header Len’ field in the Mbility Header

4. Experimental Mbility Option

The Experimental Mbility option can be included in any Mbility
Header nessage. |If the Mbility Header nessage includes a Binding
Aut hori zation Data option [2], then the Experinental Mbility option
shoul d appear before the Binding Authorization Data option

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Data .....
s S S i I S R R e h T Tk e S S S o T S
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Type
An 8-bit field indicating that it is an experinmental nobility
option.

Length

An 8-bit field indicating the I ength of the option in octets
excluding the Type and Length fields.

Dat a
Data related to the experinental protocol extension
5. Security Considerations

Protection for the Experinmental Mbility Header message and Mbility
opti on depends on the experinent that is being carried out and the
kind of infornation that is being carried in the nessages. |If these
nessages carry information that should not be reveal ed on the wire,
or that can affect the binding cache entry at the home agent or the
correspondent node, they should be protected in a manner sinilar to
Bi ndi ng Updates and Bi ndi ng Acknow edgenents.

Security anal yzers such as firewalls and network intrusion detection
nonitors often rely on unanbi guous interpretations of the fields
described in this document. As new values for the fields are
assigned, existing security analyzers that do not understand the new
values may fail, resulting in either loss of connectivity, if the
anal yzer declines to forward the unrecogni zed traffic, or in |oss of
security if it does forward the traffic and the new val ues are used
as part of an attack.

VWhen experinental code points are deployed within an admnistratively
sel f-contai ned network domain, it nmust be ensured that each code
point is used consistently to avoid interference between experinents.
When experinental code points are used in traffic that crosses

mul tiple administrative domains, the experinmenters should assune that

there is a risk that the same code points will be used sinultaneously
by ot her experinents and that there is a possibility that the
experiments will interfere. Particular attention should be given to

security threats that such interference mght create. Please see RFC
4727 for nore details [6].
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6. | ANA Consi derations
The Experimental Mbility Header message, defined in Section 3, has
been assigned the type value (11), allocated fromthe sanme space as
the "MH Type’ field in the Mbility Header [2].
The Experinmental Mbility option, defined in Section 4, has been
assigned the type value (18), allocated fromthe sane space as
Mobility Options [2].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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