Net wor k Wor ki ng G- oup E. Meyer

Request for Comments: 492 M T-Miltics

NI C. 15357 18 April 1973
RESPONSE TO RFC 467

Jerry Burchfiel and Ray Tomlinson of Bolt, Beranek, and Newnan, |Inc,
have i ssued a Network Request for Conments (#467) which proposes a
solution to two probl ens which have been annoying to Network users.
This docunent will briefly describe the problens and proposed
solutions, and offer comments and alternative suggestions.

BACKGROUND

To establish a data connection between two hosts through the network,
the Host-Host protocol requires that one host send a Request for
Connection and that the second Host reply affirmatively. |If the
desired socket("port") at the target host is already in use, the
target host replies negatively. Once a connection is established,
data transmi ssion may proceed, controlled by data allocation nmessages
di spatched by the host at the read end of the connection. The host
on the wite side is constrained by protocol to send only as much
data as has been pernmitted by the read side. |If it exhausts the
allocation it nmust wait until a new data allocation control nessage
is received. Then it can send nore.

One of the problens arises fromthe fact that nessages apparently are
| ost sonewhere in the transm ssion path with a | ow but regul ar
frequency. |If an allocate control nmessage concerning an open
connection is lost, a situation can occur in which data transm ssion
over the connection ceases pernmanently. This can happen because the
host at the send side believes it has exhausted its allocation, and
sits hol ding back data to end because it is waiting for a new data

al | ocation nessage to cone fromthe read side. However, the read
side has actually sent out the allocation, but it was lost. It
thinks that the send side may proceed and sits waiting for data to
cone in over the connection. This is known as the "l ost allocate"
phenonenon. However, simlar synptons can occur if a data nessage is
| ost and the send side exhausts its allocation before a new
allocation is given by the read side. The send side waits for a new
all ocation, but the read side has not received one of the data
nessages and believes there is still sone allocation left. 1In either
case, the result is a permanently bl ocked connection. This appears
to happen with enough regularity to be annoying to users who connect
typewiters to foreign hosts through the Network. Wen it happens,
the only current solution is to disconnect and to establish a new
connecti on.
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The solution to this problemwhich RFC 467 proposes is to establish a
pair of allocation-resetting control nessages, one for use by the
send side (RCS) and the other for the read side (RCR). Wenever it

wi shes, either side may initiate the allocation-resetting sequence by
setting its own allocation counter to zero and di spatching an RCS or
RCR control message to the other side. The host receiving it wll

set its own allocation counter for that connection to zero and send
an RCR or RCS in reply. Now the allocations for both sides are in
synchroni zation (they are zero), and data transm ssion can begin
again when a new allocation is sent by the receive side. This
procedure is intended to be initiated whenever either side thinks the
connection has been quiescent for a suspiciously long tine. The
actual specification of this control nmessage pair in RFC 467 is nore
conplex in that the pipeline between the two sides nust be enpty of
dat a nmessages before the send side may di spatch an RCS contro
nmessage.

The second probl em arises when the host at one side of an open
connection crashes and purges its tables when it cones back up, while
the host at the other end of the connection does not notice that
anyt hi ng has happened. (A simlar situation occurs when the Network
path tenporarily fails between the two hosts, but only one host
notices the failure and cl oses the connection.) If the host which
crashed attenpts to re-establish the connection, the host at the
other end refuses to do so because the socket to which the connection
request is targeted is seeningly already involved in an open
connection. G ven the idiosyncrasies of the term nal support
software of sone systens, users at sone consoles may be unable to
reconnect to the distant systemthey were connected with when the

| ocal system supporting his termnal crashed. This can continue
indefinitely until the systemwhich believes the original connections
to be still open resets its internal state. This is call the "half-
cl osed" phenomenon, and a solution is proposed in RFC 467. The basic
principle of the RFC 467 proposal is that the side which has the open
connection is able to detect an inconsistency whenever either side
perforns communi cati on regarding this connection. Wen it does, it
is supposed to silently (without regard to normal protocol) close the
connection and be ready to handl e connection requests to the
previously connected port.

There are two types of interactions in which "half-closed"

i nconsi stency is uncovered. The first case occurs when the connected
side sends a nessage over a wite connection. The side which has

| ost the connection receives this as a data nessage whi ch does not
correspond to an open connection and replies with an Error Report
control message. Wen the connected side receives it, it realizes
that the connection actually no | onger exists and deletes it fromits
own tables. The second case occurs when the host which has |ost the
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connection sends a connection request to the other host specifying
the same sockets as were involved in the previous connection. The
host receiving this request recognizes the inconsistency, because not
only is the |ocal socket already connected, it is connected to the
same foreign socket as specified in the connection request. It
internally deletes its record of the connection, naking the |oca
socket free, and responds to the connection request nornmally.

COMVENTS AND ALTERNATI VE PROPOSALS

The Project MAC Conputer Systens Research Division opposes both
protocol change proposals in this RFC. W have noderate opposition
to the proposal to handl e hal f-closed connections because it fails to
consider all aspects of the problemand it further conplicates the
protocol, but very strong opposition to the proposal for allocation
resynchroni zati on because it attacks a synptom not the disease, and
furthernore tends to nmask diagnosis of a potentially very serious

net wor k probl em

RFC 467 proposes the addition of two control nessages, Reset
Connection by Sender (RCS) and Reset Connection by Receiver (RCR)
whose sol e purpose is to resynchronize the allocation counters at
both ends of a connection. |In this way the "l ost allocate"
phenonenon, in which allocate (ALL) control nessages sonehow are | ost
in transm ssion so that the sending side is unable to continue
transmtting data is solved. If it were truly a "lost allocate"
problem this would be viable solution. However, | feel that this is
really a "lost nessage" problem in which nmessages of all kinds are
being lost in transm ssion, which is much nore serious. ALL nmessages
may be very frequent in conmunications with some hosts and these nmay
be the ones nobst often lost, but if nessages are actually lost in the
network, it may al so be data nmessages that are being | ost, which
woul d provide simlar synptonms. A |lost nessage in a Tel net
connection can be detected and overcome by the human user, but an
undet ected | ost message fromthe mddle of a transmtted file can
have di sastrous consequences, especially because the invalid file, if
ever detected, can perhaps not be corrected. Because this "solution"
tends to paper over the i medi ate problemand to propagate it to a
point far renmoved in both space and time at which it appears as an

i nconmpr ehensi bl e disaster, it should be strongly opposed.

The real problem appears to be the random undetected | oss of nessages
sonmewhere in the transnission path. A true solution to this problem
is either a) to elimnate the cause of undetected | oss of nessages,
or b) to nove to a new protocol which is designed to cope with an
unrel i abl e physical transm ssion path. Either of these solutions is
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sonme di stance away. A proposed interimsolution which nodifies the
exi sting GVB and RET conmands and whi ch has the additional feature of
sinplifying them somewhat is outlined bel ow

A receiving host may at an arbitrary tine issue a G ve-Back
al l ocation (GvB) control nessage for a connection

The format of this GVB nessage is the sane as that currently defined,
except that the fraction fields f(m and f(b) are required to all 1s.
This is designed to provide a neasure of upward conpatibility. A
host operating under the nodified protocol will ignore the fraction
fields, but under the current protocol this nessage neans return
everything. A sending host which receives a GVB control nessage

i medi ately ceases transmi ssion on the specified |ink. Wen the RFNM
fromthe | ast nmessage transnmitted is received (indicating an enpty

pi peline), the sending host issues a Return Allocation (RET) contro
nmessage, returning the remaining allocation

The nodified RET command has the sane format as that currently
defined. The two differences are that it can not be sent until data
transm ssi on ceases and the last RFNMis received, and that it nust
return all remaining allocation for the send link (i.e., the

al l ocation counters are set to zero).

When the host on the read side of the connection receives the RET
nessage, the allocation counters at the send side are zero and the
pipeline is enpty. Therefore, if no error has occurred during the
connection, the allocation returned in the RET nessage shoul d be the
same as the allocation in the counters of the read side of the
connection. |If so, the read side can proceed to send a new

al l ocation secure in the know edge that no nessage has been lost. |If
the two sets of values do not agree, sone error in the transmtted
data may have occurred. What to do in that case is a |ocal host
option. Some hosts may choose to close the connection, while others
may choose to resune transnission by sending a new allocation to the
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sending side. | feel that as a mninmma host should send a nessage
indicating the error both to the user and to sone hunan being at the
host responsi ble for nonitoring network perfornmance.

This nodi fied control nessage pair is capable of both its originally
i ntended function,and of detecting errors and resynchroni zi ng
allocations (if desired) when initiated by the receiving side.

feel that the inability of this scheme to initiate allocation
checking fromeither side is only a mnor disadvantage which is nore
than conpensated for by its positive features: this scheme gives
positive indication that an error has occurred (the proposed RCS/ RCR
net hod conceals errors), and this mnor change to the protocol may
nean a correspondi ngly m nor change to NCP' s.

| have negative feelings regarding the solution to the "hal f-cl osed"
probl em proposed in RFC 467. To put additional burden on the RTS and
STR commands not only unduly conplicates the protocol, but in sone
sense can neke operation less fail-safe and probl ens nore obscure.

My mai n objection concerns the action to be taken when contro
nessages are received which conflict with the current state of the
recei ving NCP. This proposal suggests that an NCP receiving an STR
or RTS for a socket it believes to be connected assune sonethi ng
about the state of the foreign NCP (that the foreign NCP has cl osed
the connection) and autonatically change its own state to agree with
the assuned state at the other end (close the connection at its end).
This may work fine if the assunption is correct and the

i mpl enentations are free frombugs. However, the follow ng
situations could cause problenms that are perhaps hard to di agnose: 1)
the foreign NCP has a bug which causes it to send an RTS or STR for a
connect ed socket, 2) the foreign NCP chooses to interpret the queuing
option of the current protocol as pernmitting RFC s to be sent for

al ready connected sockets, or 3) the local NCP has a bug which
erroneously causes it to regard RFC s coming froma different host or
fromthe particular foreign host but concerning a different foreign
socket as pertaining to the open connection attached to the target
socket .

A second objection is that this proposal does not cover al
possibilities. Two likely possibilities are: another socket (from
any host) attenpts to connect to the socket involved in the dead
connection. Second, the host that |ost a connection attached to one
of its read sockets makes another connection with different sockets,
but uses the sane |ink nunmber that inplenented the previous
connection. The second case can be handl ed by additiona

conplications to the protocol. However, the first case is
symptomatically identical to the situation in which an RFC i s issued
for a genuinely already-connected socket. It can not be handl ed

using this approach.
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| believe that a nore rigorous use of the existing Reset Host (RST)
control nmessage would elimnate nost of the causes of the "half-

cl osed" phenomenon; viz. one of the hosts involved in a connection
goes down wit hout sending an RST when it cones back up; or the
networ k between the two hosts partitions, and only one host notes it.
If it were deenmed necessary, a pair of Reset Link control commands to
reset an individual link could be added to the protocol to cope with
i nstance of the "half-closed" phenonenon due to other causes.

I’d like to set down here a number of principles which | think are at
| east peripherally concerned with alleviating the "half-cl osed”
phenonenon. None of these is explicitly stated in the current Host-
Host protocol docunent, but | believe that their enunciation would
tend to alleviate confusion caused by network and host failures.

1. A NCP which receives an | np-to-Host nessage type 7 (Host Dead)
concerning a host should consider all connections or connection
attenpts with that host as dead and should purge themfromits
t abl es.

2. When after noting a foreign host as dead (by receiving a "Host
Dead" | np-to-Host nessage), an NCP receives any nessage from
that host other than a Reset Host (RST) control nessage, it
shoul d del ete the nmessage and respond with an RST. It should
respond normally to a received RST.

3. Two hosts must exchange the RST - RRP reset control nessage
pair prior to any other form of conmunications. An RST nust
first be sent by an NCP wi shing to start comunications with a
foreign host if that host pair has not been previously reset
since the local NCP cane up or it noted the foreign NCP as
down. Note that this does not require an NCP to send resets to
all other hosts each tine it cones up.

4. An NCP which receives an | nmp-to-Host nessage type 9 (Inconplete
Transm ssion) concerning a wite link inplenenting an open
connection, nmay at its option nake several tries to retransmt
the last nessage until a RFNMis received or the NCP gives up
However, unless the nessage is eventually successfully
transmtted to the foreign host the NCP nust abort the
connection, sending out a CLS control nessage. The successfu
i npl enentati on of retransm ssion depends on the retransnmitting
host to wait for a RFNM on a data |ink before sending a
subsequent nessage and on all hosts to be able to discard
nmessages whi ch are not conpletely received.
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An NCP whi ch receives a nessage froma forei gn host that seens
inconsistent with its current state should take no action to
nodi fy that state. Rather it should send an ERR error contro
nmessage specifying the type of inconsistency and discard the

i nconsi stent nessage. An NCP receiving an ERR nessage shoul d
log it for human inspection and is then allowed to silently
nodify its internal state or send out control nessages in order
to renove the inconsistency. (This is an extension of the
proposal in RFC 467 that an NCP shoul d del ete a connection when

it receives an ERR nmessage specifying that the Iink involved is
unknown. )

[ This RFC was put into nmachi ne readable formfor entry]

[into the online RFC archives by Hel ene Morin, Via Genie, 12/ 1999]
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