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i nprovenents. Please refer to the current edition of the "Internet
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Copyri ght Notice
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Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet comunity.
In particular, it describes extensions to the Entity MB to provide
i nformati on about the state of physical entities.

In addition, this menp defines a set of Textual Conventions to
represent various states of an entity. The intent is that these
Textual Conventions will be inmported and used in M B nodul es that
woul d ot herwi se define their own representations.
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The I nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Entity State

The goal in adding state objects to the Entity MB [RFC4133] is to
define a useful subset of the possible state attributes that could be
tracked for a given entity and that both fit into the state nodels
such as those used in the Interfaces MB [ RFC2863] as wel | as

| everage existing well-deployed nodels. The ent StateTabl e contains
state objects that are a subset of the popular |1SO CSI states that
are also defined in ITUs X 731 specification [ X 731]. Objects are
defined to capture administrative, operational, and usage states. In
addition, there are further state objects defined to provide nore
information for these three basic states.

Admi ni strative state indicates perm ssion to use or prohibition
agai nst using the entity and is inposed through the managenent
servi ces.

Operational state indicates whether or not the entity is physically
installed and working. Note that unlike the ifQOperStatus [ RFC2863],
this operational state is independent of the adm nistrative state.

Usage state indicates whether or not the entity is in use at a
specific instance, and if so, whether or not it currently has spare
capacity to serve additional users. |In the context of this MB, the
usage state refers to the ability of an entity to service other
entities within its contai nment hierarchy.
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Alarm state indicates whether or not there are any alarns active
against the entity. |In addition to those alarmstates defined in
X. 731 [X. 731], warning and indeternminate status are al so defined to
provide a nore conplete mapping to the Alarm M B [ RFC3877] .

St andby state indicates whether the entity is currently running as
hot standby or cold standby or is currently providing service.

The ternms "state" and "status" are used interchangeably in this nmeno.
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2.1. Hierarchical State Mnagenent
Physical entities exist within a containment hierarchy. Physica
contai nnent is defined by the entPhysical Contai nedl n obj ect[ RFC4133].
This rai ses sone interesting i ssues not addressed in existing work on
st ate managenent.
There are two types of state for an entity:
1) The state of the entity i ndependent of the states of its parents
and children in its containnment hierarchy. This is often referred to
as raw state.
2) The state of the entity, as it may be influenced by the state of
its parents and children. This is often referred to as conputed
state.
Al state objects in this neno are raw state.
2.2. Entity Redundancy
While this nenp is not attenpting to address the entire probl em space
around redundancy, the ent StateStandby object provides an inportant
pi ece of state information for entities, which helps identify which
pi eces of redundant equi pment are currently providing service, and
which are waiting in either hot or cold standby node.
2.3. Physical Entity Users
There are three ways to define the 'user’ of a physical entity

1. Direct containment in physical hierarchy

2. Anywhere in physical hierarchy
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2.

3.

3.

3. As defined by a nmeans outside the scope of this MB. This could
include logical interfaces that could run on a port, software that
could run on a nodule, etc.

Admi ni strative, operational, alarm and standby state use all three
definitions of "user’. Usage state supports only the concept of
direct containnment to sinplify inmplenentations of this object.

4. Physical dass Behavi or

This M B nakes no effort to standardi ze the behavi ors and
characteristics of the various physical classes [ RFC4133], but rather
how this information is reported. |In |ooking at real-world products,
items within the same physical class vary substantially. The MB has
therefore provi ded gui dance on how to support objects where a
particul ar i nstance of a physical class cannot support part or all of
a particular state.

Relation to G her MBs
1. Relation to the Interfaces M B

The Interfaces M B [ RFC2863] defines the ifAdm nStatus object, which
has states of up, down, and testing, and the ifQperStatus object,

whi ch has states of up, down, testing, unknown, dormant, notPresent,
and | ower Layer Down.

An ifAdmi nStatus of "up’ is equivalent to setting the entStateAdmn n
object to 'unlocked . An ifAdm nStatus of >down’ is equivalent to
setting the entStateAdmi n object to either 'l ocked or

"shuttingDown’, depending on a system s interpretation of

down’ .

An ifOperStatus of 'up’ is equivalent to an ent StateOper val ue of
"enabled’. An ifCperStatus of 'down’ due to operational failure is
equi valent to an ent StateOper value of 'disabled . An ifQperStatus
of "down’ due to being adm nistratively disabled is equivalent to an
ent St at eAdm n val ue of 'locked and an ent StateQper val ue of either
"enabl ed’ or 'disabled depending on whether there are any known

i ssues that would prevent the entity from beconi ng operational when
its entStateAdmin is set to 'unlocked . An ifCQperStatus of 'unknown’
is equivalent to an ent StateCper value of ’'unknown’. The

i fOperStatus values of "testing’ and 'dormant’ are not explicitly
supported by this MB, but the state objects will be able to reflect
ot her aspects of the entities’ adnministrative and operational state.
The ifOperStatus val ues of 'notPresent’ and '| owerLayerDown’ are in
some ways conputed states and so are therefore not supported in this
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M B. They can, though, be conmputed by exam ning the states of
entities within this object’s containment hierarchy and ot her
avail abl e rel ated states.

3.2. Relation to Alarm M B

The ent St at eAl arm obj ect indi cates whether or not there are any
active alarnms against this entity. |If there are active alarns, then
the al armActiveTable in the Alarm M B [ RFC3877] shoul d be searched
for rows whose al armActi veResourceld matches this entPhysical | ndex.

Alternatively, if the alarmActiveTable is queried first and an active
alarmwith a value of alarmActiveResourceld that matches this

ent Physi cal Index is found, then entStateAl armcan be used to quickly
determine if there are additional active alarnms with a different
severity against this physical entity.

3.3 Relation to Bridge MB

For entities of physical type of 'port’ that support the

dot 1dSt pPort Enabl e object in the Bridge MB [ RFC4188], a val ue of
"enabl ed’ is equivalent to setting the entStateAdm n object to

"unl ocked’. Setting dot1dStpPortEnable to ’'disabled is equivalent
to setting the entStateAdn n object to 'Iocked

3.4 Relation to the Host Resources MB

The hrDevi ceStatus object in the Host Resources M B [ RFC2790]

provi des an operational state for devices. For entities that
logically correspond to the concept of a device, a value of ’unknown’
for hrDeviceStatus corresponds to an ent StateCper val ue of 'unknown'.
A value of 'running’ corresponds to an ent StateQper val ue of
"enabled’. A value of 'warning’ also corresponds to an ent St at eCper
val ue of ’'enabled , but with appropriate bits set in the

ent StateAl arm object to indicate the alarns corresponding to the
unusual error condition detected. A value of "testing’ or 'down' is
equi val ent to an ent Stat eOper val ue of ’'disabled
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4. Textual Conventions

ENTI TY- STATE-TC-M B DEFINI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, m b-2 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON FROM SNWPv2- TC,

entityStateTc MODULE-| DENTI TY
LAST- UPDATED "2005112200002"
ORGANI ZATI ON "I ETF Entity M B Wbrking G oup”
CONTACT- | NFO
"CGeneral Discussion: entmb@etf.org
To Subscri be:
http://ww.ietf.org/mailman/listinfo/entm b

http://ww.ietf.org/htm.charters/entm b-charter. htm

Sharon Chi shol m
Nort el Networks

PO Box 3511 Station C
Otawa, Ont. K1Y 4H7
Canada

schi shol @ortel.com

David T. Perkins
548 Qual brook Ct
San Jose, CA 95110
USA
Phone: 408 394-8702
dper ki ns@nmpi nf 0. cont
DESCRI PTI ON
"This M B defines state textual conventions.

Copyright (C The Internet Society 2005. This version
of this MB nodule is part of RFC 4268; see the RFC
itself for full legal notices."
REVI SI ON "2005112200002"
DESCRI PTI ON
“Initial version, published as RFC 4268."
c:={ mb-2 130 }

EntityAdnmi nState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Represents the various possible adninistrative states.
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A value of 'locked neans the resource is administratively
prohibited fromuse. A value of ’'shuttingDown’ neans that
usage is admnistratively limted to current instances of
use. A value of ’'unlocked neans the resource is not
adm nistratively prohibited fromuse. A value of
"unknown’ neans that this resource is unable to
report administrative state."

SYNTAX | NTEGER

unknown (1),

| ocked (2),
shutti ngDown (3),
unl ocked (4)

}
EntityQperState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Represents the possible val ues of operational states.

A val ue of ’'disabled means the resource is totally
i noperable. A value of ’'enabled neans the resource
is partially or fully operable. A value of ’"testing
neans the resource is currently being tested
and cannot therefore report whether it is operationa
or not. A value of 'unknown’ neans that this
resource is unable to report operational state."
SYNTAX | NTEGER

unknown (1),
di sabl ed (2),
enabl ed (3),
testing (4)

}

EntityUsageState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Represents the possible val ues of usage states.

A value of ’'idle neans the resource is servicing no
users. A value of ’'active’ neans the resource is
currently in use and it has sufficient spare capacity
to provide for additional users. A value of 'busy’
neans the resource is currently in use, but it
currently has no spare capacity to provide for
addi ti onal users. A value of 'unknown’ neans

that this resource is unable to report usage state."”
SYNTAX | NTEGER
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unknown (1),
idle (2),
active (3),
busy (4)

}

EntityA arnStatus ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
" Represents the possible val ues of al arm stat us.
An Alarm [ RFC3877] is a persistent indication
of an error or warning condition.

VWhen no bits of this attribute are set, then no active
alarns are known against this entity and it is not under
repair.

When the 'value of underRepair’ is set, the resource is
currently being repaired, which, depending on the

i mpl enent ati on, may make the other values in this bit
string not neani ngful.

When the value of 'critical’ is set, one or nore critica
alarns are active against the resource. Wen the value
of "major’ is set, one or nore major alarns are active
agai nst the resource. Wen the value of "minor’ is set,
one or nore mnor alarnms are active agai nst the resource.
When the value of "warning’ is set, one or nore warning
alarns are active against the resource. Wen the value
of 'indetermnate’ is set, one or nore alarns of whose
percei ved severity cannot be deternined are active

agai nst this resource.

A val ue of "unknown’ neans that this resource is
unable to report alarmstate.”
SYNTAX BI TS

unknown (0),

under Repair (1),

critical (2),

maj or (3),

m nor (4),

-- The followi ng are not defined in X 733
war ni ng (5),

i ndeterm nate (6)

}
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EntityStandbyStatus ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Represents the possible values of standby status.

A val ue of ’'hot Standby’ neans the resource i s not
providing service, but it will be imediately able to
take over the role of the resource to be backed up
wi thout the need for initialization activity, and wll
contain the same information as the resource to be
backed up. A value of ’coldStandy’ neans that the
resource is to back up another resource, but will not
be i mediately able to take over the role of a resource
to be backed up, and will require sonme initialization
activity. A value of ’providingService neans the
resource is providing service. A value of
"unknown’ neans that this resource is unable to
report standby state."
SYNTAX | NTEGER

unknown (1),
hot St andby (2),

col dSt andby (3),
provi di ngService (4)
}

END
5. Definitions
ENTI TY- STATE-M B DEFINI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, mi b-2
FROM SNWVPv2- SM

Dat eAndTi me
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

ent Physi cal | ndex
FROM ENTI TY-M B

EntityAdm nState, EntityQperState, EntityUsageState

EntityAl arnttatus, EntityStandbyStatus
FROM ENTI TY- STATE- TC- M B;

entityStateM B MODULE- | DENTI TY

LAST- UPDATED " 200511220000Z"
ORGANI ZATI ON "I ETF Entity M B Wrking G oup"
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CONTACT- | NFO
" General Discussion: entmb@etf.org
To Subscri be:
http://ww.ietf.org/mailman/listinfo/entmb

http://ww.ietf.org/htm.charters/entm b-charter. htm

Shar on Chi shol m
Nort el Networks

PO Box 3511 Station C
Otawa, Ont. K1Y 4H7
Canada

schi shol @ortel.com

David T. Perkins
548 CQual brook Ct
San Jose, CA 95110
USA
Phone: 408 394-8702
dper ki ns@nnpi nfo. com

DESCRI PTI ON

"This MB defines a state extension to the Entity MB.

Copyright (C The Internet Society 2005. This version
of this MB nodule is part of RFC 4268; see the RFC

itself for full legal notices."
REVI SI ON "200511220000Z"
DESCRI PTI ON

“I'nitial version, published as RFC 4268."
o= { mb-2 131 }

-- Entity State njects
ent StateChj ects OBJECT IDENTIFIER ::= { entityStateMB 1 }

ent St at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent StateEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"Atable of information about state/status of entities.
This is a sparse augnment of the entPhysical Table. Entries
appear in this table for val ues of
ent Physi cal Cl ass [ RFC4133] that in this inplenmentation
are able to report any of the state or status stored in
this table.
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o= { entStateojects 1}

ent StateEntry OBJECT- TYPE

SYNTAX Ent StateEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"State information about this physical entity."
| NDEX { ent Physi cal I ndex }
.= { entStateTable 1 }
Ent StateEntry ::= SEQUENCE {
ent St at eLast Changed Dat eAndTi e,
ent St at eAdmi n EntityAdni nSt at e,
ent St at eQper EntityQper State,
ent St at eUsage EntityUsageSt at e,
ent StateAl arm EntityAl arnfst at us,
ent St at eSt andby EntityStandbySt at us
}
ent St at eLast Changed OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the date and

time when the value of any of ent StateAdm n,
ent St at eQper, ent St at eUsage, ent StateAl arm
or ent StateStandby changed for this entity.

If there has been no change since
the last re-initialization of the |ocal system
this object contains the date and tinme of
| ocal systeminitialization. |f there has been
no change since the entity was added to the
| ocal system this object contains the date and
time of the insertion."”

:={ entStateEntry 1 }

ent St at eAdmi n OBJECT- TYPE
SYNTAX EntityAdnm nState
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The administrative state for this entity.
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This object refers to an entities adm nistrative
perm ssion to service both other entities within
its contai nment hierarchy as well other users of
its services defined by means outside the scope
of this MB

Setting this object to 'notSupported will result
in an 'inconsistentValue' error. For entities that
do not support administrative state, all set
operations will result in an ’inconsistentVal ue
error.

Sone physical entities exhibit only a subset of the
remai ni ng adm nistrative state values. Sone entities
cannot be | ocked, and hence this object exhibits only
the "unl ocked’ state. Qher entities cannot be shutdown
graceful ly, and hence this object does not exhibit the
"shutti ngDown’ state. A value of ’inconsistentVal ue
will be returned if attenpts are nmade to set this

object to values not supported by its administrative
nodel . "

:={ entStateEntry 2 }

ent St at eOper OBJECT- TYPE

SYNTAX EntityQper State
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The operational state for this entity.

Note that unlike the state nodel used within the
Interfaces M B [ RFC2863], this object does not follow
the adnministrative state. An adninistrative state of
down does not predict an operational state

of di sabl ed.

A value of 'testing’ neans that entity currently being
tested and cannot therefore report whether it is
operational or not.

A value of 'disabled means that an entity is totally

i noperabl e and unabl e to provide service both to entities
within its containnent hierarchy, or to other receivers
of its service as defined in ways outside the scope of
this MB

A value of ’'enabled neans that an entity is fully or
partially operable and able to provide service both to
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entities within its containment hierarchy, or to other
receivers of its service as defined in ways outside the
scope of this MB.

Note that some inplenentations nmay not be able to
accurately report entStateQper while the
ent St at eAdm n obj ect has a val ue other than ’unl ocked’
In these cases, this object MJST have a val ue
of "unknown’."

:={ entStateEntry 3 }

ent St at eUsage OBJECT- TYPE

SYNTAX EntityUsageSt ate
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The usage state for this entity.

This object refers to an entity's ability to service nore
physical entities in a containment hierarchy. A value

of "idle’ nmeans this entity is able to contain other
entities but that no other entity is currently

contained within this entity.

A value of ’'active' neans that at |east one entity is
contained within this entity, but that it could handle
nore. A value of 'busy’ means that the entity is unable
to handl e any additional entities being contained in it.

Sone entities will exhibit only a subset of the
usage state values. Entities that are unable to ever
service any entities within a contai nment hierarchy wll
al ways have a usage state of 'busy'. Sonme entities wll
only ever be able to support one entity within its
contai nnent hierarchy and will therefore only exhibit
val ues of 'idle and 'busy’ ."

:={ entStateEntry 4 }

ent St at eAl ar m OBJECT- TYPE

SYNTAX EntityAl ar nft at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The alarmstatus for this entity. It does not include

the alarns raised on child conponents within its
cont ai nnent hi erarchy.

A val ue of 'unknown’ neans that this entity is
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unable to report alarmstate. Note that this differs
from’indeterm nate', which neans that alarmstate

is supported and there are alarns against this entity,
but the severity of some of the alarns is not known.

If no bits are set, then this entity supports reporting
of alarns, but there are currently no active al arns
against this entity."

c:={ entStateEntry 5 }

ent St at eSt andby OBJECT- TYPE

SYNTAX EntityStandbySt at us
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON

"The standby status for this entity.

Sone entities will exhibit only a subset of the
remai ni ng standby state values. |[If this entity
cannot operate in a standby role, the value of this
object will always be ’providingService ."

:={ entStateEntry 6 }

-- Notifications
ent StateNotifications OBJECT IDENTIFIER ::= { entityStateMB 0 }

ent St at eQper Enabl ed NOTI FI CATI ON- TYPE
OBJECTS { ent St at eAdm n,

STATUS

ent St at eAl arm

current

DESCRI PTI ON

"An ent St at eOper Enabl ed notification signifies that the
SNWP entity, acting in an agent role, has detected that
the ent StateCper object for one of its entities has
transitioned into the 'enabled state.

The entity this notification refers can be identified by
extracting the entPhysicall ndex fromone of the

vari abl e bindings. The entStateAdm n and ent St at eAl arm
var bi nds may be examined to find out additiona
information on the adm nistrative state at the tinme of
the operation state change as well as to find out whether
there were any known al arns against the entity at that
time that may explain why the physical entity has becone
operationally disabled."

:={ entStateNotifications 1 }
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ent St at eQper Di sabl ed NOTI FI CATI ON- TYPE
OBJECTS { ent St ateAdm n,
ent St ateAl arm }
STATUS current
DESCRI PTI ON
"An ent St at eOper Di sabl ed notification signifies that the
SNWP entity, acting in an agent role, has detected that
the ent StateQper object for one of its entities has
transitioned into the 'disabled state.

The entity this notification refers can be identified by
extracting the entPhysical |l ndex fromone of the
vari abl e bindings. The entStateAdm n and ent Stat eAl arm
var bi nds may be exanined to find out additiona
information on the administrative state at the time of
the operation state change as well as to find out whether
there were any known al arnms against the entity at that
time that may affect the physical entity’'s
ability to stay operationally enabled."

2= { entStateNotifications 2 }

-- Conformance and Conpliance
ent St at eConf ormance OBJECT IDENTIFIER ::= { entityStateMB 2 }

ent St at eConpl i ances OBJECT | DENTI FI ER
::={ entStateConformance 1 }

ent St at eConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenent for systens supporting
the Entity State MB."

MODULE -- this nodul e
MANDATORY- GROUPS {

ent St at eG oup

}
GROUP ent StateNotificati onsG oup
DESCRI PTI ON

"This group is optional."
OBJECT ent St at eAdm n
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
.= { entStateConpliances 1 }

ent St at eGroups OBJECT I DENTIFIER ::= { ent StateConformance 2 }
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ent St at eG oup OBJECT- GROUP
OBJECTS {
ent St at eLast Changed,
ent St at eAdmi n,
ent St at eOper,
ent St at eUsage,
ent St at eAl arm
ent St at eSt andby

}
STATUS current
DESCRI PTI ON
"Standard Entity State group."
.= { entStateG oups 1}

ent StateNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
ent St at eCper Enabl ed,
ent St at eQper Di sabl ed

}
STATUS  current
DESCRI PTI ON
"Standard Entity State Notification group."”
.= { entStateG oups 2}

END
6. Security Considerations

The ENTI TY- STATE-TC-M B defined in section 4 does not define any
managenent objects. Instead, it defines a set of textual conventions
that may be used by other M B nodul es to defi ne managenent objects.
Meani ngf ul security considerations can only be witten in the MB
nodul es that define managenent objects. The ENTI TY- STATE- TC-M B has
therefore no inmpact on the security of the Internet.

The ENTI TY- STATE-M B defined in section 5 defines one nmanagenent
object -- entStateAdmin -- that has a MAX- ACCESS cl ause of read-
wite. The object may be considered sensitive or vulnerable in some
networ k environnents. The support for SET operations in a non-secure
envi ronnent wi t hout proper protection can have a negative effect on
net wor k operations.

Note that setting the entStateAdmin to | ocked or ’'shuttingDown’ can
cause disruption of services ranging fromthose running on a port to
those on an entire device, depending on the type of entity. Access
to this object should be properly protected.
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Access to the objects defined in this MB allows one to figure out
what the active and standby resources in a network are. This

i nformati on can be used to optim ze attacks on networks so even
read-only access to this MB should be properly protected.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (entities) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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