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i ncluded. First, several conpletely new el enents are introduced, for
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el ements of PCIM (for exanple, policy rule priorities) are
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1. Introduction

Thi s docunent specifies a nunmber of changes to the Policy Core

I nformati on Model (PCIM, RFC 3060 [1]. Two types of changes are

i ncluded. First, several conpletely new el enents are introduced, for
exanpl e, classes for header filtering, that extend PCIMinto areas
that it did not previously cover. Second, there are cases where

el ements of PCIM (for exanple, policy rule priorities) are
deprecated, and repl acenent elements are defined (in this case
priorities tied to associations that refer to policy rules). Both
types of changes are done in such a way that, to the extent possible,
interoperability with inplenentati ons of the original PCIMnodel is
preserved

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [8].

2. Changes since RFC 3060

Section 3.2 contains a short discussion of the changes that this
docunent nmakes to the RFC 3060 infornation nodel. Here is a very
brief list of the changes:

1. Deprecate and replace PolicyRepository and its associations.

2. Carify and expand the ways that PolicyRul es and PolicyG oups are
aggr egat ed.

3. Change how prioritization for PolicyRules is represented, and
i ntroduce admi ni strator-specified decision strategies for rule
eval uati on.

4. Expand the role of PolicyRoles, and introduce a nmeans of
associating a PolicyRole with a resource.

5. Introduce conpound policy conditions and conpound policy actions
into the nodel.
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6. Introduce variables and values into the nodel.

7. Introduce variable and val ue subcl asses for packet-header
filtering.

8. Introduce cl asses for device-level packet-header filtering.

3. Overview of the Changes
3.1. How to Change an Information Mde

The Policy Core Information Model is closely aligned with the DMIF s
CIM Core Policy nodel. Since there is no separately docunmented set
of rules for specifying IETF information nodels such as PCIM it is
reasonable to look to the Cl Mspecifications for guidance on howto
nodi fy and extend the nodel. Anpong the CIMrules for changing an

i nformati on nodel are the following. Note that everything said here
about "classes" applies to association classes (including
aggregations) as well as to non- association cl asses.

o Properties my be added to existing classes.

o Casses, and individual properties, may be narked as DEPRECATED
If there is a replacenent feature for the deprecated class or
property, it is identified explicitly. Oherw se the notation "No
value" is used. 1In this docunent, the notation "DEPRECATED FOR
<feature-nane>" is used to indicate that a feature has been
deprecated, and to identify its replacenent feature.

0 C asses nay be inserted into the inheritance hierarchy above
exi sting classes, and properties fromthe existing classes nay
then be "pulled up" into the new classes. The net effect is that
the existing classes have exactly the same properties they had
before, but the properties are inherited rather than defined
explicitly in the classes.

0 New subcl asses may be defined bel ow exi sting classes.

3.2. List of Changes to the Mde

The foll owi ng subsections provide a very brief overview of the
changes to PCIM defined in PCIMe. |In several cases, the origin of
the change is noted, as QPIM[11], ICPM[12], or QDDIM[15].

3.2.1. Changes to PolicyRepository

Because of the potential for confusion with the Policy Franmework
conponent Policy Repository (fromthe four-box picture: Policy
Managenment Tool, Policy Repository, PDP, PEP), "PolicyRepository" is
a bad name for the PCIMclass representing a contai ner of reusable
policy elenents. Thus the class PolicyRepository is being repl aced
with the class Reusabl ePolicyContainer. To acconplish this change,
it is necessary to deprecate the PCIM class PolicyRepository and its

Moor e St andards Track [ Page 6]



RFC 3460 PCI M Ext ensi ons January 2003

three associations, and replace themw th a new cl ass
Reusabl ePol i cyCont ai ner and new associ ati ons. As a separate change,
the associ ati ons for Reusabl ePol i cyContai ner are bei ng broadened, to
al l ow a Reusabl ePol i cyContai ner to contain any reusable policy
elements. In PCIM the only associations defined for a

Pol i cyRepository were for it to contain reusable policy conditions
and policy actions.

3.2.2. Additional Associations and Additional Reusable El enents

The Pol i cyRul el nPol i cyRul e and Pol i cyG oupl nPol i cyRul e aggregati ons
have, in effect, been inported fromQIM ("In effect” because these
two aggregations, as well as PCIMs two aggregations

Pol i cyGroupl nPol i cyGroup and Pol i cyRul el nPol i cyGroup, are all being
conbined into a single aggregati on PolicySet Conponent.) These
aggregations make it possible to define |larger "chunks" of reusable
policy to place in a Reusabl ePolicyContainer. These aggregations

al so i ntroduce new semantics representing the contextual inplications
of having one PolicyRule executing within the scope of another

Pol i cyRul e.

3.2.3. Priorities and Decision Strategies

Drawing fromboth QPIMand ICPM the Priority property has been
deprecated in PolicyRule, and placed instead on the aggregation

Pol i cySet Conponent. The QPIMrules for resolving relative priorities
across nested PolicyG oups and PolicyRul es have been incorporated
into PCIMe as well. Wth the removal of the Priority property from
Pol i cyRul e, a new nodeling dependency is introduced. |In order to
prioritize a PolicyRule/PolicyGoup relative to other

Pol i cyRul es/ Pol i cyGroups, the elenents being prioritized nust al
reside in one of three places: in a common PolicyGoup, in a comon
PolicyRule, or in a comon System

In the absence of any clear, general criterion for detecting policy
conflicts, the PCOMrestriction stating that priorities are rel evant
only in the case of conflicts is being renoved. 1In its place, a

Pol i cyDeci si onStrategy property has been added to the PolicyG oup and
Poli cyRul e cl asses. This property allows policy administrator to

sel ect one of two behaviors with respect to rule evaluation: either
performthe actions for all PolicyRul es whose conditions evaluate to
TRUE, or performthe actions only for the highest-priority PolicyRule
whose conditions evaluate to TRUE. (This is acconplished by placing
the PolicyDecisionStrategy property in an abstract class PolicySet,
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fromwhich PolicyGoup and PolicyRule are derived.) The QPIMrules
for applying decision strategies to a nested set of PolicyG oups and
Pol i cyRul es have al so been inported.

3.2.4. Policy Roles

The concept of policy roles is added to PolicyG oups (being present
already in the PolicyRule class). This is acconplished via a new
superclass for both PolicyRul es and PolicyGoups - PolicySet. For
nested PolicyRul es and PolicyG oups, any roles associated with the
outer rule or group are automatically "inherited" by the nested one.
Additional roles may be added at the | evel of a nested rule or group.

It was al so observed that there is no mechanismin PCIMfor assigning
roles to resources. For exanple, while it is possible in PCCMto
associate a PolicyRule with the role "FraneRel ay&&WAN', there is no
way to indicate which interfaces match this criterion. A new

Pol i cyRol eCol | ection class has been defined in PClMe, representing
the collection of resources associated with a particular role. The

I i nkage between a PolicyRule or PolicyGoup and a set of resources is
then represented by an instance of PolicyRol eCollection. Equivalent
val ues should be defined in the PolicyRol es property of PolicyRules
and PolicyGoups, and in the PolicyRole property in

Pol i cyRol eCol | ecti on.

3.2.5. ConpoundPol i cyConditi ons and ConpoundPol i cyActi ons

The concept of a ConpoundPol i cyCondition has al so been inported into
PCI Me from QPIM and broadened to include a paralle
ConpoundPol i cyAction. In both cases the idea is to create reusable
"chunks" of policy that can exist as nanmed elenents in a
Reusabl ePol i cyCont ai ner. The "Conmpound" classes and their

associ ations incorporate the condition and action semantics that PCIM
defined at the PolicyRule | evel: DNF/CNF for conditions, and ordering
for actions.

Conpound conditions and actions are defined to work with any
conponent conditions and actions. In other words, while the
conponents may be instances, respectively, of SinplePolicyCondition
and Si nmpl ePol i cyAction (discussed i medi ately bel ow), they need not
be.
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3.2.6. Variables and Val ues

The Sinpl ePolicyCondition / PolicyVariable / PolicyValue structure
has been inported into PCIMe fromQ@IM A list of PCl M-Ieve
variables is defined, as well as a list of PCl Me-level values. O her
vari abl es and val ues may, if necessary, be defined in subnodels of
PCl Me. For exanple, QPIMdefines a set of inplicit variables
corresponding to fields in RSVP fl ows.

A correspondi ng Si npl ePolicyAction / PolicyVariable / PolicyVal ue
structure is also defined. Wile the semantics of a

Si npl ePol i cyCondition are "variabl e matches val ue", a

Si npl ePol i cyAction has the semantics "set variable to val ue".

3.2.7. Dommin-Level Packet Filtering

For packet filtering specified at the domain |evel, a set of

Pol i cyVari abl es and PolicyVal ues are defined, corresponding to the
fields in an | P packet header plus the nbst common Layer 2 frane
header fields. It is expected that domain-level policy conditions
that filter on these header fields will be expressed in ternms of
ConpoundPol i cyCondi tions built up from Si npl ePolicyConditions that
use these variables and values. An additional PolicyVariable,

Packet Direction, is also defined, to indicate whether a packet being
filtered is traveling i nbound or outbound on an interface.

3.2.8. Device-Level Packet Filtering

For packet filtering expressed at the device |evel, including the
packet classifier filters nodeled in QXD M the variables and val ues
di scussed in Section 3.2.7 need not be used. Filter classes derived
fromthe CIMFilterEntryBase class hierarchy are available for use in
these contexts. These latter classes have two inportant differences
fromthe domain-|evel classes:

o They support specification of filters for all of the fields in a
particul ar protocol header in a single object instance. Wth the
donmai n-| evel cl asses, separate instances are needed for each
header field.

o They provide native representations for the filter values, as
opposed to the string representation used by the domain-I|eve
cl asses.

Device-level filter classes for the IP-related headers (1P, UDP, and

TCP) and the 802 MAC headers are defined, respectively, in Sections
6.19 and 6. 20.
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4. The Updated C ass and Association C ass Hierarchies

The following figure shows the class inheritance hierarchy for PCl M.
Changes fromthe PCI M hierarchy are noted parenthetically.

ManagedEl enent (abstract)
I

+--Policy (abstract)

I
+---PolicySet (abstract -- new - 5.3)

|
+---PolicyGoup (noved - 5.3)

I
+---PolicyRule (noved - 5.3)

---PolicyCondition (abstract)

I
+---PolicyTi nePeri odCondi tion

I
+---Vendor Pol i cyCondi tion

I
+---Si mpl ePol i cyCondition (new - 5.8.1)

I
+- - - ComrpoundPol i cyCondition (new - 5.7.1)

I
+- - - ConmpoundFi lterCondition (new - 5.9)

+- - -Vendor Pol i cyActi on

I
+---Si npl ePol i cyAction (new - 5.8.4)

I
+- - - CorpoundPol i cyAction (new - 5.7.2)

---PolicyVvariable (abstract -- new - 5.8.5)

I
+---PolicyExplicitVariable (new - 5.8.6)

I
I
I
I
+
I
I
I
I
I
I
I
I
I
|
+---PolicyAction (abstract)
I
I
I
I
I
I
I
+
I
I
I I
I
I
I
I
+

+---PolicylnmplicitVariable (abstract -- new - 5.8.7)
|+———(subtree of nore specific classes -- new - 6.12)
---PolicyVval ue (abstract -- new - 5.8.10)
|+---(subtree of nore specific classes -- new - 6.14)
+--Col l ection (abstract -- newy referenced)
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| +--PolicyRoleCollection (new - 5.6.2)

ManagedEl
|

ement (abstract)

+- - ManagedSyst enEl enent (abstract)

+--Logi cal El emrent (abstract)

Figure 1.

Mbor e

+--System (abstract)

+- - Adm nDomai n (abstract)

+- - - Reusabl ePol i cyCont ai ner (new - 5.2)

|
+---PolicyRepository (deprecated - 5.2)

|
+--| pHeadersFilter (new - 6.19)

|
|
|
|
|
+--FilterEntryBase (abstract -- new - 6.18)
|
|
| ,
| +--8021Filter (new - 6.20)

|

+

--FilterList (new - 6.21)

Class Inheritance H erarchy for PCl M
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The followi ng figure shows the association class hierarchy for PCl M.
As before, changes from PCI M are noted parenthetically.

[ unr oot ed]

I
+---Pol i cyConponent (abstract)

I
+- - - Pol i cySet Conponent (new - 5. 3)

I
+---PolicyG oupl nPolicyGoup (deprecated - 5.3)

I
+---PolicyRul el nPol i cyG oup (deprecated - 5.3)

I
+---PolicyConditionStructure (abstract -- new - 5.7.1)

I I
+---PolicyConditionlnPolicyRule (moved - 5.7.1)

I
+---PolicyConditionlnPolicyCondition (new - 5.7.1)

--PolicyRul evalidityPeriod

I
+---PolicyActionlnPolicyRule (nmoved - 5.7.2)

I

I

I

I

+-

| . .

+---PolicyActionStructure (abstract -- new - 5.7.2)
I

|

| +---PolicyActionlnPolicyAction (new - 5.7.2)
I

+

---PolicyVariabl el nSi npl ePol i cyCondition (new - 5.8.2)

+---Pol i cyVal uel nSi npl ePol i cyCondition (new - 5.8.2)

I
+---Pol i cyVari abl el nSi npl ePol i cyAction (new - 5.8.4)

I
+---Pol i cyVal uel nSi nmpl ePol i cyAction (new - 5.8.4)

[ unr oot ed]

+- - - Dependency (abstract)

+---PolicylnSystem (abstract)
I

+---PolicySetlnSystem (abstract, new - 5.3)

I
+---Pol i cyG oupl nSystem

|
+---Pol i cyRul el nSystem

---Reusabl ePolicy (new - 5.2)

—_——
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+---PolicyConditionlnPolicyRepository (deprecated - 5.2)

|
+---PolicyActionlnPolicyRepository (deprecated - 5.2)

|
|
I
+- - - Expect edPol i cyVal uesFor Vari abl e (new - 5. 8)

|
|
|
|
I
| +---PolicyRol eCol | ecti onl nSystem (new - 5. 6. 2)
|

+- - - Conmponent (abstract)

- - - Syst emConponent
|

|

+

| | |

| +- - - Cont ai nedDonai n (new - 5. 2)
|

|

|

+

|
+---Pol i cyRepositoryl nPolicyRepository (deprecated - 5.2)

|
|
|
|
|
I
| ---EntrieslnFilterList (new - 7.23)
|

+---Menmber O Col | ection (newy referenced)
|

+--- El ementlnPolicyRol eCol | ection (new - 5.6.2)
Fi gure 2. Associ ation C ass Inheritance Hi erarchy for PCl M

In addition to these changes that show up at the class and

associ ation class level, there are other changes from PCl M invol vi ng
i ndi vidual class properties. |n some cases new properties are

i ntroduced into existing classes, and in other cases existing
properties are deprecated (w thout deprecating the classes that
contain them.

5. Areas of Extension to PCIM

The foll owi ng subsections describe each of the areas for which PCl M
ext ensi ons are being defined.

5.1. Policy Scope
Pol i cy scopes may be thought of in two dinensions: 1) the |evel of
abstraction of the policy specification and 2) the applicability of
policies to a set of managed resources.

5.1.1. Levels of Abstraction: Domain- and Devi ce-Level Policies
Policies vary in level of abstraction, fromthe business-|eve
expression of service |level agreenents (SLAs) to the specification of

a set of rules that apply to devices in a network. Those latter
policies can, thenselves, be classified into at | east two groups:
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those policies consunmed by a Policy Decision Point (PDP) that specify
the rules for an administrative and functional domain, and those
policies consunmed by a Policy Enforcement Point (PEP) that specify
the device-specific rules for a functional domain. The higher-Ieve
rul es consumed by a PDP, called domain-level policies, may have |l ate
bi ndi ng vari abl es unspecified, or specified by a classification
whereas the device-level rules are likely to have fewer unresol ved

bi ndi ngs.

There is a relationship between these | evels of policy specification
that is out of scope for this standards effort, but that is necessary
in the devel opnent and depl oynment of a usabl e policy-based
configuration system An SLA-level policy transformation to the
donai n-1 evel policy nmay be thought of as anal ogous to a visua

bui | der that takes human input and devel ops a progranmatic rule
specification. The relationship between the domain-1evel policy and
the device-level policy may be thought of as anal ogous to that of a
conpiler and linkage editor that translates the rules into specific
instructions that can be executed on a specific type of platform

PCI M and PCl Me may be used to specify rules at any and all of these
| evel s of abstraction. However, at different |evels of abstraction
di fferent mechani sns may be nore or | ess appropriate.

5.1.2. Administrative and Functional Scopes

Admi ni strative scopes for policy are represented in PCIMand in these
extensions to PCl M as System subcl ass instances. Typically, a
domai n-| evel policy would be scoped by an Adm nDomai n instance (or by
a hierarchy of Adm nDomai n i nstances) whereas a device-level policy
m ght be scoped by a Systeminstance that represents the PEP (e.g.

an instance of ConputerSystem see CIM[2]). |In addition to
collecting policies into an administrative domain, these System

cl asses may al so aggregate the resources to which the policies apply.

Functional scopes (sonetinmes referred to as functional donains) are
general |y defined by the subnodels derived from PCl M and PCl Mg, and
correspond to the service or services to which the policies apply.
So, for exanple, Quality of Service may be thought of as a functiona
scope, or Diffserv and Intserv may each be thought of as functiona
scopes. These scoping decisions are represented by the structure of
the subnodel s derived from PCIM and PCl Me, and may be reflected in
the nunber and types of PEP policy client(s), services, and the
interaction between policies. Policies in different functiona
scopes are organized into disjoint sets of policy rules. Different
functional domains may share some roles, some conditions, and even
some actions. The rules fromdifferent functional domains may even
be enforced at the same managed resource, but for the purposes of
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policy evaluation they are separate. See section 5.5.3 for nore
i nfornmation.

The functional scopes MAY be reflected in administrative scopes.
That is, deployments of policy may have different admnistrative
scopes for different functional scopes, but there is no requirenent
to do so.

5.2. Reusable Policy Elenments

In PCIM a distinction was drawn between reusabl e PolicyConditions
and PolicyActions and rul e-specific ones. The PolicyRepository class
was al so defined, to serve as a container for these reusable

el ements. The nane "PolicyRepository" has proven to be an
unfortunate choice for the class that serves as a container for
reusabl e policy elements. This termis already used in docunents
like the Policy Framework, to denote the |ocation from which the PDP
retrieves all policy specifications, and into which the Policy
Managenent Tool places all policy specifications. Consequently, the
Pol i cyRepository class is being deprecated, in favor of a new cl ass
Reusabl ePol i cyCont ai ner

VWen a class is deprecated, any associations that refer to it nust

al so be deprecated. So replacenents are needed for the two
associ ati ons PolicyConditionlnPolicyRepository and

Pol i cyActionl nPolicyRepository, as well as for the aggregation

Pol i cyReposi toryl nPoli cyRepository. |In addition to renamng the

Pol i cyRepository class to Reusabl ePol i cyCont ai ner, however, PCIMe is
al so broadening the types of policy elenments that can be reusable.
Consequently, rather than providing one-for-one replacenents for the
two associations, a single higher-level association ReusablePolicy is
defined. This new association allows any policy elenment (that is, an
i nstance of any subcl ass of the abstract class Policy) to be placed

i n a Reusabl ePol i cyCont ai ner

Sunmari zing, the followi ng changes in Sections 6 and 7 are the result
of this item

o The class Reusabl ePolicyContainer is defined.
o PCIMs PolicyRepository class is deprecated.
o The association Reusabl ePolicy is defined.
o PCIMs PolicyConditionlnPolicyRepository association is
depr ecat ed.
o PCIMs PolicyActionlnPolicyRepository association is deprecated.
o The aggregation Contai nedDomain is defined.

o PCIMs PolicyRepositorylnPolicyRepository aggregation is
depr ecat ed.
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5.3. Policy Sets

A "policy" can be thought of as a coherent set of rules to
admi ni ster, nanage, and control access to network resources ("Policy
Term nol ogy”, reference [10]). The structuring of these coherent
sets of rules into subsets is enhanced in this document. |n Section
5.4, we discuss the new options for the nesting of policy rules.

A new abstract class, PolicySet, is introduced to provide an
abstraction for a set of rules. It is derived fromPolicy, and it is
inserted into the inheritance hierarchy above both PolicyG oup and
PolicyRule. This reflects the additional structural flexibility and
semantic capability of both subcl asses.

Two properties are defined in PolicySet: PolicyDecisionStrategy and
Pol i cyRol es. The PolicyDecisionStrategy property is included in
PolicySet to define the evaluation relationship anong the rules in
the policy set. See Section 5.5 for nore information. The

Pol i cyRol es property is included in PolicySet to characterize the
resources to which the PolicySet applies. See Section 5.6 for nore
i nformati on.

Along with the definition of the PolicySet class, a new concrete
aggregation class is defined that will also be discussed in the

foll owi ng sections. PolicySetConponent is defined as a subcl ass of
Pol i cyConponent; it provides the containnent relationship for a
PolicySet in a PolicySet. PolicySetConmponent replaces the two PCIM
aggregations PolicyG oupl nPolicyGoup and PolicyRul el nPoli cyGoup, so
these two aggregati ons are deprecated.

A PolicySet’'s relationship to an Adm nDonain or other admnistrative
scopi ng system (for exanple, a ConputerSystem) is represented by the
Pol i cySet | nSyst em abstract association. This new association is
derived from PolicylnSystem and the PolicyG oupl nSystem and

Pol i cyRul el nSyst em associ ati ons are now derived from

Pol i cySet I nSystem instead of directly fromPolicylnSystem The

Pol i cySetI nSystem Priority property is discussed in Section 5.5.3.

5.4. Nested Policy Rules

As previously discussed, policy is described by a set of policy rules
that may be grouped into subsets. In this section we introduce the
noti on of nested rules, or the ability to define rules within rules.

Nested rules are also called sub-rules, and we use both terms in this
docunent interchangeably. The aggregati on PolicySet Conponent is used
to represent the nesting of a policy rule in another policy rule.
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5.4.1. Usage Rules for Nested Rul es

The rel ati onship between rules and sub-rules is defined as foll ows:

o

The parent rule’'s condition clause is a condition for evaluation
of all nested rules; that is, the conditions of the parent are
logically ANDed to the conditions of the sub-rules. |f the parent
rule’s condition clause evaluates to FALSE, sub-rules MAY be

ski pped since they also evaluate to FALSE

If the parent rule’s condition evaluates to TRUE, the set of sub-
rul es SHALL BE eval uated according to the decision strategy and
priorities as discussed in Section 5.5.

If the parent rule’ s condition evaluates to TRUE, the parent
rule’s set of actions is executed BEFORE execution of the sub-

rul es actions. The parent rule’'s actions are not to be confused
with default actions. A default action is one that is to be
executed only if none of the nore specific sub-rules are executed.
If a default action needs to be specified, it needs to be defined
as an action that is part of a catchall sub-rule associated with
the parent rule. The association linking the default action(s) in
this special sub-rule should have the | owest priority relative to
all other sub-rul e associations:

if parent-condition then parent rule’s action
if condA then actA
if condB then ActB
if True then default action

Such a default action functions as a default when FirstMatching
decision strategies are in effect (see section 5.5). |If
Al'l Mat ching applies, the "default" action is always performed.

Policy rules have a context in which they are executed. The rule
engi ne eval uates and applies the policy rules in the context of
the nmanaged resource(s) that are identified by the policy roles
(or by an explicit association). Subnodels MAY add additiona
context to policy rules based on rule structure; any such
addi ti onal context is defined by the semantics of the action

cl asses of the subnopdel

5.4.2. Motivation

Rul e nesting enhances Policy readability, expressiveness and
reusability. The ability to nest policy rules and formsub-rules is
i mportant for manageability and scalability, as it enabl es conpl ex
policy rules to be constructed fromnultiple sinpler policy rules.

Mbor e
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These enhancenents ease the policy nanagenent tools’ task, allow ng
policy rules to be expressed in a way closer to how humans think

Al t hough rul e nesting can be used to suggest optimzations in the way
policy rules are evaluated, as discussed in section 5.5.2 "Side

Ef fects," nesting does not specify nor does it require any particular
order of evaluation of conditions. Optimzation of rule evaluation
can be done in the PDP or in the PEP by dedicated code. This is
simlar to the relation between a high | evel progranm ng | anguage

i ke C and machine code. An optimzer can create a nore efficient
machi ne code than any optimnm zation done by the programmer within the
source code. Nevertheless, if the PEP or PDP does not do

optim zation, the adm nistrator witing the policy may be able to

i nfl uence the evaluation of the policy rules for execution using rule
nesting.

Nested rul es are not designed for policy repository retrieva
optimzation. It is assuned that all rules and groups that are
assigned to a role are retrieved by the PDP or PEP fromthe policy
repository and enforced. Optimzing the nunber of rules retrieved
shoul d be done by cl ever selection of roles.

5.5. Priorities and Decision Strategies

A "decision strategy" is used to specify the evaluation nethod for
the policies in a PolicySet. Two decision strategies are defined:
"FirstMatching" and "All Matching." The FirstMatching strategy is
used to cause the evaluation of the rules in a set such that the only
actions enforced on a given exam nation of the PolicySet are those
for the first rule (that is, the rule with the highest priority) that
has its conditions evaluate to TRUE. The Al Matching strategy is
used to cause the evaluation of all rules in a set; for all of the
rul es whose conditions evaluate to TRUE, the actions are enforced.

| mpl ement ati ons MUST support the FirstMtching decision strategy;

i mpl enent ati ons MAY support the All Mat chi ng deci sion strategy.

As previously discussed, the PolicySet subclasses are PolicyG oup and
Pol i cyRul e: either subclass nmay contain PolicySets of either

subcl ass. Loops, including the degenerate case of a PolicySet that
contains itself, are not allowed when PolicySets contain other
PolicySets. The containment relationship is specified using the

Pol i cySet Conponent aggr egati on.

The relative priority within a PolicySet is established by the
Priority property of the PolicySet Conponent aggregation of the
contai ned PolicyGoup and PolicyRule instances. The use of PCIMs
PolicyRule.Priority property is deprecated in favor of this new
property. The separation of the priority property fromthe rule has
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two advantages. First, it generalizes the concept of priority, so
that it can be used for both groups and rules. Second, it places the
priority on the relationship between the parent policy set and the
subordinate policy group or rule. The assignnent of a priority value
then becomes nuch easier, in that the value is used only in
relationship to other priorities in the sane set.

Toget her, the PolicySet. PolicyDecisionStrategy and

Pol i cySet Conmponent . Priority determ ne the processing for the rules
contained in a PolicySet. As before, the larger priority value
represents the higher priority. Unlike the earlier definition

Pol i cySet Conponent. Priority MJUST have a uni que val ue when conpared
with others defined for the sanme aggregating PolicySet. Thus, the
evaluation of rules within a set is determnistically specified.

For a FirstMatching decision strategy, the first rule (that is, the
one with the highest priority) in the set that evaluates to True, is
the only rule whose actions are enforced for a particular eval uation
pass through the PolicySet.

For an Al'l Matching decision strategy, all of the matching rules are
enforced. The relative priority of the rules is used to determ ne
the order in which the actions are to be executed by the enforcenent
point: the actions of the higher priority rules are executed first.
Since the actions of higher priority rules are executed first, |ower
priority rules that also match nay get the "last word," and thus
produce a counter-intuitive result. So, for exanple, if two rules
both evaluate to True, and the higher priority rule sets the DSCP to
3 and the lower priority rule sets the DSCP to 4, the action of the
lower priority rule will be executed |ater and, therefore, wll
"win," in this exanmple, setting the DSCP to 4. Thus, conflicts

bet ween rul es are resolved by this execution order

An i mpl enentation of the rule engine need not provide the action
sequenci ng but the actions MJST be sequenced by the PEP or PDP on its
behal f. So, for exanple, the rule engine nmay provide an ordered |i st
of actions to be executed by the PEP and any required serialization
is then provided by the service configured by the rule engine. See
Section 5.5.2 for a discussion of side effects.

5.5.1. Structuring Decision Strategies

As di scussed in Sections 5.3 and 5.4, PolicySet instances may be
nested arbitrarily. For a FirstMatching decision strategy on a
Pol i cySet, any contained PolicySet that matches satisfies the
termnation criteria for the FirstMatching strategy. A PolicySet is
considered to match if it is a PolicyRule and its conditions eval uate
to True, or if the PolicySet is a PolicyGoup and at | east one of its
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contai ned PolicyGoups or PolicyRules match. The priority associated
with contained PolicySets, then, determines when to termnate rule
evaluation in the structured set of rules.

In the exanple shown in Figure 3, the relative priorities for the
nested rules, high to low, are 1A, 1Bl1, 1X2, 1B3, 1C, 1Cl, 1X2 and
1C3. (Note that PolicyRule 1X2 is included in both PolicyGoup 1B
and PolicyRule 1C, but with different priorities.) O course, which
rules are enforced is al so dependent on which rules, if any, match.

Pol i cyGroup 1: FirstMatching

|
+-- Pri=6 -- PolicyRule 1A

|+-- Pri=5 -- PolicyGoup 1B: All Mt ching

I |+ Pri=5 -- PolicyGoup 1B1l: All Matching
| | " ae

I |+ Pri=4 -- PolicyRule 1X2
I |+ Pri=3 -- PolicyRule 1B3: FirstMatching
|

|

+---- etc.

+-- Pri=4 -- PolicyRule 1C FirstMatching

|
+-- Pri=4 -- PolicyRule 1C1

|
+-- Pri=3 -- PolicyRule 1X2

|
+-- Pri=2 -- PolicyRule 1C3

Fi gure 3. Nested PolicySets with Different Decision Strategies

0 Because PolicyGoup 1 has a FirstMatching decision strategy, if
the conditions of PolicyRule 1A match, its actions are enforced
and the eval uation stops.

o If it does not match, PolicyGoup 1B is eval uated using an
Al Matching strategy. Since PolicyGoup 1B1 al so has an
Al Matching strategy all of the rules and groups of rules
contained in PolicyGoup 1Bl are eval uated and enforced as
appropriate. PolicyRule 1X2 and PolicyRule 1B3 are al so eval uated
and enforced as appropriate. |If any of the sub-rules in the
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subtrees of PolicyGoup 1B evaluate to True, then PolicyRule 1Cis
not eval uated because the FirstMatching strategy of PolicyGoup 1
has been sati sfi ed.

o If neither PolicyRule 1A nor PolicyGoup 1B yield a match, then
PolicyRule 1C is evaluated. Since it is first matching, rules
1Cl1, 1X2, and 1C3 are evaluated until the first match, if any.

5.5.2. Side Effects

Al t hough eval uation of conditions is sonetinmes di scussed as an
ordered set of operations, the rule engine need not be inplenmented as
a procedural |anguage interpreter. Any side effects of condition
eval uation or the execution of actions MJUST NOT affect the result of
the evaluation of other conditions evaluated by the rule engine in
the sane eval uation pass. That is, an inplenmentation of a rule
engi ne MAY evaluate all conditions in any order before applying the
priority and determ ning which actions are to be executed.

So, regardless of how a rule engine is inplenented, it MJST NOT

i ncl ude any side effects of condition evaluation in the eval uation of
conditions for either of the decision strategies. For both the

Al'l Mat ching decision strategy and for the nesting of rules within
rules (either directly or indirectly) where the actions of nore than
one rule may be enforced, any side effects of the enforcenent of
actions MJST NOT be included in condition evaluation on the sane

eval uati on pass.

5.5.3. Multiple PolicySet Trees For a Resource

As shown in the exanple in Figure 3., PolicySet trees are defined by
the PolicySet subclass instances and the PolicySet Conponent
aggregation instances between them Each PolicySet tree has a
defined set of decision strategies and evaluation priorities. In
section 5.6 we discuss some i nprovenents in the use of PolicyRoles
that cause the parent PolicySet.PolicyRoles to be applied to al

contai ned PolicySet instances. However, a given resource may stil
have nultiple, disjoint PolicySet trees regardl ess of how they are
collected. These top-level PolicySet instances are called "unrooted"
relative to the given resource.

So, a PolicySet instance is defined to be rooted or unrooted in the
context of a particular managed el enent; the relationship to the
managed el ement is usually established by the policy roles of the
Pol i cySet instance and of the managed el enent (see 5.6 "Policy

Rol es"). A PolicySet instance is unrooted in that context if and
only if there is no PolicySet Conponent association to a parent
PolicySet that is also related to the sane managed el enent. These
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Pol i cySet Conponent aggregations are traversed up the tree wthout
regard to how a PolicySet instance canme to be related with the

ManagedEl enent. Figure 4. shows an exanpl e where instance A has role

A, instance B has role B and so on. 1In this exanmple, in the context
of interface X, instances B, and C are unrooted and instances D, E
and F are all rooted. 1In the context of interface Y, instance Ais

unrooted and instances B, C, D, E and F are all rooted.

+---4 Fommm e L +
| A | I/F X | | I/FY
+---+ | has roles | | has roles

/\ | B&C | | A &B
/ \ e + e +
oot -+
| Bl | CI
e . S
[\ \
/ \ \
Foood oo -4
| DI | E| | F|

A R RER e A

Fi gure 4. Unrooted PolicySet Instances

For those cases where there are nultiple unrooted PolicySet instances

that apply to the same managed resource (i.e., not in a conmmon
Pol i cySet Conmponent tree), the decision strategy anong these disjoint

PolicySet instances is the FirstMatching strategy. The priority used

with this FirstMatching strategy is defined in the PolicySetlnSystem
association. The PolicySetlnSystem subcl ass instances are present

for all PolicySet instances (it is a required association) but the

priority is only used as a default for unrooted PolicySet instances
in a given ManagedEl ement context.

The FirstMatching strategy is used anong all unrooted PolicySet
instances that apply to a given resource for a given functiona
domain. So, for exanple, the PolicySet instances that are used for
QoS policy and the instances that are used for |IKE policy, although
they are disjoint, are not joined in a FirstMtching decision
strategy. Instead, they are eval uated i ndependently of one anot her

5.5.4. Determ nistic Decisions

As previously discussed, PolicySetConmponent.Priority values MJST be
uni que within a containing PolicySet and PolicySetlnSystemPriority
val ues MJUST be uni que for an associated System Each PolicySet,
then, has a determnistic behavior based upon the decision strategy
and uni quely defined priority.
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There are certainly cases where rul es need not have a unique priority
val ue (i.e., where evaluation and execution priority is not

i mportant). However, it is believed that the flexibility gained by
this capability is not sufficiently beneficial to justify the
possi bl e variations in inplenentation behavior and the resulting
confusion that m ght occur.

5.6. Policy Roles

A policy role is defined in [10] as "an adm nistratively specified
characteristic of a nmanaged el ement (for exanple, an interface). It
is a selector for policy rules and PRovisioning Casses (PRCs), to
determ ne the applicability of the rule/PRC to a particul ar nanaged
el enent . "

In PCI Me, PolicyRoles is defined as a property of PolicySet, which is
i nherited by both PolicyRules and PolicyGoups. In this docunment, we
al so add PolicyRole as the identifying nane of a collection of
resources (PolicyRol eCollection), where each elenment in the
collection has the specified role characteristic.

5.6.1. Conparison of Roles in PCOCMw th Roles in snnpconf

In the Configurati on Managenment with SNMP (snnpconf) working group’s
Pol i cy Based Managenment M B [14], policy rules are of the form

if <policyFilter> then <policyAction>

where <policyFilter> is a set of conditions that are used to

det erm ne whether or not the policy applies to an object instance.
The policy filter can perform conpari son operations on SNVP vari abl es
already defined in MBS (e.g., "ifType == ethernet").

The policy managenent M B defined in [14] defines a Role table that
enabl es one to associate Roles with el ements, where roles have the
sanme semantics as in PCCM  Then, since the policyFilter in a policy
all ows one to define conditions based on the conparison of the val ues
of SNMP variabl es, one can filter elenments based on their roles as
defined in the Role group

Thi s approach differs fromthat adopted in PCIMin the foll ow ng
ways. First, in PCCM a set of role(s) is associated with a policy
rule as the values of the PolicyRoles property of a policy rule. The
semantics of role(s) are then expected to be inplenmented by the PDP
(i.e., policies are applied to the elenents with the appropriate
roles). In [14], however, no special processing is required for
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realizing the semantics of roles; roles are treated just as any ot her
SNWVP vari abl es and conparisons of role values can be included in the
policy filter of a policy rule.

Secondly, in PCOM there is no formally defined way of associating a
role with an object instance, whereas in [14] this is done via the
use of the Role tables (pnRol eESTabl e and pnRol eSETabl e). The Rol e
tabl es associate Role values with el enents.

5.6.2. Addition of PolicyRoleCollection to PCl Me

In order to renmedy the latter shortcomng in PCIM (the |ack of a way

of associating a role with an object instance), PClIMe has a new cl ass
Pol i cyRol eCol | ection derived fromthe CIM Col |l ection cl ass.

Resources that share a comon rol e are aggregated by a

Pol i cyRol eCol | ection instance, via the El enentlnPolicyRol eCollection

aggregation. The role is specified in the PolicyRole property of the
aggregating PolicyRol eCol | ection instance.

A PolicyRol eCol |l ection al ways exists in the context of a system As
was done in PCIM for PolicyRules and PolicyG oups, an association
Pol i cyRol eCol | ectionl nSystem captures this relationship. Remenber
that in CIM Systemis a base class for describing network devices
and admini strative domains.

The associ ati on between a PolicyRol eColl ection and a system shoul d be
consistent with the associations that scope the policy rul es/groups
that are applied to the resources in that collection. Specifically,
a PolicyRol eCol I ection should be associated with the same System as
the applicable PolicyRules and/or PolicyGoups, or to a System hi gher
in the tree forned by the SystenConponent association. Wen a PEP
bel ongs to multiple Systenms (i.e., Adm nDonains), and scoping by a
single domain is inpractical, tw alternatives exist. One is to
arbitrarily limt domain nenbership to one System Admi nDomain. The
other option is to define a nore gl obal Adm nDomain that sinply

i ncludes the others, and/or that spans the business or enterprise.

As an exanpl e, suppose that there are 20 traffic trunks in a network,
and that an administrator would Ilike to assign three of themto
provi de "gol d* service. Also, the adm nistrator has defined severa
policy rules which specify how the "gold" service is delivered. For
these rules, the PolicyRoles property (inherited fromPolicySet) is
set to "CGold Service".

In order to associate three traffic trunks with "gol d" service, an
i nstance of the PolicyRol eCollection class is created and its

Pol i cyRol e property is also set to "Gold Service". Follow ng this,
the adm nistrator associates three traffic trunks with the new
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i nstance of PolicyRol eCollection via the

El ement | nPol i cyRol eCol | ection aggregation. This enables a PDP to
determ ne that the "Gold Service" policy rules apply to the three
aggregated traffic trunks.

Note that roles are used to optimze policy retrieval. It is not
nmandatory to inplenent roles or, if they have been inplenented, to
group elenents in a PolicyRoleCollection. However, if roles are
used, then either the collection approach should be inpl enented, or
el ements shoul d be capable of reporting their "pre-progranmed" roles
(as is done in COPS)

5.6.3. Roles for PolicyG oups

In PCIM role(s) are only associated with policy rules. However, it
may be desirable to associate role(s) with groups of policy rules.
For exanple, a network adm nistrator may want to define a group of
rules that apply only to Ethernet interfaces. A policy group can be
defined with a rol e-conbi nati on="Ethernet", and all the rel evant
policy rules can be placed in this policy group. (Note that in

PCl Me, role(s) are nade available to PolicyGoups as well as to

Pol i cyRul es by noving PCIM s PolicyRol es property up from PolicyRule
to the new abstract class PolicySet. The property is then inherited
by both PolicyGoup and PolicyRule.) Then every policy rule in this
policy group inplicitly inherits this role-conbination fromthe
containing policy group. A similar inplicit inheritance applies to
nested policy groups.

There is no explicit copying of role(s) fromcontainer to contained
entity. Cbviously, this inplicit inheritance of role(s) |leads to the
possibility of defining inconsistent role(s) (as explained in the
exanpl e below); the handling of such inconsistencies is beyond the
scope of PClI Me.
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As an exanpl e, suppose that there is a PolicyGoup PGL that contains
three PolicyRules, PRlL, PR2, and PR3. Assunme that PGl has the roles
"Et hernet" and "Fast". Al so, assunme that the contained policy rules
have the rol e(s) shown bel ow.

| PolicyG oup PGL |
| PolicyRoles = Ethernet, Fast |

| PolicyRule PR1
[-------- | PolicyRoles = Ethernet |

| PolicyRule PR2
[-------- | PolicyRol es = <undefi ned>

| PolicyRule PR3
|-------- | PolicyRoles = Slow |

Fi gure 5. I nheritance of Roles

In this exanple, the PolicyRoles property value for PRl is consistent
with the value in PGl, and in fact, did not need to be redefined. The
val ue of PolicyRoles for PR2 is undefined. |Its roles are inplicitly
inherited fromPGL. Lastly, the value of PolicyRoles for PR3 is
"Slow'. This appears to be in conflict with the role, "Fast,"
defined in PGL. However, whether these roles are actually in
conflict is not clear. In one scenario, the policy adm nistrator
may have wanted only "Fast"- "Ethernet" rules in the policy group

In anot her scenario, the adm nistrator may be indicating that PR3
applies to all "Ethernet" interfaces regardl ess of whether they are
"Fast" or "Slow." Only in the fornmer scenario (only "Fast"-
"Ethernet" rules in the policy group) is there a role conflict.

Note that it is possible to override inplicitly inherited roles via
appropriate conditions on a PolicyRule. For exanple, suppose that
PR3 above had defined the foll owi ng conditions:

(interface is not "Fast") and (interface is "Slow')

This results in unanbi guous semantics for PR3.
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5.7. Conpound Policy Conditions and Conpound Policy Actions

Conpound policy conditions and conpound policy actions are introduced
to provide additional reusable "chunks" of policy.

5.7.1. Conpound Policy Conditions

A ConpoundPol i cyCondition is a PolicyCondition representing a Bool ean
conbi nati on of sinpler conditions. The conditions being conbined may
be Si npl ePol i cyConditions (di scussed below in Section 6.4), but the
utility of reusable conbinations of policy conditions is not
necessarily limted to the case where the conponent conditions are

si npl e ones.

The PCI M extensions to introduce conpound policy conditions are
relatively straightforward. Since the purpose of the extension is to
apply the DNF / CNF logic from PCIMs PolicyConditionlnPolicyRule
aggregation to a compound condition that aggregates sinpler
conditions, the follow ng changes are required:

o Create a new aggregation PolicyConditionlnPolicyCondition, wth
the sanme GroupNunber and Conditi onNegated properties as
Pol i cyCondi tionl nPolicyRule. The cleanest way to do this is to
nove the properties up to a new abstract aggregation supercl ass
Pol i cyCondi tionStructure, fromwhich the existing aggregation
Pol i cyCondi ti onl nPol i cyRul e and a new aggregati on
Pol i cyCondi ti onl nPol i cyCondition are derived. For now there is no
need to re-docunent the properties thenmselves, since they are
al ready docunented in PCIM as part of the definition of the
Pol i cyCondi ti onl nPol i cyRul e aggregati on.

o It is also necessary to define a concrete subcl ass
ConpoundPol i cyCondi ti on of PolicyCondition, to introduce the
Condi tionLi st Type property. This property has the same function,
and works in exactly the same way, as the correspondi ng property
currently defined in PCOMfor the PolicyRule class.

The class and property definitions for representing conpound policy
conditions are below, in Section 6.

5.7.2. Conpound Policy Actions

A conpound action is a convenient construct to represent a sequence
of actions to be applied as a single atomic action within a policy
rule. In many cases, actions are related to each other and shoul d be
| ooked upon as sub-actions of one "logical" action. An exanple of
such a logical action is "shape & mark" (i.e., shape a certain stream
to a set of predefined bandwi dth characteristics and then nark these
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packets with a certain DSCP value). This logical action is actually
conposed of two different QoS actions, which should be performed in a
wel | -defined order and as a conplete set.

The ConpoundPol i cyAction construct allows one to create a | ogica
rel ati onshi p between a nunber of actions, and to define the
activation logic associated with this |ogical action

The ConpoundPol i cyAction construct allows the reusability of these
conpl ex actions, by storing themin a Reusabl ePol i cyCont ai ner and
reusing themin different policy rules. Note that a conpound action
may al so be aggregated by anot her conpound action

As was the case with CompoundPol i cyCondition, the PCIM extensions to
i ntroduce compound policy actions are relatively straightforward.
This time the goal is to apply the property ActionOrder fromPCIM s
Pol i cyActionl nPol i cyRul e aggregation to a conpound action that
aggregates sinpler actions. The followi ng changes are required:

o Create a new aggregation PolicyActionlnPolicyAction, with the sane
ActionOrder property as PolicyActionlnPolicyRule. The cleanest
way to do this is to nove the property up to a new abstract
aggregati on superclass PolicyActionStructure, fromwhich the
exi sting aggregation PolicyActionlnPolicyRule and a new
aggregati on PolicyActionlnPolicyAction are derived.

o It is also necessary to define a concrete subcl ass
ConpoundPol i cyAction of PolicyAction, to introduce the
SequencedActions property. This property has the same function
and works in exactly the same way, as the correspondi ng property
currently defined in PCOMfor the PolicyRule class.

o Finally, a new property ExecutionStrategy is needed for both the
PCI M cl ass PolicyRul e and the new cl ass ConpoundPol i cyAction. This
property allows the policy adm nistrator to specify how the PEP
shoul d behave in the case where there are multiple actions
aggregated by a PolicyRule or by a ConmpoundPol i cyAction

The class and property definitions for representing conmpound policy
actions are below, in Section 6.

5.8. Variables and Val ues
The foll owi ng subsections introduce several related concepts,

i ncl udi ng PolicyVariabl es and PolicyVal ues (and their nunerous
subcl asses), SinplePolicyConditions, and Sinpl ePolicyActions.
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5.8.1. Sinple Policy Conditions

The Si npl ePolicyCondition class nodels el enentary Bool ean expressions
of the form "(<variable> MATCH <value>)". The relationship ' MATCH
which is inmplicit in the nodel, is interpreted based on the variable
and the value. Section 5.8.3 explains the semantics of the ' MATCH
operator. Arbitrarily conplex Bool ean expressions can be forned by
chai ni ng together any number of sinple conditions using relationa
operators. Individual sinple conditions can be negated as well.
Arbitrarily conpl ex Bool ean expressions are nodel ed by the cl ass
ConpoundPol i cyCondi tion (described in Section 5.7.1).

For exanple, the expression "SourcePort == 80" can be nodel ed by a
sinple condition. In this exanple, 'SourcePort’ is a variable, '==
is the relational operator denoting the equality relationship (which
is generalized by PCIMe to a "MATCH' rel ationship), and 80’ is an

i nteger value. The conplete interpretation of a sinple condition
depends on the binding of the variable. Section 5.8.5 describes
vari abl es and their binding rules.

The Sinpl ePolicyCondition class refines the basic structure of the
Pol i cyCondition class defined in PCI M by using the pair (<variable>,
<value>) to formthe condition. Note that the operator between the
variable and the value is always inplied in PCIMe: it is not a part
of the formal notation

The variable specifies the attribute of an object that should be

mat ched when eval uating the condition. For exanple, for a QS nodel
this object could represent the flow that is being conditioned. A
set of predefined variables that cover network attributes comonly
used for filtering is introduced in PClMe, to encourage
interoperability. This list covers layer 3 IP attributes such as IP
net wor k addresses, protocols and ports, as well as a set of layer 2
attributes (e.g., MAC addresses).

The bound variable is natched agai nst a value to produce the Bool ean
result. For example, in the condition "The source |P address of the
flow belongs to the 10.1.x.x subnet", a source |P address variable is
mat ched agai nst a 10. 1. x.x subnet val ue.

5.8.2. Using Sinple Policy Conditions

Sinpl e conditions can be used in policy rules directly, or as
bui | di ng bl ocks for creating conpound policy conditions.

Si npl e condition comnposition MJST enforce the foll owi ng data-type

conformance rul e: The Val ueTypes property of the variable nust be
conpatible with the type of the value class used. The sinplest (and
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friendliest, froma user point-of-view way to do this is to equate
the type of the value class with the name of the class. By ensuring
that the Val ueTypes property of the variable natches the name of the
val ue cl ass used, we know that the variable and val ue instance val ues
are conpatible with each other.

Conposing a sinple condition requires that an instance of the class
Si npl ePol i cyCondi tion be created, and that instances of the variable
and val ue classes that it uses also exist. Note that the variable
and/ or val ue instances may al ready exist as reusable objects in an
appropri ate Reusabl ePol i cyCont ai ner

Two aggregations are used in order to create the pair (<variabl e>,
<val ue>). The aggregation PolicyVariabl el nSi npl ePol i cyCondition
relates a SinplePolicyCondition to a single variable instance.
Simlarly, the aggregation PolicyVal uel nSi mpl ePolicyCondition rel ates
a SinplePolicyCondition to a single value instance. Both
aggregations are defined in this docunent.

Figure 6. depicts a SinplePolicyCondition with its associated
vari abl e and value. Al so shown are two PolicyVal ue instances that
identify the values that the variable can assune.

o e e e e e e a oo +
| SinplePolicyCondition
o e e e e i o +
* @
* @
oo o - + ¥ @ +--------------- +
| (PolicyVariable) |*** @a® (PolicyVal ue)
o e e oo + o +
# #
# 000 #
# #
Fom e e e oo - + Fom e e e oo - +
| (PolicyValue) | o000 | (PolicyVal ue)
o + o +

Aggregati on Legend:
****  PolicyVariabl el nSi npl ePol i cyCondi tion
@agm Pol i cyVal uel nSi npl ePol i cyCondi ti on
#### Expect edPol i cyVal uesFor Vari abl e

Fi gure 6. Si npl ePol i cyCondi ti on
Note: The class names in parenthesis denote subclasses. The classes

naned in the figure are abstract, and thus cannot thensel ves be
i nstanti at ed.
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5.8.3. The Sinple Condition Operator

A sinmple condition nodels an el enentary Bool ean expression of the
form"variabl e MATCHes val ue". However, the fornmal notation of the
Si npl ePol i cyCondi ti on, together with its associations, nodels only a
pair, (<variable> <value>). The 'MATCH operator is not directly
nodeled -- it is inplied. Furthernore, this inplied 'MATCH operator
carries overl oaded senmantics.

For exanple, in the sinple condition "DestinationPort MATCH 80",
the interpretation of the ' MATCH operator is equality (the ’equal
operator). Cearly, a different interpretation is needed in the
fol |l owi ng cases:

o "DestinationPort MATCH {’80', '8080'}" -- operator is 'IS SET
MEMBER

o "DestinationPort MATCH {1 to 255" }" -- operator is "IN |INTEGER
RANGE

o "Sourcel PAddress MATCH ' MyCompany. com " -- operator is '| P ADDRESS

AS RESOLVED BY DNS

The exanpl es above illustrate the inplicit, context-dependent nature
of the ' MATCH operator. The interpretation depends on the actua
variabl e and value instances in the sinple condition. The
interpretation is always derived fromthe bound variable and the

val ue instance associated with the sinple condition. Text
acconpanyi ng the value class and inplicit variable definition is used
for interpreting the semantics of the "MATCH relationship. 1In the
following list, we define generic (type-independent) natching.

Pol i cyVal ues may be nulti-fiel ded, where each field nmay contain a
range of values. The same equally holds for PolicyVariables.
Basically, we have to deal with single values (singleton), ranges

([l ower bound .. upper bound]), and sets (a,b,c). So independent of
the variable and value type, the follow ng set of generic natching
rules for the 'MATCH operator are defined

o singleton matches singleton -> the matching rule is defined in the
type
o singleton matches range [l ower bound .. upper bound] -> the

mat chi ng evaluates to true, if the singleton matches the | ower
bound or the upper bound or a value in between
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o singleton matches set -> the matching evaluates to true, if the
val ue of the singleton matches one of the components in the set,
where a conponent may be a singleton or range again

o ranges [A .B] matches singleton ->is true if A matches B matches
si ngl et on

o range [A .B] matches range [X..Y] -> the matching evaluates to
true, if all values of the range [A .B] are also in the range
[X..Y]. For instance, [3..5] match [1..6] evaluates to true,
whereas [3..5] match [4..6] evaluates to false

o range [A .B] matches set (a,b,c, ...) -> the matching evaluates to
true, if all values in the range [A .B] are part of the set. For
i nstance, range [2..3] match set ([1..2],3) evaluates to true, as
well as range [2..3] match set (2,3), and range [2..3] match set
([2..2],[3..5]).

o set (a,b,c, ...) match singleton ->is true if a match b match ¢
match ... match singleton

o set match range -> the matching evaluates to true, if all values
in the set are part of the range. For exanple, set (2,3) match
range [1..4] evaluates to true

o set (a,b,c,...) match set (x,y,z,...) -> the matching evaluates to
true, if all values in the set (a,b,c,...) are part of the set
(x,y¥,2,...). For exanple, set (1,2,3) match set (1,2,3,4)
evaluates to true. Set (1,2,3) match set (1,2) evaluates to
fal se.

Vari abl es may contain various types (Section 6.11.1). Wen not
stated otherwi se, the type of the value bound to the variable at
condition evaluation tinme and the value type of the PolicyVal ue
i nstance need to be of the sanme type. |If they differ, then the
condition evaluates to FALSE

The Expect edPol i cyVal uesFor Vari abl e associ ati on specifies an expected
set of values that can be matched with a variable within a sinple
condition. Using this association, a source or destination port can
be limted to the range 0-200, a source or destination |IP address can
be limted to a specified Iist of |IPv4 address val ues, etc.
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oo ee oo +
| SinplePolicyCondition
oo +

@
@
@

o oo e +

| Name=Snal | SourcePorts | | Name=Port 300 |

| C ass=PolicySourcePort Vari abl e | | O ass=PolicylntegerVal ue

| Val ueTypes=[ Pol i cyl nt eger Val ue] | | I'ntegerlList = [300]

o e m e e e e e e e e e e e e + T +

#
#
#

oo +

| Name=Smal | Port sVal ues |
| G ass=Pol i cyl nt eger Val ue
| I nt egerList=[1..200] |

Aggregati on Legend:
****  PolicyVariabl el nSi npl ePol i cyCondi tion
@agm Pol i cyVal uel nSi npl ePol i cyCondi ti on
#### Expect edPol i cyVal uesFor Vari abl e

Fi gure 7. An I nvalid SinplePolicyCondition

The ability to express these limtations appears in the nodel to
support validation of a SinplePolicyCondition prior to its depl oynent
to an enforcenent point. A Policy Managenent Tool, for exanple
SHOULD NOT accept the SinplePolicyCondition showmn in Figure 7. |If,
however, a policy rule containing this condition does appear at an
enforcenent point, the expected values play no role in the

det erm nati on of whether the condition evaluates to True or Fal se.
Thus in this exanple, the SinplePolicyCondition evaluates to True if
the source port for the packet under consideration is 300, and it
eval uates to Fal se otherw se

5.8.4. SinplePolicyActions

The Sinpl ePolicyAction class nodels the el enentary set operation

"SET <variabl e> TO <val ue>". The set operator MJST overwite an old
val ue of the variable. In the case where the variable to be updated
is multi- valued, the only update operation defined is a conplete
repl acenent of all previous values with a new set. In other words,

there are no Add or Remove [to/fromthe set of val ues] operations
defined for SinplePolicyActions.
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For exanple, the action "set DSCP to EF' can be nodel ed by a sinmple
action. In this exanple, '"DSCP' is an inplicit variable referring to
the I P packet header DSCP field. 'EF is an integer or bit string
value (6 bits). The conplete interpretation of a sinple action
depends on the binding of the variable.

The Sinpl ePolicyAction class refines the basic structure of the

Pol i cyAction class defined in PCIM by specifying the contents of the
action using the (<variable> <value>) pair to formthe action. The
variable specifies the attribute of an object. The value of this
attribute is set to the value specified in <value>  Selection of the
object is a function of the type of variable involved. See Sections
5.8.6 and 5.8.7, respectively, for details on object selection for
explicitly bound and inplicitly bound policy variables.

Si npl ePol i cyActions can be used in policy rules directly, or as
bui I di ng bl ocks for creating ConpoundPol i cyActi ons.

The set operation is only valid if the list of types of the variable
(Val ueTypes property of PolicylnplicitVariable) includes the
specified type of the value. Conversion of values from one
representation into another is not defined. For exanple, a variable
of | Pv4Address type nmay not be set to a string containing a DNS nane.
Conversions are part of an inplenmentation-specific mapping of the
nodel .

As was the case with SinplePolicyConditions, the role of expected
val ues for the variables that appear in SinplePolicyActions is for
validation, prior to the tinme when an action is executed. Expected
val ues play no role in action execution

Conposing a sinple action requires that an instance of the class

Si npl ePol i cyAction be created, and that instances of the variable and
val ue classes that it uses also exist. Note that the variable and/or
val ue instances nmay al ready exi st as reusable objects in an

appropri ate Reusabl ePol i cyCont ai ner

Two aggregations are used in order to create the pair (<variabl e>,
<val ue>). The aggregation PolicyVariabl el nSi npl ePol i cyAction rel ates
a SinplePolicyAction to a single variable instance. Simlarly, the
aggregati on PolicyVal uel nSi npl ePol i cyAction relates a

Si npl ePol i cyAction to a single value instance. Both aggregations are
defined in this document.

Figure 8. depicts a SinplePolicyAction with its associated variabl e
and val ue.

Moor e St andards Track [ Page 34]



RFC 3460 PCI M Ext ensi ons January 2003

Tt +
* @
* @
e + * @ +---------""---- +
| (PolicyVariable) |*** @agd (PolicyVval ue)
o e e oo + oo +
# #
# 000 #
# #
o + o +
| (PolicyValue) | ooo | (PolicyValue) |
oo + oo +

Aggregati on Legend:
**x**  Pg|jcyVariabl el nSi npl ePol i cyAction
@dag@ Pol i cyVal uel nSi npl ePol i cyActi on
#### Expect edPol i cyVal uesFor Vari abl e

Fi gure 8. Si npl ePol i cyActi on
5.8.5. Policy Variables

A variable generically represents information that changes (or
"varies"), and that is set or evaluated by software. In policy,
conditions and actions can abstract information as "policy variabl es"
to be evaluated in | ogical expressions, or set by actions.

PCl Me defines two types of PolicyVariables, PolicylnplicitVariables
and PolicyExplicitVariables. The semantic difference between these
cl asses is based on nodeling context. Explicit variables are bound
to exact nodel constructs, while inplicit variables are defined and

eval uated outside of a nodel. For exanple, one can inmagine a
Pol i cyCondition testing whether a Cl M ManagedSyst enEl enent’ s Status
property has the value "Error." The Status property is an explicitly

defined PolicyVariable (i.e., it is defined in the context of the CIM
Schema, and evaluated in the context of a specific instance). On the
ot her hand, network packets are not explicitly nodel ed or
instantiated, since there is no perceived value (at this tine) in
managi ng at the packet level. Therefore, a PolicyCondition can make
no explicit reference to a nodel construct that represents a network
packet’s source address. |In this case, an inplicit PolicyVariable is
defined, to allow evaluation or nodification of a packet’s source

addr ess.
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5.8.6. Explicitly Bound Policy Variables

Explicitly bound policy variables indicate the class and property
nanes of the nodel construct to be evaluated or set. The Cl M Schema
defines and constrains "appropriate" values for the variable (i.e.
nodel property) using data types and other information such as

cl ass/property qualifiers.

A PolicyExplicitVariable is "explicit" because its nodel semantics
are exactly defined. It is NOT explicit due to an exact binding to a
particul ar object instance. |If PolicyExplicitVariables were tied to
i nstances (either via associations or by an object identification
property in the class itself), then we would be forcing el ement -
specific rules. On the other hand, if we only specify the object’s
nodel context (class and property nane), but |eave the binding to the
policy framework (for exanple, using policy roles), then greater
flexibility results for either general or elenent-specific rules.

For exanple, an elenent-specific rule is obtained by a condition
((<variabl e>, <value>) pair) that defines CI M Logical Device

Devi cel D="12345". Alternately, if a PolicyRule's PolicyRoles is
"edge device" and the condition ((<variable> <value>) pair) is
Status="Error", then a general rule results for all edge devices in
error.

Currently, the only binding for a PolicyExplicitVariable defined in
PCIMe is to the instances selected by policy roles. For each such
i nstance, a SinplePolicyCondition that aggregates the

Pol i cyExplicitVariable evaluates to True if and only if ALL of the
following are true

o The instance selected is of the class identified by the variable's
Model Cl ass property, or of a subclass of this class.

o The instance selected has the property identified by the
vari abl e’ s Model Property property.

o The value of this property in the instance nmatches the val ue
specified in the PolicyVal ue aggregated by the condition

In all other cases, the SinplePolicyCondition evaluates to Fal se.

For the case where a SinplePolicyAction aggregates a

Pol i cyExplicitVariable, the indicated property in the selected
instance is set to the value represented by the PolicyValue that the
Si npl ePol i cyAction al so aggregates. However, if the selected
instance is not of the class identified by the variabl e’ s Mdel O ass
property, or of a subclass of this class, then the action is not
performed. In this case the SinplePolicyAction is not treated either
as a successfully executed action (for the execution strategy Do
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Until Success) or as a failed action (for the execution strategy Do

Until Failure). Instead, the remmining actions for the policy rule,
if any, are executed as if this SinplePolicyAction were not present
at all in the list of actions aggregated by the rule.

Explicit variables would be nore powerful if they could reach beyond
the instances selected by policy roles, to related instances.
However, to represent a policy rule involving such variables in any
ki nd of general way requires sonething that starts to resenble very
much a conplete policy |anguage. Cearly such a | anguage i s outside
the scope of PClMe, although it mght be the subject of a future
docunent .

By restricting nuch of the generality, it would be possible for
explicit variables in PClMe to reach slightly beyond a sel ected

i nstance. For exanple, if a selected instance were related to
exactly one instance of another class via a particular association
class, and if the goal of the policy rule were both to test a
property of this related instance and to set a property of that sane
instance, then it would be possible to represent the condition and
action of the rule using PolicyExplicitVariables. Rather than
handling this one specific case with explicit variables, though, it
was decided to lump themwith the nore general case, and deal wth
themif and when a policy |anguage is defined.

Refer to Section 6.10 for the formal definition of the class
Pol i cyExplicitVariable.

5.8.7. Implicitly Bound Policy Variables

Implicitly bound policy variables define the data type and semantics
of a variable. This deternmines how the variable is bound to a val ue
in a condition or an action. Further instructions are provided for
speci fying data type and/or value constraints for inplicitly bound
vari abl es.

PCI Me i ntroduces an abstract class, PolicylnplicitVariable, to nodel
implicitly bound variables. This class is derived fromthe abstract
class PolicyVariable also defined in PClMe. Each of the inplicitly
bound variabl es introduced by PClMe (and those that are introduced by
domai n- specific sub-npodel s) MJST be derived fromthe
PolicylnplicitVariable class. The rationale for using this nechani sm
for nodeling is explained belowin Section 5.8.9.

A donmmi n-specific policy information nodel that extends PCl Me may

define additional inmplicitly bound variables either by deriving them
directly fromthe class PolicylnplicitVariable, or by further
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refining an existing variable class such as SourcePort. Wen
refining a class such as SourcePort, existing binding rules, type or
val ue constraints may be narrowed.

5.8.8. Structure and Usage of Pre-Defined Variabl es

A class derived fromPolicylnplicitVariable to nodel a particul ar
inmplicitly bound variable SHOULD be constructed so that its nane
depicts the neaning of the variable. For exanple, a class defined to
nodel the source port of a TCP/UDP fl ow SHOULD have ' SourcePort’ in
its name.

PCI Me defines one association and one general - purpose nechani smt hat
toget her characterize each of the inplicitly bound variables that it
i ntroduces:

1. The ExpectedPol i cyVal uesFor Vari abl e associ ati on defines the set of
val ue cl asses that could be matched to this variable.

2. The list of constraints on the values that the PolicyVariable can
hold (i.e., values that the variable nmust nmatch) are defined by
the appropriate properties of an associ ated PolicyVal ue cl ass.

In the exanple presented above, a PolicylnplicitVariable represents
the SourcePort of incomng traffic. The ValueTypes property of an
instance of this class will hold the class nanme Policyl ntegerVal ue.
This by itself constrains the data type of the SourcePort instance to
be an integer. However, we can further constrain the particul ar

val ues that the SourcePort variable can hold by entering valid ranges
in the IntegerlList property of the PolicylntegerVal ue instance (0 -
65535 in this docunent).

The conbi nation of the Variabl eNane and the

Expect edPol i cyVal uesFor Vari abl e associ ati on provi de a consi stent and
extensi bl e set of metadata that define the semantics of variabl es
that are used to formpolicy conditions. Since the

Expect edPol i cyVal uesFor Vari abl e associ ati on points to a PolicyVal ue

i nstance, any of the values expressible in the PolicyVal ue class can
be used to constrain values that the PolicylnplicitVariable can hold.
For exanpl e:

o The Val ueTypes property can be used to ensure that only proper
cl asses are used in the expression. For exanple, the SourcePort
variable will not be allowed to ever be of type
Pol i cyl Pv4Addr Val ue, since source ports have different semantics
than I P addresses and may not be matched. However, integer val ue
types are allowed as the property Val ueTypes holds the string
"Policyl ntegerValue", which is the class nane for integer val ues.
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o The ExpectedPolicyVal uesFor Vari abl e associ ati on al so ensures that
vari abl e-specific semantics are enforced (e.g., the SourcePort
variabl e may include a constraint association to a val ue object
defining a specific integer range that shoul d be nmatched).

5.8.9. Rationale for Mddeling Inplicit Variables as C asses

An inplicitly bound variable can be nodeled in one of several ways,
including a single class with an enunerator for each individua
inmplicitly bound variable and an abstract class extended for each

i ndi vidual variable. The reasons for using a class inheritance
nmechani sm for specifying individual inplicitly bound variables are
t hese:

1. It is easy to extend. A domain-specific information nodel can
easily extend the PolicylnplicitVariable class or its subcl asses
to define domai n-specific and context-specific variables. For
exanpl e, a dommi n-specific QS policy information nodel nmay
introduce an inplicitly bound variable class to nodel applications
by deriving a gosApplicationVariable class fromthe
Pol i cyl nplicitVariable abstract class.

2. Introduction of a single structural class for inplicitly bound
vari abl es woul d have to include an enunerator property that
contains all possible individual inplicitly bound variables. This
neans that a donmai n-specific infornmation nodel wi shing to
introduce an inplicitly bound variabl e nust extend the enumrerator
itself. This results in multiple definitions of the sane class,
differing in the values available in the enunmerator class. One
definition, in this docunent, would include the common inplicitly
bound vari abl es’ nanes, while a second definition, in the donain-
specific information nmodel docunent, nmay include additional val ues

(’ qosApplicationVariable’ in the exanple above). It wouldn't even
be obvious to the application devel oper that multiple class
definitions existed. It would be harder still for the application

devel oper to actually find the correct class to use.

3. In addition, an enunerator-based definition would require each
additional value to be registered with 1ANA to ascertain adherence
to standards. This would make the process cunbersone.

4. A possible argunent against the inheritance nmechanismwould cite
the fact that this approach results in an explosion of class
definitions conpared to an enunerator class, which only introduces
a single class. Wile, by itself, this is not a strike against
the approach, it may be argued that data nodels derived fromthis
i nformati on nmodel may be nore difficult to optimze for
applications. This argument is rejected on the grounds that
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application optimzation is of |esser value for an information

nodel than clarity and ease of extension. |In addition, it is hard
to claimthat the inheritance nodel places an absol ute burden on
the optim zation. For exanple, a data nodel may still use

enuneration to denote instances of pre-defined variables and claim
PCI Me conpliance, as long as the data nodel can be nmapped
correctly to the definitions specified in this docunent.

5.8.10. Policy Val ues

The abstract class PolicyValue is used for nodeling val ues and
constants used in policy conditions. Different value types are
derived fromthis class, to represent the various attributes

requi red. Extensions of the abstract class PolicyValue, defined in
this document, provide a list of values for basic network attributes.
Val ues can be used to represent constants as naned val ues. Naned

val ues can be kept in a reusable policy container to be reused by
nmultiple conditions. Exanples of constants include well-known ports,
wel | - known protocols, server addresses, and other simlar concepts.

The Pol i cyVal ue subcl asses define three basic types of val ues:

scal ars, ranges and sets. For exanmple, a well-known port number
could be defined using the PolicylntegerValue class, defining a
single value (80 for HTTP), a range (80-88), or a set (80, 82, 8080)
of ports, respectively. For details, please see the class definition
for each value type in Section 6.14 of this docunent.

PCI Me defines the follow ng subcl asses of the abstract class
Pol i cyVal ue:

Cl asses for general use:
- PolicyStringVval ue,
- Poli cyl nt eger Val ue,
- PolicyBitStringVval ue
- Pol i cyBool eanVal ue.
Classes for |ayer 3 Network val ues:

- Pol i cyl Pv4Addr Val ue,
- Pol i cyl Pv6Addr Val ue.

Classes for |ayer 2 Network val ues:
- Pol i cyMACAddr Val ue.

For details, please see the class definition section of each class in
Section 6.14 of this document.
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5.9. Packet Filtering

PCl Me contains two nmechani snms for representing packet filters. The
nore general of these, terned here the domain-1level nodel, expresses
packet filters in terns of policy variables and policy values. The
ot her mechanism terned here the device-level nbdel, expresses packet
filters in a way that maps nore directly to the packet fields to
which the filters are being applied. Wile it is possible to map

bet ween these two representati ons of packet filters, no mapping is
provided in PCl Me itself.

5.9.1. Dommi n-Level Packet Filters

In addition to filling in the holes in the overall Policy

i nfrastructure, PClIMe proposes a single mechani smfor expressing
domai n-| evel packet filters in policy conditions. This is being done
in response to concerns that even though the initial "wave" of
subnodel s derived fromPCIMwere all filtering on | P packets, each
was doing it in a slightly different way. PCl Me proposes a compn
way to express | P packet filters. The following figure illustrates
how packet-filtering conditions are expressed in PCl Me.

| ConpoundFilterCondition |
| - IsMrrored bool ean
| - Condi tionLi st Type ( DNF| CNF)

.. +
+ + +
+ + +
+ + +
Si npl ePC Si npl ePC Si npl ePC
* @ * @ * @
* @ * @ * @
* @ * @ * @
Fl owDi recti on "I n" SrclP <addrl1> DstlP <addr2>

Aggregati on Legend:
++++ Pol i cyCondi ti onl nPolicyCondition
**x*  PolicyVariabl el nSi npl ePol i cyCondi tion
@ Pol i cyVal uel nSi npl ePol i cyCondi ti on

Fi gure 9. Packet Filtering in Policy Conditions

In Figure 9., each SinplePolicyCondition represents a single field to
be filtered on: Source |IP address, Destination |IP address, Source
port, etc. An additional SinplePolicyCondition indicates the
direction that a packet is traveling on an interface: inbound or

out bound. Because of the FlowDirection condition, care nust be taken
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in aggregating a set of SinplePolicyConditions into a
ConmpoundFilterCondition. Oherw se, the resulting
ConpoundPol i cyCondi ti on may match all inbound packets, or al
out bound packets, when this is probably not what was intended.

I ndi vi dual Si npl ePol i cyConditions may be negated when they are
aggregat ed by a ConpoundFilterCondition

ConpoundFi Il terCondition is a subclass of ConpoundPolicyCondition. It
i ntroduces one additional property, the Bool ean property IsMrrored.
The purpose of this property is to allow a single
ConpoundFi Il terCondition to match packets traveling in both directions
on a higher-|level connection such as a TCP session. Wen this
property is TRUE, additional packets match a filter, beyond those
that would ordinarily match it. An exanple will illustrate how this
property worKks.

Suppose we have a ConpoundFilterCondition that aggregates the
following three filters, which are ANDed toget her

0] Fl owDirection = "In"
o] Source |P=9.1.1.1
o] Source Port = 80

Regardl ess of whether IsMrrored is TRUE or FALSE, inbound packets
will match this CompoundFilterCondition if their Source |IP address =
9.1.1.1 and their Source port = 80. |If IsMrrored is TRUE, however
an out bound packet will also match the ConpoundFilterCondition if its
Destination IP address = 9.1.1.1 and its Destination port = 80.

IsMrrored "flips" the follow ng Source/Destinati on packet header
fields:

FlowDirection "In" / Flowbi rection "CQut"

Source | P address / Destination |P address
Source port / Destination port

Source MAC address / Destination MAC address
Source [layer-2] SAP / Destination [|layer-2] SAP

O O0OO0OO0Oo

5.9.2. Device-Level Packet Filters

At the device | evel, packet header filters are represented by two
subcl asses of the abstract class FilterEntryBase: |pHeadersFilter and
8021Filter. Subnodels of PCIMe may define other subcl asses of
FilterEntryBase in addition to these two; ICPM[12], for exanple,

defi nes subcl asses for |Psec-specific filters.
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I nstances of the subclasses of FilterEntryBase are not used directly
as filters. They are always aggregated into a FilterList, by the
aggregation EntrieslnFilterList. For PClMe and its subnodels, the
EntrySequence property in this aggregation always takes its default
value "0, indicating that the aggregated filter entries are ANDed

t oget her.

The FilterList class includes an enuneration property Direction
representing the direction of the traffic flowto which the
FilterList is to be applied. The value Mrrored(4) for Direction
represents exactly the same thing as the IsMrrored bool ean does in
ConpoundFi Il terCondition. See Section 5.9.1 for details.

5.10. Conformance to PCI M and PCl Me

Because PCI M and PCl Me provide the core classes for nopdeling
policies, they are not in general sufficient by thenselves for
representing actual policy rules. Subnpodels, such as QPIMand | CPM
provi de the nmeans for expressing policy rules, by defining subcl asses
of the classes defined in PCIMand PCl Me, and/or by indicating how
the PolicyVariables and PolicyVal ues defined in PClMe can be used to
express conditions and actions applicable to the subnodel

A particul ar subnbdel will not, in general, need to use every el enent
defined in PCIMand PCIMe. For the elenents it does not use, a
subnmodel SHOULD renmin silent on whether its inplenmentations nust
support the element, must not support the el enent, should support the
el enent, etc. For the elenents it does use, a subnodel SHOULD

i ndi cate which elenents its inplenmentations nust support, which

el enents they shoul d support, and which el enments they nay support.

PCI M and PCl Me thensel ves sinply define elenments that nay be of use
to submodel s. These docunents remain silent on whether

i mpl enentations are required to support an el enment, should support
it, etc.

Thi s nodel (and derived subnodel s) defines conditions and actions
that are used by policy rules. Wile the conditions and actions
defined herein are straightforward and may be presuned to be widely
supported, as subnodels are developed it is likely that situations
will arise in which specific conditions or actions are not supported
by sone part of the policy execution system Simlarly, situations
may al so occur where rules contain syntactic or semantic errors.

It shoul d be understood that the behavior and effect of undefined or
incorrectly defined conditions or actions is not prescribed by this
information nmodel. VWhile it would be helpful if it were prescribed,
the variations in inplenmentation restrict the ability for this
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i nfornmati on nodel to control the effect. For exanple, if an

i mpl enentation only detected that a PEP could not enforce a given
action on that PEP, it would be very difficult to declare that such a
failure should affect other PEPs, or the PDP process. On the other
hand, if the PDP determines that it cannot properly evaluate a
condition, that failure may well affect all applications of the
cont ai ni ng rul es.

6. Class Definitions

The foll owi ng definitions supplenent those in PCOMitself. PCM
definitions that are not DEPRECATED here are still current parts of
the overall Policy Core Infornation Mdel

6.1. The Abstract C ass "PolicySet"

PolicySet is an abstract class that may group policies into a
structured set of policies.

NANVE Pol i cySet

DESCRI PTI ON An abstract class that represents a set of policies
that forma coherent set. The set of contained
pol i cies has a common decision strategy and a
conmon set of policy roles. Subclasses include
Pol i cyGroup and Pol i cyRul e.

DERI VED FROM Pol i cy
ABSTRACT TRUE
PROPERTI ES Pol i cyDeci si onStr at egy

Pol i cyRol es

The Pol i cyDeci si onStrategy property specifies the eval uation nethod
for policy groups and rules contained within the policy set.

NANE Pol i cyDeci si onStr at egy

DESCRI PTI ON The eval uati on met hod used for policies contained in
the PolicySet. FirstMatching enforces the actions
of the first rule that evaluates to TRUE
Al'l Matching enforces the actions of all rules
that evaluate to TRUE.

SYNTAX ui nt 16

VALUES 1 [FirstMatching], 2 [All Mtching]

DEFAULT VALUE 1 [FirstMatching]

The definition of PolicyRoles is unchanged fromPCIM It is,
however, nmoved fromthe class Policy up to the superclass PolicySet.
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6.2. Update PCIMs C ass "PolicyG oup"

The PolicyGoup class is noved, so that it is now derived from
Pol i cySet .

NANVE Pol i cyGroup

DESCRI PTI ON A container for a set of related PolicyRul es and
Pol i cyGroups.

DERI VED FROM Pol i cySet

ABSTRACT FALSE

PROPERTI ES (none)

6.3. Update PCIMs C ass "PolicyRul e"

The PolicyRule class is noved, so that it is now derived from
PolicySet. The Priority property is also deprecated in PolicyRule,
and PolicyRoles is now inherited fromthe parent class PolicySet.
Finally, a new property ExecutionStrategy is introduced, paralleling
the property of the same name in the class ConpoundPolicyAction.

NANVE Pol i cyRul e
DESCRI PTI ON The central class for representing the "If Condition
then Action" semantics associated with a policy
rul e.
DERI VED FROM Pol i cySet
ABSTRACT FALSE
PROPERTI ES Enabl ed
Condi ti onLi st Type
Rul eUsage

Priority DEPRECATED FOR Pol i cySet Component.Priority
AND FOR PolicySetlnSystemPriority

Mandat ory

SequencedAct i ons

Executi onSt r at egy

The property ExecutionStrategy defines the execution strategy to be
used upon the sequenced actions aggregated by this PolicyRule. (An
equi val ent ExecutionStrategy property is also defined for the
ConpoundPol i cyAction class, to provide the sanme indication for the
sequenced actions aggregated by a CompoundPol i cyAction.) This
docunent defines three execution strategies:

Do Until Success - execute actions according to predefined order,
until successful execution of a single action.

Do All - execute ALL actions which are part of the nodel ed
set, according to their predefined order.
Continue doing this, even if one or nore of the
actions fails.
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Do Until Failure - execute actions according to predefined order
until the first failure in execution of a single
sub-acti on.

The property definition is as foll ows:

NANVE Executi onSt r at egy

DESCRI PTI ON An enuneration indicating howto interpret the
action ordering for the actions aggregated by this
Pol i cyRul e.

SYNTAX uintl6 (ENUM {1=Do Until Success, 2=Do All, 3=Do

Until Failure} )
DEFAULT VALUE Do All (2)

6.4. The d ass "Sinpl ePolicyCondition"
A simple policy condition is conposed of an ordered triplet:
<Vari abl e> MATCH <Val ue>
No formal nodeling of the MATCH operator is provided. The 'match
relationship is inplied. Such sinple conditions are eval uated by
answering the question:

Does <vari abl e> match <val ue>?

The 'match’ relationship is to be interpreted by anal yzing the
vari abl e and val ue instances associated with the sinple condition.

Sinpl e conditions are building blocks for nore conpl ex Bool ean
Condi tions, nodel ed by the ConpoundPol i cyCondition class.

The Sinpl ePolicyCondition class is derived fromthe PolicyCondition
class defined in PCI M

A variable and a value nmust be associated with a sinple condition to
nake it a neani ngful condition, using, respectively, the aggregations
Pol i cyVari abl el nSi npl ePol i cyCondi ti on and

Pol i cyVal uel nSi npl ePol i cyCondi ti on.

The class definition is as foll ows:

NANVE Si npl ePol i cyCondi ti on
DERI VED FROM Pol i cyCondi tion
ABSTRACT Fal se

PROPERTI ES (none)
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6.5. The d ass "ConpoundPol i cyCondition"

This class represents a conmpound policy condition, fornmed by
aggregation of sinpler policy conditions.

NANVE ConpoundPol i cyCondi ti on

DESCRI PTI ON A subcl ass of PolicyCondition that introduces the
Condi tionLi st Type property, used for assigning DNF /
CNF semantics to subordinate policy conditions.

DERI VED FROM Pol i cyCondi tion
ABSTRACT FALSE
PROPERTI ES Condi ti onLi st Type

The ConditionListType property is used to specify whether the list of
policy conditions associated with this conpound policy condition is
in disjunctive normal form (DNF) or conjunctive normal form (CNF).

If this property is not present, the list type defaults to DNF. The
property definition is as foll ows:

NANVE Condi ti onLi st Type

DESCRI PTI ON I ndi cat es whether the list of policy conditions
associated with this policy rule is in disjunctive
normal form (DNF) or conjunctive normal form (CNF).

SYNTAX ui nt 16

VALUES DNF(1), CNF(2)

DEFAULT VALUE DNF( 1)

6.6. The d ass "ConpoundFilterCondition"

Thi s subcl ass of ConpoundPol i cyCondition introduces one additiona
property, the boolean IsMrrored. This property turns on or off the
"flipping" of corresponding source and destination fields in a filter
speci fication.

NANE ConpoundFi | t er Condi ti on

DESCRI PTI ON A subcl ass of ConpoundPol i cyCondition that
i ntroduces the IsMrrored property.

DERI VED FROM ConmpoundPol i cyCondi ti on

ABSTRACT FALSE

PROPERTI ES IsMrrored

The IsMrrored property indicates whether packets that "mrror" a
conpound filter condition should be treated as matching the filter.
The property definition is as foll ows:
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NANVE IsMrrored

DESCRI PTI ON I ndi cat es whet her packets that mirror the specified
filter are to be treated as matching the filter.

SYNTAX bool ean

DEFAULT VALUE FALSE
6.7. The O ass "Sinpl ePolicyAction"

The Sinpl ePolicyAction class nodels the elementary set operation
"SET <variabl e> TO <val ue>". The set operator MJST overwite an old
val ue of the variable.

Two aggregations are used in order to create the pair <variabl e>

<val ue>. The aggregation PolicyVariabl el nSi npl ePol i cyAction rel ates
a SinplePolicyAction to a single variable instance. Similarly, the
aggregati on PolicyVal uel nSi npl ePol i cyAction relates a

Si npl ePol i cyAction to a single value instance. Both aggregations are
defined in this docunment.

NANVE Si nmpl ePol i cyActi on

DESCRI PTI ON A subcl ass of PolicyAction that introduces the
notion of "SET variable TO val ue".

DERI VED FROM Pol i cyActi on

ABSTRACT FALSE

PROPERTI ES (none)

6.8. The O ass "CompoundPol i cyActi on"

The ConpoundPol i cyAction class is used to represent an expression
consi sting of an ordered sequence of action terns. Each action term
is represented as a subclass of the PolicyAction class, defined in
[PCM. Compound actions are constructed by associ ati ng dependent
action terms together using the PolicyActionlnPolicyAction
aggregati on.

The class definition is as foll ows:

NAME ConpoundPol i cyActi on

DESCRI PTI ON A class for representing sequenced action terns.
Each action termis defined to be a subclass of the
Pol i cyAction cl ass.

DERI VED FROM Pol i cyAction
ABSTRACT FALSE
PROPERTI ES SequencedAct i ons

Executi onSt r at egy

This is a concrete class, and is therefore directly instantiable.
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The Property SequencedActions is identical to the SequencedActi ons
property defined in PCIMfor the class PolicyRule.

The property ExecutionStrategy defines the execution strategy to be
used upon the sequenced actions associated with this conpound action
(An equival ent ExecutionStrategy property is also defined for the
Poli cyRul e class, to provide the sane indication for the sequenced
actions associated with a PolicyRule.) This docunent defines three
execution strategies:

Do Until Success - execute actions according to predefined order
until successful execution of a single sub-action

Do Al - execute ALL actions which are part of the nodel ed
set, according to their predefined order
Continue doing this, even if one or nmore of the
sub-actions fails.

Do Until Failure - execute actions according to predefined order
until the first failure in execution of a single
sub-acti on.

Si nce a ConpoundPol i cyAction may itself be aggregated either by a

Pol i cyRul e or by anot her CompoundPol i cyAction, its success or failure
will be an input to the aggregating entity’'s execution strategy.
Consequently, the following rules are specified, for determning

whet her a ConpoundPol i cyActi on succeeds or fails:

I f the ConpoundPolicyAction’ s ExecutionStrategy is Do Until Success,
t hen:

o |If one conponent action succeeds, then the ConpoundPolicyAction

succeeds.
o If all component actions fail, then the ConpoundPolicyAction
fails.

I f the CompoundPolicyAction’s ExecutionStrategy is Do All, then

o If all conponent actions succeed, then the ConpoundPolicyAction
succeeds.

o If at |least one component action fails, then the
ConpoundPol i cyAction fails.

I f the ConmpoundPolicyAction’s ExecutionStrategy is Do Until Failure,
t hen:

o |If all conponent actions succeed, then the ConpoundPol i cyAction
succeeds.

o If at |east one component action fails, then the
ConpoundPol i cyAction fails.
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The definition of the ExecutionStrategy property is as foll ows:

NANVE Executi onSt r at egy

DESCRI PTI ON An enuneration indicating howto interpret the
action ordering for the actions aggregated by this
ConpoundPol i cyActi on

SYNTAX uintl6 (ENUM {1=Do Until Success, 2=Do All, 3=Do
Until Failure} )

DEFAULT VALUE Do All (2)

6.9. The Abstract C ass "PolicyVariable"

Vari abl es are used for building individual conditions. The variable
specifies the property of a flow or an event that should be matched
when eval uating the condition. However, not every conbination of a
variabl e and a val ue creates a neani ngful condition. For example, a
source | P address variable can not be matched agai nst a val ue that
specifies a port nunber. A given variable selects the set of

mat chabl e val ue types.

A variable can have constraints that linmit the set of values within a
particul ar value type that can be matched against it in a condition
For exanple, a source-port variable limts the set of values to
represent integers to the range of 0-65535. Integers outside this
range cannot be matched to the source-port variable, even though they
are of the correct data type. Constraints for a given variable are

i ndi cated through the ExpectedPolicyVal ueskForVari abl e associ ati on

The PolicyVariable is an abstract class. Inplicit and explicit
context variable classes are defined as sub classes of the
PolicyVariable class. A set of inplicit variables is defined in this
docunent as wel | .

The class definition is as foll ows:

NANVE Pol i cyVari abl e
DERI VED FROM Pol i cy
ABSTRACT TRUE

PROPERTI ES (none)

6.10. The C ass "PolicyExplicitVariable"

Explicitly defined policy variables are evaluated within the context
of the CIM Schena and its nodeling constructs. The

Pol i cyExplicitVariable class indicates the exact nodel property to be
eval uated or mani pul ated. See Section 5.8.6 for a conplete

di scussi on of what happens when the val ues of the Mdel O ass and
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Model Property properties in an instance of this class do not
correspond to the characteristics of the nodel construct being
eval uat ed or updat ed.

The class definition is as foll ows:

NANVE Pol i cyExplicitVariable
DERI VED FROM Pol i cyVari abl e

ABSTRACT Fal se

PROPERTI ES Model Cl ass, Mbdel Property

6.10.1. The Single-Valued Property "Mdel C ass"

This property is a string specifying the class name whose property is
eval uated or set as a PolicyVariable.

The property is defined as foll ows:

NAVE Model C ass
SYNTAX String

6. 10. 2. The Singl e-Val ued Property Mdel Property

This property is a string specifying the property nane, within the
Model C ass, which is evaluated or set as a PolicyVvariable. The
property is defined as foll ows:

NANE Model Property
SYNTAX String

6.11. The Abstract C ass "PolicylnplicitVariable"

Inplicitly defined policy variables are eval uated outside of the
context of the CIM Schema and its nodeling constructs. Subcl asses
specify the data type and semantics of the PolicyVariabl es.

Interpretation and eval uation of a PolicylnplicitVariable can vary,
dependi ng on the particular context in which it is used. For
exanpl e, a "Sourcel P* address nay denote the source address field of
an | P packet header, or the sender address delivered by an RSVP PATH
nmessage.

The class definition is as foll ows:

NANVE Pol i cylnplicitVariable
DERI VED FROM Pol i cyVari abl e
ABSTRACT True

PROPERTI ES Val ueTypes[ ]

Moor e St andards Track [ Page 51]



RFC 3460 PCI M Ext ensi ons January 2003

6.11.1. The Multi-Valued Property "Val ueTypes"

This property is a set of strings specifying an unordered |ist of
possi bl e val ue/data types that can be used in sinple conditions and
actions, with this variable. The value types are specified by their
cl ass nanes (subcl asses of PolicyVal ue such as PolicyStringVval ue).
The list of class names enabl es an application to search on a
specific nane, as well as to ensure that the data type of the
variable is of the correct type.

The list of default Val ueTypes for each subcl ass of
PolicylnplicitVariable is specified within that variable's
definition.

The property is defined as foll ows:

NANE Val ueTypes
SYNTAX String

6.12. Subclasses of "PolicylnplicitVariable" Specified in PC M

The foll owi ng subcl asses of PolicylnplicitVariable are defined in
PCl Me.

6.12.1. The C ass "PolicySourcel Pv4Vvari abl e"

NANVE Pol i cySour cel Pv4Vari abl e
DESCRI PTI ON The source | Pv4 address. of the outernost |P packet
header. "Quternobst” here refers to the I P packet as

it flows on the wire, before any headers have been
stripped fromit.

ALLONED VALUE TYPES
- Pol i cyl Pv4Addr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.2. The C ass "PolicySourcel Pv6Vari abl e"

NANVE Pol i cySour cel Pv6Vari abl e
DESCRI PTI ON The source | Pv6 address of the outernpbst |P packet
header. "Quternobst" here refers to the | P packet as

it flows on the wire, before any headers have been
stripped fromit.

Moor e St andards Track [ Page 52]



RFC 3460 PCI M Ext ensi ons January 2003

ALLOVED VALUE TYPES
- Pol i cyl Pv6Addr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12. 3. The O ass "PolicyDestinationlPv4Vari abl e"

NANE Pol i cyDesti nati onl Pv4Vari abl e
DESCRI PTI ON The destination |IPv4 address of the outernost |IP
packet header. "Quternost" here refers to the IP

packet as it flows on the wire, before any headers
have been stripped fromit.

ALLOVNED VALUE TYPES:
- Pol i cyl Pv4Addr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.4. The C ass "PolicyDestinationl Pv6Vari abl e”

NANVE Pol i cyDesti nati onl Pv6Vari abl e
DESCRI PTI ON The destination |Pv6 address of the outernost |IP
packet header. "Quternost" here refers to the IP

packet as it flows on the wire, before any headers
have been stripped fromit.

ALLOVED VALUE TYPES
- Poli cyl Pv6Addr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)
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6.12.5. The C ass "PolicySourcePort Vari abl e"

NAVE
DESCRI PTI ON

DERI VED FROM
ABSTRACT
PROPERTI ES

Pol i cySour cePort Vari abl e
Ports are defined as the abstraction that transport
protocol s use to distinguish anmong nmultiple
destinations within a given host conputer. For TCP
and UDP flows, the PolicySourcePortVariable is
| ogically bound to the source port field of the
out ermost UDP or TCP packet header. "Quternost"
here refers to the I P packet as it flows on the
wire, before any headers have been stripped from
it.
ALLOVED VALUE TYPES

- Policyl ntegerVal ue (0..65535)

PolicylnplicitVariable
FALSE
(none)

6.12.6. The C ass "PolicyDestinationPortVari abl e"

NAVE
DESCRI PTI ON

DERI VED FROM
ABSTRACT
PROPERTI ES

Pol i cyDesti nati onPort Vari abl e

Ports are defined as the abstraction that transport
protocols use to distinguish anmong nultiple
destinations within a given host conputer. For TCP
and UDP flows, the PolicyDestinationPortVariable is
| ogically bound to the destination port field of the
out ermost UDP or TCP packet header. "Quternost"
here refers to the I P packet as it flows on the
wire, before any headers have been stripped fromit.

ALLOWED VALUE TYPES:

- Policyl ntegerVal ue (0..65535)

Pol i cyl nplicitVariable
FALSE
(none)

6.12.7. The C ass "Policyl PProtocol Vari abl e"

NAVE
DESCRI PTI ON

Mbor e

Pol i cyl PProt ocol Vari abl e
The I P protocol nunber.

ALLONED VALUE TYPES:
- Policyl ntegerVal ue (0..255)
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DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.8. The C ass "Policyl PVersionVari abl e"

NANVE Pol i cyl PVer si onVari abl e
DESCRI PTI ON The | P version nunber. The well-known val ues are 4
and 6.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..15)

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.9. The C ass "Policyl PToSvari abl e"

NANVE Pol i cyl PToSVari abl e
DESCRI PTI ON The IP TGOS octet.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..255)
- PolicyBitStringvalue (8 bits)

DERI VED FROM Pol i cyl nplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.10. The C ass "PolicyDSCPVvari abl e"

NANVE Pol i cyDSCPVari abl e
DESCRI PTI ON The 6 bit Differentiated Service Code Point.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..63)
- PolicyBitStringVvalue (6 bits)

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)
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NANVE Pol i cyFl om dVari abl e
DESCRI PTI ON The flow identifier of the outernost |Pv6 packet
header. "Quternobst” here refers to the I P packet as

it flows on the wire, before any headers have been

stripped fromit.

ALLOWED VALUE TYPES:

- Policyl ntegerVal ue (0..1048575
- PolicyBitStringVvalue (20 bits)

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.12. The O ass "PolicySourceMACVari abl e"

NANVE Pol i cySour ceMACvari abl e
DESCRI PTI ON The source MAC address.

ALLOVNED VALUE TYPES:
- Pol i cyMACAddr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.13. The d ass "PolicyDestinati onMACVari abl e"

NANVE Pol i cyDesti nati onMACVari abl e
DESCRI PTI ON The destination MAC address.

ALLOVNED VALUE TYPES:
- Pol i cyMACAddr Val ue

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.14. The d ass "PolicyVLANvari abl e”

NANVE Pol i cyVLANvari abl e

DESCRI PTI ON The virtual Bridged Local Area Network ldentifier, a
12-bit field as defined in the | EEE 802.1q standard.
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ALLONED VALUE TYPES
- Policyl ntegerVal ue (0..4095)
- PolicyBitStringValue (12 bits)

DERI VED FROM Pol i cylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.15. The C ass "PolicyCoSvari abl e"

NANE Pol i cyCoSVari abl e

DESCRI PTI ON Class of Service, a 3-bit field, used in the layer 2
header to select the forwarding treatnent. Bound to
the | EEE 802. 1q user-priority field.

ALLOVNED VALUE TYPES:
- Policyl ntegerValue (0..7)
- PolicyBitStringvalue (3 bits)

DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.16. The C ass "PolicyEt hertypeVvari abl e"

NANVE Pol i cyEt hertypeVari abl e
DESCRI PTI ON The Ethertype protocol nunber of Ethernet franes.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..65535)
- PolicyBitStringValue (16 bits)

DERI VED FROM Pol i cyl nplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.17. The C ass "PolicySourceSAPVari abl e"

NANVE Pol i cySour ceSAPVari abl e
DESCRI PTI ON The Source Service Access Point (SAP) nunber of the
| EEE 802.2 LLC header.

ALLONED VALUE TYPES

- Policyl ntegerVal ue (0..255)
- PolicyBitStringVvalue (8 bits)
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DERI VED FROM PolicylnplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.18. The O ass "PolicyDestinati onSAPVari abl e"

NANVE Pol i cyDesti nati onSAPVari abl e
DESCRI PTI ON The Destination Service Access Point (SAP) nunber of
the | EEE 802.2 LLC header.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..255)
- PolicyBitStringvalue (8 bits)

DERI VED FROM PolicylnmplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)

6.12.19. The C ass "Pol i cySNAPQUI Vari abl e"

NAME Pol i cySNAPQUI Vari abl e

DESCRI PTI ON The value of the first three octets of the Sub-
Net wor k Access Protocol (SNAP) Protocol ldentifier
field for 802.2 SNAP encapsul ati on, containing an
Organi zationally Unique lIdentifier (QUI). The val ue
00- 00-00 i ndi cates the encapsul ati on of Ethernet
frames (RFC 1042). QU val ue 00-00-F8 indicates the
speci al encapsul ati on of Ethernet frames by certain
types of bridges (IEEE 802.1H). Oher values are
supported, but are not further defined here. These
QUI values are to be interpreted according to the
endi an-not ati on conventions of |EEE 802. For either
of the two Ethernet encapsul ations, the remai nder of
the Protocol Identifier field is represented by the
Pol i cySNAPTypeVari abl e.

ALLOVED VALUE TYPES
- PolicylntegerValue (0..16777215)
- PolicyBitStringValue (24 bits)

DERI VED FROM Pol i cyl nplicitVariable
ABSTRACT FALSE
PROPERTI ES (none)
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6.12.20. The C ass "Pol i cySNAPTypeVari abl e"

NAVE
DESCRI PTI ON

DERI VED FROM
ABSTRACT
PROPERTI ES

Pol i cySNAPTypeVari abl e

The value of the 4th and 5th octets of the Sub-

Net wor k Access Protocol (SNAP) Protocol ldentifier
field for | EEE 802 SNAP encapsul ati on when the

Pol i cySNAPQUI Vari abl e i ndi cates one of the two
Encapsul ated Ethernet frame formats. This value is
undefined for other values of Poli cySNAPQOU Vari abl e.

ALLOVWED VALUE TYPES:
- Policyl ntegerVal ue (0..65535)
- PolicyBitStringVvalue (16 bits)

PolicylnmplicitVariable
FALSE
(none)

6.12.21. The C ass "PolicyFl owbDirectionVari abl e"

NAVE
DESCRI PTI ON

DERI VED FROM
ABSTRACT
PROPERTI ES

Pol i cyFl owDi recti onVari abl e
The direction of a flowrelative to a network
element. Direction may be "IN and/or "OUT".

ALLONED VALUE TYPES
- PolicyStringvalue ("IN, "OUT")

PolicylnplicitVariable
FALSE
(none)

To match on both inbound and out bound fl ows, the associated
Pol i cyStringVal ue object has two entries in its StringList property:

"I N' and "OQUT".

6.13. The Abstract C ass "PolicyVal ue"

This is an abstract class that serves as the base class for al

subcl asses that are used to define value objects in the PCIMe. It is
used for defining values and constants used in policy conditions.

The class definition is as foll ows:

NAVE

DERI VED FROM
ABSTRACT
PROPERTI ES

Mbor e

Pol i cyVal ue
Pol i cy

True

(none)
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6. 14. Subcl asses of "PolicyValue" Specified in PCl Me

The foll owi ng subsections contain the PolicyVal ue subcl asses defi ned
in PClMe. Additional subclasses may be defined in nodels derived
from PCl Me.

6.14.1. The C ass "Policyl Pv4Addr Val ue"
This class is used to provide a |list of |IPv4Addresses, hostnanes and

address range values to be matched against in a policy condition.
The class definition is as follows:

NANVE Pol i cyl Pv4Addr Val ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES | Pv4Addr Li st[ ]

The | Pv4AddrLi st property provides an unordered |ist of strings, each
specifying a single | Pv4 address, a hostnane, or a range of |Pv4
addresses, according to the ABNF definition [6] of an |IPv4 address,
as specified bel ow

| Pv4address = 1*3DGT "." 1*3DIGT "." 1*3DIGAT "." 1*3DIA T
| Pvdprefix = IPvd4address "/" 1*2DIG T

| Pv4drange = | Pvd4address"-"I|Pv4address

| Pvdmaskedaddr ess = | Pvd4address”, "I Pv4addr ess

Host name (as defined in [4])

In the above definition, each string entry is either

1. Asingle IPvdaddress in dot notation, as defined above. Exanple:

121.1.1.2

2. An | Pv4prefix address range, as defined above, specified by an
address and a prefix length, separated by "/". Exanple
2.3.128.0/15

3. An | Pv4drange address range defined above, specified by a starting
address in dot notation and an endi ng address in dot notation
separated by "-" The range includes all addresses between the
range’s starting and endi ng addresses, including these two
addresses. Exanple: 1.1.22.1-1.1.22.5

4. An | Pv4dnmaskedaddr ess address range, as defined above, specified by
an address and nmask. The address and nask are represented in dot
not ati on, separated by a comma ",". The nasked address appears
bef ore the conma, and the nask appears after the comma. Exanpl e:

2.3.128. 0, 255. 255. 248. 0.
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5. A single Hostname. The Hostnane format follows the guidelines and
restrictions specified in [4]. Exanple: ww. bi gconpany. com

Condi tions matching | Pv4Addr Val ues evaluate to true according to the
generic matching rules. Additionally, a hostname is matched agai nst
another valid | Pvd4address representation by resol ving the hostnane
into an I Pv4 address first, and then conparing the addresses
afterwards. Matchi ng host nanes agai nst each other is done using a
string conparison of the two nanes.

The property definition is as foll ows:

NAMVE | Pv4Addr Li st
SYNTAX String
FORMAT | Pvdaddress | | Pv4prefix | |Pv4drange

| Pvdmaskedaddr ess | host nane
6.14.2. The C ass "Policyl Pv6Addr Val ue

This class is used to define a list of |Pv6 addresses, hostnanmes, and
address range values. The class definition is as follows:

NANE Pol i cyl Pv6Addr Val ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES | Pv6Addr Li st ]

The property | Pv6AddrList provides an unordered |ist of strings, each
specifying an | Pv6 address, a hostname, or a range of |Pv6 addresses.
| Pv6 address format definition uses the standard address fornat
defined in [7]. The ABNF definition [6] as specified in [7] is:

| Pv6address = hexpart [ ":" |Pv4address ]

| Pvdaddress = 1*3DIG T "." 1*3DIGAT "." 1*3DIGAT "." 1*3DIAT
| Pv6prefix = hexpart "/" 1*2DIAT

hexpart = hexseq | hexseq "::" [ hexseq ] | "::" [ hexseq ]
hexseq = hex4 *( ":" hex4)

hex4 = 1*4HEXD G

| Pv6range = | Pv6address"-"I1 Pv6address

| Pv6maskedaddr ess = | Pv6address”, " | Pv6addr ess
Host name (as defines in [ NAMES])

Each string entry is either

1. A single |Pvbaddress as defined above.

2. A single Hostname. Hostnanme format foll ows guidelines and
restrictions specified in [4].
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3. An | Pverange address range, specified by a starting address in dot
notati on and an ending address in dot notation, separated by "-".
The range includes all addresses between the range’s starting and
endi ng addresses, including these two addresses.

4. An | Pv4dnmaskedaddr ess address range defi ned above specified by an
address and nask. The address and mask are represented in dot
notati on separated by a conma ",".

5. A single IPv6prefix as defined above.

Condi tions matching | Pv6AddrVal ues evaluate to true according to the
generic matching rules. Additionally, a hostnanme is matched agai nst
another valid | Pv6address representation by resol ving the hostnane
into an I Pv6 address first, and then conparing the addresses
afterwards. Matchi ng host nanes agai nst each other is done using a
string conparison of the two namnes.

6. 14.3. The C ass "Poli cyMACAddr Val ue"

This class is used to define a list of MAC addresses and MAC address
range values. The class definition is as foll ows:

NANVE Pol i cyMACAddr Val ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES MACAddr Li st ]

The property MACAddrLi st provides an unordered list of strings, each
speci fying a MAC address or a range of MAC addresses. The 802 MAC
address canonical format is used. The ABNF definition [6] is:

MACaddress = 1*4HEXDI G ":" 1*4HEXDI G ":" 1*4HEXD G
MACmaskedaddr ess = MACaddr ess", " MACaddr ess

Each string entry is either

1. A single MAC address. Exanple: 0000: 00A5: 0000

2. A MACmaskedaddr ess address range defined specified by an address
and mask. The mask specifies the relevant bits in the address.

Exanpl e: 0000: 00A5: 0000, FFFF: FFFF: 0000 defines a range of MAC
addresses in which the first four octets are equal to 0000: 00AS5.
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The property definition is as foll ows:

NANVE MACAddr Li st
SYNTAX String
FORNMAT MACaddr ess | MACraskedaddr ess

6.14.4. The Cass "PolicyStringVal ue"

This class is used to represent a single string value, or a set of
string values. Each value can have w ldcards. The class definition
is as follows:

NANVE Pol i cyStringVal ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES StringList[ ]

The property StringList provides an unordered |ist of strings, each
representing a single string with wildcards. The asterisk character
"*" js used as a wildcard, and represents an arbitrary substring

repl acenent. For exanple, the value "abc*def" matches the string
"abcxyzdef", and the value "abc*def*" matches the string
"abcxxxdefyyyzzz". The syntax definition is identical to the
substring assertion syntax defined in [5]. |If the asterisk character
is required as part of the string value itself, it MJST be quoted as
described in Section 4.3 of [5].

The property definition is as foll ows:

NANVE StringLi st
SYNTAX String

6.14.5. The Cass "PolicyBitStringVval ue"

This class is used to represent a single bit string value, or a set
of bit string values. The class definition is as follows:

NANVE Pol i cyBit StringVal ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES BitStringList[ ]

The property BitStringLi st provides an unordered |ist of strings,
each representing a single bit string or a set of bit strings. The
nunber of bits specified SHOULD equal the nunber of bits of the
expected variable. For exanple, for a one-octet variable, 8 bits
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shoul d be specified. |If the variable does not have a fixed |ength,
the bit string should be matched agai nst the variable’ s nost
significant bit string. The formal definition of a bit string is:

bi nary-digit = "0" / "1"
bitString = 1*binary-digit
maskedBitString = bitString","bitString

Each string entry is either
1. Asingle bit string. Exanple: 00111010

2. Arange of bit strings specified using a bit string and a bit
mask. The bit string and nmask fields have the same nunber of bits
specified. The mask bit string specifies the significant bits in
the bit string value. For example, 110110, 100110 and 110111
woul d match the nmaskedBitString 100110, 101110 but 100100 woul d
not .

The property definition is as foll ows:

NANE Bi t StringLi st
SYNTAX String
FORNAT bitString | maskedBitString

6.14.6. The C ass "PolicylntegerVal ue"

This class provides a list of integer and integer range val ues.
Integers of arbitrary sizes can be represented. The class definition
is as follows:

NANVE Pol i cyl nt eger Val ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES I ntegerList[ ]

The property IntegerlList provides an unordered list of integers and
i nteger range val ues, represented as strings. The format of this
property takes one of the follow ng forns:

1. An integer val ue.

2. Arange of integers. The range is specified by a starting integer

and an ending integer, separated by '..’. The starting integer
MUST be less than or equal to the ending integer. The range
includes all integers between the starting and endi ng integers,

i ncluding these two integers.
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To represent a range of integers that is not bounded, the reserved
words -INFINITY and/or INFINITY can be used in place of the starting
and ending integers. |In addition to ordinary integer matches,
INFINITY matches INFINITY and -INFINITY matches -1 NFINITY.

The ABNF definition [6] is:

integer = [-]1*DIAT | "INFINITY" | "-INFINTY"
i ntegerrange = integer".."integer

Usi ng ranges, the operators greater-than, greater-than-or-equal-to,

| ess- than, and | ess-than-or-equal-to can be expressed. For exanple,
"X is- greater-than 5" (where X is an integer) can be translated to
"X matches 6-1INFINITY'. This enables the match condition semantics
of the operator for the SinplePolicyCondition class to be kept sinple
(i.e., just the value "match").

The property definition is as foll ows:

NAME I nt eger Li st
SYNTAX String
FORNMAT i nteger | integerrange

6.14.7. The C ass "PolicyBool eanVal ue"

This class is used to represent a Bool ean (TRUE/ FALSE) val ue. The
class definition is as follows:

NANE Pol i cyBool eanVal ue
DERI VED FROM Pol i cyVal ue
ABSTRACT Fal se

PROPERTI ES Bool eanVal ue

The property definition is as foll ows:

NAVE Bool eanVal ue
SYNTAX bool ean

6.15. The O ass "PolicyRol eCol | ection"

This class represents a collection of managed el ements that share a
conmmon role. The PolicyRol eCollection always exists in the context
of a system specified using the PolicyRol eColl ectionlnSystem
associ ation. The value of the PolicyRole property in this class
specifies the role, and can be matched with the value(s) in the
PolicyRoles array in PolicyRules and PolicyGoups. ManagedEl enents
that share the role defined in this collection are aggregated into
the collection via the association El enentlnPolicyRol eColl ection
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NANVE Pol i cyRol eCol | ection

DESCRI PTI ON A subclass of the CIM Collection class used to group
t oget her managed el ements that share a role.

DERI VED FROM Col | ection

ABSTRACT FALSE

PROPERTI ES Pol i cyRol e

6.15.1. The Singl e-Valued Property "PolicyRole"

This property represents the role associated with a
Pol i cyRol eCol | ection. The property definition is as follows:

NANVE Pol i cyRol e

DESCRI PTI ON A string representing the role associated with a
Pol i cyRol eCol | ecti on.

SYNTAX string

6.16. The C ass "Reusabl ePol i cyCont ai ner"
The new cl ass Reusabl ePol i cyContai ner is defined as foll ows:

NANE Reusabl ePol i cyCont ai ner

DESCRI PTI ON A class representing an adm nistratively defined
contai ner for reusable policy-related information.
This class does not introduce any additiona
properties beyond those in its superclass

Adm nDormai n. It does, however, participate in
a nunber of unique associations.

DERI VED FROM Adni nDomai n

ABSTRACT FALSE

PROPERTI ES (none)

6.17. Deprecate PCIMs C ass "PolicyRepository”

The class definition of PolicyRepository (fromPCIM is updated as
follows, with an indication that the class has been deprecated. Note
that when an el enent of the nodel is deprecated, its replacenent
elenent is identified explicitly.

NANE Pol i cyReposi tory
DEPRECATED FOR  Reusabl ePol i cyCont ai ner
DESCRI PTI ON A class representing an adm nistratively defined

contai ner for reusable policy-related information
This class does not introduce any additiona
properties beyond those in its superclass

Adm nDormai n. It does, however, participate in a
nunber of uni que associ ations.
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DERI VED FROM Admi nDomai n
ABSTRACT FALSE
PROPERTI ES (none)

6.18. The Abstract Cass "FilterEntryBase"

FilterEntryBase is the abstract base class fromwhich all filter
entry classes are derived. It serves as the endpoint for the
EntrieslnFilterList aggregation, which groups filter entries into
filter lists. |Its properties include CIMnaming attributes and an
| sNegat ed bool ean property (to easily "NOI" the match information
specified in an instance of one of its subcl asses).

The class definition is as foll ows:

NANE FilterEntryBase

DESCRI PTI ON An abstract class representing a single
filter that is aggregated into a
FilterList via the aggregation
EntrieslnFilterlList.

DERI VED FROM Logi cal El enent
TYPE Abst ract
PROPERTI ES | sNegat ed

6.19. The C ass "I pHeadersFilter"

This concrete class contains the nost conmonly required properties
for performing filtering on I P, TCP or UDP headers. Properties not
present in an instance of |PHeadersFilter are treated as ’al

values’. A property HdrlpVersion identifies whether the | P addresses
in an instance are |Pv4 or |IPv6 addresses. Since the source and
destination | P addresses cone fromthe sanme packet header, they wll
al ways be of the sane type

The class definition is as foll ows:

NANVE | pHeadersFil ter

DESCRI PTI ON A class representing an entire IP
header filter, or any subset of one.

DERI VED FROM FilterEntryBase

TYPE Concrete

PROPERTI ES Hdr | pVer si on, Hdr Sr cAddr ess,

Hdr Sr cAddr essEndOf Range, Hdr Sr cMask,

Hdr Dest Addr ess, Hdr Dest Addr essEndCOf Range,

Hdr Dest Mask, Hdr Pr ot ocol | D

Hdr SrcPort Start, Hdr SrcPort End,

Hdr Dest Port St art, Hdr Dest Port End, Hdr DSCP[ ],
Hdr FI owLabe
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6.19.1. The Property Hdrl pVersion

This property is an 8-bit unsigned integer, identifying the version
of the IP addresses to be filtered on. |P versions are identified as
they are in the Version field of the |IP packet header - |Pv4d = 4,
IPv6 = 6. These two values are the only ones defined for this
property.

The value of this property determ nes the sizes of the CctetStrings
in the six properties HdrSrcAddress, Hdr SrcAddressEndOf Range,

Hdr Sr cMask, Hdr Dest Addr ess, Hdr Dest Addr essEndOf Range, and

Hdr Dest Mask, as fol |l ows:

o IPv4: CctetString(SIZE (4))

o |IPve: OctetString(SIZE (16| 20)), dependi ng on whether a scope
identifier is present

If a value for this property is not provided, then the filter does
not consider IP version in selecting matching packets, i.e., IP
version matches for all values. In this case, the HdrSrcAddress,
Hdr Sr cAddr essEndOf Range, Hdr SrcMask, Hdr Dest Addr ess,

Hdr Dest Addr essEndOf Range, and Hdr Dest Mask must al so not be present.

6.19.2. The Property Hdr SrcAddress

This property is an CctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing a source |IP address. When
there is no Hdr SrcAddr esseEndOf Range val ue, this value is conmpared to
the source address in the I P header, subject to the mask represented
in the HdrSrcMask property. (Note that the nask is ANDed with the
address.) Wien there is a HdrSrcAddresseEndOf Range val ue, this val ue
is the start of the specified range (i.e., the HdrSrcAddress is | ower
than the Hdr SrcAddressEndOf Range) that is conpared to the source
address in the I P header and matches on any value in the range.

If a value for this property is not provided, then the filter does
not consider HdrSrcAddress in selecting matchi ng packets, i.e.
Hdr Sr cAddress matches for all val ues.

6.19.3. The Property Hdr SrcAddr essEndOf Range

This property is an OctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing the end of a range of source
| P addresses (inclusive), where the start of the range is the

Hdr Sr cAddr ess property val ue.
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If a value for HdrSrcAddress is not provided, then this property al so
MUST NOT be provided. |If a value for this property is provided, then
Hdr SrcMask MJST NOT be provi ded.

6.19.4. The Property Hdr SrcMask
This property is an OctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing a nask to be used in
conparing the source address in the |IP header with the val ue
represented in the Hdr SrcAddress property.

If a value for this property is not provided, then the filter does

not consider HdrSrcMask in selecting matching packets, i.e., the
val ue of Hdr SrcAddress or the source address range nust match the
source address in the packet exactly. |If a value for this property

i s provided, then HdrSrcAddressEndO Range MJUST NOT be provi ded.
6.19.5. The Property HdrDest Address

This property is an CctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing a destination |P address.
VWen there is no Hdr Dest Addr esseEndOf Range val ue, this value is
conpared to the destination address in the |IP header, subject to the
mask represented in the HdrDest Mask property. (Note that the nask is
ANDed with the address.) When there is a HdrDest Addr essEndCf Range
value, this value is the start of the specified range (i.e., the

Hdr Dest Address is | ower than the Hdr Dest AddressEndOf Range) that is
conpared to the destination address in the |IP header and matches on
any value in the range.

If a value for this property is not provided, then the filter does
not consi der HdrDest Address in sel ecting matching packets, i.e.
Hdr Dest Addr ess nmat ches for all val ues.

6.19.6. The Property HdrDest Addr essEndOF Range

This property is an OctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing the end of a range of
destination | P addresses (inclusive), where the start of the range is
the Hdr Dest Address property val ue.

If a value for HdrDest Address is not provided, then this property

al so MJUST NOT be provided. |If a value for this property is provided,
t hen Hdr Dest Mask MJST NOT be provi ded.
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6.19.7. The Property Hdr Dest Mask

This property is an CctetString, of a size deternined by the val ue of
the Hdrl pVersion property, representing a nask to be used in
conparing the destination address in the |IP header with the val ue
represented in the HdrDest Address property.

If a value for this property is not provided, then the filter does

not consi der HdrDestMask in selecting matching packets, i.e., the
val ue of Hdr Dest Address or the destination address range rmust match
the destination address in the packet exactly. |If a value for this

property is provided, then HdrDest Addr esseEndOf Range MUST NOT be
provi ded.

6.19.8. The Property HdrProtocol I D

This property is an 8-bit unsigned integer, representing an IP
protocol type. This value is conpared to the Protocol field in the
| P header.

If a value for this property is not provided, then the filter does
not consider HdrProtocol ID in sel ecting matching packets, i.e.
Hdr Prot ocol I D mat ches for all val ues.

6.19.9. The Property HdrSrcPortStart

This property is a 16-bit unsigned integer, representing the | ower
end of a range of UDP or TCP source ports. The upper end of the
range i s represented by the HdrSrcPort End property. The val ue of
Hdr SrcPort Start MJST be no greater than the val ue of Hdr SrcPort End.
A single port is indicated by equal values for HdrSrcPortStart and
Hdr Sr cPor t End.

A source port filter is evaluated by testing whether the source port
identified in the IP header falls within the range of val ues between
Hdr SrcPort Start and Hdr SrcPort End, including these two end points.

If a value for this property is not provided, then the filter does
not consider HdrSrcPortStart in selecting matching packets, i.e.
there is no | ower bound in matching source port val ues.

6. 19.10. The Property Hdr SrcPort End
This property is a 16-bit unsigned integer, representing the upper

end of a range of UDP or TCP source ports. The |lower end of the
range is represented by the HdrSrcPortStart property. The val ue of
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Hdr SrcPort End MJUST be no | ess than the value of HdrSrcPortStart. A
single port is indicated by equal values for HdrSrcPortStart and
Hdr Sr cPor t End.

A source port filter is evaluated by testing whether the source port
identified in the IP header falls within the range of val ues between
Hdr SrcPort Start and Hdr SrcPort End, including these two end points.

If a value for this property is not provided, then the filter does
not consider HdrSrcPortEnd in sel ecting matchi ng packets, i.e., there
i s no upper bound in matching source port val ues.

6.19.11. The Property HdrDestPortStart

This property is a 16-bit unsigned integer, representing the | ower
end of a range of UDP or TCP destination ports. The upper end of the
range is represented by the HdrDestPort End property. The val ue of
Hdr Dest Port Start MJUST be no greater than the val ue of HdrDest Port End.
A single port is indicated by equal values for HdrDestPortStart and
Hdr Dest Por t End.

A destination port filter is evaluated by testing whether the
destination port identified in the IP header falls within the range
of val ues between HdrDestPort Start and Hdr Dest Port End, i ncl udi ng
these two end points.

If a value for this property is not provided, then the filter does
not consider HdrDestPortStart in selecting matching packets, i.e.
there is no | ower bound in matching destination port val ues.

6.19.12. The Property HdrDest Port End

This property is a 16-bit unsigned integer, representing the upper
end of a range of UDP or TCP destination ports. The |lower end of the
range is represented by the HdrDestPortStart property. The val ue of
Hdr Dest Port End MJUST be no | ess than the value of HdrDestPortStart. A
single port is indicated by equal values for HdrDestPortStart and

Hdr Dest Por t End.

A destination port filter is evaluated by testing whether the
destination port identified in the IP header falls within the range
of val ues between HdrDestPort Start and Hdr Dest Port End, i ncl udi ng
these two end points.

If a value for this property is not provided, then the filter does

not consi der HdrDestPortEnd in sel ecting matchi ng packets, i.e.
there is no upper bound in matching destination port val ues.
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6.19.13. The Property Hdr DSCP

The property HdrDSCP is defined as an array of uint8's, restricted to
the range 0..63. Since DSCPs are defined as discrete code points,
with no inherent structure, there is no semantically significant

rel ati onship between different DSCPs. Consequently, there is no
provi sion for specifying a range of DSCPs in this property. However,
a list of individual DSCPs, which are ORed together to forma filter,
is supported by the array syntax.

If a value for this property is not provided, then the filter does
not consider HdrDSCP in sel ecting matching packets, i.e., Hdr DSCP
mat ches for all val ues.

6.19.14. The Property Hdr Fl owLabe

The 20-bit Flow Label field in the |IPv6 header nmay be used by a
source to | abel sequences of packets for which it requests specia
handl i ng by | Pv6 devices, such as non-default quality of service or
"real -tinme’ service. This property is an octet string of size 3
(that is, 24 bits), in which the 20-bit Fl ow Label appears in the
ri ghtnost 20 bits, padded on the left with b’ 0000’ .

If a value for this property is not provided, then the filter does
not consi der HdrFl owLabel in selecting natching packets, i.e.
Hdr Fl owLabel natches for all val ues.

6.20. The C ass "8021Filter"

This concrete class allows 802.1.source and destinati on MAC
addresses, as well as the 802.1 protocol ID, priority, and VLAN
identifier fields, to be expressed in a single object

The class definition is as foll ows:

NAVE 8021Fi I ter

DESCRI PTI ON A class that allows 802.1 source
and destinati on MAC address and
protocol ID, priority, and VLAN
identifier filters to be
expressed in a single object.

DERI VED FROM FilterEntryBase
TYPE Concrete
PROPERTI ES 8021Hdr Sr cMACAddr, 8021Hdr Sr c MACVask

8021Hdr Dest MACAddr, 8021Hdr Dest MACMask,
8021Hdr Pr ot ocol I D, 8021Hdr Pri orityVal ue,
8021HDRVLAN D
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6.20.1. The Property 8021Hdr Sr cMACAddr

This property is an OctetString of size 6, representing a 48-bit
source MAC address in canonical format. This value is compared to
the SourceAddress field in the MAC header, subject to the mask
represented in the 8021Hdr SrcMACMask property.

If a value for this property is not provided, then the filter does
not consider 8021Hdr SrcMACAddr in selecting matching packets, i.e.
8021Hdr Sr cMACAddr mat ches for all val ues.

6.20.2. The Property 8021Hdr Sr c MACMask

This property is an OctetString of size 6, representing a 48-bit mask
to be used in conparing the SourceAddress field in the MAC header
with the value represented in the 8021Hdr SrcMACAddr property.

If a value for this property is not provided, then the filter does
not consi der 8021Hdr SrcMACMask in sel ecting matching packets, i.e.,
the val ue of 8021Hdr SrcMACAddr must match the source MAC address in
t he packet exactly.

6.20.3. The Property 8021Hdr Dest MACAddr

This property is an OctetString of size 6, representing a 48-bit
destinati on MAC address in canonical format. This value is conpared
to the DestinationAddress field in the MAC header, subject to the
mask represented in the 8021Hdr Dest MACVask property.

If a value for this property is not provided, then the filter does
not consi der 8021Hdr Dest MACAddr in sel ecting nmatchi ng packets, i.e
8021Hdr Dest MACAddr mat ches for all val ues.

6.20.4. The Property 8021Hdr Dest MACMVask

This property is an OctetString of size 6, representing a 48-bit mask
to be used in conparing the DestinationAddress field in the MAC
header with the value represented in the 8021Hdr Dest MACAddr property.

If a value for this property is not provided, then the filter does
not consi der 8021Hdr Dest MACMask in sel ecting matchi ng packets, i.e.
the val ue of 8021Hdr Dest MACAddr nust match the destinati on MAC
address in the packet exactly.
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6.20.5. The Property 8021Hdr Protocol | D

This property is a 16-bit unsigned integer, representing an Ethernet
protocol type. This value is compared to the Ethernet Type field in
the 802. 3 MAC header

If a value for this property is not provided, then the filter does
not consi der 8021HdrProtocol ID in selecting matchi ng packets, i.e.
8021Hdr Prot ocol I D mat ches for all val ues.

6.20.6. The Property 8021HdrPriorityVal ue

This property is an 8-bit unsigned integer, representing an 802.1Q
priority. This value is conpared to the Priority field in the 802.1Q
header. Since the 802.1Q Priority field consists of 3 bits, the

val ues for this property are limted to the range 0..7.

If a value for this property is not provided, then the filter does
not consider 8021HdrPriorityValue in selecting nmatching packets,
i.e., 8021HdrPriorityValue nmatches for all val ues.

6.20.7. The Property 8021Hdr VLANI D

This property is a 32-bit unsigned integer, representing an 802.1Q
VLAN I dentifier. This value is conpared to the VLANID field in the
802. 1Q header. Since the 802.1Q VLAN ID field consists of 12 bits,
the values for this property are linmted to the range 0..4095.

If a value for this property is not provided, then the filter does
not consider 8021Hdr VLANID i n sel ecting mat chi ng packets, i.e.
8021Hdr VLANI D nat ches for all val ues.

6.21. The Cdass FilterlList

This is a concrete class that aggregates instances of (subclasses of)
FilterEntryBase via the aggregation EntriesinFilterList. It is
possi bl e to aggregate different types of filters into a single
FilterList - for exanple, packet header filters (represented by the

| pHeadersFilter class) and security filters (represented by

subcl asses of FilterEntryBase defined by IPsec).

The aggregation property EntrieslnFilterList.EntrySequence is al ways

set to 0, to indicate that the aggregated filter entries are ANDed
together to forma selector for a class of traffic.
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The class definition is as foll ows:

NANVE Fi |l terlList
DESCRI PTI ON A concrete class representing
the aggregation of nultiple filters.
DERI VED FROM Logi cal El enent
TYPE Concrete
PROPERTI ES Direction

6.21.1. The Property Direction

This property is a 16-bit unsigned integer enuneration, representing
the direction of the traffic flowto which the FilterList is to be
applied. Defined enuneration values are

Not Appl i cabl e(0)

[ nput (1)

Qut put (2)

Both(3) - This value is used to indicate that the direction is
immaterial, e.g., to filter on a source subnet regardl ess of

whet her the flow is inbound or outbound

o Mrrored(4) - This value is also applicable to both inbound and
out bound fl ow processing, but it indicates that the filter
criteria are applied asymetrically to traffic in both directions
and, thus, specifies the reversal of source and destination
criteria (as opposed to the equality of these criteria as

i ndicated by "Both"). The match conditions in the aggregated
FilterEntryBase subcl ass instances are defined fromthe

per spective of outbound flows and applied to i nbound flows as well
by reversing the source and destination criteria. So, for
exanpl e, consider a FilterList with 3 filter entries indicating
destination port = 80, and source and destination addresses of a
and b, respectively. Then, for the outbound direction, the filter
entries match as specified and the "mrror’ (for the inbound
direction) matches on source port = 80 and source and desti nation
addresses of b and a, respectively.

(e}l elNe]

7. Association and Aggregation Definitions
The foll owi ng definitions supplenent those in PCOCMitself. PCM
definitions that are not DEPRECATED here are still current parts of
the overall Policy Core Infornation Mdel

7.1. The Aggregation "PolicySet Conponent"
Pol i cySet Component is a new aggregation class that collects instances

of PolicySet subcl asses (PolicyG oups and PolicyRul es) into coherent
sets of policies.
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NANVE Pol i cySet Conponent

DESCRI PTI ON A concrete class representing the conponents of a
policy set that have the sane decision strategy, and
are prioritized within the set.

DERI VED FROM Pol i cyConponent

ABSTRACT FALSE

PROPERTI ES GroupConponent[ref PolicySet[0..n]]
Par t Conponent [ref PolicySet[0..n]]
Priority

The definition of the Priority property is unchanged fromits
previous definitionin [PCIM.

NAME Priority

DESCRI PTI ON A non-negative integer for prioritizing this
Pol i cySet component relative to other components of
the sanme PolicySet. A larger value indicates a
hi gher priority.

SYNTAX ui nt 16

DEFAULT VALUE 0

7.2. Deprecate PCIM s Aggregation "PolicyG ouplnPolicyG oup”

The new aggregation PolicySet Conponent is used directly to represent
aggregation of PolicyGoups by a higher-level PolicyGoup. Thus the
aggregation PolicyG ouplnPolicyGoup is no | onger needed, and can be
depr ecat ed.

NANE Pol i cyGroupl nPol i cyG oup

DEPRECATED FOR  Pol i cySet Conponent

DESCRI PTI ON A class representing the aggregati on of PolicyG oups
by a hi gher-level PolicyG oup.

DERI VED FROM Pol i cyConponent

ABSTRACT FALSE

PROPERTI ES G oupConponent [ref PolicyG oup[0..n]]

Part Conponent[ref PolicyG oup[O0..n]]
7.3. Deprecate PCIM s Aggregation "PolicyRul el nPolicyG oup"
The new aggregati on PolicySet Conponent is used directly to represent

aggregation of PolicyRules by a PolicyGoup. Thus the aggregation
Pol i cyRul el nPol i cyGroup is no | onger needed, and can be deprecat ed.

NANVE Pol i cyRul el nPol i cyGr oup

DEPRECATED FOR  Pol i cySet Conponent

DESCRI PTI ON A class representing the aggregation of PolicyRul es
by a PolicyG oup.

DERI VED FROM Pol i cyConponent
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ABSTRACT FALSE
PROPERTI ES G oupConponent [ref PolicyGoup[0..n]]
Par t Conponent [ref PolicyRule[0..n]]

7.4. The Abstract Association "PolicySetlnSystent

Pol i cySet I nSystemis a new association that defines a relationship
between a System and a PolicySet used in the adninistrative scope of
that system (e.g., Adm nDonai n, ConputerSysten). The Priority
property is used to assign a relative priority to a PolicySet within
the adm nistrative scope in contexts where it is not a conmponent of
anot her PolicySet.

NANVE Pol i cySet | nSyst em

DESCRI PTI ON An abstract class representing the rel ationship
between a System and a PolicySet that is used in the
adm ni strative scope of the System

DERI VED FROM Pol i cyl nSystem

ABSTRACT TRUE

PROPERTI ES Ant ecedent [ref SystenfO..1]]
Dependent [ref PolicySet[O0..n]]
Priority

The Priority property is used to specify the relative priority of the
referenced PolicySet when there are nore than one PolicySet instances
applied to a managed resource that are not PolicySet Conponents and,
therefore, have no other relative priority defined.

NANE Priority

DESCRI PTI ON A non-negative integer for prioritizing the
ref erenced PolicySet anong ot her PolicySet
i nstances that are not conponents of a conmmobn
PolicySet. A larger value indicates a higher
priority.

SYNTAX ui nt 16

DEFAULT VALUE 0

7.5. Update PCIMs Wak Association "PolicyG oupl nSystent

Regardl ess of whether it a conponent of another PolicySet, a
PolicyGoup is itself defined within the scope of a System This
association links a PolicyGoup to the Systemin whose scope the
PolicyGroup is defined. It is a subclass of the abstract

Pol i cySet | nSyst em associ ati on. The class definition for the
association is as follows:
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NANVE Pol i cyGroupl nSyst em

DESCRI PTI ON A class representing the fact that a PolicyGoup is
defined within the scope of a System

DERI VED FROM Pol i cySet | nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent[ref Systenil..1]]
Dependent [ref PolicyG oup[weak]]

The Reference "Antecedent" is inherited from PolicySetlnSystem and
overridden to restrict its cardinality to [1..1]. It serves as an
object reference to a Systemthat provides a scope for one or nore
PolicyGroups. Since this is a weak association, the cardinality for
this object reference is always 1, that is, a PolicyGoup is always
defined within the scope of exactly one System

The Reference "Dependent” is inherited from PolicySetlnSystem and
overridden to becone an object reference to a PolicyG oup defined
within the scope of a System Note that for any single instance of
the association class PolicyGouplnSystem this property (like all
reference properties) is single-valued. The [0..n] cardinality

i ndicates that a given System may have 0, 1, or nore than one

Pol i cyGroups defined within its scope.

7.6. Update PCIMs Wak Association "PolicyRul el nSyst enf

Regardl ess of whether it a conponent of another PolicySet, a
PolicyRule is itself defined within the scope of a System This
association links a PolicyRule to the Systemin whose scope the
PolicyRule is defined. It is a subclass of the abstract

Pol i cySet | nSyst em associ ati on. The class definition for the
association is as follows:

NAME Pol i cyRul el nSyst em

DESCRI PTI ON A class representing the fact that a PolicyRule is
defined within the scope of a System

DERI VED FROM Pol i cySet | nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref Systenil..1]]

Dependent [ref PolicyRul e[ weak] ]

The Reference "Antecedent" is inherited from PolicySetlnSystem and
overridden to restrict its cardinality to [1..1]. It serves as an
obj ect reference to a Systemthat provides a scope for one or nore
PolicyRules. Since this is a weak association, the cardinality for
this object reference is always 1, that is, a PolicyRule is always
defined within the scope of exactly one System
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The Reference "Dependent” is inherited from PolicySetlnSystem and
overridden to becone an object reference to a PolicyRule defined
within the scope of a System Note that for any single instance of
the association class PolicyRul elnSystem this property (like all
Ref erence properties) is single-valued. The [0..n] cardinality

i ndicates that a given Systemmay have 0, 1, or nore than one

Pol i cyRul es defined within its scope.

7.7. The Abstract Aggregation "PolicyConditionStructure"

NANE Pol i cyCondi tionStructure
DESCRI PTI ON A class representing the aggregation of
Pol i cyCondi tions by an aggregating i nstance.
DERI VED FROM Pol i cyConponent
ABSTRACT TRUE
PROPERTI ES Part Component [ref PolicyCondition[0..n]]
G oupNunber

Condi ti onNegat ed
7.8. Update PCIM s Aggregation "PolicyConditionlnPolicyRule"

The PCI M aggregation "PolicyConditionlnPolicyRule" is updated, to
make it a subclass of the new abstract aggregation

Pol i cyCondi tionStructure. The properties G oupNunmber and

Condi ti onNegated are now inherited, rather than specified explicitly
as they were in PCIM

NAVE Pol i cyCondi ti onl nPol i cyRul e

DESCRI PTI ON A class representing the aggregation of
Pol i cyCondi ti ons by a PolicyRule.

DERI VED FROM Pol i cyCondi tionStructure

ABSTRACT FALSE

PROPERTI ES G oupConponent [ref PolicyRule[0..n]]

7.9. The Aggregation "PolicyConditionlnPolicyCondition"

A second subcl ass of PolicyConditionStructure is defined,
representing the conpoundi ng of policy conditions into a higher-Ievel
policy condition.

NANE Pol i cyCondi ti onl nPol i cyConditi on
DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyCondi tions by another PolicyCondition.
DERI VED FROM Pol i cyCondi tionStructure
ABSTRACT FALSE
PROPERTI ES G oupConponent [ ref ConpoundPol i cyCondition[0..n]]
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7.10. The Abstract Aggregation "PolicyActionStructure"

NANVE Pol i cyActionStructure
DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyActions by an aggregating instance.
DERI VED FROM Pol i cyConponent
ABSTRACT TRUE
PROPERTI ES Par t Conponent [ref PolicyAction[0..n]]
Act i onOr der

The definition of the ActionOrder property appears in Section 7.8.3
of PCIM[1].

7.11. Update PCIM s Aggregation "PolicyActionlnPolicyRule"

The PCI M aggregation "PolicyActionlnPolicyRule" is updated, to make
it a subclass of the new abstract aggregation PolicyActionStructure.
The property ActionOrder is now inherited, rather than specified
explicitly as it was in PCIM

NANVE Pol i cyActi onl nPol i cyRul e

DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyActions by a PolicyRule.

DERI VED FROM Pol i cyActionStructure

ABSTRACT FALSE

PROPERTI ES G oupConponent [ref PolicyRule[0..n]]

7.12. The Aggregation "PolicyActionlnPolicyAction"

A second subcl ass of PolicyActionStructure is defined, representing
the conpoundi ng of policy actions into a higher-level policy action

NANVE Pol i cyActi onl nPol i cyActi on
DESCRI PTI ON A class representing the aggregation of
Pol i cyActions by another PolicyAction
DERI VED FROM Pol i cyActionStructure
ABSTRACT FALSE
PROPERTI ES G oupConponent [ ref ConpoundPol i cyAction[0..n]]

7.13. The Aggregation "PolicyVariabl el nSi npl ePol i cyCondi ti on"

A sinple policy condition is represented as an ordered triplet
{variabl e, operator, value}. This aggregation provides the |inkage
bet ween a Si npl ePol i cyCondition instance and a single PolicyVariable.
The aggregati on PolicyVal uel nSi npl ePol i cyCondition Iinks the

Si npl ePol i cyCondition to a single PolicyValue. The Operator property
of SinplePolicyCondition represents the third el enent of the triplet,
the operator.
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The class definition for this aggregation is as foll ows:

NANVE Pol i cyVari abl el nSi npl ePol i cyCondi ti on

DERI VED FROM Pol i cyConponent

ABSTRACT Fal se

PROPERTI ES G oupConponent [ref Sinpl ePolicyCondition[0..n]]

Part Conponent[ref PolicyVariable[l..1] ]

The reference property "G oupConponent" is inherited from

Pol i cyConponent, and overridden to becone an object reference to a

Si npl ePol i cyCondi ti on that contains exactly one PolicyVariable. Note
that for any single instance of the aggregation class

Pol i cyVari abl el nSi npl ePol i cyCondition, this property is single-
valued. The [0..n] cardinality indicates that there nmay be 0, 1, or
nore Sinpl ePolicyCondition objects that contain any given policy

vari abl e obj ect.

The reference property "Part Conponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
PolicyVariable that is defined within the scope of a

Si npl ePol i cyCondition. Note that for any single instance of the
associ ation class PolicyVariabl el nSi npl ePol i cyCondition, this
property (like all reference properties) is single-valued. The
[1..1] cardinality indicates that a SinplePolicyCondition nust have
exactly one policy variable defined within its scope in order to be
meani ngf ul .

7.14. The Aggregation "PolicyVal uel nSi npl ePol i cyCondi ti on"

A sinple policy condition is represented as an ordered triplet
{variabl e, operator, value}. This aggregation provides the |inkage
bet ween a Si npl ePol i cyCondition instance and a single PolicyVal ue.
The aggregati on PolicyVari abl el nSi npl ePol i cyCondition |inks the

Si npl ePol i cyCondition to a single PolicyVariable. The Operator
property of SinplePolicyCondition represents the third el ement of the
triplet, the operator.

The class definition for this aggregation is as foll ows:

NANE Pol i cyVal uel nSi npl ePol i cyCondi ti on

DERI VED FROM Pol i cyConponent

ABSTRACT Fal se

PROPERTI ES GroupConponent [ref Sinpl ePolicyCondition[0..n]]

Par t Conponent [ref PolicyValue[1..1] ]
The reference property "G oupConponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
Si npl ePol i cyCondi ti on that contains exactly one PolicyValue. Note
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that for any single instance of the aggregation class

Pol i cyVal uel nSi npl ePol i cyCondition, this property is single-val ued.
The [0..n] cardinality indicates that there may be 0, 1, or nore

Si npl ePol i cyCondi ti on objects that contain any given policy val ue
obj ect .

The reference property "Part Conponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
Pol i cyValue that is defined within the scope of a

Si npl ePol i cyCondition. Note that for any single instance of the
associ ation class PolicyVal uel nSi npl ePol i cyCondi tion, this property
(like all reference properties) is single-valued. The [1..1]
cardinality indicates that a SinplePolicyCondition nust have exactly
one policy value defined within its scope in order to be neani ngful.

7.15. The Aggregation "PolicyVari abl el nSi npl ePol i cyActi on"

A sinple policy action is represented as a pair {variable, value}.
Thi s aggregation provides the |inkage between a SinplePolicyAction
i nstance and a single PolicyVariable. The aggregation

Pol i cyVal uel nSi npl ePol i cyAction |inks the SinplePolicyAction to a
singl e PolicyVal ue.

The class definition for this aggregation is as foll ows:

NANVE Pol i cyVari abl el nSi npl ePol i cyActi on

DERI VED FROM Pol i cyConponent

ABSTRACT Fal se

PROPERTI ES G oupConponent [ref Sinpl ePolicyAction[0..n]]

Part Conponent[ref PolicyVariable[1l..1] ]

The reference property "G oupConponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
Si npl ePol i cyAction that contains exactly one PolicyVariable. Note
that for any single instance of the aggregation class

Pol i cyVari abl el nSi npl ePol i cyAction, this property is single-val ued.
The [0..n] cardinality indicates that there may be 0, 1, or nore

Si npl ePol i cyAction objects that contain any given policy variable
obj ect.

The reference property "PartConponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
PolicyVariable that is defined within the scope of a

Si npl ePol i cyAction. Note that for any single instance of the

associ ation class PolicyVariabl el nSi npl ePol i cyAction, this property
(like all reference properties) is single-valued. The [1..1]
cardinality indicates that a SinplePolicyAction nust have exactly one
policy variable defined within its scope in order to be meaningful.
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7.16. The Aggregation "PolicyVal uel nSi npl ePol i cyActi on"

A sinple policy action is represented as a pair {variable, value}.
Thi s aggregation provides the |inkage between a SinplePolicyAction

i nstance and a single PolicyValue. The aggregation

Pol i cyVari abl el nSi npl ePol i cyAction |inks the SinplePolicyAction to a
single PolicyVariable.

The class definition for this aggregation is as foll ows:

NANE Pol i cyVal uel nSi npl ePol i cyActi on

DERI VED FROM Pol i cyConponent

ABSTRACT Fal se

PROPERTI ES G oupConponent [ref SinplePolicyAction[0..n]]

Par t Conponent [ref PolicyValue[1..1] ]

The reference property "G oupConponent™ is inherited from

Pol i cyConponent, and overridden to becone an object reference to a

Si npl ePol i cyAction that contains exactly one PolicyValue. Note that
for any single instance of the aggregation class

Pol i cyVal uel nSi npl ePol i cyAction, this property is single-valued. The
[0..n] cardinality indicates that there may be 0, 1, or nore

Si npl ePol i cyActi on objects that contain any given policy val ue

obj ect.

The reference property "Part Conponent” is inherited from

Pol i cyConponent, and overridden to becone an object reference to a
PolicyValue that is defined within the scope of a Sinpl ePolicyAction.
Note that for any single instance of the association class

Pol i cyVal uel nSi npl ePol i cyAction, this property (like all reference
properties) is single-valued. The [1..1] cardinality indicates that
a Sinpl ePolicyAction nmust have exactly one policy val ue defined
within its scope in order to be neaningful.

7.17. The Associ ati on "Reusabl ePol i cy"

The associ ati on Reusabl ePolicy nmakes it possible to include any
subcl ass of the abstract class "Policy" in a Reusabl ePolicyContai ner

NANE Reusabl ePol i cy

DESCRI PTI ON A class representing the inclusion of a reusable
policy elenent in a Reusabl ePolicyContai ner
Reusabl e el ements nay be PolicyG oups, PolicyRules,
Pol i cyCondi tions, PolicyActions, PolicyVariables,
Pol i cyVal ues, or instances of any other subcl asses
of the abstract class Policy.
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DERI VED FROM Pol i cyl nSyst em
ABSTRACT FALSE
PROPERTI ES Ant ecedent [ ref Reusabl ePol i cyCont ai ner[0. . 1]]

7.18. Deprecate PCIMs "PolicyConditionlnPolicyRepository"

NANVE Pol i cyCondi ti onl nPol i cyRepository

DEPRECATED FOR  Reusabl ePol i cy

DESCRI PTI ON A class representing the inclusion of a reusable
Pol i cyCondition in a PolicyRepository.

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent[ref PolicyRepository[0..1]]

Dependent [ref PolicyCondition[O0..n]]

7.19. Deprecate PCIMs "PolicyActionlnPolicyRepository"

NANVE Pol i cyActi onl nPol i cyRepository

DEPRECATED FOR  Reusabl ePol i cy

DESCRI PTI ON A class representing the inclusion of a reusable
Pol i cyAction in a PolicyRepository.

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent[ref PolicyRepository[0..1]]

Dependent[ref PolicyAction[O0..n]]
7.20. The Associ ati on Expect edPol i cyVal uesFor Vari abl e

This association links a PolicyValue object to a PolicyVariable

obj ect, nodeling the set of expected values for that PolicyVariable.
Using this association, a variable (instance) may be constrained to
be bound- to/assigned only a set of allowed values. For exanple,
nodel i ng an enunerated source port variable, one creates an instance
of the PolicySourcePortVariable class and associates with it the set
of values (integers) representing the allowed enuneration, using
appropriate nunmber of instances of the

Expect edPol i cyVal uesFor Vari abl e associ ati on.

Note that a single variable instance may be constrai ned by any nunber
of values, and a single value may be used to constrain any nunber of
variables. These relationships are manifested by the n-to-m
cardinality of the association

The purpose of this association is to support validation of sinple

policy conditions and sinple policy actions, prior to their
depl oyment to an enforcement point. This association, and the
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Pol i cyVal ue object that it refers to, plays no role when a PDP or a
PEP is evaluating a sinple policy condition, or executing a sinple
policy action. See Section 5.8.3 for nore details on this point.

The class definition for the association is as foll ows:

NANVE Expect edPol i cyVal uesFor Vari abl e

DESCRI PTI ON A class representing the association of a set of
expected values to a variable object.

DERI VED FROM Dependency

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref PolicyVariable[0..n]]

Dependent [ref PolicyValue [0..n]]

The reference property Antecedent is inherited from Dependency. |Its
type and cardinality are overridden to provide the semantics of a
variabl e optionally having value constraints. The [0..n] cardinality
i ndi cates that any nunber of variables nay be constrai ned by a given
val ue.

The reference property "Dependent” is inherited from Dependency, and
overridden to become an object reference to a PolicyVal ue
representing the values that a particular PolicyVariable can have.
The [0..n] cardinality indicates that a given policy variable my
have 0, 1 or nore than one PolicyValues defined to nodel the set(s)
of values that the policy variable can take.

7.21. The Aggregation "Cont ai nedDomai n"

The aggregati on Contai nedDomai n provi des a neans of nesting of one
Reusabl ePol i cyCont ai ner i nside another one. The aggregation is
defined at the | evel of Reusabl ePolicyContainer’s superclass,

Admi nDormain, to give it applicability to areas other than Core
Pol i cy.

NAVE Cont ai nedDonai n

DESCRI PTI ON A class representing the aggregation of |ower |eve
admi ni strative domains by a higher-|evel
Admi nDormrai n.

DERI VED FROM Syst enConponent

ABSTRACT FALSE

PROPERTI ES G oupConponent [ref Adm nDomain [O0..n]]

Part Conponent [ ref Admi nDormain [0..n]]
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7.22. Deprecate PCIMs "PolicyRepositorylnPolicyRepository"

NANVE Pol i cyReposi toryl nPol i cyReposi tory
DEPRECATED FOR  Cont ai nedDonai n
DESCRI PTI ON A cl ass representing the aggregation of

Pol i cyRepositories by a higher-Ievel
Pol i cyReposi tory.

DERI VED FROM Syst enConponent
ABSTRACT FALSE
PROPERTI ES G oupConponent [ref PolicyRepository[0..n]]

Part Component [ref PolicyRepository[O0..n]]
7.23. The Aggregation "EntrieslinFilterList"

This aggregation is a specialization of the Conponent aggregation; it
is used to define a set of filter entries (subclasses of
FilterEntryBase) that are aggregated by a FilterlList.

The cardinalities of the aggregation itself are 0..1 on the
FilterList end, and 0..n on the FilterEntryBase end. Thus in the
general case, a filter entry can exist w thout being aggregated into
any FilterList. However, the only way a filter entry can figure in
the PCIMe nodel is by being aggregated into a FilterList by this
aggr egati on.

The class definition for the aggregation is as foll ows:

NANE EntrieslnFilterList

DESCRI PTI ON An aggregation used to define a set of
filter entries (subclasses of
FilterEntryBase) that are aggregated by
a particular FilterlList.

DERI VED FROM Component
ABSTRACT Fal se
PROPERTI ES G oupConponent [ r ef

FilterList[O..1]],
Part Conponent [ r ef

FilterEntryBase[0..n],
Ent rySequence

7.23.1. The Reference G oupConponent

This property is overridden in this aggregation to represent an
object reference to a FilterList object (instead of to the nore
generi ¢ ManagedSyst entl ement object defined in its superclass). It
also restricts the cardinality of the aggregate to 0..1 (instead of
the nmore generic O-or-nore), representing the fact that a filter
entry always exists within the context of at nost one FilterlList.
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7.23.2. The Reference Part Conponent

This property is overridden in this aggregation to represent an
object reference to a FilterEntryBase object (instead of to the nore
generi c ManagedSyst entl enent object defined in its superclass). This
obj ect represents a single filter entry, which may be aggregated with
other filter entries to formthe FilterlList.

7.23.3. The Property EntrySequence

An unsigned 16-bit integer indicating the order of the filter entry
relative to all others in the FilterList. The default value 'O’

i ndicates that order is not significant, because the entries in this
FilterList are ANDed toget her

7.24. The Aggregation "El ement|nPolicyRol eCol | ection”

The foll owing aggregation is used to associ ate ManagedEl enents with a
Pol i cyRol eCol | ection object that represents a role played by these
ManagedEl enent s.

NANE El ement | nPol i cyRol eCol | ecti on

DESCRI PTI ON A class representing the inclusion of a
ManagedEl enent in a collection, specified as
having a given role. Al the managed el enents
in the collection share the sanme role.

DERI VED FROM Menber OF Col | ecti on
ABSTRACT FALSE
PROPERTI ES Col l ection[ref PolicyRoleCollection [0..n]]

Menber [ref ManagedEl ement [0..n]]
7.25. The Weak Association "PolicyRol eCol | ectionl nSyst ent

A PolicyRoleCollection is defined within the scope of a System This
association links a PolicyRoleCollection to the Systemin whose scope
it is defined.

When associating a PolicyRol eCollection with a System this should be
done consistently with the systemthat scopes the policy rul es/groups
that are applied to the resources in that collection. A

Pol i cyRol eCol  ection is associated with the same systemas the
appl i cabl e PolicyRules and/or PolicyGoups, or to a System higher in
the tree fornmed by the SystemConponent association

The class definition for the association is as foll ows:
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NANVE Pol i cyRol eCol | ecti onl nSystem

DESCRI PTI ON A class representing the fact that a
Pol i cyRol eCol | ection is defined within the scope of
a System

DERI VED FROM Dependency

ABSTRACT FALSE

PROPERTI ES Ant ecedent[ref Systenil..1]]

Dependent [ref PolicyRol eCol | ecti on[ weak] ]

The reference property Antecedent is inherited from Dependency, and
overridden to become an object reference to a System and to restrict
its cardinality to [1..1]. It serves as an object reference to a
Systemthat provides a scope for one or nore PolicyRol eColl ections.
Since this is a weak association, the cardinality for this object
reference is always 1, that is, a PolicyRoleCollection is always
defined within the scope of exactly one System

The reference property Dependent is inherited from Dependency, and
overri dden to beconme an object reference to a PolicyRol eCol |l ection
defined within the scope of a System Note that for any single

i nstance of the association class PolicyRol eCollectionlnSystem this
property (like all Reference properties) is single-valued. The
[0..n] cardinality indicates that a given System may have 0, 1, or
nore than one PolicyRol eCollections defined within its scope.

8. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights
m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
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Copies of claims of rights made avail able for publication and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
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copyrights, patents or patent applications, or other proprietary
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this standard. Please address the information to the | ETF Executive
Director.
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11.

12.

13.

Security Considerations

The Policy Core Information Model (PCIM [1] describes the general
security considerations related to the general core policy nodel.
The extensions defined in this docunent do not introduce any

addi ti onal considerations related to security.
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