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Abst ract

This meno describes the Application Exchange (APEX) presence service,

addressed as the well-known endpoi nt

"apex=presence". The presence

service is used to nanage presence information for APEX endpoints.
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I nt roducti on

This meno describes a presence service that is built upon the APEX
[1] "relaying nmesh". The APEX presence service is used to manage
presence information for APEX endpoints.

APEX, at its core, provides a best-effort datagramservice. Wthin
an admnistrative donmain, all relays nust be able to handl e nessages
for any endpoint within that domain. APEX services are logically
defi ned as endpoints, but given their ubiquitous semantics they do
not necessarily need to be associated with a single physica

endpoint. As such, they may be provisioned co-resident with each
relay within an adm nistrative domain, even though they are logically

provi ded on top of the relaying nesh, i.e.
R + R + R + S +
| APEX | | APEX | | APEX | | |
| access | | presence | | report | | - |
| service | | service | | service | | |
Fomm e m e + Fomm e m e + Fomm e m e + R +
| | | |
| | | |
e T . +
| |
| APEX core |
| |
. +

That is, applications comunicate with an APEX service by exchangi ng
data with a "well-known endpoint" (VKE)

APEX applications comunicate with the presence service by exchangi ng
data with the well-known endpoint "apex=presence" in the
correspondi ng admi ni strative domain, e.g.

"apex=presence@xanpl e.conf is the endpoint associated with the
presence service in the "exanple.com admnistrative domain.

Note that within a single adm nistrative domain, the presence service
nmakes use of the APEX access [3] service in order to determne if an
originator is allowed to view or nanage presence infornmation
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2. Use and Managenent of Presence |nformation
Managenment of presence information falls into three categories:

o applications may update the presence information associated with
an endpoi nt;

o applications may subscribe to receive presence information
associ ated with an endpoint; and,

o applications may find out who is subscribed to receive presence
i nformation.

Each is now described in turn
2.1 Update of Presence Information

When an application wants to nodify the presence infornmation
associated with an endpoint, it sends a publish operation to the
service, e.g.

C. <data content= #Content’ >
<originator identity= fred@xanple.com />
<recipient identity=" apex=presence@xanple.com />
<dat a- cont ent Name=' Content’ >
<publ i sh publisher="fred@xanpl e.com translD="1
ti meSt anp="2000- 05- 14T13: 30: 00- 08: 00’ >
<presence publisher="fred@xanpl e. con
| ast Updat e=’ 2000- 05- 14T13: 02: 00- 08: 00’
publ i sherl nfo="http://ww. exanpl e.com fred/’ >
<tuple
desti nati on="apex: fred/ appl =i m@xanpl e. com
avai | abl eUnti | =" 2000- 05- 14T14: 02: 00- 08: 00’ />
<tuple destination="mailto:fred@]Iintstone.com
avail abl eUnti | =" 2525-12-31T23: 59: 59-08: 00’ />
</ presence>

</ publ i sh>
</ dat a- cont ent >
</ dat a>
S: <ok />
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Note that this exanple uses the "subaddress" convention specified in
Section 2.2 of [1] (e.g., "fred/appl=ini) to denote multiplexing of
traffic for a particular endpoint. O course, popul ar applications
may have their own URI nethod assigned to them (e.g.
"imfred@xanpl e. com').

The service imediately responds with a reply operation containing
the same transaction-identifier, e.g.

C. <data content= #Content’ >
<originator identity="apex=presence@xanple.com />
<recipient identity= fred@xanple.com />
<dat a- cont ent Name=' Content’ >

<reply code='250" translD="1" />
</ dat a- cont ent >
</ dat a>
S <ok />

2.2 Distribution of Presence |Information

When an application wants to (periodically) receive the presence
i nformati on associated with an endpoint, it sends a subscribe
operation to the service, e.g.

C. <data content="#Content’ >
<originator identity="w |l m@xanple.com />
<recipient identity=" apex=presence@xanple.com /[>
<dat a- cont ent Nane=' Content’ >
<subscri be publisher="fred@xanpl e. comi duration="86400
transl D=" 100" />
</ dat a- cont ent >
</ dat a>
S <ok />
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The service i mediately responds with a publish operation containing
the same transaction-identifier, e.g.

C. <data content= #Content’ >
<originator identity="apex=presence@xanple.com />
<recipient identity="w | m@xanple.com />
<dat a- cont ent Name=' Content’ >
<publ i sh publisher="fred@xanpl e. comi translD=" 100
ti meSt anp="2000- 05- 14T13: 30: 00- 08: 00’ >
<presence publisher="fred@xanpl e. con
| ast Updat e=’ 2000- 05- 14T13: 02: 00- 08: 00’
publ i sherl nfo="http://ww. exanpl e.com fred/’ >
<tuple
desti nati on="apex: fred/ appl =i m@xanpl e. com
avai | abl eUnti | =" 2000- 05- 14T14: 02: 00- 08: 00’ />
</ presence>

</ publ i sh>
</ dat a- cont ent >
</ dat a>
S: <ok />

Subsequently, for up to the specified "duration”, the service sends
new publ i sh operations whenever there are any changes to the
endpoint’s presence information. |If the "duration" is zero-valued, a
one time poll of the presence information is achi eved; otherw se, at
the end of the "duration", a term nate operation is sent.

Note that Step 5 of Section 4.4 requires that the "l astUpdate"
attribute of a presence entry be supplied in order to update that
entry; accordingly, applications nust successfully retrieve a
presence entry prior to trying to update that entry. This is usually
acconpl i shed by subscribing with a zero-val ued duration

(Regardl ess, adm nistrators should ensure that applications

aut horized to update a presence entry are also authorized to retrieve
that entry.)
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Ei ther the subscriber or the service nmay cance
sending a term nate operation, e.g.

C. <data content=" #Content’ >

a subscription by

<originator identity="w | nm@xanmple.com />
<recipient identity= apex=presence@xanple.com />

<dat a- cont ent Nane=’ Content’ >
<term nate transl D="100" />
</ dat a- cont ent >
</ dat a>
S. <ok />

C. <data content="#Content’ >

<originator identity="apex=presence@xanple.com />
<recipient identity="w | m@xanple.com /[>

<dat a- cont ent Nanme=' Content’ >

<reply code=" 250" translD="100" />

</ dat a- cont ent >
</ dat a>
S: <ok />

or

C. <data content= #Content’ >

<originator identity=" apex=presence@xanple.com />
<recipient identity="w | m@xanple.com />

<dat a- cont ent Nane=' Content’ >
<term nate transl D=' 100" />
</ dat a- cont ent >
</ dat a>
S: <ok />
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2.3 Distribution of Watcher Information

When an application wants to (periodically) receive notices about
endpoi nts that are subscribed to receive presence information, it
sends a watch operation to the service, e.g.

C. <data content="#Content’ >
<originator identity="fred@xanple.com />
<recipient identity=" apex=presence@xanple.com /[>
<dat a- cont ent Nane=' Content’ >
<wat ch publisher="fred@xanpl e.conmi duration=" 86400’
transiD="2" />
</ dat a- cont ent >
</ dat a>
S <ok />

The service imediately responds with a reply operation containing
the same transaction-identifier, e.g.

C. <data content= #Content’ >
<originator identity="apex=presence@xanple.com />
<recipient identity= fred@xanmple.com />
<dat a- cont ent Name=" Cont ent’

<reply code='250" translD="2" />
</ dat a- cont ent >
</ dat a>
S <ok />
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For each current subscriber, the service imediately sends a notify
operation containing the same transaction-identifier, e.g.

C. <data content= #Content’ >
<originator identity="apex=presence@xanple.com />
<recipient identity= fred@xanple.com />
<dat a- cont ent Nanme=" Content’ >

<notify subscriber="w | ra@xanpl e.com translD="2’
dur ati on=" 86000" action="subscribe’ />
</ dat a- cont ent >
</ dat a>
S: <ok />

Subsequently, for up to the specified "duration", the service sends
new notify operations whenever an application subscribes successfully
or a subscription is termnated. |If the "duration" is zero-valued, a
one time poll of the watcher information is achi eved; otherw se, at
the end of the "duration", a term nate operation is sent.
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Ei ther the watcher or the service nay cance
term nate operation, e.g.

C. <data content=" #Content’ >

the request by sending a

<originator identity=fred@xanple.com /[>
<recipient identity= apex=presence@xanple.com />

<dat a- cont ent Nane=’ Content’ >
<termnate translD="2" />
</ dat a- cont ent >
</ dat a>
S. <ok />

C. <data content="#Content’ >

<originator identity="apex=presence@xanple.com />
<recipient identity= fred@xanple.com />

<dat a- cont ent Nanme=' Content’ >

<reply code="250" translD="2" [>

</ dat a- cont ent >

</ dat a>
S. <ok />
or
Fomm - + Fomm - +
| | <------- data -- | |
| relay | | pres
| | -- ok --------- > | svc
R + R +
C. <data content = #Content’ >
<originator identity=" apex=presence@xanple.com />
<recipient identity= fred@xanple.com />
<dat a- cont ent Nanme=" Content’ >
<termnate transiD="2" />
</ dat a- cont ent >
</ dat a>
S: <ok />
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3. Format of Presence Entries

Each admi nistrative domain is responsible for maintaining a "presence
entry" for each of its endpoints (regardl ess of whether those
endpoints are currently attached to the relayi ng nesh).

Section 6 defines the syntax for presence entries. Each presence
entry has a "publisher"” attribute, a "lastUpdate" attribute, a
“publisherlnfo" attribute, and contains one or nore "tuple" el enments:

o the "publisher” attribute specifies the endpoint associated with
the presence entry;

o the "lastUpdate" attribute specifies the date and tinme that the
service | ast updated the presence entry;

o the "publisherinfo" attribute specifies arbitrary information
about the publisher (using a URI); and,

o each "tuple" elenment specifies informati on about an entity
associ ated with the endpoint.

Each "tuple"” element has a "destination" attribute, an
"avail ableUntil" attribute, a "tuplelnfo" attribute, and contains
zero or nore "capability" elenents:

o the "destination" attribute identifies the entity as a URl (e.g.
"apex: fred/ appl =i m@xanpl e.com’ or "mailto:fred@]I!intstone.com);

o the "availableUntil" attribute specifies the |atest date and tine
that the entity is capable of receiving nessages;

o the "tuplelnfo" attribute specifies arbitrary information about
the entity (using a URlI); and,

o each "capability" elenent contains a specification as to the kinds
of content the entity is capable of receiving.

Each "capability" element contains arbitrary character data fornmatted

according to the standard indicated in the el enent’s "baseline"
attribute.
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4. The Presence Service

Section 5 contains the APEX service registration for the presence
servi ce:

o

o

Wthin an admnistrative domain, the service is addressed using
the wel | -known endpoi nt of "apex=presence".

Section 6 defines the syntax of the operations exchanged with the
servi ce.

A consuner of the service initiates communications by sending data
contai ning the subscribe, watch, or publish operation

In addition to replying to these operations, the service may al so
initiate comruni cati ons by sending data containing the terninate,
publish, or notify operations.

An inpl enentation of the service nmust nmaintain informati on about both
presence entries and in-progress operations in persistent storage.

Consult Section 6.1.1 of [1] for a discussion on the properties of
| ong-lived transaction-identifiers.

Rose,
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4.1 Use of XML and M ME

Section 4.1 of [1] describes how arbitrary M ME content is exchanged
as a BEEP [2] payload. For example, to transmt:

<data content="...’'>
<originator identity=" apex=presence@xanple.com />
<recipient identity= fred@xanple.conm />

</ dat a>

where "..." refers to: <reply code=" 250" transiID="1 />
then the correspondi ng BEEP nmessage might ook |ike this:

MSG 1 1 . 42 1234

Content - Type: multipart/rel ated; boundary="boundary";
start ="<l@xanpl e. com";
type="application/ beep+xm "

- - boundary
Cont ent - Type: appli cati on/ beep+xm
Content-1D: <l@xanple.conp

<data content="cid: 2@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity=" apex=presence@xanple.com />
</ dat a>
- - boundary
Cont ent - Type: appl i cati on/ beep+xm
Content-1D: <2@xanpl e. conp

<reply code='250" translD="1" />
- - boundary- -
END

DO0000000000000O0O0O00O000

or thi

(7]

MSG 1 1. 42 1234
Cont ent - Type: appli cati on/ beep+xm

<data content =" #Content’ >
<originator identity= fred@xanple.com />
<recipient identity=" apex=presence@xanple.com />
<dat a- cont ent Nanme=" Content’ >
<reply code='250" translD="1" />
</ dat a- cont ent >
</ dat a>
END

OO0000000000
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4.2 The Subscribe Operation

When an application wants to (periodically) receive the presence
i nformati on associated with an endpoint, it sends a "subscribe"
el ement to the service

The "subscribe" el enent has a "publisher" attribute, a "duration"
attribute, a "transID' attribute, and no content:

o the "publisher" attribute specifies the endpoint associated with
the presence entry;

o the "translD' attribute specifies the transaction-identifier
associated with this operation; and,

o the "duration" attribute specifies the maxi mum nunber of seconds
for which the originator is interested in receiving updated
presence infornmation.

When the service receives a "subscribe" elenment, we refer to the
"publisher" attribute of that elenent as the "subject", and the
service perforns these steps:

1. If the subject is outside of this adninistrative domain, a "reply"
el ement having code 553 is sent to the originator.

2. If the subject does not refer to a valid endpoint, a "reply"
el ement having code 550 is sent to the originator.

3. If the subject’s access entry does not contain a
"presence: subscri be" token for the originator, a "reply" el enent
havi ng code 537 is sent to the originator.

4. If the originator already has an in-progress subscribe operation
for the subject, then the previous subscribe operation is silently
term nated, and processing continues.

5. If the "transI D' attribute refers to an in-progress subscribe or
wat ch operation for the originator, a "reply" el enment having code
555 is sent to the originator.

6. O herw se:

1. A "publish" elenent, corresponding to the subject’s presence
entry, is imediately sent to the originator.
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2. For each endpoint currently watching subscribers to the
subj ect’s presence information, a "notify" element is
i mediately as sent (c.f., Step 6.3 of Section 4.6).

3. For up to the amount of time indicated by the "duration”
attribute of the "subscribe" element, if the subject’s presence
entry changes, an updated "presence" elenment is sent to the
originator using the publish operation (Section 4.4). Finally,
when the amount of tine indicated by the "duration" attribute
expires, a termnate operation (Section 4.5) is sent to the
ori gi nator.

Note that if the duration is zero-valued, then the subscribe
operation is making a one-tine poll of the presence infornmation.
Accordingly, Step 6.3 above does not occur

Regardl ess of whether a "publish” or "reply" elenment is sent to the
originator, the "transID' attribute is identical to the value found
in the "subscribe" elenent sent by the originator.

4.3 The Watch Operation
VWhen an application wants to (periodically) receive notices about
endpoi nts that are subscribed to receive presence entry, it sends a
"wat ch" el enent to the service

The "watch" el ement has a "publisher"” attribute, a "duration"
attribute, a "translID' attribute, and no content:

o the "publisher" attribute specifies the endpoint associated with
the presence entry;

o the "translD' attribute specifies the transaction-identifier
associated with this operation; and,

o the "duration" attribute specifies the maxi mum nunber of seconds
for which the originator is interested in watching subscribers.

When the service receives a "watch" elenment, we refer to the
"publisher" attribute of that elenent as the "subject”, and the
service perforns these steps:

1. If the subject is outside of this adninistrative domain, a "reply"
el enent having code 553 is sent to the originator.

2. If the subject does not refer to a valid endpoint, a "reply"
el ement having code 550 is sent to the originator.
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3. If the subject’s access entry does not contain a "presence: watch"
token for the originator, a "reply" elenent having code 537 is
sent to the originator.

4. If the originator already has an in-progress watch operation for
the subject, then the previous watch operation is silently
term nated, and processing continues.

5. If the "transI D' attribute refers to an in-progress subscribe or
wat ch operation for the originator, a "reply" el ement having code
555 is sent to the originator.

6. O herw se:
1. A "reply" elenent having code 250 is sent to the originator.

2. For each endpoint currently subscribing to the subject’s
presence information, a "notify" elenent is inmediately sent to
the originator (c.f., Section 4.6).

3. For up to the amount of time indicated by the "duration"
attribute of the "watch" el enent, whenever a subscribe
operation succeeds or a subscription is termnated, a "notify"
element is sent to the originator. Finally, when the anount of
time indicated by the "duration" attribute expires, a termnate
operation (Section 4.5) is sent to the originator.

Note that if the duration is zero-valued, then the watch operation
is making a one-tine poll of the presence information
Accordingly, Step 6.3 above does not occur.

Regardl ess of whether a "notify" or "reply" elenment is sent to the
originator, the "transID' attribute is identical to the value found
in the "presence" el enent sent by the originator.

4.4 The Publish Operation

When an application wants to nodify the presence entry associ ated

with an endpoint, it sends a "publish" elenent to the service. 1In
addition, the service sends a "publish" elenent to endpoints that

have subscribed to see presence information (c.f., Section 4.2).

The "publish" el enent has a "publisher" attribute, a "translD"
attribute, a "tinmeStanmp" attribute, and contains a "presence"
el emrent :

o the "publisher” attribute specifies the endpoint to be associated
with the presence entry;
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o the "translD' attribute specifies the transaction-identifier
associated with this operation;

o the "tinmeStanp" attribute specifies the application’s notion of
the current date and tinme; and,

o the "presence" elenent contains the desired presence entry for the
endpoi nt .

VWen the service sends a "publish" element, the "transl D' attribute
specifies the transaction-identifier associated with the subscribe
operation that caused this "publish" element to be sent, and the
"timeStanp" attribute specifies the service's notion of the current
date and tine. No reply is sent by the receiving endpoint.

When the service receives a "publish" element, we refer to the
"publisher" attribute of that elenent as the "subject”, and the
service perforns these steps:

1. If the "publisher" attribute of the "publish" elenent doesn’t
match the "publisher" attribute of the "presence" el ement
contained in the "publish" elenent, a "reply" el enent having code
503 is sent to the originator.

2. If the subject is outside of this adnm nistrative donain, a "reply"
el enent having code 553 is sent to the originator.

3. If the subject does not refer to a valid endpoint, a "reply"
el ement having code 550 is sent to the originator.

4. |f the subject’s access entry does not contain a
"presence: publish" token for the originator, a "reply" el enment
havi ng code 537 is sent to the originator.

5. If the "lastUpdate"” attribute of the "publish" elenment is not
semantically identical to the "lastUpdate" attribute of the
subj ect’s presence entry, a "reply" elenment having code 555 is
sent to the originator. (This allows a sinple mechanismfor
atomi ¢ updates.)

6. O herw se:

1. The subject’s presence entry is updated fromthe "publish"
el ement .

2. The "lastUpdate" attribute of the presence entry is set to the
service's notion of the current date and tine.
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3. A"reply" elenent having code 250 is sent to the originator.

When sending the "reply" elenment, the "translD' attribute is
identical to the value found in the "publish" elenment sent by the
ori gi nator.

4.5 The Term nate Qperation

When an application no | onger wi shes to subscribe to presence
information or to watch endpoints that are subscribed to receive
presence information, it sends a "term nate" elenment to the service;
simlarly, when the service no | onger considers an application to be
subscribing or watching, a "termnate" elenment is sent to the
application.

The "term nate" elenent contains only a "translD' attribute that
specifies the transaction-identifier associated an in-progress
subscribe or watch operation. Section 9.1 of [1] defines the syntax
for the "term nate" el enent.

When the service receives a "terninate" element, it perforns these
st eps:

1. If the transaction-identifier does not refer to a previous
subscri be or watch operation for the originator, an "error"
el ement having code 550 is returned.

2. O herw se, the previous subscribe or watch operation for the
originator is termnated, and a "reply" el enent having code 250 is
sent to the originator.

Note that following a term nate operation, the originator may receive
further presence or watcher updates. Although the service will send

no further updates after processing a term nate operation and sendi ng
the reply operation, earlier updates nmay be in transit.

4.6 The Notify Qperation
The service sends a "notify" elenent to endpoints that are watching
ot her endpoints subscribed to presence information (c.f., Section
4.3).
The "notify" elenment has a "subscriber" attribute, a "translD"
attribute, a "duration" attribute, an "action" attribute, and no
content:

o the "subscriber" attribute specifies the endpoint that is
subscribed to presence information; and,
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o the "translD' attribute specifies the transaction-identifier
associated with the watch operation that caused this "notify"
el enent to be sent;

o the "action" attribute specifies whether a subscription or its
term nati on has occurred; and,

o if a subscription is being reported, the "duration" attribute
specifies the requested duration of the subscription

No reply is sent by the receiving endpoint.
4.7 The Reply Operation
Wi | e processing operations, the service may respond with a "reply"
element. Consult Sections 10.2 and 6.1.2 of [1], respectively, for
the definition and an exposition of the syntax of the reply el enent.
5. Registration: The Presence Service
Wl | - Known Endpoint: apex=presence
Synt ax of Messages Exchanged: c.f., Section 6

Sequence of Messages Exchanged: c.f., Section 4

Access Control Tokens: presence: subscribe, presence:watch,
presence: publi sh

Contact Information: c.f., the "Authors’ Addresses" section of this
meno

6. The Presence Service DID

<l--
DTD for the APEX presence service, as of 2001-05-08

Refer to this DTD as:
<I ENTI TY % APEXPRESENCE PUBLI C "-//| ETF/ / DTD APEX PRESENCE/ / EN'

ey

YAPEXPRESENCE
S

<IENTITY % APEXCORE PUBLIC "-//1ETF// DTD APEX CORE//EN' "">
YAPEXCORE
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<l--
Synopsi s of the APEX presence service
servi ce VWKE: apex=presence

message exchanges:

consuner initiates service replies

subscri be publish or reply
term nate reply

wat ch reply

publ i sh reply

service initiates consuner replies
term nate (not hi ng)

publ i sh (not hi ng)

notify (not hi ng)

access control

t oken tar get

presence: subscri be for "publisher" of "subscribe" el enent
presence: wat ch for "publisher" of "watch" el enent
presence: publi sh for "publisher" of "publish" el enent

-->

<! ELEMENT subscri be EMPTY>
<! ATTLI ST subscri be

publ i sher  %ENDPO NT; #REQUI RED
transli D %N Q D, #REQUI RED
duration YSECONDS; #REQUI RED>
<! ELEMENT wat ch EMPTY>
<! ATTLI ST wat ch
publ i sher  %ENDPO NT; #REQUI RED
transli D %N Q D, #REQUI RED
duration YSECONDS; #REQUI RED>
<I-- publisher attributes nust match in publish and presence -->
<! ELEMENT publ i sh (presence) >
<! ATTLI ST publ i sh
publ i sher YENDPQO NT; #REQUI RED
transl D %Nl Q D; #REQUI RED
timeStanp %1 MESTAMP; #REQUI RED>
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<! ELEMENT notify EMPTY>
<! ATTLI ST notify

The Application Exchange (APEX) Presence

subscri ber %&ENDPO NT; #REQUI RED
transl D %N Q D; #REQUI RED
duration YSECONDS; "o"
action (subscri be|term nate)
"subscri be">
<I--
presence entries

-->

<! ELEMENT presence (tuple+)>
<I ATTLI ST presence

publ i sher  %ENDPO NT; #REQUI RED
| ast Updat e %1 MESTAMP, #REQUI RED
publ i sherlnfo
%Rl ; ">
<! ELEMENT tupl e (capability*)>
<I' ATTLI ST tuple
destinati on %R ; #REQUI RED
avai | abl eUnt i
%1 MESTAMP; #REQUI RED
tuplelnfo %Rl ; ">
<l-- e.g., baseline="urn:ietf:rfc:rfc2533" -->

<! ELEMENT capability (#PCDATA) >
<I ATTLI ST capability
basel i ne %R #REQUI RED>
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7. Security Considerations
Consult [1]'s Section 11 for a discussion of security issues.
In addition, timestanps issued by the the presence service my
di scl ose location information. |If this information is considered
sensitive, the special tinmezone value "-00:00" may be used (after
converting the local tine accordingly).
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devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.
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