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Applicablity of Standards Track M Bs to Management of World Wde
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Status of this Meno

This meno provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlinted.

1. Abstract

Thi s docunent was produced at the request of the Network Managenent

Area Director following the HTTP-M B BOF at the 35th | ETF neeting to
report on the applicability of the existing standards track MBs to

management of WMV servers.

Requi renents for managenent of a Wrld Wde Wb (WWY server are
presented. The applicable existing standards track M Bs are then
exam ned. Finally, an analysis of the additional groups of MB

attributes that are needed to neet the requirenents is presented.
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2. Overview

The World Wde Wb (WMWY is a network of information, accessible via
a sinmple easy to use interface. The information is often presented
in HyperText or nulti-nmedia. The information is provided by servers
which are located all around the world. The usability of the web
depends largely on the performance of these servers. WWVservers are
typically nmonitored through log files. This becones a difficult task
when a single organization is responsible for a nunber of servers.

Si nce many organi zations currently use the Internet Standard SNWP to
manage their network devices, it is desirable to treat these WW
servers as additional devices within this franmework. This will allow
a single Network Managenent Station (NVMS) to automate the managenent
of a nunber of WWVservers as well as the entire enterprise. Defining
a standard for this purpose allows a single managenent application to
manage a nunber of servers froma variety of vendors. Additionally,
a formal definition of what has to be nanaged and how to manage it
tends to lead to integrated and inproved perfornmance and fault
managenent .

Content providers are interested in the access statistics and
configuration of their sites. The content provider nay be the sane or
a different organization than the one that naintains the server as a
whole. It may be possible to realize the new paradi gm of "Custoner
Net wor k Management" to provide this information to the content
provider. This neans that there exists a distinct organization

di fferent than the network operations center that is also interested
in the managenment information froma device. Customer network
managenent is desirable to all ow each content provider on a server to
access information about his own docurments independent of the rest.

Various organi zati ons may be interested in SNVP manageabl e VWWV
clients and proxies as well. At this tinme, our focus is on WW
servers. A natural extension to this work could be a framework for
managi ng WAV ients and general information retrieval systens |ike
VWAV proxi es, NNTP, GOPHER, FTP and WAIS. The focus of this docunent
remai ns t he managenent of WWVservers.
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3. Requirenents

WAV servers can be viewed from several perspectives when assigning
management responsibilities. For the sake of discussion, these

per spectives are named the Operational Mdel and the Service Mdel
The Operational Mdel views WWVservers as conputers with hardware

di sk, OS and web server software. This npdel represents the actua
resources that nake up the nmachine so that it can be nonitored from
the perspective of resource utilization. The Service Mdel views the
WAV server as a bl ack box that sinply handl es the responses to
requests fromclients |ocated on the web.

The two nodel s conplinment each other while providing distinct

i nformati on about the server. Menbers of the organization
responsi ble for the WNVserver, may be interested in one and/or both
of the management nodels. For this reason, the nanagenent

i nformati on shoul d be scalable, for one or both nodels to be

i mpl enent ed i ndependent of the other

Wth this in mnd, the requirements for WWVserver managenent can are
sunmmari zed bel ow by expandi ng upon those generated at the HTTP-M B
BOF.

3.1 Operational Mdel Requirenents
3.1.1. Host specific and Application Mnitoring

This includes nonitoring the utilization of CPU, disk and network
capacity.

3.1.2. Dependenci es anpong applications.

Sonme systens inplenent a nunber of services within a single piece of
code. Others use nultiple pieces of code to inplenent the same set of
services. Because of this, dependenci es devel op anbng processes.
These dependenci es becone critical when a particul ar process needs to
be stopped, restarted or reconfigured. These dependenci es need to be
defined within the nanagenent information so that management
applications can operate the systens correctly.

3.1.3. Error generation and reporting
The WMV server generally reports errors via logging facilities. The

format of the log file is not well defined. It is required that a
standard facility for error reporting be utilized.
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3.1.4. Capacity planning

It is required to obtain statistics which can be used for capacity
pl anni ng purposes. This includes planning for increased network
bandwi dt h, conputing power, disk space, number of concurrent server
t hreads, etc.

3.1.5. Log Digester

WAV servers generally report status information by data generated in
Common Log Format [1]. This information needs to be preserved as
attributes in a MBto facilitate renbte nonitoring providing a
standard way to represent and retrieve the nanagenent i nfornmation.

3.2. Service Mdel Requirenents
3.2.1. Retrieval services

Retrieval services are an abstract decoupling the informati on space
fromthe underlying transport mechanism The goal at this tine is to
focus on the requirenments for managerment of WWVservers. There nay be
consi derabl e overlap with other types of servers like (FTP, NNTP
GOPHER and WAIS). The term"retrieval services" is used here to
retain this abstraction. It is required to get statistics about the
usage and performance of the retrieval services.

3.2.2. Docurent information store -- managi ng docunents.
Information froma WW server can be static (a file) or dynam c (the
out put of sone processing). Managenent of these two types of
i nformati on sources range from nai ntai ni ng access statistics and
access permissions to verifying the operational status of al
applications that provide the dynam c information.

3.2.3. Server configuration.

It is desirable to be able to centralize configurati on nanagenent of
the servers within an enterprise

3.2.4. Server Control.

WAV servers generally need to be controlled in regards to starting
and stopping themas well as rotating log files.

3.2.5. Quality of Service

Provide an indication of the quality of service the WWVserver is
provi di ng.
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4. Relationship to existing |ETF efforts

In general, a WWVserver is made up of or depends upon the follow ng
conponent s:

-a general purpose workstation running sone operating system
-http server software to answers requests fromthe network
-various support routines |like CE programs or externa
applications (like DBMS) used to access information

-a docunent store on one or nore storage devices

The heal th and performance of each of the above conponents is of
i nterest when nmanagi ng a WNWV server.

There are a nunber of standards track M B nodul es that are of
interest to the above list of items. This list includes MB-11 [2],
Host Resources MB [3], Network Service Mnitoring MB [4] and
Application MB [5].

This creates an inpressive list of attributes to be inplenmented. A
definition of various |levels of managenent of a WNWVserver is desired
so that the inplenentor may scale his inplenentation in chunks which
may include various conponents of each section. For instance, this
may al | ow cust oner network managenment without requiring the other
groups bei ng i nmpl enent ed.

4.1. MB-11 [2]

M B-11 defines the managed objects which shoul d be contained within
TCP/ | P based devi ces.

The WAV server shoul d support the applicable portions of MB-11
This set probably includes, as a mninum the follow ng groups:
system interfaces, udp, icnp, tcp and snmp.

4.2. Host Resources MB [ 3]

This M B defines a uniformset of objects useful for the managenent
of host conputers independently of the operating system network
services, or any software application.

The MB is structured as six groups; each specified as either
"mandatory" or "optional". If ANY "optional" group of the MBis

i mpl enented, then ALL "nmandatory" groups of the MB nust also be

i mpl enented. This may cause inpl enentation problens for sone

devel opers since nmany of these attributes require intimte know edge
of the CS.
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The groups defined by the MB are:

- System Group Mandat ory
-Storage G oup Mandat ory
- Devi ce Group Mandat ory

-devi ce types
-device table
-processor table
-network table
-printer table

-di sk storage table
-partition table
-file-systemtabl e
-file-systemtypes

- Runni ng Software G oup Opt i ona
- Runni ng Sof tware Performance G oup Opt i ona
-Install ed Software G oup Opti ona

The system group provides general status infornmation about the host.
The storage and device groups define the information about the
configuration and status of the resources which conpose the host. It
defines the resources which nmake up a generic host system and how
they relate to each other. Mich of this information is useful for
managi ng various aspects of a WMWVserver, like the file system and
CPU utilization. This information is useful for meeting the
operational requirements. Miuch of this information is however nore
detail ed than many WNWV server nanagers require for service |eve

requi renents.

The remai ni ng groups define software conmponents which are installed
and/ or running on the host. Performance information is defined which
ext ends that defined for each running process. Unfortunately, the
mappi ng between running software and installed software is difficult
since it is related by a foreign key (Product 1D) which does not
appear to be required to exist in either table [6]. There is no
provision to represent a group of processes which together perform
sonme task (I E an application made up of nultiple processes). The
Applications MB WG plans to address these deficiencies.

4.3. Network Services Mnitoring MB [4]

This M B is one of three docunents produced by the MADMAN ( Message
And Directory MANagenment) Working group. It defines a set of genera
purpose attributes which would be appropriate for a range of
applications that provide network services. This definition is from
the perspective of the service wi thout considering the inplenentation
in terns of host conputers or processes. Attributes provide
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statistics and status on the in-bound and out-bound associ ati ons that
are currently active, and which have been active.

This MB is intended to be the mninumset of attributes comon
across a number of Network Service Applications. Additiona
attributes are to be defined as necessary to manage specific network
service applications. WWservers clearly fall into the category of
network service applications. Al attributes inthis MB are

rel evant to WAV servers.

The M B consists of two tables:

-appl Tabl e Mandat ory
-assocTabl e Opti ona

The appl Tabl e descri bes applications that provide network services
and keeps statistics of the current nunber of active associations and
the total nunber of associations since application initialization

The assocTabl e contains nore detailed information about active
associ ati ons.

The other two M Bs defined by MADMAN, MTA MB [7] and DSA MB [ 8],
are not relevant to the managenent of WWVservices. They do,
however, denonstrate how to extend the Network Services Monitoring
M B for a specific set of applications.

4.4. Application MB [5]

The Application MB W is defining two separate MBs: the sysApplMb
and the app/Mb. The first defines attributes that can be nonitored
wi t hout instrumenting the applications. The second will define
additional attributes requiring application instrunmentation

The sysAppl M B allows for the description of applications as a
col l ection of executables, and files installed and executing on a
host conputer. The objects support configuration, fault and
performance managenent of sone of the basic attributes of application
sof t war e.
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The groups defined in the sysAppl MB are:

-System Application Installed G oup Mandat ory
-sysAppl I nstal | edTabl e
- sysAppl Cf gEl nt Tabl e

-System Application Run Goup Mandat ory
- sysAppl RunTabl e
- SysAppl Past RunTabl e
- sysAppl El nt RunTabl e
- sysAppl El nt Past RunTabl e

The sysAppl I nstal |l edTabl e captures what applications are installed on
a particular host and the sysAppl Cf gEl nt Tabl e provides information
regardi ng the executabl es and non executable files which collectively
conpose the application. The sysAppl RunTabl e contains the application
i nstances which are currently running and the sysAppl Past RunTabl e
contains a history about applications which have previously executed
on the host. The sysAppl El nt RunTabl e contai ns the process instances
which are currently running and sysAppl El nt Past RunTabl e contains a

hi story about processes which have previously executed on the host.

It should be noted that two inplenmentations of the sane set of
network services may each define a different set of processes and
files within this MB. Utimtely enough nanagenent information is
needed so that these different inplenentations can at |east be
managed simlarly.

WNWV servers fall into the general category of application software.
Therefore the attributes of this MB are applicable if the process
| evel detail is requested to neet the Operational Model requirenents.

The Application MB Wsis to resolve the probl enms described above
with the rel ationship between the running and installed software of
t he Host Resources M B.

5. Summary of Existing Standards Track M Bs

The existing MBs are | argely orthogonal as denonstrated by the

di agram bel ow. Host Resources relates network information to the
interfaces defined in MB-11. The systemapplication MB relates its
running elenment table to the equivalent entry in the Host Resources
runni ng software table.

It should be noted that the running software of the Host Resources

i ncl udes ALL software running on the host, while the running el ement
table of the systemapplication MB only includes "interesting”
processes of nonitored applications.
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In the diagram bel ow, "Qher Services", "Application Specific MBs"
and "Application MB" represent work to be done or in progress.

Fom e e e e oo - +
| Application
| Specific MBs
S +
I e = +------! -------- +
| & her | | MIA] |DSA] | Application
| services| |[MB| |MB| | M B |
Fomm oo I R S I T T I ppup +
+---!--------!-----!-+ +------! -------- S I + - +
| Network Services | | System | | Host Resources| |MB-II
| Moni toring MB | |Application MBJ--| M B | --]
o e e e oo SR SRS S SR YRRy +  ------ +

The stack of M Bs above "Network Services Mnitoring MB" represent
nonitoring fromthe Service Mbdel. The other stacks represent
nmonitoring fromthe Operational Mdel. Neither of these stacks goes
to the level of specific detail for any application. The author is of
the opinion that HTTP or Web Server specific MBs would exist at the
top of each stack to represent the service and i nplenmentation view of
the server respectively. There should be a relationship between
these two perspectives defined so that the correl ati ons between the
two perspectives is possible. This relationship would be useful for
general application and service nonitoring in addition to just web
servers. However, it is not of specific interest to either the
MADMAN WG or the Application MB Wa It is therefore suggested that
such a relationship is defined in a general case outside of either of
those groups that would be applicable for WWVservers as well as for
ot her application to service mappi ngs.

6. Definition of additional attributes

The existing MB attributes neet the Operational Mdel Requirenent
for tracking information specific to a host. Specifically, MB-II
Host Resources and the Applications MB address these itens. The
Net wor k Servi ces M B addresses a portion of the service node

requi rement for the decoupling of the information space fromthe
transport mechani sm

Several sets of additional attributes are needed to neet the

remai ning requirements. These additional attributes nay be generally
applicable to other network information retrieval services (like FTP,
NNTP, GOPHER and WAIS) as well as client and proxy managenent.
Managenent of these services is not the scope of this document.
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These additional attributes can be classified as:

1)

2)

3)

4)

5)

6)

o

Definition of relationship between the Network Services Mnitoring
and Application MBs. This allows the functional organization of
the server to be known. It allows the nanagenent application to
understand the effect of restarting specific processes on the
services provided. This addresses the Qperational Mde

requi rement to nodel dependenci es between applications.

Additions to generic Network Services Mnitoring MB. A draft [9]
has al ready been circulated due to the work of a mailing |ist and
a sanple inplenentation. These attributes list a summary at the
service level of the configuration and the health of the server.
Fromthis, performance netrics can be observed. |In addition, the
health of the server in ternms of data tineouts is known. These
attributes address the requirenent for Operational Mdel tracking
of specific activity and the requirenment for Service Mde
retrieval services.

Docurent storage and access statistics are needed to address
servi ce nodel requirenents.

Additions to Application MB are required to address server
configuration requirenents in the service nodel.

Error and fault managenent attributes are required to address
requi renments for tracking specific activity of the web server.

Configuration and Control are itens that may be able to be defined
in a general way within the applications MB. If not, a specific
definition would be required here.

the itens listed above, (1) is needed on a general basis. The

ot hers appear to the author as WWVserver specific unless the scope

of

the work is opened to WAV clients and proxies as well as other

services (like NNTP, FTP, GOPHER and WAI S)
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7. Usage Scenari os

The exanpl e scenario will be a single host conputer which inplenents
WAV services using the "virtual domain" concept. In this nodel, a
single host perfornms as the WAWVserver for one or nore addresses.
For the purpose of exanple, we will specify that there are three
donai ns being serviced fromthis host whose WWVservers are:

- WWW. a. com
-WwWw. b. com
- WWW. C. com

Sone i nmpl enentations nmay i npl enent these services as one set of
processes that handl e requests for each of the addresses. hers may
i mpl enent these services as a set of processes for each address.

This means that the relationship defined between the Network Services
Monitoring M B and Application MB conponents of the managenent
informati on may vary between different inplenentations of the sane
configurati on.

M B-11 and Host Resources woul d provide the information about the
host including the CPU, disk and network. The Host Resource running
tabl e provide information on the processes in the system

There woul d be an entry in the Network Services Mnitoring appl Tabl e
for each virtual domain. In addition, the assocTabl e shows which
connections are currently active. An extension to the association
tabl e woul d be hel pful to provide information as to what is being
transmtted.

The sysAppl M b would have entries inits installed software tables
for the web server software and each "interesting" conponent. This
shoul d i nclude the server binary, CE progranms, configuration files
and possibly the server log files. Depending on the inplenmentation
of the server, the processes for each domain may show up in the sane
or different running software tables.

Addi tional information as described in the previous section would
round out the managenent information that woul d be available for the
WAV ser ver.

8. Concl usi on

A nunber of currently defined attributes are useful for managenent of
a WWVserver. Specifically, MB-11 and Host Resources shoul d be

consi dered for nonitoring the health of the machine in ternms of host
and network configuration and capacity. The Network Services
Monitoring M B and the Application M Bs provide a general franmework
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to represent the conponents of the WWVserver fromboth a service and
i mpl enent ati on perspective. The Network Services Mnitoring MB
suggests that extensions are necessary to cover specific network
application nonitoring. A set of such attributes can be well defined
to provide status information of the WWVserver. The Application MB
suggests simlar extensions. Sone of these attributes may be generic
to all applications, and thus be inplenented within the scope of the
app/Mb. It is the opinion of this author that there will stil

remai n specific instrumentation for WWVservers that can not, and
shoul d not, be covered in the Network Services Mnitoring and
Application M Bs.

Since the Network Services Monitoring MB and the Applications MB
represent orthogonal efforts of managenment, it is desirable to define
the rel ationship between the two in a standard way. This definition
is probably nmore than a sinple pointer fromone table to another
Since it is outside the scope of either of those efforts, it is this
author’s opinion that that definition could and shoul d be addressed
within the scope of defining nanagenment of a specific application (IE
WAV servers). This defintion although defined for a particular
application, should be useful in a general way to describe the

rel ati onshi p between the Network Services Mnitoring MB and the
Applications MB

Additional attributes are needed in order to neet all of the
requi renents specified in this document. An |ETF standard woul d
prevent independent devel opnents of this effort in many enterprise

MBs. It also allows managenent applications to control servers from
multiple vendors. It is likely that as the work in this area
progresses, the managenent information will be useful for other

Network I nfornmation Retrieval services (like FTP, GOPHER, WAl S and
NNTP) as wel .

Finally, the Operational Mdel and Service Mdel Requirements lead to
two mai n uses of the nmanagement information. Design of the MB

i ncludi ng the usage of the existing MBs should all ow one or the

ot her or both of these nodels to be inplenented in a standard way.
This may be desirabl e dependi ng specifically on the audi ence of the
data, the cost of instrunmentation and the resources of the system
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Further I nformation

The current status of the HTTP-M B standardi zati on can be found on
the World Wde Wb at <URL:http://http-m b.onranp.net/>. An enail
list is in operation for discussion of this topic. To subscri be,
send email to "http-m b-request @nranp.net” with the nessage body of
"subscri be HITP-M B".

Security Considerations
Security issues are not discussed in this nmenp.
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