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Abstract

Cyber Cash is devel oping a general paynents systemfor use over the
Internet. The structure and comuni cations protocols of version 0.8
are described. This version includes credit card paynents only.
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Hi story
For historic purposes, it should be noted that this document was
first posted as an Internet draft, and thus made publicly avail abl e,
on 8 July 1995.

Tabl e of Contents

1. Overall System . ... ... .. 3
1.1 System OVerVi €W . .o oot e e e 3
1.2 Security Approach. . ... ... ... 5
1.2.1 Authentication and Persona ldentity.................. 5
1. 2. 2 PriVaCy. .ottt e e e e 6
1.3 Credit Card Qperation............u . 6
2. Ceneral Message Wapper Format.......................... 7
2.1 Message FOormat. ... .. ... .. e 7
2.2 Details of Format....... ... . . ... 8
2.3 Body Parts........ ... 8
2.4 Transparent Part........... ... 9
2.5 Opagque Part. .. ... ... 10
2.6 Trail er. . ... .. 10
2.7 Exanpl e MeSSagesS. . ..ot 11
3. Signatures and Hashes.......... ... ... . .. . . . .. .. 12
3.1 Digital Signatures............c. i 12
3.2 Hash Codes. ... 13
4. Specific Message Formats..............c. ... 13
4.1 Persona Registration and Application Retrieval........ 14
4.1.1 RL - registration........... ... 14
4.1.2 R2 - registration-response. .. ...........uuiiuiunoo.. 15
4.1.3 GAL - get-application............ ... . ... . . ... 16
4.1.4 GA2 - get-application-response...................... 17
4.2 Binding Credit Cards........ ... ... 18
4.2.1 BC1 - bind-credit-card........... ... .. ... .. ... ... ... 18
4.2.2 BCA - bind-credit-card-response. .................... 20
4.3 Custoner Credit Card Purchasing Messages.............. 21
4.3.1 PRL - paynment-request.......... ... 21
4.3.2 CHL - credit-card-paynent............ ... ... 23
4.3.3 CH2 - charge-card-response. . .........uuiiineunn... 24
4.4 Merchant Credit Card Purchasing Messages.............. 25
4.4.1 CML - auth-only. ... ... .. . . 26
4.4.2 CM2 - auth-capture....... ... ... 28
3.4.3 CMB - post-auth-capture............ ... .. ... ... . ..... 28
4.4.4 CME - VOId. ... 30
4.4.5 CVb - retuUrn. ... 32
4.4.6 CM6 - charge-action-response. .............ouuuunn... 32
4.4.7 The MWF Message Series. . ... ..., 34
4.4.8 CD1 - card-data-request.......... ... ... 35
4.4.9 CD2 - card-data-response. ..........c.uiiiiiunnnnnnn. 37

East| ake, et al I nf or mati onal [ Page 2]



RFC 1898 Cyber Cash Version 0.8 February 1996

4.5 Utility and Error MeSSOEeS. ..o v ittt it e 38
4.5.1 PL - PiNg. .. 39
4.5.2 P2 - pPiNg-TreSPONSe. . .ottt 39
4.5.3 TQL - transaction-quUery. ... ... ... 40
4.5.4 TQ - transaction-cancel .............. .. .. .. ........ 41
4.5.5 T@ - transacti ON-responsSe. .. .....c.cuiiiiiennnnnn.. 42
4.5.6 UNKL - UNKNOWN- @I roOr. ..ottt e et e e e 44
4.5.7 DL1 - diagnostic-10Q.. ... ... 46
4.5.8 DL2 - nmerchant-diagnostic-log....................... 47
4.6 Tabl e of Messages Described........... .. ... ... .. ...... 48
5. Future Developnment. ...... ... ... 49
5.1 The Credit Card Authorization/C earance Process....... 49
5.2 Lessons Learned. .. ... ... 50
6. Security Considerations.............. ... 51
Ref erences. . . ... 51
Aut hor s’ Addr eSSesS. . . ..ot 52

1. Overall System

Cyber Cash, Inc. of Reston, Virginia was founded in August of 1994 to
partner with financial institutions and providers of goods and
services to deliver a safe, convenient and inexpensive system for
maki ng paynents on the Internet. The CyberCash approach is based on
establishing a trusted |ink between the new world of cyberspace and
the traditional banking world. CyberCash serves as a conduit through
whi ch paynments can be transported quickly, easily and safely between
buyers, sellers and their banks. Significantly - much as it is the
real world of comrerce - the buyer and seller need not have any prior
exi sting relationship

As a neutral third party whose sole concern is ensuring the delivery
of payments fromone party to another, CyberCash is the linchpin in
del i vering spontaneous consumer el ectronic commerce on the Internet.

1.1 System Overvi ew

The Cyber Cash systemwill provide several separate paynent services
on the Internet including credit card and el ectronic cash. To gain
access to CyberCash services, consuners need only a personal computer
with a network connection. Simlarly, nmerchants and banks need make
only m nimal changes to their current operating procedures in order
to process CyberCash transactions, enabling themto nore quickly
integrate safe on-line paynents into their existing service

of ferings. Comunications with banks are over existing financia
comuni cati ons networks.
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To get started, consumers downl oad free software from Cyber Cash on
the Internet. This software establishes the electronic |ink between
consuners, nerchants and their banks as well as between individuals.
To make gai ni ng access to the CyberCash system even easier, CyberCash
"PAY" buttons may be incorporated into popul ar on-line service and
software graphical user interfaces so that consuners using these
products can easily enter the CyberCash system when they are ready to
nmake paynents for goods and services. Consuners need not have any
prior relationship with CyberCash to use the CyberCash system They
can easily set up their CyberCash persona on-line.

Transactions are automated in that once the consuner enters
appropriate information into his own conputer, no nanual steps are
required to process authorization or clearance transactions through
the entire system The consuner need only initiate paynent for each
transaction by exercising the pay option on an electronic form
Transactions are safe in that they are cryptographicly protected from
tampering and nodification by eavesdroppers. And they are private in
that information about the consuner not relevant to the transaction
is not visible to the nmerchant.

Fomm e oo - + Fomm e oo - +
| | | |
| Internet | | Internet |
| customer A------------ + nmerchant +
| | |/ |
S + S +
/
/
S | -+
| CyberCash |
| server |
+---- - S R, | -+
| |
| |
R S R, [--------- +
| +-------- + S T + |
| | card Fomemm - + / charge |
| | issuer | | acquirer | |
| B R + S +|
| |
| |

SYSTEM OVERVI EW
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1.2 Security Approach

The Cyber Cash system pays special attention to security issues. It
uses encryption technology fromthe world s | eadi ng sources of
security technology and is committed over time to enpl oyi ng new
security technol ogi es as they energe.

1.2.1 Authentication and Persona ldentity

Aut henti cati on of nmessages is based on Public Key encryption as

devel oped by RSA. The CyberCash Server maintains records of the
public key associated with every custonmer and nmerchant persona. It
is thus able to authenticate any information digitally signed by a
customer or nerchant regardl ess of the path the data followed on its
way to the server. The corresponding private key, which is needed to
create such digital signatures, will be held by the customer or
merchant and never revealed to other parties. |In custoner software,
the private key is only stored in an encrypted formprotected by a
passphr ase.

Wil e the true CyberCash identity of a custoner or merchant is
recogni zed by their public/private key pair, such keys are too

cunber some (over 100 hex digits) to be renenbered or typed by people.
So, the user interface utilizes short al phanunmeric ID s selected by
the user or nerchant for purposes of specifying a persona. CyberCash
adds check digits to the requested ID to nminimze the chance of

acci dental wong persona selection. Persona |IDUs are essentially
public information. Possession of an persona ID wi thout the
corresponding private key is of no benefit in the current system

I ndi vi dual s or organi zations nay establish one or nore CyberCash
customer personas directly with CyberCash. Thus, an individual nmay
have several unrel ated CyberCash personas or share a CyberCash
persona with other individuals. This approach provides a degree of
privacy consistent with Internet presence generally and with cash
transactions specifically. However, persona hol ders who wish to use
a credit card for purchases in conjunction with their CyberCash
persona nmust first nmeet such on-line identification criteria as the
card issuing organi zation requires.

Control over a CyberCash persona is normally available only to an
entity that possesses the private key for that persona. However, a
special provision is made to associate an energency cl ose out
passphrase with a CyberCash persona. On receipt of the energency

cl ose out passphrase, even if received over insecure channels such as
a tel ephone call or ordinary email, CyberCash will suspend activity
for the CyberCash persona. This energency cl ose-out passphrase can
be stored separately fromand with somewhat |ess security than the
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private key for the persona since the energency passphrase can not be
used to divert funds to others. This provides sone protection agai nst
| oss or misappropriation of the private key or the passphrase under
which the private key in kept encrypted. In the cash system the
emer gency cl ose-out passpharase may al so transfer the persona bal ance
to a designated bank account.

1.2.2 Privacy

Encrypti on of nmessages use the Digital Encryption Standard (DES)
commonly used in el ectronic payment systens today. It is planned to
superencrypt (i.e., encrypted nore than one level) particularly
sensitive information, such as PIN nunbers, and handl e them so that
the plain text readable version never exists in the CyberCash system
except nonentarily, wi thin special purpose secure cryptographic
hardware that is part of the server, before being re-encrypted under
anot her key.

The processing of card charges through the CyberCash systemis
organi zed so that the nerchant never |learns the custonmerUs credit
card nunber unl ess the nerchantUs bank chooses to release this
information to the merchant or it is required for dispute resolution
In addition, the server maintains no pernmanent storage of card
nunbers. They are only present while a transaction involving that
card is in progress. These practices greatly reduce the chance of
card nunber mi sappropriation

1.3 Credit Card QOperation

Usi ng the CyberCash systemfor credit card transactions, once price
has been negotiated and the consuner is ready to purchase, the
consumer sinmply clicks on the CyberCash "PAY" button displayed on the
nmerchant interface, which invokes the merchant Cyber Cash software.
The nerchant sends the consumer an on-line invoice that includes

rel evant purchase information which appears on the custonmerUs screen
(See PRL nessage.) The consuner adds his credit card number and
other information by sinply selecting froma list of credit cards he
has registered to his CyberCash persona. Al this information is
digitally signed by the customer’s CyberCash software, encrypted, and
passed, along with a hash code of the invoice as seen by the
customer, to the nerchant. (See CHl nessage.)

Upon receipt, the nerchant adds additional authorization informtion
which is then encrypted, electronically signed by the nmerchant, and
sent to the CyberCash Server. (See CML & CM2 nessages.) The

Cyber Cash Server can authenticate all the signatures and be sure that
the customer and merchant agree on the invoice and charge anount.

The Cyber Cash Server then forwards the relevant information to the
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acquiring bank along with a request on behalf of the nmerchant for a
speci fic banki ng operati on such as charge authorization. The bank
decrypts and then processes the received data as it would nornally
process a credit card transaction. The bank’s response is returned
to the CyberCash Server which returns an electronic receipt to the
nmerchant (see CMb nessage) part of which the nmerchant is expected to
forward to the custonmer (see CH2 nessage). The transaction is
conpl et e.

2. Ceneral Message Wapper For nat

Version 0.8 of the external format for the encodi ng of CyberCash
nessages i s described bel ow CyberCash nessages are stylized
docunents for the transm ssion of financial data over the Internet.

VWil e there are nunerous schenes for sending information over the
Internet (HTTP, SMIP, and others), each is attached to a specific
transm ssi on nechanism Because CyberCash nessages will need to
travel over each of these nedia (as well as others) a transni ssion
i ndependent nechani smis needed.

2.1 Message For mat
Cyber Cash nmessages consist of the follow ng conponents:

1. Header - defines the start of the CyberCash nessage and incl udes
version informtion.

2. Transparent Part - contains information that is not private.

3. Opaque Part(s) - contains the financial information in the
nessage and is both privacy protected as well as tanper protected.
An opaque part is not present in sonme messages. \WWen present, the
opaque part usually provides tamper protection for the transparent
part.

4. Trailer - defines the end of the CyberCash nmessage and includes a
check value to enable the receiver to determ ne that the nessage
has arrived undanaged. Note: this check value is intended only to
det ect accidental danage to the nmessage, not deliberate tanpering.

No null characters (zero value) or characters with the eighth bit
on are permtted inside a CyberCash nmessage. "Binary" quantities
that m ght have such byte values in them are encoded in base64 as
described in RFC 1521.
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2.2 Details of Formt

The header consists of a single line which | ooks approximately Iike
this

$$- Cyber Cash- 0. 8- $%
or like this

$$- Cyber Cash- 1. 2. 3- Extr a- $$

It includes a nunber of fields separated with the m nus character "-
1. "$$" - the literal string with the initial $ in colum 1.
2. "CyberCash" - the literal string (case insensitive)

3. X.y or X.y.z - the version nurmber of the nmessage format. x is the
primary version nunber. y is a subversion nunber. 1z, if present, is
a subsubversi on nunber.

4. "Extra" - an optional additional al phanuneric string.

5. "$$" - the literal string

Versi on nunmbers start at 0.7 and count up. The ".z" is omtted when
zis zero. 0.7 and 0.8 are the test and initial shipped version of
the credit card system 0.9 and 1.0 are expected to al so incorporate
the test and initial shipped versions of the cash facilities as well
as inprovenments to the credit card system

The "Extra" string is used within secure environments so that one
subconmponent can scribble a note to another w th mi ni num over head.

For exanple, a server firewall could put "HTTP' or "SMIP' here before
forwardi ng the message to the core server within the firewal

peri nmeter.

2.3 Body Parts

The body parts of the nessage (both transparent and opaque) consi st
of attribute value pairs in formats that are rem ni scent of the
standard el ectronic mail header (RFC822) formmt. However, there are
some differences.

Attribute names start with and are conposed predom nantly of letters
and internal hyphens except that they sometines end with a hyphen
foll owed by a nunber. Such a trailing nunber is used when there is
logically an indexed vector of values. Attribute nanes are
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frequently referred to as | abels.

If the label ends with a ":", then RFC822 processing is done. Wile
the existence of trailing white space is significant, all [|eading
white space on continuation lines is stripped. Such lines are

wr apped at 64 characters in length, excluding any |ine term nation
character(s).

However, if the label is termnated with a ";", this indicates a
free-formfield where newline characters and any | eading white
space, after the initial space that indicates a continuation line, is
significant. Such |ines should not be wapped except that, to avoid
ot her processing problens, they are forcibly wapped at 200
characters.

Blank |lines are ignored and do not signify a change to a different
node of |ine handling.

Anot her way of |ooking at the above is as follows: after having found
an initial $$ start line, you can treat any follow ng |ines according

to the first character. |If it is alphanunmeric, it is a new | abe

whi ch should be terminated with a ":" or ";" and indicates a new

| abel -value pair. |If it is a white space character, it indicates the
continuation of the value for the preceding new |l abel line. (Exactly
how the continuation is processed depends on the | abel term nation
character.) |If it is "$", it should be the end line for the nessage

If it is # it is a coment line and should be ignored. O her
initial characters are undefined. (As of this date, no software
sends Cyber Cash nessages with # |lines but they are convenient for
commenti ng nessages stored in files.)

2.4 Transparent Part

The transparent part includes any clear-text data associated with the
financial transaction as well as information needed by CyberCash and
others to decrypt the opaque part(s). It always includes a
transaction field which is the transacti on nunber generated by the
requester and which is repeated in the response. It always includes
a date field that is the local date and tinme at the requester and is
repeated in the response. 1In all cases other than an initia
registration to establish a persona ID, it includes the requester’s
persona | D.

On nessages bound for the server, there is a "cyberkey:" field that

identifies which server public key was used to encrypt the session
key.
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2.5 Opaque Part

The opaque part consists of a single block of characters encoded
usi ng base64 encodi ng (see RFC 1521). The data in the opaque section
is always encrypted before encodi ng.

The | abel "opaque" or "nerchant-opaque" precedes the opaque part
dependi ng on whether the data was encrypted by the client or merchant
sof t war e.

On nessages inbound to the server, the data to be opaqued is DES CBC
encrypted under a random transacton key and then that DES key is RSA
encrypted under one of the server’s public keys. The RSA encrypted
DES key appears as the first part of the base64 encoded field and is
not broken out as a separate value in the nessage. The correspondi ng
out bound reply fromthe server can sinply be DES encrypted under this
transaction key as there is enough plain text information to identify
the transaction and the custoner or nerchant will have renenbered the
transaction key fromthe i nbound nessage.

A signature is not generally necessary in the opaque part of a reply
nmessage. Knowl edge of the transaction key is adequate

authentication. In order for sonmeone to forge the response, they
woul d have to know the server’s private key to be able to get at the
transaction key. It is assumed that if anyone tanpered with the

response opaque part, the probability that it would decrypt to

somet hing that would parse is insignificant. (Just the fact that the
8th bit has to be off neans a chance of 1 in 2**n where there are n
characters and that’s ignoring the rest of the formatting.) While
soneone can tanper with the transparent part, this usually either has
no effect or neans that the client won't find the transaction key, in
which case it’'s just a particular exanple of denial of service by
damagi ng a nessage.

2.6 Trailer

The trailer is intended to close the nessage and provide a definitive
and parseabl e end of the nmessage.

The trailer consists of several fields separated by "-" as in header
1. "$$" - literal string.

2. "CyberCash" - literal string (case insensitive).

3. "End" - literal string (case insensitive).

4. transm ssion checksum
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5. "$$" - literal string.

The transni ssion checksumis the M5 has of all printable characters
in the version nunber in the start line and those appearing after the
second $$ of the start line and before the first $$ of the trailer
line as transnitted. Note that all white space is left out of this
hash, including any newlines, spaces, tabs, carriage returns, etc.
The exact |abel termnators actually used (: or ;) are included as
woul d any # comment line. Note that the optional "Extra" string in
the $ start line is not included. The idea is to check correct
transm ssion while avoiding sensitivity to gateways or processing
that m ght change the Iine term nator sequence, convert tabs to
spaces, or the like.

2.7 Exanpl e Messages
Si npl e nessage froma client:

$$- Cyber Cash- 0. 8- $$

i d: DONALD- 69

transaction: 918273645

date: 199512250102

cyber key: CC1001

opaque:
GoQIvDpLHE2z+eZl bVkhZIXt TheZH32Q 4T41 wlqvekj AeMRZW6nR4Af 0ChvbTH Pm+GG
aXmoxy Ul wnFkYcOyThSO dgr wO nAWLEVA/ wa4ci KKI 2PsNPA4sThpV2l eFp2Vikmd
el niZzdS0Qe350g60Pr KC7TKpqKH zczRRyt WoFVE+z Si 44wWMF/ ngzmi VsUCWI1FXc8T9
EB8Kj HEzVSRf ZDn+l P/ cInTLTwPr QODYi N1l Gy9nwMLI nXi fi j HR19LZI H RXy 8=

$$- End- Cyber Cash- End- j kn38f D3+/ DFDF3434mrm10==- $$

Message from a nerchant:

$$- Cyber Cash-a. b. c-extra- $$

nmer chant - cci d: acne- 69

nmer chant -date: 19951231115959
nmerchant -transacti on: 987654321
| abel : val ue

| abel x: multiple line
val ue. ..
# comment
# anot her conment |ine
| abel ; text with a rea
mul ti-line
format !
mer chant - cyber key: CC1001
nmer chant - opaque:
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C1LQ6] U7n9snKN5nv+1SWDZuml PJ Y+QNXGANBSPgB/ dI XI TDHWYJ4HDWKZVat +VI J8y
/i one6/ +LgX+Dn0snpAge7WESJI6d6Ge3k RAQKVCSpbOVLXF6E7nmshl y XgQYnt wi VN2J
66f IMP031Er r dPVdt g6Muf ynN8r JyJt u8xSNol Xl gl YNQy5G21 3XCc6D3UnSEr Px1VJ]
6cbwj Lul HHv58Nk+xxt / FyWy AMMJbOYNcmg / / 6RUONI QA9P/ | i WezDe2mIRK1ugVpC
sDr WehG UbFTPD26t r | YRNnY

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

3. Signatures and Hashes

| nbound Cyber Cash request nessages normally have a signature, as
descri bed below, of all of the messages fields outside of the
signature. This signature is transmtted inside the opaque part of
the nessage. It enables the server to authenticate the source of the
nmessage.

Messages froma merchant to a client initiating a purchase sequence
have fields signed by the nerchant. These fields and this signature
are included by the client in the opaque part of their card purchase

nessage to the nerchant so that, when all is passed on to the server,
it can verify that the client saw the infornmati on the merchant
i nt ended.

More informati on on CyberCash signatures and the hash codes they are
based on, is given bel ow

3.1 Digital Signatures

Digital signatures are a nmeans of authenticating information. In
Cyber Cash nmessages, they are calculated by first taking the hash of
the data to be authenticated, as described bel ow, and then encoding
the hash using an RSA private key.

Anyone possessing the correspondi ng public key can then decrypt the
hash and compare it with the nmessage hash. |If they match, then you
can be sure that the signature was generated by someone possessing

the private key which corresponded with the public key you used and
that the nmessage was not tanpered with.

In the CyberCash system clients, merchants, and the server have
public-private key pairs. By keeping the private key secret and

regi stering their public key with the server (for a nerchant or
client) or publishing their public key or keys (for the server), they
can provide high quality authentication by signing parts of nessages.

An RSA digital signature is approximately the size of the nodul us
used. For exanple, if that is 768 bits long, then the binary digita
signature would be 768 bits or 96 bytes long and its base 64 encoding
woul d be 128 bytes.
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3.2 Hash Codes

The hashes used in CyberCash nessages are nmessage digests. That is,
a non-invertable fingerprint of a message such that it is
conputationally infeasible to find an alternate nessage with the sane
hash. Thus the relatively small hash can be used to secure a | arger
nessage. |If you are confident in the authenticity of the hash and
are presented with a nessage whi ch matches the hash, you can be sure
it is the original message, at |east as regards all aspects that have
been included in the hash.

The hash is calculated using the MD5 al gorithm (see RFC 1321) on a
synthetic nessage. The synthetic nmessage is conposed of the |abels
and val ues specified in a list for the particular hash. Since the
hash is input order dependent, it is essential that the |abel-value
pairs be assenbled in the order specified. In sone cases, a range of
mat ching | abels is specified. For exanple, "card*" to match card-
nunber, card-expiration-date, and all other labels starting with
"card". In such cases, all existing matching | abels are used in
ascendi ng al phabetic order by ASCI| character code.

If a label is specified in a signature list but is not present in the
| abel -val ue data on which the hash is being calculated, it is not
included in the hash at all. That is, even the |abel and | abe

term nator are onitted fromthe synthetic nessage.

Bef ore bei ng hashed, the text of the synthetic nessage is processed
to renove all "white space" characters. White space characters are
defined as any with an ASCI| val ue of 32 (space) or |less or 127
(rubout) or greater. Thus all forns of newline/carriage-return and
di stinctions such as blank lines, trailing spaces, replacenent of a
hori zontal tab character by nmultiple spaces, etc., are ignored for
hash purposes.

MD5 hashes are 16 bytes long. This neans that the base 64 encodi ng
of such a hash will be 24 characters (of which the last two wll
al ways be paddi ng equal signs).

4. Specific Message Formats

This section describes the formats of the Verison 0.8 CyberCash
nessages by exanple with comments. The reader in assuned to be
famliar with terns such as "acquirer", "PAN' (prinmary account
nunber), etc., defined in |1 SO 8583, and currency designhations as
defined in | SO 4217. A few fields not relevant to current operations
have been removed to sinplify this exposition
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In the follow ng exanpl e nessages, signatures, hashes, and encrypted
sections are fake nonsense text and ids are fictitious.

4.1 Persona Registration and Application Retrieva

The first step in custoner use of CyberCash is registering a persona
usi ng the custoner application. This is done with the RL nessage
defined bel ow. The CyberCash server responds with the R2 nessage.

When the customer application learns that it is out of date, it can
use the GAl request nessage to the server and its GA2 response to
downl oad a new signed version of itself.

4.1.1 Rl - registration

Description: This is the initial message sent to create a new
Cyber Cash persona.

HHHH PR H PR H PR H R H R H R H R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HAHH AR R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

transaction: 123123213

date: 19950121100505. nnn

cyberkey: CC1001

opaque:

Fr YOQr D16l Ef r vkr qGWaj MLl ZGsLbcouB43A4Hz | pV3/ EBQVBW kRJGz YPMLr 3noBUc
Ml4zvp@x| roYlde6Dccwdj / 0aAZgDi 9bc QWAPFLj sN604j 3gxWiYn9evIl GQGhqG F
vnlqgl 1Ckr z/ 4/ eT1oRKBBI Lbr WsuwTl t Fd84pl vTy+bo5VWE3WhhVKs CUJAl kKpXMaX73
JRPoCEVQ@BYEmhnD8i t ut af qvC90at X7Er kf UGDNgcB9i Vi RQ7HSvGDnKwai hRyf i r kgN
+l hOg6x SEW2AnY1 Ni FL5d/ Us9eNG3cZMbpeTow==

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

RHHBHBHHBHHHHBHHBH B R R R R R R R R

Opaque Key: Generated using CyberCash encrypting public key
identified in CyberKey.

HAHH PR H PR H B H B H R H R H R R H R R R R R R R
Opaque Section Contents:

type: registration

swersion: 0.8wn

cont ent -1 anguage: en-us
requested-id: MyRequest edCCl D
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emai | : nyemai |l @wyenai |l host. com

pubkey:

0VdP1eAUZRr gt 3Rl g460CGo/ TTs4gZYZ+nvl 704 S31 08BVeons8nELqL1RGLpVYdDr TsX
E5L+wc GCLEOS5+XU5z TKkdRUNGRWAr at r gt ct e7e94F+4gkCNO6d zM Hux94
si gnat ure:

v6J G| wRi B6i XUK7 XAl i HZRQs ZwkbLVOLOOpVEvan9l 59hVJ3ni a/ cZc/ r 5ar kLI YEU
dwelj / R4Z7ZdqQ f ZZH dpd9+XPagNHW y8Ar i h6Vbw ObpKer LQF uuPbl om

HERHHHHH TR H R H R H R H R R
signature is of the following fields: transaction, date, cyberkey,
type, swersion, content-|anguage, requested-id, email, pubkey

HERHHHHH PR TR R R R R

Expl anati on:

content-1language is taken fromthe M ME header field (see RFC1766)
and is the | anguage text nessages should be generated in. (only
en-us inplenmented at this tine.

swersion used to check if client application is old.

4.1.2 R2 - registration-response
Description: This nessage gives the success/failure response to RIl.

HHHH PR H PR H PR H R H R H R R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Cyber App

HAHH AR R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

transaction: 12312313

date: 19950121100505. nnn

opaque:

r 1Xfj SQ +KJYUVOGU60r 7voFr nb5A8f P50 JZuPzWIPQ GBI u3B6Geya8Al Jf HsWL1u8
dl viyQeeYj / +l 9TD1dXW21/ 1c UDFFK++J2gUMW8mX1Z6M 40UBAf sgoCl i wSkWhrj SCb
KE62sAl ZTnwo98cKzM-p70TSI | 3PEBt vI f pLg5] DCNbW dX8v FZVOENUNMPDTP3du9w
fsFGvzlnvt HLT/ G 8GNQRYKF4Xi yx4HYz Tk SMhgU5B/ QDLPS/ Sawl JUR86b9X0masr Oa
gbGTzECPJTi Kkr hxxM3 eynpt sVQSLQNaTCx 6w==

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HERHHHHH
Opaque Key: Sane as session key for Rl for same Transaction and
connection (there may be no I1D).

HARBHHHH TR HH TR H TR H TR R H R R
Opaque Section Contents:
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type: registration-response
server-date: 19950121100506. nnn
requested-id: MyRequest edCCl D
response-id: Cyber CashHandl e

emai | : nyemai |l @wyemai | host. com
response-code: success/failure/etc.
pubkey:

0VdP1eAUZRr qt 3Rl g460Go/ TTs4gzZYZ+nvl 7A S3| 08BVeonms8nELQL1RGLpVYdDr TsX
E5L+wec GCLE0S5+XU5z TKkdRUNGRWr at r gt ct e7e94F+4gkCNO6d zM Hux94

swseverity: fatal/warning [absent if ok]

swressage; Tells CyberApp that it is obsolete. Display this

text to the user. [only present if SWseverity present]

nessage;
Free text of the error/success condition
This text is to be displayed to the person
by the Cyber Cash application..

In general this includes: duplicate-id, bad-signature,
or ill-formed-registration

HERHHHHH TR H TR H R H R H R R
Signature is of the followi ng fields: no-signature

HERHHHHH
Expl anati on:
responseid is used to suggest a unique IDif the failure was due

to the requested ID being already in use... If the reason for
failure was not due to duplicate ID then this field may be
omtted.

responsei d gives the actual ID with check characters appended if
success.

swseverity can warn user of old client application or indicate
failure due to old or known buggy version

4.1.3 GAL - get-application
Description: Used by CyberApp to get an updated version

HAHH AR R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHH PR H B H PR H R H R H R R R R R R R R R R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

transaction: 123123213
date: 19950121100505. nnn
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cyberkey: CC1001
opague:
VHVS611wCk UTR6bKol +CDoShl 7L5PKt Eo6aMB8LC dgN+H 8B4AxM3LxdwUi Ln7r MPkZ
xOGh+5d1l RV7WeTp21QYl qJr 8ent6FANGI5c0csPntnEpTFh9xZDJaSt ar xxX mSEwn nw
| 2Vj EUODH6321vj o MACFQW7EROO
$$- Cyber Cash- End- 0QXqLI| Nxr n4GNQPPK9AOLQ==- $$

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R
Opaque Key: GCenerated using CyberCash encrypting public key identified
i n Cyber Key.

HAHH PR H PR H PR H PR H R H R H R H R R R R R R R R R
Opaque Section Contents:

type: get-application
swersion: 0.8wn

HERHHHHH R
Signature is of the following fields: no signature

HHHHHHH B HTH B R HH R T R R R R R R R R R R R
Expl anati on:
There may not be a custonmer persona so there is no ID. There

may not be a custoner public/private key pair so there is

no signature. The swersion is nmandatory so the server can

tell what to return.

4.1.4 GA2 - get-application-response

Description: Return success and URL of up to date copy of CyberApp
or failure.

HAHH AR R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Cyber App

HHHH PR H B H PR H R H R H R R R R R R R R R R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

transaction: 12312313

date: 19950110102333. nnn

opaque:
EDD+bOWAS j e5f 7vscnNTIPkn1Wli 7uG3nmHi 8M zLyFCOdj 7e0JRj Z2Pnj DHuR81kbhgb
nX/ wAuvsoPgwvb UJEWRb9pbB39mMUFBDL PVgs NWALY Se QGs 00Ky § Mk Ns 1 nSuk HdOnDV
4AuZRAHLRRf EhMIX4WhH 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5Ygavhk5i RBHvwWKb5Max KXGOCef 5ns8MVbVBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWjga48g2t gl A6i f ZGp7daDR81l unt GMCvg==
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$$- Cyber Cash- End- 0QXgLIl Nxr n4GNQPPk9AOLQ==- $$

HARHHHHH TR HH TR H T H TR R H R R
Opaque Key: session key from GAl

HERHHHHH R R
Opaque Section Contents:

type: get-application-response

server-date: 19950110102334. nnn

response-code: success/failure/etc.

nessage; Text nessage to be displayed to the user providing nore
information on the success/failure.

swersion: 0.8wn

application-url: http://foo.cybercash. com server/0. 8W N. EXE

appl i cation-hash: | SLzs/vFQBXf U98LZNWhQ==

HERHHHHH R R
Si gnature: none.

HAHH AR R R R R R R R R R R
Expl anati on:

application-hash is the MD5 of the binary of the application
application-url & application-hash omtted on failure.

swersion is the version being transnmitted to the custoner.

4.2 Binding Credit Cards

The Cyber Cash systemis design to give the card issuing organization
control over whether a card nay be used via the CyberCash system
The custoner, after having registered a persona with CyberCash as
descri bed above, can then bind each credit card they wish to use to
their CyberCash persona. This is done via the BCl nmessage fromthe
customer to their CyberCash server and the BC4 response fromthe
server.

4.2.1 BC1 - bind-credit-card

Description: This is the initial message in the process of binding a
credit card to a CyberCash persona.

HHAHHHEHHE TR R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HARHHHHH PR H TR H TR R
Sanpl e Message:
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$$- Cyber Cash- 0. 8- $$

id: MyCyberCashl D

date: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:
EDD+bOWASf j e5f 7vscnNTIPkn1Wli 7uG3nmHi 8M zLyFCOdj 7e0JRj Z2Pnj DHuR81kbhgb
nX/ wAuvsoPgwvb UJEWRb9pbB39mUFBDLPVgs NWALY Se QGs 00Ky § Mk Ns 1nSuk HdOnDV
4uZRAHLRRf EnMIX4AWNE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ Pi x+pJs
r HzP5Ygavhk5i RBHvwWKb5Max KXGOCOef 5ns8VbVBI | 2d0XPec HAXxNBn8BMAJ6i SkZnszo
Q DeWjga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R R H
Opaque Key: generated from Cyber Cash encryption key identified in
Cyber Key

HAHH PR H PR H B H B H R R H R H R R R R R R R R R
Opaque Section Contents:

type: bind-credit-card
swersion: 0.8wn
card- nunber: 1234567887654321
card-type: mastercard
card-salt: 46735210
card-expiration-date: 05/99
card-nane: John Q Public
card-street:
card-city:
card-state
car d- post al - code:
card-country:
si gnhat ure:
t X30dBF2xPHqQvhNAKVQZZBI XDveNi 0eWA7717DNf cyqh2TpXqgCxl O cKgqdJIXgsNLkY7
GkyuDy TF/ n8SZi f 64gi CLj JRKgOIl 6nqgl 1k/ Denb8D9hKCUt t z4r FWRgh! Faj

HERHHHHH TR TR T R TR
signature is of the following fields: id, date, transaction
cyberkey, type, swersion, card-nunber, card-salt,
card-expiration-date, card-nanme, card-street, card-city,
card-state, card-postal-code, card-country

HHHH PR H B H PR H R H R H R R R R R R R R R R R

Expl anati on:

salt is needed so that the hash stored at the server is less
informative. Server just renenbers the "prefix" of the card
nunber and the hash of the combi ned card nunber and salt. If it
just hashed the card nunber, it would be recoverabl e with nodest
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effort by trying to hash all plausible nunbers. W don't want
to store the card nunbers on the server because it would make
the server files too valuable to bad guys.

4.2.2 BCA - bind-credit-card-response

Description: Indicates that the process of binding a credit card
term nated. Returns success or failure.

HURHHHHH I
Sender: Cyber Server

Recei ver: Cyber App

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R R H
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

id: mycybercashid

transaction: 12312314

date: 19950121100505. nnn

opaque:

EDD+bOwWAS j e5f 7vscnNTIPkn1Wli 7uG3mHi 8M zLyFCOdj 7e0JRj Z2Pnj DHuR81kbhgb
nX/ w4uvsoPgwivb UJEWRb9pbB39mMUFBDL PVgs NwWALY SeQGs 00Ky § MkNs 1nSuk HdOnDV
4uZRAHLRRf EnMIX4WNE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ Pi x+pJs
r Hz P5Ygavnk5i RBHvwWKb5Max KXGO0ef 5nms 8MbVBI | 2d0XPec HAXNBn8BMAJ6i SkZmszo
Qf DeWjga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

$3$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HURHHHHH I R
Opaque Key: Session key fromBClL with same Transaction and ID

HHBHHH R B HHH TR R R TR R R T R R R R R R R R R R R R R
Opaque Section Contents:

type: bind-credit-card-response

server-date: 19950121100506. nnn

swseverity: fatal/warning [absent if ok]

swressage; nessage about obsol et eness of customer software
to be shown to the custoner. [only present if SWseverity present]

response-code: success/failure/etc.

card- nunber: 1234567887654321

card-type: visa

card-salt: 47562310

card-expiration-date: 01/99

card*: [other card* lines to also be given in CH 1 nessage]

nmessage; Plain text for the user
can be nultiple lines
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HERHHHHH R R
Signature is of the followi ng fields: no-signature

HARHHHHH TR HH TR H T H TR R H R R

Expl anation: All the card* lines can be saved as a blob to be
submitted in CH 1. card-expiration-date, card-nunber, card-salt,
and card-type shoul d al ways be present.

Dependi ng on reason for failure, not all fields nay be present.

4.3 Custoner Credit Card Purchasi ng Messages

In general, CyberCash involvenent in the credit card purchasing cycle
starts after the user has determined what they are buying. Wen they
click on the CyberCash paynment button, a PRl nessage is sent by the
merchant to the custoner as the body of a nessage of M ME type

appl i cation/ cybercash.

If the custonmer wi shes to proceed, they respond to the nerchant wth
a CHL. The nerchant responds with a CH2 but between the receipt of
the CHL and issuance of the CH2, the nmerchant wusually comunicates
with the CyberCash server via the CM messages.

4.3.1 PRL - paynent-request

Description: This nessage is the first nessage that is defined
by CyberCash in the purchase-from a-nerchant process. The
shoppi ng has completed. Now we are at the point of paying
for the purchases.

HHBHHH R B HHH TR R R TR R R T R R R R R R R R R R R R R
Sender: Mer chant App

Recei ver: Cyber App

HHHH PR H TR H R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$
type: paynent-request
mer chant - cci d: ACME- 012
nmer chant -order-id: 1231-3424-234242
nmer chant -date: 19950121100505. nnn
not e;

ACME Products

Purchase of 4 pairs "Rocket Shoes" at $39.95 ea.
Shi ppi ng and handl i ng $5. 00
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Total Price: 164.80

Ship to:
Wly Coyote
1234 South St
Sonmewhere, VA 12345
mer chant - anount: usd 164. 80
accepts: visa: CC0O01, nmster: CCO01, anex: CC001, JCPenny: VKOO5, nacy: VK006
url -pay-to: http://ww. ACVE. coml Cyber cashPaynent
url -success: http://ww. ACME. cont or der success
url-fail: http://ww. ACVE. coni or derf ai
nmer chant - si gned- hash:
a/ OmealVHRI nNvVd8ngq/ f KsYg5Af TZZUCX0S3gkj AhZTntr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3CQt kgXxJ7qe0Gm 87) G5Cl GnpBnwOdY7qcJ6XoGB6WGND
$3$- Cyber Cash- End- | SLzs/ vFQOBXf U9SLZNVWhQ==- $$

RHHBHBHHBH B H B H BRI B R R H R R R R R R R R R R
Opaque Key: no opaque section

TR R R R A
Opaque Section Contents: no opaque section

HURHHHHH I
nmer chant - si gned- hash is the signature under the nerchant’s
private key of the hash of the followi ng fields: type,
nmerchant-cci d, nerchant-order-id, date, note, merchant-anount,
accepts, url-pay-to, url-success, url-fai

HHHH PR H TR H R R R R R R R R R R R R R

Expl anati on:

This nmessage is signed by the nerchant but the custonmer cannot
directly verify this signature. Wen the paynment is nmade, the
Custoner includes the signature with the hash (derived by the
customer directly) in the paynment. If these do not match, the
CyberCash will not performthe payment function

accepts: The client software will only recogni zed single word card

nane in the accepts field of PRL. For exanple,

Mast er Card
Amrer i canExpr ess
are recogni zed where as
Master card
Ameri can express

are not recogni zed. MasterCard and nmasterCard are both

recogni zed as master card.

Card type foll owed by key designator. For main line credit cards,
this will be a CC-. dient can use or ignore the * nunber as
it chooses. For proprietary card, this will be VK* where * is
the CheckFree key to use (1 based). Cards separated by conmm,
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key designator follows card type and col on
url-pay-to is where the CHL should be sent. url-fail and url-success
are where the browser should | ook after failure or success.

4.3.2 CH1L - credit-card-paynent

Description: This nessage represents the presentation of a "credit
card for payment".

HURHHHHH I
Sender: Cyber App

Recei ver: Merchant App

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R R H
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

type: card-paynent

i d: myCyberCashl D

order-id: 1231-3424-234242

mer chant - cci d: ACME- 012

transaction: 78784567

date: 19950121100505. nnn

pr-hash: c77VU lunPKH2kpMR2QVKg==

pr - si gned- hash:
a/ OnmeaMHRI nNVd8ng/ f KsYg5Af TZZUCX0S3gkj AhZTntr kp6RzZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3CQt kgXxJ7qe0Gmm 87) G5Cl GnpBnwOdY7qcJ6XoGB6WGND
cyberkey: CC1001

opaque:
i ff/tPf99+TnbP7s3d61] ONK94Nng9/ +1j ONK9+vr 9+b+94n3t Yzm veJ9/ +09/ 334ubg
3r Wbl r 3i er 3/ 7WWbI r 36+v35v73i f elj ONK94n3/ 7T3/ f f nbuD+7N339/ f 39/ eq3f f 3
9/ eFi JK5t Li zsoeSnmpWuLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exukXx3
5+z3vuud4oqOrsr nsvvz8/ venogqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw
3ard3Q==

$$- Cyber Cash- End- 7Tm dj BO5pLI w3JAyy5E7A==- $$

HHHH
Opaque Key: Created using CyberCash encrypting public key in
Cyber Key.

HHHH PR H TR H R R R R R R R R R R R R R
Opaque Section Contents:
swersion: 0.8win
anmount: usd 10. 00
card*: [from successful BC4 (includes card-expiration-date,
card- nunber, card-type, and card-salt)]
si gnat ure:
meC38aULNoPO9VhTS2ES56t nuZBRRI Gf bwgal eZ9zNnv7Y) ExJKBFxuaqYTUDEj 427HHh
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nmOBVNHRWCq6+8y| ZXi xGHI 11 9A/ uf AM pgM i 6DS3PRI ¢ 8WC3CCWoAHy Agr

HHHBHHBHH B HH R R R R R R R R R
signature is under client private key of the follow ng fields:

type, id, order-id, merchant-ccid, transaction, date,

pr-hash, pr-signed-hash, cyberkey, swersion, anount,

car d*

HHHBHHBHH B HH R R R R R R R R R

Expl anati on:

The pr-signed-hash field is the same as the merchant-signed-hash in
the PRl nessage but has a different name for historic reasons.

4.3.3 CH2 - charge-card-response

Description: Return to custoner froma CHL attenpt to pay via credit
card. Indicates success/failure.

HRAHHHH B HTH R HH R R R R R T R R R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber App

HHHH PR H TR H R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

type: charge-card-response

mer chant - cci d: ACME- 012

i d: myCyber Cashl D

transaction: 78784567

date: 1995121100500. nnn

mer chant -date: 19950121100505. nnn

nmer chant - r esponse- code: fail ure/success/etc.

pr-hash: 7Tm dj BOSpLI w3JAyy5E7A==

pr - si gned- hash:
a/ OmealVHRI nNvVd8ng/ f Ks Yg5Af TZZUCX0S3gkj AhZTntr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3CQt kgXxJ7qe0Gmm 87) G5C GnpBnwOdY7qcJ6XoGB6WEND

nmer chant - message; This is a nessage to display to the user fromthe

merchant. Can be multiple lines... |[Is not secure.

opaque: [mnight not be present, see explanation]
EDD+b9wAf j e5f 7vscnNTIPkn1Wdi 7u@&nH 8M zLyFCOdj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivb UJEVWORb9pbB39mMUFBDL PVgs NWALY SeQGs 00Ky G MkNs 1nSuk HIOnDV
AuZRAHLRRf EhMIX4WhE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ@ Pi x+pJs
r HzP5Ygahk5i RBHvwWKb5Max KXGOCef 5ns8VbV8I | 2d0XPec HAXNBNn8BMAJ6i SkZnszo
F DeWjga48g2t ql A6i f ZGp7daDR81l unt GMCvg==

$$- Cyber Cash- End- 7T dj BO5pLI w3JAyy5E7A==- $$

RHHBHBHHBHHHH BB H BB R B R B R R R R R R
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Opaque Key: Sane custoner session key from CHL passed through CML
for I D and Transaction

HARHHHHH TR HH TR H T H TR R H R R
Opaque Section Contents (from CM 6):

server-date: 19950121100706. nnn
anmount: usd 10. 00
order-id: 1231-3424-234242
card*: [from successful BC4]
response-code: failure/success/etc.
swseverity: fatal/warning
swnessage; Tells CyberApp that it is obsolete. Display this
text to the user. [only present if SWseverity present]
nessage;
Free text of the error/success condition.
This text is to be displayed to the customer
by the Cyber Cash application..

HRAHHHH B HTH R HH R R R R R T R R R R R R R R R R R R R
Signature is of the following fields: no signature

HHHH PR H TR H R R R R R R R R R R R R R

Expl anati on:

Opaque section optional because the CHL to the nerchant can fail due
to bad order-id, date, wong nerchant-ccid, etc., etc. So the
server may not be involved at all in which case there is no
mechani sm for generating a secure opaque section. (It could even
be that nmerchant attenpt to contact the server tines out.)

If transaction makes it through server (via Cwv) then
Response- Code at top | evel should nmirror response-code to
nmerchant from server. (Hopefully the sane as the
response-code to customer from server but the merchant can't
tell that.)

Note that there can be two nmessages, one from nmerchant and one
fromthe server.

4.4 Merchant Credit Card Purchasi ng Messages

The nerchant presents credit card purchases, nakes adjustnents, and
the like via the CW series. 1In general, the credit card cycle is
one of getting authorization for a purchase, then capturing the
purchase in a batch for clearance, then performng the clearance. It
is also possible to void a capture (i.e., renpve an itemfroma
batch), and process credits (returns). (See section 5.1.)
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Aut hori zations al ways cone froman acquirer via the response to a CML
or CM2 nessage. |f capture is being perfornmed by the acquirer or sone
entity between the CyberCash server and the acquirer, this is done
via a CM3 or CM2 message dependi ng on the arrangement between the
nmerchant and the entity doing the capture. Returns (credits) are
handl ed via nmessage CVMb. Message CMA is provided for voiding a
capture or return before the batch is cleared. CM5 is the nessage
format used for responses to all the other CM nessages.

An MW series has al so been inplenmented for purely merchant
ori gi nated CyberCash charges as described in section 3.4.7

Current credit card dispute resolution systens assune that the

nmer chant knows the card nunber. Thus, to work with these systens,
speci al bypass messages have been set up that allow the nerchant to
obtain, for a particular transaction, the information that CyberCash
ot herwi se goes to lengths to hide fromthe nerchant. See sections
3.4.8 and 3.4.9. This makes the obtaining os such information by the
mer chant an auditabl e event.

Many present day merchants operate in a "term nal capture" node where
the aut horizations are captured by the nerchant and the merchant

| ater submits the settlement batch. Messages have been defined and
are being inmplenented so that such nerchant captured batches can be
submi tted via Cyber Cash.

4.4.1 CML - auth-only

Description: This nessage is used by the nmerchant to perform an
aut hori zation operation on the credit card sent in by the
cust omer .

HAHH AR R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HHHH PR H B H PR H R H R H R R R R R R R R R R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

nmer chant - cci d: ACME- 69

nmerchant -transacti on: 123123

nmer chant -date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:

EDD+b9wAf j e5f 7vscnNTIPkn1Wdi 7u@GnH 8M zLyFCOdj 7e0JR] Z2Pnj DHUR81kbhgb
nX/ wAuvsoPgwvb UJEWRb9pbB39mMUFBDLPVgs NWALY Se QGs 00Ky § MkNs 1nSuk HdOnDV
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AuZRAHLRRf EhMIX4WhE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ@ Pi x+pJs
r HzP5Ygavhk5i RBHvwWKb5Max KXGOCef 5ns 8VbV8I | 2d0XPec HAXNBNn8BMAJ6i SkZnszo
Q¥ DeWyga48g2t gl A6i f ZGr7daDR811 unt GMCvg==

mer chant - opaque

6BVEf S| gVCoGhl/ OR+g1C143MaA6QLvKpEgde86WNGIVW45bMJZvaAu4LVeqW YCgSG
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRIl supSAwWs RMyoN ekR6t ucvf v/ 622JY7+n7nGO
dGMzPOGI| mh2DnmdPaceAxy OB/ xOf t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQI mNw+l t suOf 42MgsxB8Q31vj Pt oi Pi 5LEnDOY4j | pJ7Jg2Ub84
FOvJhYpnzNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQKO0j UlksU6CQd2+CPBB+6Mt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wWUAxz Gh8aHk20Xj oMpVzVWW2EI nPu5QaPEc36xgr
m\z8v CovDi uy3t Z421 GAr xBweasLPLCbnDY=

$$- Cyber Cash- End- 7Tt dj BO5pLI w3JAyy5E7A==- $$

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R R H
Mer chant - Opaque Section Contents:

type: auth-only
order-id: 12313424234242
nmer chant - anount: usd 10. 00
pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==
pr - si gned- hash:
a/ OmeaVHRI nNVd8ngq/ f KsYg5Af TZZUCX0S3gkj AhZTrnecr kp6RZvpprDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qt kgXxJ7qe0Gm 87] G5Cl GnpBnw0dY7qcJ6XoGB6WGND
i d: myCyberCashl D
transacti on: 78784567
date: 19950121100505. nnn
mer chant - si gnat ur e:
v4qzZMe2d7mUXzt VdC3ZPMrivg YH BA7bhRI6LSehKP15y| gR/ 1KwwbBAX8CEqns55Ul YY
GGMWPMSo F+GDPMF A Co6f ReQewy vVIPNETSVOR/ LAYyRz0zzRYuyVueQ WDl r 5

HERHHHHH R
nmer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in merchant-cyberkey.

Cust omer opaque section (Opaque) - see CHL

HHHH
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
amount : usd 10. 00
card*: [from successful BC4 (includes card-expiration-date,
card-nunber, and card-salt)]
si gnat ure:
48SBKUf 0] y COFDKOWMICYNvucgi DxYOer ZWAQndl XZRyhe THXH8Cel hwiky LnmgQSD/ UK
+| X9035/ j UKdNPOxUQq9y/ beHS1IHU9FeOW zf XYRt nj | qvQX+yUf 4T7eNEs

RHHBHBHHBHHHH BB H BB R B R B R R R R R R
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nerchant-signature is on the following fields: nerchant-ccid,
ner chant -transacti on, mnerchant-date, mnerchant-cyberkey, type
order-id, merchant-amount, pr-hash, pr-signed-hash, id,
transacti on, date, cyberkey

Custoner Signature: see CH1

HER R R R R
Expl anati on:

The nerchant signature ensures integrity of the majority of the
message. validation of the customer signature ensures that the
custonmer opaque part was not tanpered or repl aced.

4.4.2 CM - auth-capture

Description: Do authorization and actually enters charge for
cl earance. Message just |like CML except for different
type.

HERHHHHH TR H TR H R H R H R R
Sender: Merchant App

Recei ver: Cyber Server

HERHHHHH
Sanpl e Message:

[exactly the sane as CML except

type: auth-capture

]

4.4.3 CM3 - post-auth-capture

Description: Captures a charge previously authorized. Message is
the sanme as CML except that it also has an authorization-code
field (which is also included in the signature) and the type
is different.

HUR U
Sender: Mer chant App

Recei ver: Cyber Server

HHAHHHH B HHH R HH R R R TR R R T R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$
nmer chant -cci d: ACME-012
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mer chant-transacti on: 123123

mer chant -date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:

EDD+b9wWAf j e5f 7vscnNTIPkn1Wdi 7u@&nH 8M zLyFCOdj 7e0JR) Z2Pnj DHUR81kbhgb
nX/ wAuvsoPgwvb UJEWRb9pbB39mUFBDLPVgs NWALY Se QGs 00Ky § Mk Ns 1nSuk HdOnDV
AuZRAHLRRf EhMIX4WhH 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ@ Pi x+pJs
r HzP5Yqavhk5i RBHvwKb5Max KXG00ef 5ns8MbV8I | 2d0XPecHAXxNBn8BMAJ6i SkZnszo
Qf DeWjga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

mer chant - opaque:

6BVEf S| gVCoGhl/ OR+g1C143MaA6QLvKpEgde86WNGI VW 45bMJZvaAu4LVeqWo YCqSG
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRIl supSAWs RMyoN ekR6t ucvf v/ 622JY7+n7nGO
dGMzPOGII mh2DnmdPaceAxy OB/ xOf t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQI mN\wA+l t suOf 42MysxB8@1vj Pt oi Pi SLEnDOY4j | pJ7Jg2Ub84
FOvJhYpnzNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwKO0j UlksU6CQd2+CPBB+6Mkt sHoxJ
m D6i ckhd+SQzhbRCNer | Ti QGhuL4wUAXxz Gh8aHk20Xj] oMpVzVWW2EI mPu5QaPEc36xgr
nN\z8vCovDi uy3t 2421 GAr xBweasLPLCbhnDY=

$$- Cyber Cash- End- 7Tm dj BO5pLI w3JAyy5E7A==- $$

HERHHHHH TR H TR H R H R H R R
Mer chant - Opaque Section Contents:

type: post-auth-capture
aut hori zati on-code: al12323
order-id: 1231-3424-234242
mer chant - anount: usd 10. 00
pr-hash: 7Tm dj BOSpLI w3JAyy5E7A==
pr - si gned- hash:
a/ OmrealVHRI nNvVd8ngq/ f Ks Yg5Af TZZUCX0S3gkj AhZTntr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3CQt kgXxJ7qe0Gmm 87) G5C GnpBnwOdY7qcJ6XoGB6WEND
i d: myCyberCashl D
transaction: 78784567
date: 19950121100505. nnn
mer chant - si gnat ur e
vXYEF1ZHn5Rgnm nms3H3t / +UB6RAVZQA1Addd] vl SOH75N1x83FyJuh8VaCk 6t 4EUQQZ6
Whpt zc6phJi 3Ar 0sOounELsdc8upJdXpNpJV021PGI Xf DKf HPOheJl W.od Xr

HHHBHHBHH B HH R R R R R R R

mer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in nerchant-cyberkey.

Cust onmer opaque section (Opaque) - see CHL

HERHHHHH TR H R H R H R H R R R
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8w n

East| ake, et al I nf or mati onal [ Page 29]



RFC 1898 Cyber Cash Version 0.8 February 1996

anmount: usd 10. 00
card*: [from successful BC4 (includes card-salt, card-nunber
and card-expiration)]
si gnat ure:
48SBKUf 0] y COFDKOWICYNvucgi DxYOQer ZWiQndl XZRyhe THXH8Cel hwiky LmgQSD/ UK
+1 X9035/ j UKANPOxUQq9y/ be HS1IHU9FeOW zf XYRt nj | gvQX+yUf Q4T7eNES

HHAHHHEHHE TR R R R R R R R R
nmer chant-signature is on the following fields: nerchant-ccid,
mer chant -transacti on, merchant-date, merchant-cyberkey, type,
aut hori zati on-code, order-id, nerchant-anmount, pr-hash,
pr-signed-hash, id, transaction, date, cyberkey

HHHHHEHHE R R R R R R R R R

Expl anati on:

The nerchant signature ensures integrity of the majority of the
nmessage val i dation of the custoner signature ensures that the
custonmer opaque part was not tanpered or repl aced.

4.4.4 CM4 - void

Description: Voids out a charge/return if received before
cl earance. Message is the sane as CML except that it al so has
a retrieval -reference-nunber field (which is also included in the
signature) and the type is different.

HAHH AR R R R R R R R R R
Sender: Mer chant App

Recei ver: Cyber Server

HHHH PR H B H PR H R H R H R H R R R R R R R R R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

mer chant - cci d: ACME- 012

mer chant -transacti on: 123123

mer chant -date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:

EDD+b9wAf j e5f 7vscnNTIPkn1Wdi 7u@&nH 8M zLyFCOdj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivb UJEVWORb9pbB39mMUFBDL PVgs NWALY SeQGs 00Ky G MkNs 1nSuk HIOnDV
AuZRAHLRRf EhMIX4WhE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ@ Pi x+pJs
r HzP5Ygahk5i RBHvwWKb5Max KXGOCef 5ns8VbV8I | 2d0XPec HAXNBNn8BMAJ6i SkZnszo
F DeWjga48g2t ql A6i f ZGp7daDR81l unt GMCvg==

mer chant - opaque:

6BVEf SI gVCoGhl/ OR+g1C143MaA6 QLvKpEgde86WAGIWk45bMUZv aAu4LVegqWo YCqSG
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRIl supSAwWs RMyoN ekR6t ucvf v/ 622JY7+n7nGO
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dGMzPOGI| mh2DnmdPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQI mNw+l t suOf 42MgsxB8Q31vj Pt oi Pi 5LEnDOY4j | pJ7Jg2Ub84
FOvJIhYpnzNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j UlksU6CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wWUAxz Gh8aHk20Xj oMpVzVWW2EI nPu5QaPECc36xgr
m\z8v CovDi uy3t Z421 GAr xBweasLPLCbnDY=
$$- Cyber Cash- End- 7Tl dj BO5pLI w3JAyy5E7A==- $$

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R
Mer chant - Opaque Section Contents:

type: void

retrieval -reference-nunber: 432112344321

order-id: 1231-3424-234242

mer chant - anount: usd 10. 00

pr-hash: WATCQuH2g17| RuoxD78YBg==

pr - si gned- hash:
8zqwOi pqgt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk5l gMykKDvThhQQycr f T7eXr n/ hLUC
kXoSct ahEVAWLKBIbpOEVr 1zVzcNoAa7n2f JgxNf i i sTgl R\APMaa78r n+Ov

i d: myCyberCashl D

transaction: 78784567

date: 19950121100505. nnn

Mer chant - Si gnature: |kjladjslkjflsakjflkjsdljflsakjflkjsdljflsakjflkj

flsakjflkjsdljflsakjflkjsdljflsajflksdjflksdjflsdjssf=

HHHH PR H PR H PR H R H R H R R R R R R R R R R R R
Mer chant - Opaque key is generated fromthe CyberCash encrypting public
key identified in Merchant - CyberKey.

Cust omer opaque section (Opaque) - see CHL

HHHH
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
amount : usd 10. 00
card*: [from successful bc4 (includes card-salt, card-nunber,
and card-expiration)]
si gnat ure:
48SBKUf 0] y COFDKOWMICYNvucgi DxYOer ZWAQndl XZRyhe THXH8 el hwiky LnmgQSD/ UK
+| X9035/ j UKdNPOxUQq9y/ be HS1IHU9FeOW zf XYRt nj | qvQX+yUf 4T7eNEs

HAHH PR H PR H B H B H R H R H R R H R R R R R R R
nerchant-signature is on the following fields: nerchant-ccid,
nmer chant -transacti on, merchant-date, mnerchant-cyberkey, type
retrieval -reference-nunber, order-id, merchant-anmount, pr-hash,
pr-si gned-hash, id, transaction, date, cyberkey

RHHBHBHHBHHHH BB H BB R B R B R R R R R R
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Expl anati on:

The nerchant signature ensures integrity of the najority of the
nessage. Validation of the customer signature ensures that the
cust omer opaque part was not tanpered or replaced.

4.4.5 CVMb - return

Description: Reverse a previous charge. Really sort of a negative
charge. Message just |like CML except for different type.

HAHH PR H PR H PR H PR H R H R H R H R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HRHHHHH B HTH B R TR R R R R R R R R R R R R R R R R
Sanpl e Message:

[exactly the sane as CML except

type: return

]

4.4.6 CM6 - charge-action-response

Description: This receipt is given to the nerchant as a receipt
for a conpleted charge action. Indicates success/failure/etc.

HAHH PR H PR H B H PR H R H R H R R R R R R R R R
Sender: Cyber Server

Recei ver: Merchant App

HRHHHHH B HTH B R TR T R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $%
mer chant -cci d: ACME- 012
nmer chant -transaction: 123123
mer chant - date: 19950121100705. nnn
opaque:
EDD+b9wAf j e5f 7vscnNTIPkn1Wdi 7u@&nH 8M zLyFCOdj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivb UJEVWORb9pbB39mMUFBDL PVgs NWALY SeQGs 00Ky G MkNs 1nSuk HIOnDV
AuZRAHLRRf EhMIX4WhE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ@ Pi x+pJs
r HzP5Ygahk5i RBHvwWKb5Max KXGOCef 5ns8VbV8I | 2d0XPec HAXNBNn8BMAJ6i SkZnszo
¥ DeWyga48g2t gl A6i f ZGp7daDR81I unt GMCvg==
mer chant - opaque
6BVEf SI gVCoGhl/ OR+g1C143MaA6 QLvKpEgde86WAGIWk45bMUZv aAu4LVegqWo YCqSG
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRIl supSAwWs RMyoN ekR6t ucvf v/ 622JY7+n7nGO
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dGMzPOGI| mh2DnmdPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQI mNw+l t suOf 42MgsxB8Q31vj Pt oi Pi 5LEnDOY4j | pJ7Jg2Ub84
FOvJIhYpnzNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j UlksU6CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wWUAxz Gh8aHk20Xj oMpVzVWW2EI nPu5QaPECc36xgr
m\z8v CovDi uy3t Z421 GAr xBweasLPLCbnDY=
$$- Cyber Cash- End- 7Tl dj BO5pLI w3JAyy5E7A==- $$

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R
Mer chant - Opaque Key: Session key sanme as that of CML/2/3/4/5 for
sanme Merchant - Transacti on and Mer chant - CCl D.

Opaque Key: Sane custonmer session key from CHL passed through Cw
for ID and Transaction

HERHHHHH TR H R R H R H R R R
Mer chant - Opaque Section Contents:

type: charge-action-response

server-date: 19950121100706. nnn

action-code: XXX [per |1SO 8583]

response-code: failure/success/etc.

order-id: 1231-3424-234242

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==

pr - si gned- hash:

8zqwli pqgt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk5l gMykKDvThhQQycr f T7eXr n/ hLUC
kXoSct ahEVAWLKBIbpOEVr 1zVzcNoAa7nm2f JgxNf i i sTgl RW-PMaa78r n+Ov
retrieval -reference-nunber: 432112344321

aut hori zati on-code: al2323

card-hash: 7Tm dj BO5SpLI w3JAyy5E7A==

card-prefix: nnxxxx [Returned if merchant is not full-PAN]

}

{
card- nunber: 1234567890123456 [Returned if merchant is full-PAN]

}
expiration-date: 12/34 [always present]
mer chant - swseverity: fatal/warning
nmer chant - swressage; Message for merchant about out of date
protocol nunmber in $$ start |line of merchant nessage.
mer chant - mnessage
Free text of the error/success condition
This text is for the nerchant fromthe server..
i d: myCyberCashl D
transaction: 78784567
date: 19950121100505. nnn

or

Opaque (Custoner) contents:
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server-date: 19950121100706. nnn
anmount: usd 10. 00
order-id: 1231-3424-234242
card*: [from successful BC4]
response-code: failure/success/etc.
swseverity: fatal/warning
swhessage; Tells CyberApp that it is obsolete display this
text to the user. [only present if SWseverity present]
nessage;
Free text of the error/success condition.
This text is to be displayed to the customer
by the Cyber Cash application..

HRAHHHH B HHH TR R R TR R R T R R R R R R R R R R R R H
Signature is of the following fields: no signature

HHHH PR H TR H R R R R R R R R R R R R R

Expl anati on:

retrieval -reference-nunber is needed for voids. authorization-code
is needed for post-auth-capture. These fields are each only
present in the CM6 if they were returned by the bank which
depends on what operation was bei ng done.

card-prefix is first two and last four digits of card-nunber.

At nerchant’s bank’s discretion the card-nunber or card-prefix is
returned.

card-hash is really the hash of the full card nunber and the salt
provi ded by the custoner. card-hash is needed so the merchant
can, if they w sh, sort customer transactions by card w thout
knowi ng the card nunber.

card* is the card* fields delivered in the CM nessages being
responded to. They appear in al phabetic order

server-date duplicated in custonmer opaque area for security.

{}'s in colum one just for clarity of alternatives and do not
actual ly appear in the nessage.

[]ed coments appear after some fields.

4.4.7 The MW Message Series

The CM message series above is the primary CyberCash credit card
purchase system for securely handling charges from Cyber Cash
custonmers. However, nerchants, who are authorized by their acquiring
bank to accept such charges, may al so receive tel ephone, nail, and
over-the-counter sales. To avoid any necessity for the nerchant to
have a second parallel systemto handl e these charges, an MVL through
M6 message series is defined and has been inplenmented for these |ess
secure transactions.
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The MW nessages | ook very simlar to the OV series but the
"customer opaque" section is actually signed by the nmerchant and no
separate custoner CyberCash ID or prior card binding is required
The MW message exanples are onitted here in the interests of
brevity.

4.4.8 CD1 - card-data-request

Description: Used by nerchant to get card-nunber, etc., if
i nformati on needed by merchant to resolve a dispute.

HAHH PR H PR H PR H PR H R H R H R H R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HRHHHHH B HTH B R TR R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $%

mer chant -cci d: ACME- 69

nmer chant -transaction: 123123

mer chant -date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:

EDD+bOWAS j e5f 7vscnNTIPkn1Wli 7uG3nmHi 8M zLyFCOdj 7e0JRj Z2Pnj DHuR81kbhgb
nX/ wAuvsoPgwvb UJEWRb9pbB39mUFBDLPVgs NWALY Se QGs 00Ky G MkNs 1nSuk HdOnDV
4uZRAHLRRf EnMIX4AWnE 2+sbewTYaClvk4t n/ +MNDZI J89Let bz5kupr 0ZekQ Pi x+pJs
r HzP5Ygavhk5i RBHvwWKb5Max KXGOCOef 5ns 8VbVBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Q DeWjga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

nmer chant - opaque

6BVEf S| gVCoCGhl/ OR+g1C143MaA6QLV KpEgde86WNGIVW45bMJZvaAudlL VeqWo YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRIl supSAws RMyoNl ekR6t ucvf v/ 622JY7+n7nCGO
dGMzPOGI| mh2DnmdPace Axy OB/ xOF t f 6koOnndnvB+/ y2nfFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQImNwA+l t suOf 42MgsxB8@1vj Pt oi Pi 5LEnDOY4) | pJ7Jg2Ub84
FOvJhYpnzNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQKO0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
m D6i ckhd+SQzhbRCNer | Ti QGhuL4wUAXxz Gh8aHk20Xj oMpVzWW2EI mPu5QaPEc36xgr
nN\z8vCovDi uy3t Z42| GAr xBweasLPLCbnDY=

$$- Cyber Cash- End- 7T dj BOSpLI w3JAYy5E7A==- $$

HARBHHHH PR HH T H T H R H R H R R R
Mer chant - Opaque Section Contents:

type: card-data-request

password: xyzzy

server-date: 19950121100505. nnn [optional ]
order-id: 12313424234242

mer chant - anount: usd 10. 00

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==
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pr - si gned- hash:
| VBgWHXx 1f 8eCkWs Cs MOESMBM Th Q7| BBc Eny GDAW dbalLu5Qn bh060OX1npe2d3Hi j xy
+X8vKcVE6BI 6To27u7A7UnGmtpo9l CUSLxgt ygyn3j WAHZpc5NZpwo TCf 2pAK

i d: myCyberCashl D

transaction: 78784567

date: 19950121100505. nnn

nmer chant - si gnat ur e:
8zqw0i pqt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk51 gMykKDvThhQOycr f T7eXr n/ hLUC
kXoSct ahEVdwlKBJbpOEVr 1zVzcNoAa7nR2f JgxNf i i sTgl RW+PMaa78r n+Ov

HURHHHHH I
nmer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in nerchant-cyberkey.

Cust omer opaque section (Opaque) - see CHL

HURHHHHH I
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
anmount: usd 10.00
card*: [from successful BC4 (includes card-expiration-date,
card-nunber, and card-salt)]
si gnat ure:
48SBKUf o] y COFDKOWACYNvucgi DxYOQer ZWindl XZRy he THXH8Cel hwiky LnmgQSDY UK
+1 X9035/ j UKANPOxUQq9y/ beHS1IHU9FeOW zf XYRt nj | qvQX+yUf QAT7eNES

HAHH AR R R R R R R R R R
mer chant-signature is on the following fields: nerchant-ccid,
nmer chant -transacti on, merchant-date, nerchant-cyberkey, type
password, server-date, order-id, merchant-anount, pr-hash,
pr-si gned-hash, id, transaction, date, cyberkey

Customer Signhature: see CH1

HERHHHHH PR HH T T T R

Expl anati on:

[see al so CML expl anati on]

The nmerchant may need to know the card invol ved and ot her
information in order to resolve a disputed transaction. This
information is all contained in the original CHL enbedded in the
CML for the transaction. |[|f the merchant saves the CML and ot her
transaction information, they can send this CDl nessage to the
server. Wile this reduces the pass through confidentiality of
the system the merchant is then on record as asking for this
particul ar credit card number and excessive CD1's from a nerchant
can be flagged.

password is an extra |l evel of security intended to be manually entered
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at the nerchant to authorize the unusual action. Server stores a
hash of the merchant-ccid and the password.

4.4.9 CD2 - card-data-response

Description: Respond to CDL with failure or with success and card
dat a.

HAHH AR R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Merchant App

HHHH PR H PR H PR H R H R H R H R H R R R R R R R R R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

mer chant - cci d: ACME- 012

mer chant-transacti on: 123123

mer chant -date: 19950121100705. nnn

nmer chant - opaque

t 731/ 86R72ZLr gHLI f OVGNBybvs+dGEK705L8LFKEXgCt i ONG K83CwDs Udi so7ULJP
2Z0Bd VHLmhI BY7+QXx5i CEGHy8JKC9l VWWNNi 20’ OO DgLeJAKMSZYbNQ SKVi Y34i 5
0s7QuDk9OWNVOf i xj vRBUNO2B7ur WA gf KLOYDnHy ORvhy Uz YxLr MaTX+/ 61 kyU5Z0I H3
BXYBUNV8Dgi t Ej gLXmyWIXRDI EBNO2yeZgs FRMGruBHf CTy Sn2Xgni fi zpmKMJa9Ui H
onNx9V86f uBdcJF7CIgH5CGct 2M dx/ f 2VpoRkme SMAKFr Yi 8wgt vddSXFImy40NZ8W2z
CEUEVhcnt uopwEeehv+bej ¢3f DDZ23JKr bhl Z171 SvFR14PKFsi 32pXFqTQ0ej 9GTc5
L6c8nM3t | 1gdHNCeON5f 7ASdKSOt YSXAYJLI ReMgPr Xj NJEaRx7VulodM kgr zGOV1f o
5w33B@HK3U2h+1e5z YBeHY3ZYGAnnyl YYXI yedxpuPNAQUOdG WZol mYE44QOw d50z
xul PBj j 6¢pEl / 9WTwR3t pkBb4Zf Yi r xxnoj 9JUKPKISr v9i J

$$- Cyber Cash- End- 7Tt dj BO5pLI w3JAyy5E7A==- $$

TR R R R R
Opaque Key: session key from CDL.

HURHHHHH I
Opaque Section Contents:

type: card-data-response

server-date: 19950121100706. nnn

response-code: failure/success/etc.

order-id: 1231-3424-234242

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==

pr - si gned- hash:
| VBgWHXx 1f 8eCkWs Cs MOESMBM Th Q7| BBc Eny GDAW dbalLu5Qn bh060OX1npe2d3Hi j xy
+X8vKcVE6BI 6To27u7A7UnGmtpo9l CUSLxgt ygyn3j WAHZpc5NZpwo TCf 2pAK

card-hash: 7Tm dj BO5SpLI w3JAyy5E7A==

card- nunber: 4811123456781234

card-type: visa
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card-nane: John Q Public
expiration-date: 01/99
mer chant - swseverity: fatal/warning
mer chant - swressage; Message for merchant about out of date
protocol number in $$ start |line of merchant nessage.
nmer chant - nessage
Free text of the error/success condition
This text is for the nerchant fromthe server..
i d: myCyberCashl D
transaction: 78784567
date: 19950121100505. nnn

HERHHHHH R R
Signature is of the following fields: no signature.

HAHH AR R R R R R R R R
Expl anati on:
This normally returns selected fields fromthe decodi ng of the

opaque part of a CHl as sent to the server in a CDI.

4.5 Uility and Error Messges

A nunber of utility, status query, and special error reporting
nessages have al so been found necessary in inplenenting the CyberCash
system

It is desirable to be able to test connectivity, roughly synchronize
cl ocks, and get an initial determnation of what client protocol and
software versions are accepted. This is done via the P1 client to
server nessage and its P2 server to client response.

Clients need to be able to determine the status of earlier
transacti ons when the client or nerchant has crashed during or has
suffered data | oss since the transaction. Two transaction query
nessages are defined, TQL and TQ2. One just queries and the other

al so cancels the transaction, if it has not yet conpleted. The
response to both of these nessages is a T8 response fromthe server.

Since the system operates in a query response node, there are two
cases where special error messages are needed. |If a query seens to
be of an undeterm nabl e or unknown type, the UNK1l response error
nessage is sent. |If a response seens to be of an undeterninable or
unknown type or other serious error conditions occur at the client or
mer chant whi ch shoul d be | ogged at the CyberCash server, the DL1 or
DL2 diagnostic | og nmessage is submitted by the client or nerchant in
guestion respectively.
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4.5.1 P1 - ping

Description: Very |ight weight check that we have connectivity from
the customer to the server. Does no crypto to mnimze
over head.

HHHH PR H PR H PR H R H R H R H R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HAHH AR R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $%

type: ping

id: myCyberCashl D [optional]

transaction: 123123213

date: 19950121100505. nnn

$$- Cyber Cash- End- 7Tt dj BO5pLI w3JAyy5E7A==- $$

HERHHHHH R R
Expl anati on:
id optional as persona nmay not have been set up yet.

4.5.2 P2 - ping-response

Descri ption: Response to the P1 |ight weight ping. Does no
crypto to minimze overhead.

HURHHHHH I R
Sender: Cyber Server

Recei ver: Cyber App

HHBHHH R B HHH TR R R TR R R T R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$
type: ping-response
id: myCyberCashlID [if present in P1]
transaction: 12312313
date: 19950121100505. nnn
server-date: 19950121100506. nnn
swseverity: fatal/warning [absent if ok]
swhessage; Tells CyberApp that it is using an obsol ete protocol
Display this text to the user. J[only present if SWeeverity
present]
response-code: success/failure/etc.
nmessage;
Free text of the error/success condition
This text is to be displayed to the sender
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by their CyberCash application..
supported-versions: 08.win, 0.81win, 0.8nac
$$- Cyber Cash- End- 7Tni dj BO5pLI w3JAyy5E7A==- $3$

HHHH PR H TR H R R R R R R R R R R R R R
Expl anati on:
swersion does not appear in Pl for security reasons so
swseverity and swnessage appear only if the server can tel
that things are old fromthe $$ header protocol version
supported-versions lets client know as soon as possi bl e what
versions are supported and, by inplication, which are not. Does
not conprom se security by having client say what version it
is.

4.5.3 TQL - transaction-query
Description: Client query to server for Transaction status.

HHHHHEHHE TR R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HARHHHHH PR H TR H T H R H R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

id: MyCyberCashl D

dat e: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:

VFazt Huj 757Jr v+JIxZFsHORy/ zgkr xhBCu9cPdEO4c 1NnXzVlI GOHygp S| +UGUvnhkY!
21QQaHkaE3geccRk03cqgFYOLNRCc! | ntsyel ZCgVt +2dJTj 1V+E7TR7ePQ G +0gY42+V
L5BWAVE nDQFYyg1DdJ6n3S/ er 6ZuChAj pcAogGHT1Na5dInr TAIWRM YVkghXi 2KMydur
3U47P8ZGUza7WOMST3Dgvvi NOkVht mHENnb15mo6NTQAf dxwOWZpy 6vMgr BGk2nTgi 2¢
bnf +muC0+ki NPXWEzRr 08o=

$$- Cyber Cash- End- kchf i Z5WAUI pk1/ viogwuQ==- $$

HERHHHHH TR H R H R H R H R R R
Opaque Key: generated from Cyber Cash encryption key identified in
Cyber Key

HERHHHHH R R
Opaque Section Contents:

type: transaction-query

swersion: 0.8wn
begi n-transaction: 1234
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end-transaction: 4321

si gnat ure:

j Jf FsKvOxLaV87gxu7l | Pet 3wl Dwh1H2F61r e YCIj nmr S6WAt UVFEaCNuTEBoM xFOX
vD50Pf yheJRI | nL6i 0c4o/ bf yG3edKAacm TnKt 6/ 4y9p3qgvKkSX8r 9aym

HERHHHHH R
signature is of the following fields: id, date, transaction

cyberkey, type, swersion, begin-transaction,

end-transacti on

HURHHHHH I
Expl anati on:
This is a client status query of a previous transaction or
transacti ons.
begi n-transacti on and end-transacti on can be the sane.

4.5.4 TQ - transaction-cancel

Description: Client query to server for Transaction
cancel | ati on/ st at us.

HURHHHHH I
Sender: Cyber App

Recei ver: Cyber Server

HRAHHH R B HTH TR R R TR R T R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

i d: MyCyberCashl D

date: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:

VFazt Huj 757Jr v+JIXZFsHORy/ zgkr xhBCu9cPdEO4c 1NnXz VI GOHygpSl +UGUvnhkY!
21QQaHkaE3geccRk03cqFYoLNRCel | ntsyel ZCgVt +2dJTj 1V+E7TR7ePQ G +0gY42+V
L5BWAVE nDQFYygl1DdJ6n3S/ er 6ZuChAj pcAogG+HT1Na5dJInr TALIWRM YVkghXi 2KMydur
3W7P8ZGUza7WOMST3Dgvvi NOkVht mHENnb15np6NTQAf dxwOWZpy 6vMyr BGk2nTgi 2¢
bnf +muQ0+ki NPXWEzRr 0Bo=

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HERHHHHH
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HARBHHHH TR HH TR H TR H TR R H R R
Opaque Section Contents:
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type: transaction-cance

swersion: 0.8wn

begi n-transaction: 1234

end-transaction: 4321

si gnat ure:
kD7DEav2uLQ YM P9gbhYaBUpB2a5whNwnK2eXbby TCf 56F6d| 3Dl Vf 7D8Z4WbY2YZn
ByRI Kegl hnss7f bdnBi DYnKf Quc+l 4bi / Gsl ml 5ri aci GhTd2JdHG+PCcHWVZ

HERHHHHH TR H R H R H R H R R
signature is of the following fields: id, date, transaction,
cyberkey, type, swersion, begin-transaction, end-transaction

HHHH PR H PR H PR H R H R H R H R H R R R R R R R R R R
Expl anati on:
This is a client attenpt to cancel a previous transaction or
transacti ons.
begi n-transacti on and end-transacti on can be the sane.

The transaction-cancel transaction (TQ 2) is defined between the
client and the server. This transaction permits the client to
gquery the status of an operation and to stop the operation from
occurring if it has not already occurred.

4.5.5 T@ - transaction-response
Description: Reports generated by a TQL or TQ

HURHHHHH I R
Sender: Cyber Server

Recei ver: Cyber App

HHBHHH R B HHH TR R R TR R R T R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

id: mycybercashid

date: 19950121100505. nnn

transaction: 12312314

server-date: 19950121100505. nnn

opaque:
eFXRL+H0J5q318M21wRdt cbhu9WCyLys(keF9ol cj t bst ynx343bbt OEAt UlgcJaUKJZ
3skgvwr hexUW4bFcE68OPI UXAvLQ10l 3MczPYPsi Gr sUOK4bZt QuDZmm727 QQAf ONBnbs
slyj | ha+Fj 481BJ0CTYc3j u90l Aj CYgi r Xt nnR6yJXoDO75b7Uj t hvHSnr TW/Zvkt X
PvTuUCYzbXSFoYvwWFMBY+y HqSHI mit YKQpYze8zbUSDQF mvTClyw3aY2JasZ+xMP/ CD
JWHCA+gCLBYCnvzM ExKTZTFD3xr 5JBf NbV4p6Ci K6l sf RFD7maAK6 TSVNW WCEJNpOv
fyl | fWD04f T7L1 NQcj Ji QK1Pk/ 912Tk6(@B5eRaQZor w2hnY/ 7By 20k Py FdAqFL+DOH6
TqzxmdEj EFKxi / PPT1+Cs/ Nszy8wZzaGg8i WATF ARY6st | +02dDhwOoFXSBNvchl Vr cl
I I vhunSl Qs29Pnt j 3DbkYo4l EnmV qi 1vnzl d22qg71 Alg/ CQakyc7j | QUFI Sx76buqwy
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35Xi COYn8f | E4ValdUxM 2RCR1B/ XoV6AEd64KwPeCYy OYvwbRe YpRVBXFLY YgWWMVEL
+yp7c66Sr CBhWIBAJYQ+5] 5uyO7uKyyg7Chr VOI MoRDPj i QXZMboLZG f JPnmpvJ66hC
VZUMMIAGLR+TJzWnisUP9Zb6z MShedUy OPr t wivkJXUlvZ5al 8QJAgUCLEi t cD+dsY
Df 4Cz AOOf CLOPCkJ58HZB/ pSBf Ur HAa+1 qHy ZkV/ HBi 9Tj Twnkt Ji +8T9or XS0j Svor
dMITGMOI f ETy2VXt
$$- Cyber Cash- End- 0QXqLI| Nxr n4GNQPPK9AOLQ==- $$

HERHHHHH TR H R H R H R H R R
Opaque Key: Session key from TQL/ TQ2 with sane Transaction and |ID.

HAHH PR H PR H PR H PR H R H R H R H R R R R R R R R R
Opaque Section Contents:

type: transaction-response

response-code: success/failure/etc.

message; general free formtext message from server to
customer. ...

swseverity: fatal/warning

swressage; Message indicating that CyberApp software is obsol ete.
May be nultiple Iines.

report-fee: usd 0.15 [if non-zero]

transaction-1: ol d-transacti on-nunber

transaction-status-1: success/fail ure/pending/cancell ed/etc.
server-date-1: 19951212125959. nnn

date-1: 19950121100505. nnn

type-1: auth-only/etc.

HERHHHHH
Signature is of the following fields: no signature

HRHHHHH B HTH B R TR T R R R R R R R R R R R R R

Expl anati on:

Report-fee is the notification that this report cost a fee and is
only present if there is a fee.

There can be multiple transaction for the sanme transacti on nunber as
there coul d have been a auth, post-auth-capture, void, etc.

Ter s
"original transaction"” refers to the paynment or other transaction
that is being queried or cancel ed.
Note: this transaction nmay not actually reside at the server.
"request"” refers to the requesting TQ2 or TQ 1 nessage

id: id fromthe request nessage

date: date fromthe request nessage
transaction: transaction fromthe request nessage
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server-date: current date/tinme

type: transaction-response

response-code: response code for request nessage, can be one of:
"success" neans the request nessage was processed. Does not inply
guery or cancellation status of the request.
“failure-hard" neans that the request nessage was not processed
due to being ill-forned or otherw se inoperable.
“failure-swersion" neans that the request nessage was not
processed due to software revision probl ens.

nmessage: the nessage applies only to the TQ transaction, not to the
status of the transactions being queried or canceled. The
nessage is provided according to the response-code as: "success"

- nessage is omtted. "failure-hard" - use standard hard failure
nessage. "failure-swersion" - use standard swersion nessage for
f at al

swseverity: applies to request nessage
swressage: applies to request nessage
-- per query/cancel fields ("N is a series fromlto N) --

transaction-N transaction nunber of original transaction, or if
the original transaction is not present in server the transaction
nunber that the query / cancel request refers to

transaction-status-N. status of original transaction, may be one of:
"success" the original transaction was successfully processed.
If request was TQ 2, cancellation is not perforned.
“failure" the original transaction was not successfully processed.

If request was TQ 2, cancellation is not perforned (however

there is nothing to cancel, so it’'s all the same to the custoner
app) .
"pendi ng" the original transaction is still being processed and
final disposition is not known.

"cancel ed" the original transaction has been cancel ed by the server.
Later arrival of the original transaction will not be processed,
but will be returned with a "failure-cancel ed" returned.

server-date-1: server-date field fromoriginal transaction or
omitted if original transaction is not present in the server”

date-1: date field fromoriginal transaction or omtted if origina
transaction is not present in the server"

type-1: type field fromoriginal transaction or omitted if origina
transaction is not present in the server"

4.5.6 UNK1 - unknown-error
Description: This is the response sent when the request is so
bad off you can’t determ ne what type it is or the type is

unknown to you. Sent from Merchant to Client or from Server
to Merchant or from Server to Cient.
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HHHH PR H PR H PR H R H R H R R R R R R R R R R R R
Sender: Merchant App or Cyber Server

Recei ver: Cyber App or Merchant App

HAHH AR R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

type: unknown-error

unknown- err or - nessage:
Text message of error condition to display to user. (CyberCash
wr apper not found, wapper integrity check fails, unknown protoco
versi on specified, unknown type specified, etc.)

{
server-date: 19950121100506.nnn [if sent by server]

}

or

{

mer chant -date: 19950121100506.nnn [if sent by nerchant]

}

x-id: nycybercashl D

x-transaction: 123123213

x-date: 19950121100505. nnn

x-cyberkey: CC1001

X- opaque:

2Dqgi OQf GRZj zddWHEZWGsJnoTsp9Yi ri 8DE9cPUMPsJ 7] TFUE4AXH 4QF N2cAi pDB2G G
9hr 7Hj 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhR4yCFQ Ci Kk0dh83p+DDs FWW7
TI 3Du2B15sQS+SdaoPwkf VDnJv4Y+b7vu2cN7bGrexCkBapBcJZbReNaWK5s T +U8y pf w
5V6QdMOz NXpef 3z+cTTW GO m9T1PwolYi 9Cbyl f/ wi K+l Pb+bBZ9UwWLZSB+qVM JimX
GnHXGBANA/ PD+j KYCt smR2Gxv2ViB3Cuez OyzPt CRugqLp5ubgnLBF9aBBj xwidbn+cp5sm
| w51l Honp1Jj 7H6wWy NnRpEj y4t M7 3j cosBf Ge@DHxgyHLluai FNr 2D+WnuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQ zet sn1JCNZzbW

$$- Cyber Cash- End- 7Tn1 dj BO5pLI wBJAyy5E7A==- $3$

HARHHHHH TR HH TR H TR H R H R H R
Opaque Key: see expl anation

HERHHHHH R R
Opaque Section Contents: see explanation

HARBHHHH PR HH T H T H R H R H R R R
Signature is of the following fields: see explanation

HHHH PR H B H PR H R H R H R R R R R R R R R R R

Expl anati on:

This message is sent as a response when you can’t find or understand
even the type of a message to you. It wll always have type and
unknown-error-nmessage fields at the beginning. Any fields from
the request that are parseable are sinply echoed back in the UNK1
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nessage with "x-" prefixed to it. Thus, if an x-opaque appears,
it was whatever the opaque was in the original request, etc. |If
you can decrypt the opaque section, you don't want to put the
results here in the clear!

{}’s in the first colum are to group alternatives only and do not
appear in the nessage.

Since the custoner originates exchanges with merchant and server
and nerchant origi nates exchanges with server, this nessage
will only be emtted fromthe merchant to the custoner or the
server to the custoner or merchant. It should generally just
be | ogged for debuggi ng purposes.

You may need to watch out for denial of service via forged or
repl ayed UNK1 nessages.

4.5.7 DL1 - diagnostic-Ilog

Description: Cient diagnostic |og of bad nmessage fromeither
mer chant or server.

HHHBHHBHH B HH B R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HABHHHHH PR HH TR T T R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

id: MyCyberCashl D

date: 19950121100505. nnn

transaction: 1234

cyberkey: CC1001

opaque:

2Dgi OQf GRZj zddWHEZwGs JnoTsp9Yi ri 8DE9cPUMPsJ 71 TFUE4AXH 4QF N2cAi pDB2G G
9hr 7H 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhRAyCFQ Ci Kk0dh83p+DDs FWW7
TI 3Du2B15sQ@S+SdaoPwkf VDnJv4Y+b7vu2cN7bG7ex CkBapBcJZbReNaWK5sf +U8y pf w
5V6 QdMOz NXpef 3z+cTTW GOt m9T1PwolYi 9Coyl f/ wi K+l Pb+bBZ9UWLZSB+qVM JmX
GnHXGBANA/ PD+j KYCt sm2CGxv2VAB3Cuez OyzPt CRugqLp5ubgnLBF9aBBj xwidbn+cp5sm
[ w51l Hbrmp1Jj 7H6Wy NnRpEj y4t M7 3j cosBf Ge@HxgyHLluai FNr 2D+W/nuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQ zet sn1JCNZzbW

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HERHHHHH
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HARBHHHH TR HH TR H TR H TR R H R R
Opaque Section Contents:
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type: diagnostic-Ilog
nessage: incorrect order-id
swersion: 0.8wn

x-type: original - message-type

x-transaction: original-transaction-nunber

x-opaque: [if can't decrypt]
9/ eFi JK5t Li zsoeSnmpWuLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exukX3
5+z3vuud4oqOrsr nsvvz8/ venogqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw

HHHH PR H TR H R R R R R R R R R R R R R

Expl anati on:

Client application does not expect a response for this nmessage. The
decrypted original nmessage will be in the opaque section unless
decryption fails. If decryption fails then un-decrypted opaque
in the original will be sent.

This message will be sent to a different script or socket or host
than normal nessages so that it will just be absorbed and never
generate an UNKLl response or anything, even if this nessage
itself is screwed up.

4.5.8 DL2 - merchant-diagnostic-|og
Description: Merchant diagnostic |og of bad nessage from server.

HHHBHHBHH B HH R R R R R R
Sender: Cyber Mer chant

Recei ver: Cyber Server

HABHHHHH PR HH TR T T R R
Sanpl e Message:

$3$- Cyber Cash- 0. 8- $$

mer chant - cci d: MyCyber Cashl D

mer chant -transaction: 1234

mer chant -date: 19950121100505. nnn

ner chant - cyber key: CC1001

nmer chant - opaque

2Dgi OQf GRZj zddWHEZwWGs JnoTsp9Yi ri 8DE9cPUMPsJ 71 TFUE4AXH 4CQF N2cAi pDB2G G
9hr 7Hj 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhRAyCFQ Ci Kk0dh83p+DDs FWW7
TI 3Du2B15sQ@S+SdaoPwkf VDnJv4Y+b7vu2cN7bG7ex CkBapBcJZbReNaWK5sf +U8y pf w
5V6QdMOz NXpef 3z+cTTW GO m9T1PwolYi 9Cbyl f/ wi K+l Pb+bBZ9UWLZSB+gVM JmX
GnHXGBANA/ PD+j KYCt sm2CGxv2VAB3Cuez OyzPt CRugqLp5ubgnLBF9aBBj xwidbn+cp5sm
[ w51l Hbrmp1Jj 7H6Wy NnRpEj y4t M7 3j cosBf Ge@HxgyHLluai FNr 2D+W/nuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQ zet sn1JCNZzbW

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

RHHBHBHHBHHHH BB H BB R B R B R R R R R R
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Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HARHHHHH TR HH TR H T H TR R H R R
Opaque Section Contents:

type: nerchant-di agnostic-1og
server-date: 19950121100505.nnn [optional]
nmessage: incorrect order-id

x-type: original - message-type

x-transaction: original-transaction-nunber

x-opaque: [if can't decrypt]
9/ eFi JK5t Li zsoeSnmpWuLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exukX3
5+z3vuud4oqOrsr nsvvz8/ venogqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw

HURHHHHH I
Expl anati on:
Mer chant application does not expect a response for this nessage. The

decrypted original nmessage will be in the opaque section unless
decryption fails. If decryption fails then un-decrypted nessage
will be sent.

This message will be sent to a different script or socket or host
than nornmal nessages so that it will just be absorbed and never

generate an UNKLl response or anything even if this nessage
itself is screwed up.
4.6 Tabl e of Messages Descri bed
The foll owing 31 nessages are described in this docunent.
C = Custoner App, M= Merchant App, S = CyberCash Server
FLOW SECTI ON NANME

C>s 4.2.1 BC. 1 bind-credit-card
S>C 4.2.2 BC. 4 bi nd-credit-card-response

C>M 4.3.2 CH. 1 credit-card-paynent
M>C 4.3.3 CH. 2 credit-card-response
M>S 4.4.8 CD. 1 card-dat a-request
S>M 4.4.9 CD. 2 card-dat a-response
M>S 4.4.1 CM 1 auth-only

M>S 4.4.2 CM 2 aut h-capture

M>S 4.4.3 CM 3 post-aut h-capture
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M>S 4.4.4 CM4 void

M>S 4.4.5 CM5 return

S>M 4.4.6 CM 6 charge-acti on-response
C>S 4.5.7 DL.1 di agnostic-1og

M>S 4.5.7 DL. 2 nerchant -di agnostic-1 og
C>S 4.1.3 GA. 1 get-application

S>C 4.1.4 GA. 2 get-application-response
M>S 4.4.7 MM 1 nerchant -aut h-only

M>S 4.4.7 MM 2 nerchant - aut h-capture
M>S 4.4.7 MM 3 nerchant - post - aut h-capture
M>S 4.4.7 MM 4 nerchant-voi d

M>S 4.4.7 MM 5 nerchant-return

S>M 4.4.7 MM 6 nerchant - charge-acti on-response
C>S 4.5.1 P.1 ping

S>C 4.5.2 P. 2 ping-response

M>C 4.3.1 PR. 1 paynent-request

C>S 4.1.1 R 1 registration

S>C 4.1.2 R 2 regi stration-response
CG>S 4.5.3 TQ 1 transaction-query

C>S 4.5.4 TQ 2 transacti on-cance

S->C 4.5.5 TQ 3 transacti on-response

S->C, S>M M>C
4.5.6 UNK. 1 unknown- err or

5. Future Devel oprent

CyberCash is extending the facilities avail able through the CyberCash
system W are committed to inplenmenting a full cash system
including efficient transfer of small anpbunts of nobney, the extension
of the credit card systemto handle termi nal capture and cl earances,
and ot her inprovenents.

5.1 The Credit Card Authorization/C earance Process
There are six steps in credit card processing as |isted below. The
first four are always involved if a transacation is conpleted. The
fifth and sixth are optional
(1) authorization: merchant contacts their acquiring back which

normal Iy contacts the card issung bank and returns to the
nmerchant an approval /guarantee or a disapproval. This
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temporarily decreases the avail able credit on the card.

(2) capture: the charge information for a purchase is entered by
the nmerchant into a batch.

(3) clearance: a batch of itenms is processed. This actually causes
the items in the batch to appear on credit card statements as
sent by the issuing bank to its carhol ders.

(4) settlenent: the actual interbank transfer of net funds.

(5) void: the nmerchant undoes step 2 (or 6) and causes a charge (or
credit) to be renoved froma batch. Mist be done before the
batch is processed.

(6) credit: the merchant causes a "negative charge" or credit to be
entered into a batch. This will appear on the cardhol ders
stat enment.

The fourth step, settlement, is entirely within the banking comunity
and does not concern us here. CyberCash 0.8 provides nessages to do
1, 1&2, 2, 5, and 6. This is adequate for credit card processor
systens where the batch is accunul ated at the bank or between the
bank and the nerchant. CyberCash 0.8 supports such "host capture"
systenms. Qher credit card processor systens require the nerchant to
accunul ate the batch. Such systens are frequently referred to as

"term nal capture". This makes actions 2, 5, and 6 internal to the
mer chant but requires nmessages to performaction 3. Such batch
cl earance nmessages will be included in future versions of the

Cyber Cash nerchant and server software.
5.2 Lessons Learned

The continuing rapid devel opment of the CyberCash systemis an

i nteresting experience. The systemnust deal with many existing
browsers and | egacy banki ng systens. Existing credit card processors
that convey transactions to acquiring banks have conpl ex and vari ed

i nterfaces. The sophistication of security attacks on the Internet
is growing rapidly.

In the face of such a rapidly changing environment, it was essentia
to adopt a general nessage framework so that nessages and fields
could be added as they were found necessary. Any attenpt to reduce
the systemto a small nunber of perfectly opinzed nmessages in
advance woul d have dooned the systemto failure. (As of m d-Cctober
1995, the total nunber of CyberCash nessages defined, including those
pl anned for cash and nicrocash, enhancenents to the credit card
system and sone ol d nessages being phased out in favor of inproved
repl acenents, is just over a hundred.)

Fl exi bl e operational and error handing facilities are al so, as usual

the bul k of the system Version nunbering and tracking has proved to
be quite inportant and nerchant versioning is bei ng added.
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Use of text for messages has proven very beneficial. This makes it
possible to easily deal with nmessages using comopn everyday tools
such as text editors and spead sheets. Use of binary TLV (type,

| ength, value) encoding or the like is certainly possible but inmposes
a significantly higher level of conplexity on every tool that has to
deal with the nessages.

Encryption and decryption inpose sone difficulties in devel opment.
Any confusi on about decryption keys or algorithns will render
encrypted material meaningless and tools are needed to provide
decyrption for debuggi ng outside of normal program operation. But
this pales conpared with the stringencies inposed by signatures. Al
parts of the system nust have absolutely identical ideas as to the
exact bit patterns to be hashed or signed and their exact order
Seemingly trivial differences in capitalization, punctuation

fram ng, order, or the like, in addition to any di sagreenment about
keys or algorithms, will lead to frustrating failures of signatures
to match. Passing signatures through an internedi ate system and
checking themat a third system as is done when a custoner’s
signature is passed through a nerchant and checked at the CyberCash
server, conmpounds the problem

6. Security Considerations

The CyberCash Version 0.8 Credit Card system provi des substantia
protection to paynment nessages as described above in sections 1.2,
2.2.4, and 2.2.5. However, it provides no privacy to the shopping
interaction which is essentially outside of its purview It also
provi des no protection agai nst di shonest nerchants other than those
normal ly available with credit card purchases. Care nust be taken to
avoid loss of control of the machines on which parts of this system
runs or security may be conprom sed.

Current credit card dispute resolution systens require deliberate
bypasses be inplenmented for sonme of the security normally established
by Cyber Cash as described in section 3.4.
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