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Status of this Menp

This meno provides information for the Internet conmunity. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimnmted.

Abst ract

Thi s docunent provides information for the novice Internet user about
using the File Transfer Protocol (FTP). It explains what FTP is,
what anonymous FTP is, and what an anonymous FTP archive site is. It
shows a sanpl e anonynmous FTP session. It also discusses comon ways
files are packaged for efficient storage and transni ssion
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What is FTP?

FTP refers to the File Transfer Protocol [1], one of the protocols
within the TCP/IP protocol suite used on the Internet. The File
Transfer Protocol makes it possible to transfer files from one
conputer (or host) on the Internet to another. There are many FTP

i mpl enentations built on the specification of the FTP protocol. A
user of an FTP programnust log in to both hosts in order to transfer
afile fromone to the other.

It is commpn for a user with files on nbre than one host to use the
FTP programto transfer files fromone host to another. In this
case, the user has an account on both hosts involved, so he has
passwords for both hosts.

| AFA Wor ki ng G oup [ Page 1]



RFC 1635 How To FTP May 1994

However, Internet users may al so take advantage of a wealth of
i nformati on avail able fromarchive sites by using a general purpose
account call ed "anonynous FTP'

VWhat is an Archive Site?

An archive site is a host that acts as a repository of information,
much |ike a conventional library. Information stored on these
Internet hosts is made available for users to transfer to their |oca
sites. Users run software to identify this information and transfer
it to their own hosts. Such a transfer is done with a programthat

i npl enents the File Transfer Protocol (FTP).

What is Anonynous FTP?

Anonynmous FTP is a neans by which archive sites allow general access
to their archives of information. These sites create a specia
account called "anonynous". User "anonynous" has limted access
rights to the archive host, as well as sone operating restrictions.
In fact, the only operations allowed are logging in using FTP,
listing the contents of a limted set of directories, and retrieving
files. Some sites limt the contents of a directory listing an
anonynmous user can see as well. Note that "anonynous" users are not
usually allowed to transfer files TO the archive site, but can only
retrieve files fromsuch a site.

Traditionally, this special anonynmpous user account accepts any string
as a password, although it is common to use either the password
"guest" or one’'s electronic mail (e-mail) address. Sone archive
sites now explicitly ask for the user’s e-mail address and will not
allow login with the "guest" password. Providing an e-nmil address
is a courtesy that allows archive site operators to get sonme idea of
who is using their services.

VWhat Information Do You Need to Know?
To retrieve a specific file, a user needs to know what host it is on,

and the pathnane of the file. A pathnanme tells the directory (and
possi bly subdirectories) that house the file, and the name of the

file. Oten discussions of available files will not specifically
say, "This file is available for anonymous FTP from X host with Y
pat hnane". However, if a file is publicly announced as avail abl e and

referred to as sonething |ike pub/good-stuff on nisc.sri.com it is a
good assunption that you can try to transfer it.

You may al so need to know i f your machi ne uses an ASCI 1, EBCDIC, or

ot her character set to know how likely a transfer of binary
information will work, or whether such a transfer will require other
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keywords, such as is true for TENEX

In the general case, you may assune that an ASCI| transfer wll

al ways do the right thing for plain text files. However, nore and
nore information is being stored in various conpressed formats (which
are discussed later in this docunment), so know ng the binary
characteristics of your machine may be inportant.

A Sanpl e Session

To start an FTP session on a UNI X or VM5 host, you type "ftp" and the
host nane or host | P address of the nmachine to which you want to
connect. For exanple, if you wish to access the NASA Network
Applications and Information Center archive site, you would normally
execute one of the follow ng conmands at the UNI X pronpt:

ftp naic.nasa. gov
or
ftp 128.102.128.6

nserve that the first formuses the fully-qualified domai n nane and
the second uses the Internet address for the same host.

The following is an exanple of connecting to the naic.nasa.gov host
to retrieve STD 9, RFC 959, "File Transfer Protocol (FTP)" [1].

Not e several things about the session.

1. Every response the FTP programat the archive site gives
is preceded by a nunber. These nunbers are called
Reply Codes and are defined in the FTP specification
RFC 959. The text that acconpani es these reply codes
can vary in different FTP i nplementations, and usually does.

Al so note that some FTP client inplenmentations (e.g., MS
systens) nay not echo the reply codes or text as
transmtted fromthe renote host. They may generate their
own status lines or just hide the non-fatal replies
fromyou. For the purposes of this docunent, the nore
popul ar UNI X interface to the FTP client will be

pr esent ed.

2. The password you type is never shown on your screen
3. It is possible to "browse" in archives, but nmost often users

al ready know the pathname of the file they want. The pathname
for RFC 959 on this host is files/rfc/rfc959.txt. In the
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exanple, we first connect to the "files/rfc’ directory (cd

files/rfc), then get the specific file we know we want.

If you

do not know the nane of the file you want, a file called README
or something simlar (OOREADVME. 1ST, AAREAD. ME, I NDEX, etc.) is

probably the one to retrieve first.

atl as. arc.nasa.gov% ftp nai c. nasa. gov
Connected to naic. nasa. gov.

220 nai c. nasa. gov FTP server (Wed May 4 12:15:15 PDT 1994) ready.

Nane (naic.nasa.gov:amarine): anonynous

331 Cuest login ok, send your conplete e-nmail address as password.

Passwor d:

230- Wl cone to the NASA Network Applications and Info Center Archive

230-

230- Access to NAIC s online services is also avail abl e through

230-
230- Gopher - naic.nasa.gov (port 70)

230- Wor | d- Wde-Web - http://naic.nasa. gov/nai c/ nai c- hone. ht n

230-

230- I f you experience any probl enms pl ease send enai
230-

230- nai c@asa. gov

230-

230- or call +1 (800) 858-9947

230-
230- Pl ease read the file README

to

230- it was last nmodified on Fri Dec 10 13:06:33 1993 - 165 days ago

230 Guest login ok, access restrictions apply.
ftp> cd files/rfc
250- Pl ease read the file README. rfc

250- it was last nodified on Fri Jul 30 16:47:29 1993 - 298 days ago

250 CWD command successful .
ftp> get rfc959. txt
200 PORT command successful .

150 Opening ASCI|I npbde data connection for rfc959.txt (147316 bytes).

226 Transfer conplete.

local: rfc959.txt renote: rfc959.txt

151249 bytes received in 0.9 seconds (1.6e+02 Kbytes/s)
ftp> quit

221 Goodbye

atl as. arc. nasa. gov%
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Vari ati ons

The above exanple is of the FTP program avail able on UNI X systens.

O her operating systenms al so make FTP prograns avail able. The actua
conmands you type may vary somewhat with other programs. However, in
general, you will do the following with every FTP program

Log in to your |ocal host, and invoke the FTP program

- Open a connection to the host (using either the host nane
or its |IP address)

- Once connected to the renpte host, log in wth usernane
"anonynous".

- Provide either the password "guest" or whatever the password the
site requests.

- Issue whatever FTP conmands you require, such as those to
change directories or to retrieve a file.

- Wen finished, exit the FTP program which will close your
connection to the archive host.

Friendly Servers
These days, many sites are using a formof FTP that allows themto
di spl ay several lines of explanatory text that help direct users
through their archive. The listing of alternative services on
nai c.nasa.gov is an exanple. |f these effusive servers confuse the

client you are using, try typing a hyphen ( - ) before your password
when you log in. That should disable the verbose node of the server.

O her FTP Conmmands

W have denonstrated sonme of the commands avail able with FTP
prograns. Many others are possible. For exanple, once you have
logged in to a renpte host:

- You may ask the FTP programto display a list of avail able
conmands, typically by invoking the FTP program wi t hout
argunents and typing "hel p".

- You may view the contents of the directory to which you are
connected. Type "dir" or "lIs" to do so.

- You may renane a file by using the "get" command s
optional local file nane, which follows the renote file
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nane on the command line. You probably should renane a
file when the renpote file name exceeds your local file
system s nam ng constraints, e.g., if the renote file
nane is too long. An exanple of using the "get" commuand
to renane a file when transferring it mght be "get

real l y-1ong-naned-file.txt short.txt".

- You may set BINARY node to transfer executable prograns or files
of data. Type "binary" to do so. Usually
FTP prograns assunme files use only 7 bits per byte, the normfor
standard ASCl | -encoded files. The BI NARY command al |l ows you to
transfer files that use the full 8 bits per byte w thout error
but this may have inplications on howthe file is transferred
to your |ocal system

If you are not sure what format a file is in, you nmay need to
transfer it a second tinme in the other node (BINARY or ASCII)
if your first guess is wong. The extension at the end of the
file name may give you a clue. File nane extensions are
descri bed bel ow.

Because sone nmachines store text files differently than others,
you may have to try your luck if you re not sure what format
afileisin. A good guess is to try ASCIlI node first, if

you have grounds to suspect the file is a text file. O herw se,
try BINARY node. Try TENEX nobde as a |l ast resort.

- You may transfer multiple files at the sane tine. To set this

node, type "nget". You then supply a file name pattern that
the renpte systemunderstands and it tries to transfer each
filein turn. |If your local FTP user agent cannot transform

the renote file nanmes into legal local file nanmes, or if there
are sone files that nmust be transferred in ASCI1 node and ot hers
that nmust be transferred i n Bl NARY node, you nay not be able to
take advantage of this facility.

Full details on the comands and options available are in the FTP
docunentati on that conmes with your system You can al so type "hel p"
at the FTP command pronpt for a list of command opti ons.

A copy of the UNI X version of the FTP docunentation is avail able from
the online nanual. |If your UNI X site has the manuals installed, type
the following at the UNI X pronpt:

% man ftp
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The Packagi ng and Nami ng of Files

Several wi dely used conventions allow for efficient storage and
transm ssion of information stored at archive sites.

Information stored on archive sites is often "transformed" in three
conmon ways. "Conpressing"” (reducing the size of) the stored

i nformati on makes nore space avail able on the archive, and reduces
the ampbunt of data actually transferred across the network.
"Bundl i ng" several files into one larger file maintains the interna
directory structure of the components, and allows users to transfer
only one | arger object rather than several (sonetines hundreds) of
smal ler files.

In addition, binary data is often converted into an ASCII format for
transm ssion, a process referred to in this document as
"transformation". Traditionally, Internet RFC 822-based el ectronic
mai | and USENET protocols did not allow the transm ssion of "binary"
(8-bit) data; therefore, files in binary format had to be transforned
into printable 7-bit ASCI| before being transm ssion

On many systems, various file namng conventions are used to help the
renote user to determne the format of the stored information without
first having to retrieve the files. Below we list the nore combn
conpressi on, bundling, and transformation conventions used on the
Internet. This list is not intended to be exhaustive. |In all cases
public domain or freely-avail able inpl enentati ons of the prograns
associated with these nechani sns are avail abl e on the network.

1) conpress/unconpress

Filenanmes terninating in ".Z" normally signify files that have been
conpressed by the standard UNI X Lenpel -Ziv "conpress" utility.
There is an equival ent program called "unconpress” to reverse the
process and return the file to its original state. No bundling
mechani smis provided, and the resulting files are always in binary
format, regardless of the original format of the input data.

2) atob/btoa
Performs a transformation of ASCII to binary (atob) and the reverse
(btoa) in a standard format. Files so transforned often have

filenames termnated with ".atob". No bundling or conpression
nmechani sns are used
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3) atox/xtoa

A data transformati on standard used to convert binary
files to transferable ASCII fornmat. Sonetinmes used in
preference to other simlar nechanisns because it is nore
space efficient; however, it is not a conpression

nmechani smper se. It is just nore efficient in the
transformation fromone format to the other. Filenanes of
files in this format often have the ".atox" extension

4) uuencode/ uudecode

Transforms binary to ASCI1 ("uuencode") and the reverse
("uudecode") transformation in a standard manner
Oiginally used in the UUCP ("Unix to Unix CoPy")

mai | / USENET system No bundling or conpression mechani sims
are used. Nam ng conventions often add a .uu at the end
of the file nane.

5) tar/untar

Oiginally a UNI X based utility for bundling (and
unbundl i ng) several files and directories into (and from
a single file (the acronym stands for "Tape ARchive").
Standard fornmat provides no conpression nechanism The
resulting bundled file is always in binary format

regardl ess of whether the constituent files are binary or
not. Nami ng conventions usually hold that the fil enanme of
a "tarfile" contain the sequence ".tar" or "-tar".

6) zip/unzip

O'ten used in I BM PC environnents, these conplenmentary prograns
provi de both bundling and conpression nmechanisns. The resulting
files are always in binary format. Files resulting fromthe "zip"
program are by convention termnated with the ".zip" filenane

ext ensi on.

7) arc/unarc
Oten used in I BM PC environnents, these conpl ementary prograns
provi de both bundling and conpressi on nechanisns. The resulting

files are always in binary format. Files stored in this fornat
often have a ".arc" filenanme extension
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8) bi nhex

Used in the Apple Maclntosh environment, the binhex
process provides bundling as well as binary to ASCI| data
transformations. Files in this format by conventi on have
a filenane extension of ".hgx".

9) shar

Bourse shell archives package text or binary files into a
single longer file which, when executed, will create the
conponent files. Because this format is vulnerable to

m suse, nost users use a special tool called unshar to
decode t hese archives. By convention, files in this
format have a fil ename extension of ".shar".

10) VMS_SHARE

DCL archives package text or binary files into a single

| onger file which, when executed, will created the
conponent files. Because this format is vulnerable to

m suse, care nust be take to exam ne such an archive

bef ore executing it. By convention, files in this fornat
have a fil ename extension of ".shar".

11) Multipart shar/vns_share files

Sonetimes these shell archive files are broken into
multiple small parts to sinplify their transfer over other

forms of fileservers that share the same archive tree. In
such cases, the parts of the files are usually suffixed
with a part number (e.g., xyz.01 xyz.02 xyz.03 ... or even

.01-0f-05). Collect all the parts, concatenate them on
your |ocal system and then apply the procedure listed
above for a sinple shar or vns_share file to the
concatenated file you just made.

12) zoo

The zoo program i npl ements conpressi on/ deconpressi on and
bundl i ng/ unbundling in a single program Uilities
supporting the zoo fornat exist on a wide variety of
systens, including Unix, MS-DOS, Macintosh, OS/2, Atar

ST, and VAX VMS. Files created by the "zoo" prograns by
convention end with the ".zoo" filename extension. Zoo is
a popul ar distribution format due to the availability of
free inpl ementations (both source and executabl e code) on
a wide variety of operating systens.
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13) gzip/gunzip

The Free Software Foundation GNU project adopted a variant
of the zip compression nechanismas a substitute for the
conpress/ unconpress conmmands. The resulting files are
always in binary format. Files resulting fromthe "gzip"
program are by convention termnated with the ".z" or
".gz" filenane extensions. The gunzip program al so
recogni zes ".tgz" and ".taz" as shorthands for ".tar.z" or
".tar.Z". Also, gunzip can recogni ze and deconpress files
created by the gzip, zip, conpress, or pack commands.

The GNU project recently began distributing and using the
gzip/gunzip utilities. Even nore recently they changed
the default suffix from.z to .gz, in an attenpt to (1)
reduce confusion with .Z, and (2) elimnate a problemwth
case-insensitive file systems such as M5-DOS. The gzip
software is freely redistributable and has been ported to
nost UNI X systens, as well as Amiga, Atari, MDGCS, OS2,
and VMS systens.

In some cases, a series of the above processes are perfornmed to
produce the final file as stored on the archive. 1In cases where
nmultiple transformati on processes have been used, tradition holds
that the original (base) filenane be changed to reflect these
processes, and that the associated fil enane extensi ons be added in
the order in which the processes were performed. For exanple, a
conmon procedure is first to bundle the original files and
directories using the "tar" process, then to "conpress" the bundl ed
file. Starting with a base file name of "foobar", the file nane in
the archive would beconme "foobar.tar.ZzZ". As this is a binary file,
it would require a further transformation into printable ASCII by a
program such as "uuencode" in order to be transnitted over
traditional email or USENET facilities, so it mght finally be called
"foobar.tar.Z uu."

Sone operating systens can not handle nultiple periods; in such cases

they are often replaced by hyphen ( - ), underscore ( _ ), or by

detailed instructions in the "read nme" files in the directories.
Conpress and Tar

Here is an exanple of the use of the "conpress/unconpress" and
“tar/untar" prograns.

Suppose "patch" is a useful public domain programfor applying

program pat ches and updates. You find this file at an archive site
as "patch.tar.Z". Now you know that the ".Z" indicates that the file
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was conpressed with the UNI X "conpress” command, and the ".tar"
indicates that it was tar’ed using the UNIX "tar" tape archive
conmand.

First retrieve the file onto your machi ne using anonynous FTP. To
unpack this program you would first unconpress it by typing:

unconpress patch.tar.Z

This will unconpress the file, and in the process, renane it to
"patch.tar". You can then execute the "tar" command to extract the
i ndi vidual files.

In the exampl e of patch.tar, you could invoke the comuand as:

% ar xvf patch.tar

The files would be extracted (that’s the 'x
the file patch.tar (that's the 'f' argunent). Because we use the
(for verbose) argunent, the nane of each file is printed as it is
extracted. Wen tar is conplete you should have all the files that
make up the "patch" programin your working directory.

argunent to tar) from

\

quette

Not every site that supports FTP permts anonynmous tranfers. It is
wong to try to get files fromsystens that have not advertised the
availability of such a service

Remenber that Internet site administrators for archive sites have
nmade their systens avail abl e out of a sense of community. Rarely are
they fully conpensated for the tine and effort it takes to admi nister
such a site. There are some things users can do to make their jobs
somewhat easier, such as checking with |ocal support personnel first
if problenms occur before asking the archive adm nistrator for help

Most archive nachi nes performother functions as well. Pl ease
respect the needs of their primary users and restrict your FTP access
to non-prime hours (generally between 1900 and 0600 hours local tine
for that site) whenever possible. It is especially inmportant to
remenber this for sites | ocated on another continent or across a
significant body of water because nobst such links are relatively sl ow
and heavily | oaded.
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In addition, some sites offering anonynous FTP limt the nunber of
concurrent anonynous FTP logins. |If your attenpt to log onto such a
site results in an error nessage to the effect that too nany
anonymous FTP users are online, you should wait a while before
attenpting anot her connection rather than retrying i mredi ately.

To reduce redundant storage, you should find out how to nake usefu
the files you fetch using FTP avail able to your entire organization
If you retrieve and test a programthat turns out to be useful, you
shoul d probably ask your adm nistrator to consider maki ng the program
general |y available, which will reduce the redundant effort and disk
space resulting frommultiple individuals installing the same package
in their personal directories.

If you find an interesting file or programon an archive site, tel
ot hers about it. You should not copy the file or programto your own
archive unless you are willing to keep your copy current.
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Security Considerations

Security issues are not discussed in this nmeno.
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