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| nverse Address Resol ution Protocol
1. Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards" for the standardization state and status of this protocol
Distribution of this nmeno is unlimted.

2. Abstract

This menmo describes additions to ARP that will allow a station to
request a protocol address corresponding to a given hardware address.
Specifically, this applies to Frane Rel ay stations that may have a
Data Li nk Connection Identifier (DLCl), the Frane Rel ay equival ent of
a hardware address, associated with an established Permanent Virtua
Crcuit (PVQ, but do not know the protocol address of the station on
the other side of this connection. It will also apply to other
networks with simlar circunstances.

3. Conventions

The foll owi ng | anguage conventions are used in the itens of
specification in this docunent:

o Must, WII, Shall or Mandatory -- the itemis an absolute
requi renent of the specification

o Should or Recommended -- the item should generally be
followed for all but exceptional circunstances.

o May or Optional -- the itemis truly optional and may be
foll owed or ignored according to the needs of the
i mpl enent or.
4. Introduction

This docunent will rely heavily on Franme Relay as an exanpl e of how
the I nverse Address Resol ution Protocol (InARP) can be useful. It is
not, however, intended that |nARP be used exclusively with Frane
Rel ay. |InARP nmay be used in any network that provides destination

har dwar e addresses w thout indicating correspondi ng protoco
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addr esses.
5. Motivation

The notivation for the devel opnent of Inverse ARP is a result of the
desire to nmake dynam c address resolution within Franme Relay both
possi bl e and efficient. Permanent virtual circuits (PVCs) and
eventual ly switched virtual circuits (SVCs) are identified by a Data
Li nk Connection ldentifier (DLClI). These DLCls define a single
virtual connection through the wi de area network (WAN) and are the
Frame Rel ay equivalent to a hardware address. Periodically, through
the exchange of signalling nessages, a network may announce a new

virtual circuit with its corresponding DLCI. Unfortunately, protoco
addressing is not included in the announcenent. The station

recei ving such an indication will [earn of the new connection, but
will not be able to address the other side. Wthout a new

configuration or nechanismfor discovering the protocol address of
the other side, this new virtual circuit is unusable.

Q her resolution nethods were considered to solve the problens, but
were rejected. Reverse ARP [4], for exanple, seened |ike a good
candi date, but the response to a request is the protocol address of
the requesting station not the station receiving the request as we
wanted. | P specific nechanisns were Iimting since we wi shed to
al | ow protocol address resolution of many protocols. For this
reason, we expanded the ARP protocol

I nver se Address Resolution Protocol (InARP) will allow a Frame Rel ay
station to discover the protocol address of a station associated with
the virtual circuit. It is nore efficiently than sinulating a

broadcast with nultiple copies of the same nessage and it is nore
flexible than relying on static configuration

6. Packet Fornat

Inverse ARP is an extension of the existing ARP. Therefore, it has
the same format as standard ARP.

ar $hrd 16 bits Har dwar e type

ar$pro 16 bits Prot ocol type

ar $hl n 8 bits Byte | ength of each hardware address (n)
ar$pln 8 bits Byte | ength of each protocol address (m
ar $op 16 bits Qper ation code

ar $sha nbyt es source hardware address

ar $spa nbyt es source protocol address

ar $t ha nbyt es target hardware address

ar $t pa nyt es target protocol address
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Possi bl e val ues for hardware and protocol types are the sanme as those
for ARP and may be found in the current Assigned Nunbers RFC [2].

Length of the hardware and protocol address are dependent on the
environnent in which InARP is running. For example, if P is running
over Franme Rel ay, the hardware address length is between 2 and 4, and
the protocol address length is 4.

The operation code indicates the type of nmessage, request or reply.

I NARP request =8
INARP reply = 9

These val ues were chosen so as not to conflict with other ARP
ext ensi ons.

7. Protocol QOperation

Basi ¢ | nARP operates essentially the sane as ARP with the exception
that | nARP does not broadcast requests. This is because the hardware
address of the destination station is already known. A requesting
station sinply formats a request by inserting its source hardware and
prot ocol addresses and the known target hardware address. It then
zero fills the target protocol address field. Finally, it wll
encapsul ate the packet for the specific network and send it directly
to the target station.

Upon receiving an I nARP request, a station may put the requester’s
prot ocol address/hardware address mapping into its ARP cache as it
woul d any ARP request. Unlike other ARP requests, however, the
receiving station nay assune that any InARP request it receives is
destined for it. For every InARP request, the receiving station may
format a proper reply using the source addresses fromthe request as
the target addresses of the reply. |If the station is unable or
unwilling to reply, it ignores the request.

When the requesting station receives the InARP reply, it may conplete
the ARP table entry and use the provided address information. Note:
as with ARP, information |earned via |nARP may be aged or invalidated
under certain circunstances.

7.1. QOperation with Multi-Addressed Hosts

In the context of this discussion, a Milti-Addressed host will refer
to a host that has nultiple protocol addresses assigned to a single
interface. |If such a station receives an |InARP request, it mnust

choose one address with which to respond. To make such a selection
the receiving station nmust first | ook at the protocol address of the
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requesting station, and then respond with the protocol address
corresponding to the network of the requester. For exanple, if the
requesting station is probing for an I P address, the responding

mul ti-addressed station should respond with an | P address which

corresponds to the same subnet as the requesting station. |If the
station does not have an address that is appropriate for the request
it should not respond. 1In the IP exanple, if the receiving station

does not have an | P address assigned to the interface that is a part
of the requested subnet, the receiving station would not respond.

A mul ti-addressed host may choose to send an | nARP request for each
of the addresses defined for the given interface. It should be

not ed, however, that the receiving side nmay answer sone or none of
the requests depending on its configuration

7.2. Protocol Operation Wthin Frame Rel ay

One case where Inverse ARP can be used is when a new virtual circuit
is signalled. The Franme Relay station nay format an | nARP request

addressed to the new virtual circuit. |f the other side supports
INARP, it may return a reply indicating the protocol address
request ed.

The format for an I nARP request is a foll ows:

ar$hrd - Ox000F the val ue assigned to Frame Rel ay

ar$pro - protocol type for which you are searching
(i.e. 1P = 0x0800)

ar$hln - 2,3, or 4 byte addressing |l ength

ar$pln - byte length of protocol address for which you
are searching (for IP = 4)

ar$op - 8; InARP request

ar$sha - Q 922 address of requesting station

ar$spa - protocol address of requesting station

ar$tha - Q 922 addressed of newly announced virtual circuit

ar$tpa - 0; This is what we’'re | ooking for
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The I nARP response will be conpleted simlarly.

ar$hrd - Ox000F the val ue assigned to Frame Rel ay
ar$pro - protocol type for which you are searching

(i.e. P = 0x0800)

ar$hln - 2,3, or 4 byte addressing |length
ar$pln - byte length of protocol address for which you

are searching (for IP = 4)

ar$op - 9; InARP response

ar$sha - Q 922 address of respondi ng station
ar$spa - protocol address requested

ar$tha - Q 922 address of requesting station
ar$tpa - protocol address of requesting station

Note that the Q 922 addresses specified have the R, FECN, BECN, and
DE bits set to zero.

Procedures for using InARP over a Frame Relay network are identica
to those for using ARP and RARP di scussed in section 10 of the
Mul ti protocol |nterconnect over Frane Relay Networks document [3].
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9. Security Considerations

Security issues are not addressed in this meno.
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