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The COSI NE and I nternet X 500 Schema
Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards” for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

Abst ract

Thi s docunent suggests an X. 500 Directory Schema, or Nam ng
Architecture, for use in the COSINE and Internet X 500 pilots. The
schema i s i ndependent of any specific inplenentation. As well as

i ndi cating support for the standard object classes and attributes, a
| arge nunber of generally useful object classes and attributes are
al so defined. An appendix to this docunent includes a nachine
processabl e version of the schena

Thi s docunent al so proposes a nechanismfor allow ng the schema to
evolve in line with energing requirenents. Profornmas to support this
process are included.

Corrections and additions to the schenma should be sent to na-
update@s. ucl .ac.uk list, as described wthin.

1. Introduction

Directory Services are a fundanmental requirenent of both human and
conput er comuni cations’ systens. Human users need to be able to

| ook up various details about other people: for exanple, tel ephone
nunbers, facsimle nunbers and paper mail addresses. Computing
systens al so need Directory Services for several purposes: for
exanpl e, to support address |ook-ups for a variety of services, and
to support user-friendly nam ng and distribution lists in electronic
mai | systens.

Directory Services have recently been standardi sed and published as
the 1988 CCITT X. 500 / 1SO |1 S9594 recommendations [1l]. The standard
provi des a good basis for the provision of real services, and a
consi derabl e anobunt of Directory Service piloting activity is
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currently underway. 1In the US., the PSI Wite Pages Pilot [4] has
stimulated use of X.500 on the Internet. |In Britain, the UK
Academ ¢ Conmunity Directory Pilot [5] is simlarly pronoting use of
X. 500.

2. Mdtivation and aims of this docunent

In a nunmber of areas the X 500 standard only provides a basis for
services. One such area is the Directory’'s Scherma or Narmi ng
Architecture. The standard defines a nunber of useful object

classes, in X 521, and attribute types, in X 520. These are intended
to be generally useful across a range of directory applications.
However, while these standard definitions are a useful starting
point, they are insufficient as a basis for a large scale pil ot
directory.

VWiile it is possible for directory adnmnistrators to define their own
sets of additional attribute types and object classes, this is
undesirabl e for sone common attributes and objects. The sane objects
and attribute types would be privately defined many tines over. This
woul d result in the directory’s generality being dimnished as renote
systenms woul d be unable to determ ne the semantics of these privately
defi ned data types.

A nunber of useful additions to the standard definitions were made in
this note’'s forerunner, "The THORN and RARE Nami ng Architecture" [2].
These have been heavily used in early X 500 piloting activities.
Furthernore, both the THORN and Qui pu X. 500 i npl enent ati ons have nade
use of these definitions.

Since the afore-mentioned note was issued, a nunber of further

requi rements have cone to light as the volune and variety of piloting
activity has increased. Yet further requirements seemlikely as the
scal e of X. 500 pilot services increases. Thus, it is argued that it
is not sufficient to nerely reissue an updated version of the
original note. The schema is a "living docunent"” that needs
procedures for:

Al'l owi ng submi ssion of requests for new attributes and
obj ect classes to be added into the schema

- Al owi ng groups of object classes and attribute types
defined el sewhere to be integrated into the schena.

- Checking for the redundancy of any previously defined
attribute types and object classes.

Thi s docunent attenpts to establish procedures to allow for the
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continual updating of the schema. Two proformas are set out for this
purpose. In addition, descriptive detail is provided for the
addi ti onal object classes and attribute types defined in the schema
These descriptions follow the style used in X 520 and X 521

Finally, also followng the style adopted in the standards docunents,
appendices will include the entire schema. Plain text versions of
the docunent’s appendices are intended to be nachi ne processable to
allow derivation of a systenis schena tables. Appendix Clists al
the schenma’ s object classes and attribute types in their respective
ASN. 1 macro formats.

The scope and intended renmt of this coordination activity should be
cl early understood.

- Esoteric and local, highly experinental requirenents should
continue to be net by private definitions.

- Requirenents which have support fromnore than one site wll
usual ly be integrated into the schema. Put in other words,
the tendency will be for the inclusion, as opposed to the
excl usion, of useful additions to the schema

- An attenpt will be made to avoid duplication of object
classes and attribute types for essentially simlar rea
wor | d obj ects.

3. Wat conformance to this schema neans

It is not reasonable to require that a DSA which supports this schema
has specific code to handl e each of the defined syntaxes. However,
the follow ng requirenents are made of a system which clains
conformance to this specification

1. A DSA shall be able to store all of the attributes and
obj ect class values specified. (Note that this inplies
support for all the object classes and attribute types
required by strong authentication as defined in X 509.)

2. A DUA shall be able to identify each attribute type and
object class to the user, with an appropriate representation
(e.g., a string).

3. These statenent are qualified for large attributes val ues
(>1kbyte). A conform ng DSA does not have to store such
attribute values, and a DUA does not have to display such
val ues, although it must indicate their presence.

The following are desirable, but not required:
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4.

1. For a DSA to match correctly on the basis of all attribute
synt axes defi ned

2. For a DSA to enforce the (bject C ass schema inplied by
these definitions

3. For a DUAto correctly display the attribute val ues
(synt axes) defined

4. For DUAs and DSAs to maintain conpatibility with a previous
version of the schem

Requesti ng new object classes and attribute types

This section defines procedures for requesting new object classes and
attribute types to be added to the schema. Proformas for object
classes and attribute types are specified, and exanples given of how
to use them A nechanismfor nmeking requests for |arge groups of new
obj ect classes and attribute types is described in the next section

As stated earlier, it is anticipated that the schema will evolve
consi derably over tine. As X 500 is used to support a w deni ng range
of applications, there will be requirenents for extensions to the
schema. This docunment proposes fornalising this procedure by
requiring requests for additions to the schena to be submitted as
conpl eted proformas. This stipulation will greatly sinplify
subsequent revisions of the schena

There is one qualification to the above with respect to requests for

nodi fications to an existing object class. If a nodification to an
obj ect class nerely involves additional, optional attributes, the
object class will be enhanced as requested. Systens are expected to

be resilient to such changes to the schema. However, requests to
nodi fy an object class, such that the mandatory attribute types
require altering, will not be nmet. Instead, a new object class wll
be created, and the original object class expired follow ng the
schenme described in the next main section

It is anticipated that nost requests for nodifications to the schemn
will be net without any need for editorial intervention. Sonetines,
however, some di scussion between the submtter of a request and the
schema’s editor may be required. For exanple, the editor nmay have to
judge the relative nerits of two very simlar requests and, as a
result, one of the parties may not get quite what they want. In
cases such as this where the submitter of a request feels aggrieved
about an editorial decision, the requestor may appeal to a broader
conmunity by explaining their views to the mailing |ist osi-
ds@s.ucl.ac.uk. Heed will be paid to any consensus that energes
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fromdi scussions on the schema on this list. |If it proves that this
list is used alnpst solely for discussions on schema issues, a
separate discussion list will be created.

To facilitate the production of the afore-nmentioned proformas, tools
are included in Appendix B which will verify that a proforma has been
correctly formatted.

Conpl et ed proformas should be nailed to na-update@s. ucl.ac. uk

4.1. (Object Cass proforma

This section gives an exanple, conpleted proforma for a new object
class, alcoholic drink. A proforma for object class specified in BNF
is included in Appendix A

nj ect C ass: Alcoholic Drink

Description: The Al coholic Drink object class is used to define
entries representing intoxicating beverages.

ASN1OCMacr o: al cohol i cDri nk OBJECT- CLASS
SUBCLASS OF dri nk
MUST CONTAI N {
per cent Al cohol }
MAY CONTAI N {
nor mal Ser vi ng,
hue}

An obj ect class description consists of three fields, separated by
blank Iines. The keywords (hject Cass, Description and ASNLOCMacr o,
and their suffixed colons, nust be included exactly as above.

The Object Cass field should be used for a textual description of
the object class. This will be at nmpost three or four words.

The Description field should contain sone explanatory text about the
i ntended use of the object class. This can run to a nunber of I|ines.

The ASN1OCMacro field should follow the definition of the object
class macro as specified in X 501. The above exanple shows the nmain
features. There are nmany nore exanpl es which can studied in the
section defining the Pilot Object d asses.

4.2. Attribute type proforna

This section gives an exanple conpleted proforma for a new attribute
type, hue (one of the attribute types in the al coholic drink object
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cl ass).
Attribute Type: Hue

Description: The Hue attribute type specifies the hue of
an object. (Note that a description may run to severa
lines.)

OCMust :
OCway: al coholicDri nk

ASNLATMacr o: hue ATTRI BUTE
W TH ATTRI BUTE SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-hue))

ub- hue | NTEGER ::= 256

An attribute type description consists of five fields, separated by
bl ank Iines. The keywords Attribute Type, Description, OCMust, OCMay
and ASN1ATMacro, and their suffixed col ons, must be included exactly
as above.

The Attribute Type field should be used for a textual description of
the attribute type. This will be at nobst three or four words.

The Description field should contain some expl anatory text about the
i ntended use of the attribute type. This can run to a nunber of
l'i nes.

The OCMust field should contain a conmma-separated |ist of object
classes for which this attribute is mandatory.

The OCMWay field should contain a conma-separated |ist of object
classes for which this attribute is optional

The ASNLATMacro field should follow the definition of the attribute
macro as specified in X 501. The above exanple shows sone of the
features. In particular, please note the format for specifying size
constraints.

5. Integrating groups of object classes and attribute types.
This section describes two nechani sns that nmay be enployed to all ow

the integration of a substantial number of new object classes and
attribute types into the schema
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The first nmechanismallows for the transition of groups of related,
privately defined object classes and attribute types into the schema
An exampl e of when such a transition m ght be appropriate is when
some experinental use of the Directory is widely adopted within the
pilot. Such a transition will be nmade if the follow ng conditions
hol d:

- The definitions are well structured: i.e., they are not
scattered over a nultiplicity of object identifier subtrees.

- The definitions are in use at a nunber of sites, and having
to adopt new object identifiers would be unnecessarily
di sruptive.

A second mechanismallows for the allocation of an object subtree for
a group of new definitions. A pilotGoups object identifier has been
defined for this purpose. This nmethod will be suitable for an
experiment requiring a considerabl e nunber of new object identifiers
to be defined. This approach allows for flexibility during
experimentation and should sinplify both the managenent and the
coherence of the pilot’s object identifiers.

In both cases, the object classes, attribute types and syntaxes
shoul d be defined and described in an RFC. It is suggested that such
docunents should follow the style used in this docunent for object
class and attribute type definitions. A reference will be given in
this schema to the docunment containing the definitions.

6. Reroving "ol d" object classes and attribute types.

It is also inportant that object classes and attribute types which
are no | onger used or useful are renoved fromthe schena. Sone

obj ect classes and attribute types initially defined as pil ot

ext ensions may be included as standard definitions in future versions
of the standard. 1In such a case, it is inportant that there should
be a fairly rapid transition to the standard definitions. Another
possibility is that newer, nore specific definitions obviate the
original definitions.

Two things are essential. First, it is crucial that "ol d"
definitions are retired as gracefully as possible. The intention to
retire a definition will be sent to the osi-ds@s. ucl.ac.uk nai

list. In the absence of objections, the definition will be narked
for expiry with a given expiry date. The definition will remain in

the schenma until the expiry date. Users of the schema shoul d ensure
that they make the transition to new, alternative definitions in the
interim
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Second, users of the schenma nust have the right to argue for the
retention of definitions which they regard as necessary, there being

no ot her definitions which closely neet their requirements. It is
clearly inpossible to lay down hard and fast rules on this point, as
no two instances will ever be quite the sanme. It is intended that
the refereeing on these nmatters will be synpathetic! As for requests
for additions, an aggrieved user can "go to arbitration" by
initiating a discussion on the osi-ds@s.ucl.ac.uk nmail Iist.

7. Object ldentifiers

Sone additional object identifiers are defined for this schemn.
These are al so reproduced in Appendi x C.

data OBJECT IDENTIFIER ::= {ccitt 9}
pss OBJECT | DENTIFIER ::= {data 2342}
ucl OBJECT | DENTIFIER ::= {pss 19200300}

pi | ot OBJECT | DENTIFIER ::= {ucl 100}

pil ot AttributeType OBJECT | DENTIFIER ::= {pilot 1}
pilotAttributeSyntax OBJECT IDENTIFIER ::= {pilot 3}

pi | ot Gbj ect Cl ass OBJECT I DENTIFIER ::= {pilot 4}

pi | ot G-oups OBJECT IDENTIFIER ::= {pilot 10}

i ABStringSyntax OBJECT IDENTIFIER ::= {pilotAttributeSyntax 4}

casel gnorel A5StringSyntax OBJECT | DENTIFIER :: =
{pil ot AttributeSyntax 5}

8. (bject Cdasses

8.1. X 500 standard object classes
A nunber of generally useful object classes are defined in X 521, and
these are supported. Refer to that docunent for descriptions of the
suggest ed usage of these object classes. The ASN. 1 for these object
cl asses is reproduced for conpl eteness in Appendi x C

8.2. X 400 standard object classes
A nunber of object classes defined in X 400 are supported. Refer to
X. 402 for descriptions of the usage of these object classes. The
ASN. 1 for these object classes is reproduced for conpleteness in
Appendi x C.

8.3. COSINE Internet object classes

This section attenpts to fuse together the object classes designed
for use in the COSINE and Internet pilot activities. Descriptions
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are given of the suggested usage of these object classes. The ASN. 1
for these object classes is also reproduced in Appendix C

8.3.1. Pilot Object

The Pil ot Obj ect object class is used as a sub-class to all ow sone

conmon, useful attributes to be assigned to entries of

obj ect cl asses.

pi | ot Gbj ect OBJECT- CLASS
SUBCLASS OF top
MAY CONTAI N {
i nfo,
phot o,
manager,
uni quel dentifier
| ast Modi fi edTi e,
| ast Modi fi edBy,
dl TRedi rect,
audi o}
::= {pil ot bj ectd ass 3}

8.3.2. Pilot Person

all other

The Pil ot Person object class is used as a sub-class of person, to
all ow the use of a nunmber of additional attributes to be assigned to

entries of object class person.

pi | ot Per son OBJECT- CLASS

SUBCLASS OF person

MAY CONTAI N {
userid,
t ext EncodedORAddr ess,
rfc822Mai | box,
favouriteDrink,
r oomNunber,
user C ass,
honeTel ephoneNunber
honePost al Addr ess,
secretary,
personal Titl e,
preferredDel i ver yMet hod,
busi nessCat egory,
j anet Mai | box,
ot her Mai | box,
nobi | eTel ephoneNunber,
pager Tel ephoneNunber ,
or gani zati onal St at us,
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mai | Pref erenceQpti on,
per sonal Si gnat ur e}
::= {pil ot Oj ect A ass 4}

8.3.3. Account

The Account object class is used to define entries representing
conput er accounts. The userid attribute should be used for nam ng
entries of this object class.

account OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
useri d}
MAY CONTAI N {
descri pti on,
seeAl so,
| ocal i t yNane,
or gani zat i onNane,
or gani zati onal Uni t Nane,
host }
::= {pil ot bj ectd ass 5}

8.3. 4. Docunent

The Docunent object class is used to define entries which represent
docurent s.

docunment OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
docunent | dentifier}
MAY CONTAI N {
comonNarre,
descri pti on,
seeAl so,
| ocal i t yNane,
or gani zat i onNane,
or gani zat i onal Uni t Nane,
docunent Titl e,
docunent Ver si on,
docunent Aut hor,
docunent Locat i on,
docunent Publ i sher}
::= {pil ot bj ectd ass 6}
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8.3.5. Room

The Room obj ect class is used to define entries representing roons.
The conmmonNanme attribute should be used for naming pentries of this
obj ect cl ass.

room OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
conmonNarne}
MAY CONTAI N {
r oomNunber,
descri pti on,
seeAl so,
t el ephoneNunber}
::= {pil ot bjectd ass 7}

8.3.6. Document Series

The Docunent Series object class is used to define an entry which
represents a series of docunments (e.g., The Request For Comments

papers).

document Seri es OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
conmonNarne}
MAY CONTAI N {
descri pti on,
seeAl so,
t el ephoneNunber,
| ocal i t yNane,
or gani zat i onNare,
or gani zat i onal Uni t Nane}
::= {pil ot bj ectd ass 9}

8.3.7. Dommin

The Donmai n object class is used to define entries which represent DNS
or NRS domai ns. The domai nConmponent attribute should be used for

nam ng entries of this object class. The usage of this object class
is described in nore detail in [3].

domai n OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
domai nConponent }
MAY CONTAI N {
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associ at edNane,

or gani zat i onNane,

organi zati onal Attri but eSet}
::= {pilotCbjectd ass 13}

8.3.8. RFC822 Local Part

The RFC822 Local Part object class is used to define entries which
represent the local part of RFC822 nmmil addresses. This treats this
part of an RFC822 address as a domain. The usage of this object
class is described in nore detail in [3].

r FC822| ocal Part OBJECT- CLASS
SUBCLASS OF dormmai n
MAY CONTAI N {
comonNane,
sur nane,
descri pti on,
seeAl so,
t el ephoneNunber,
postal Attri but eSet,
t el econmuni cati onAttri but eSet}
c:= {pil ot CbjectC ass 14}

8.3.9. DNS Donain

The DNS Domai n (Domai n NaneServer) object class is used to define
entries for DNS domains. The usage of this object class is described
in nmore detail in [3].

dNSDomai n OBJECT- CLASS
SUBCLASS OF domai n
MAY CONTAI N {
ARecord,
MDRecor d,
MXRecor d,
NSRecor d,
SOARecor d,
CNAMERecor d}
::= {pil ot bjectd ass 15}

8.3.10. Dommin Rel ated hject
The Donmain Rel ated Object object class is used to define entries
whi ch represent DNS/ NRS domai ns which are "equivalent" to an X 500

domain: e.g., an organi sation or organisational unit. The usage of
this object class is described in nore detail in [3].
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donai nRel at edObj ect OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
associ at edDonai n}
::= {pilotCbjectC ass 17}

8.3.11. Friendly Country

The Friendly Country object class is used to define country entries

inthe DIT. The object class is used to allow friendlier nanm ng of

countries than that allowed by the object class country. The nam ng
attribute of object class country, countryNanme, has to be a 2 letter
string defined in | SO 3166.

friendl yCountry OBJECT- CLASS
SUBCLASS OF country
MUST CONTAI N {
friendl yCount r yNane}
.= {pilotCbjectd ass 18}

8.3.12. Sinple Security Object

The Sinple Security Object object class is used to allow an entry to
have a userPassword attribute when an entry’s princi pal object
cl asses do not allow userPassword as an attribute type.

si mpl eSecurityQObj ect OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
user Password }
.= {pilotCbjectd ass 19}

8.3.13. Pilot Organization

The Pil ot Organi zati on object class is used as a sub-cl ass of

organi zati on and organi zational Unit to allow a nunber of additional
attributes to be assigned to entries of object classes organization
and organi zati onal Unit.

pi | ot Organi zati on OBJECT- CLASS
SUBCLASS OF organi zati on, organizational Unit
MAY CONTAI N {
bui | di ngNane}
c:= {pil ot j ect d ass 20}

Barker & Kille [ Page 13]



RFC 1274 COSI NE and I nternet X. 500 Schema November 1991

8.3.14. Pilot DSA

The Pil ot DSA object class is used as a sub-class of the dsa object
class to allow additional attributes to be assigned to entries for
DSAs.

pi | ot DSA OBJECT- CLASS
SUBCLASS OF dsa
MUST CONTAI N {
dSAQual i ty}
::= {pil ot CbjectC ass 21}

8.3.15. Quality Labelled Data

The Quality Labelled Data object class is used to allow the
assignment of the data quality attributes to subtrees in the D T.

See [8] for nore details.

qual i tyLabel | edDat a OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
dSAQual i ty}
MAY CONTAI N {
subtreeM ni mumQual ity,
subt r eeMaxi munual i ty}
::= {pil otObjectd ass 22}

9. Attribute Types

9.1. X. 500 standard attribute types
A nunber of generally useful attribute types are defined in X 520,
and these are supported. Refer to that document for descriptions of
the suggested usage of these attribute types. The ASN. 1 for these
attribute types is reproduced for conpl eteness in Appendix C.

9.2. X. 400 standard attribute types
The standard X. 400 attribute types are supported. See X 402 for ful
details. The ASN.1 for these attribute types is reproduced in
Appendi x C.

9.3. COSINE/ Internet attribute types
This section describes all the attribute types defined for use in the

COSINE and Internet pilots. Descriptions are given as to the
suggest ed usage of these attribute types. The ASN.1 for these
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attribute types is reproduced in Appendi x C.

9.3.1. Userid

The Userid attribute type specifies a conputer system| ogin name.

userid ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-user-identifier))
c:= {pilotAttributeType 1}

9.3.2. Text Encoded O R Address

The Text Encoded O R Address attribute type specifies a text encoding
of an X. 400 O R address, as specified in RFC 987. The use of this
attribute is deprecated as the attribute is intended for interimuse

only. This attribute will be the first candidate for the attribute
expi ry nechani sns!

t ext EncodedORAddr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-text-encoded-or-address))
o= {pilotAttributeType 2}

9.3.3. RFC 822 Mail box

The RFC822 Muil box attribute type specifies an el ectronic mail box
attribute following the syntax specified in RFC 822. Note that this

attribute should not be used for greybook or other non-Internet order
nmai | boxes.

rfc822Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
(SIZE (1 .. ub-rfc822-mail box))
.= {pilotAttributeType 3}

9.3.4. | nformati on

The Infornmation attribute type specifies any general information
pertinent to an object. It is recommended that specific usage of
this attribute type is avoided, and that specific requirenents are
met by other (possibly additional) attribute types.

info ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
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casel gnor eStri ngSynt ax
(SIZE (1 .. ub-information))
c:= {pilotAttributeType 4}

9.3.5. Favourite Drink

The Favourite Drink attribute type specifies the favourite drink of
an object (or person).

favouriteDrink ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-favourite-drink))
.= {pilotAttributeType 5}

9.3.6. Room Nunber

The Room Nunber attribute type specifies the room nunber of an
object. Note that the commonName attribute should be used for nam ng
room obj ect s.

room\unber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-room nunber))
.= {pilotAttributeType 6}

9.3.7. Photo

The Photo attribute type specifies a "photograph" for an object.

Thi s shoul d be encoded in G fax as explained in recomendation T.4,
with an ASN. 1 wrapper to nake it conpatible with an X 400 BodyPart as
defined in X 420.

| MPORT G3Facsi m | eBodyPart FROM ({ mhs-noti s i pns nodul es
i nfornati on-objects }

phot o ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
CHO CE {
g3-facsimle [3] G3Facsi m | eBodyPart

}
(SIZE (1 .. ub-photo))
.= {pilotAttributeType 7}
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9.3.8. User d ass

The User Class attribute type specifies a category of conputer user
The semantics placed on this attribute are for local interpretation
Exampl es of current usage od this attribute in acadenm a are

under graduat e student, researcher, lecturer, etc. Note that the
organi zational Status attribute may now often be preferred as it nakes
no di stinction between conmputer users and ot hers.

user Cl ass ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-user-class))
.= {pilotAttributeType 8}

9.3.9. Host

The Host attribute type specifies a host conputer.

host ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-host))
.= {pilotAttributeType 9}

9.3.10. Manager

The Manager attribute type specifies the manager of an object
represented by an entry.

manager ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:={pilotAttributeType 10}

9.3.11. Docunent ldentifier

The Docurent ldentifier attribute type specifies a unique identifier
for a docurent.

docunent I dentifier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docunent-identifier))
o= {pilotAttributeType 11}
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9.3.12. Docunent Title
The Docurent Title attribute type specifies the title of a docunent.

docunent Titl e ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docunent-title))
c:={pilotAttributeType 12}

9.3.13. Docunent Version

The Docurent Version attribute type specifies the version nunber of a
document .

docurent Ver si on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docunent-version))
o= {pilotAttributeType 13}

9.3.14. Docunent Aut hor

The Docurent Author attribute type specifies the distingui shed nane
of the author of a docunent.

docunent Aut hor ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
o= {pilotAttributeType 14}

9.3.15. Docunent Location

The Docurent Location attribute type specifies the location of the
docunent origi nal

document Locati on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docurent-Ilocation))
c:= {pilotAttributeType 15}

9.3.16. Home Tel ephone Nunber
The Hone Tel ephone Nunber attribute type specifies a home tel ephone
nunber associated with a person. Attribute values should followthe

agreed format for international telephone nunmbers: i.e., "+44 71 123
4567" .
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honeTel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
c:={pilotAttributeType 20}

9.3.17. Secretary

The Secretary attribute type specifies the secretary of a person
The attribute value for Secretary is a distinguished name.

secretary ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
o= {pilotAttributeType 21}

9.3.18. Oher WMl box

The Other Mail box attribute type specifies values for electronic
nmai | box types other than X 400 and rfc822.

ot her Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX

SEQUENCE {
mai | boxType PrintableString, -- e.g. Tel emai
mai | box 1 A5String -- e.g. X378:Joe

}
c:= {pilotAttributeType 22}
9.3.19. Last Mdified Tinme

The Last Modified Tinme attribute type specifies the last time, in UTC
time, that an entry was nodified. Ildeally, this attribute should be
mai nt ai ned by the DSA

| ast Modi fi edTi me ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
uTCTi neSynt ax
o= {pilotAttributeType 23}

9.3.20. Last Modified By
The Last Mddified By attribute specifies the distinguished nane of
the last user to nodify the associated entry. Ideally, this
attribute should be mai ntai ned by the DSA
| ast Modi fi edBy ATTRI BUTE

W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
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o= {pilotAttributeType 24}
9.3.21. Dormai n Conmponent

The Domai n Conponent attribute type specifies a DNS/NRS domain. For
exanpl e, "uk" or "

ac .

donmai nConponent ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
SI NGLE VALUE
o= {pilotAttributeType 25}

9.3.22. DNS ARecord

The A Record attribute type specifies a type A (Address) DNS resource
record [6] [7].

aRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
c:={pilotAttributeType 26}

9.3.23. MX Record

The MX Record attribute type specifies a type MX (Mail Exchange) DNS
resource record [6] [7].

nmXRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
o= {pilotAttributeType 28}

9.3.24. NS Record

The NS Record attribute type specifies an NS (Nane Server) DNS
resource record [6] [7].

nSRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
o= {pilotAttributeType 29}
9.3.25. SOA Record

The SOA Record attribute type specifies a type SOA (Start of
Aut hority) DNS resorce record [6] [7].
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sQARecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
c:={pilotAttributeType 30}

9.3.26. CNAME Record

The CNAME Record attribute type specifies a type CNAME (Canonica
Nane) DNS resource record [6] [7].

cNAMERecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
i ABSt ri ngSynt ax
o= {pilotAttributeType 31}

9.3.27. Associ ated Domain

The Associated Donain attribute type specifies a DNS or NRS domain
which is associated with an object in the DIT. For exanple, the entry
inthe DIT with a distinguished nane "C=GB, O=University Coll ege
London" woul d have an associ ated donain of "UCL. AC. UK. Note that al
domai ns shoul d be represented in rfc822 order. See [3] for nore
details of usage of this attribute.

associ at edDomai n ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5Stri ngSynt ax
c:={pilotAttributeType 37}

9.3.28. Associ ated Nane

The Associated Nane attribute type specifies an entry in the
organi sational DI T associated with a DNS/NRS domain. See [3] for
nore details of usage of this attribute.

associ at edName ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:={pilotAttributeType 38}

9.3.29. Hone postal address
The Hone postal address attribute type specifies a hone posta
address for an object. This should be linmted to up to 6 lines of 30
characters each.

honePost al Addr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
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post al Addr ess
MATCHES FOR EQUALI TY
c:={pilotAttributeType 39}

9.3.30. Personal Title

The Personal Title attribute type specifies a personal title for a
person. Exanples of personal titles are "Ms", "Dr", "Prof" and "Rev"

personal Titl e ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-personal-title))
o= {pilotAttributeType 40}

9.3.31. Mpbile Tel ephone Nunber

The Mobil e Tel ephone Nunber attribute type specifies a nobile

t el ephone nunber associated with a person. Attribute val ues should
follow the agreed format for international telephone nunbers: i.e.
"+44 71 123 4567".

nobi | eTel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
o= {pilotAttributeType 41}

9.3.32. Pager Tel ephone Number

The Pager Tel ephone Nunber attribute type specifies a pager tel ephone
nunber for an object. Attribute values should follow the agreed
format for international tel ephone nunbers: i.e., "+44 71 123 4567"

pager Tel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
;o= {pilotAttributeType 42}

9.3.33. Friendly Country Nane

The Friendly Country Name attribute type specifies nanes of countries
in hunan readable format. The standard attribute country nane nust
be one of the two-letter codes defined in | SO 3166.

friendl yCountryNanme ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
o= {pilotAttributeType 43}
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9.3.34. Unique ldentifier

The Unique Identifier attribute type specifies a "unique identifier"
for an object represented in the Directory. The domain wthin which
the identifier is unique, and the exact semantics of the identifier
are for local definition. For a person, this mght be an
institution-wi de payroll nunber. For an organisational unit, it

m ght be a departnment code.

uni quel denti fier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-unique-identifier))
o= {pilotAttributeType 44}

9.3.35. Organisational Status

The Organisational Status attribute type specifies a category by
which a person is often referred to in an organi sati on. Exanples of
usage i n academi a m ght include undergraduate student, researcher

| ecturer, etc.

A Directory adm nistrator should probably consider carefully the
di stinctions between this and the title and userC ass attributes.

or gani zati onal St atus ATTRI BUTE

W TH ATTRI BUTE- SYNTAX

casel gnor eSt ri ngSynt ax

(SIZE (1 .. ub-organizational -status))
o= {pilotAttributeType 45}

9.3.36. Janet WMuil box

The Janet Mail box attribute type specifies an el ectronic mail box
attribute following the syntax specified in the G ey Book of the

Col oured Book series. This attribute is intended for the conveni ence
of U K users unfamiliar with rfc822 and little-endian nmail addresses.
Entries using this attribute MIUST al so include an rfc822Mai | box
attribute.

j anet Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
(SIZE (1 .. ub-janet-nmail box))
c:= {pilotAttributeType 46}
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9.3.37. Miil Preference Option

An attribute to allow users to indicate a preference for inclusion of
their nanes on mailing lists (electronic or physical). The absence
of such an attribute should be interpreted as if the attribute was
present with value "no-list-inclusion". This attribute should be

i nterpreted by anyone using the directory to derive nailing lists,
and its val ue respected.

mai | Pref erenceOpti on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ENUVMERATED {

no-1list-inclusion(0),

any-list-inclusion(1l), -- may be added to any lists

pr of essi onal -1ist-inclusion(2)
-- may be added to lists
-- which the list provider
-- views as related to the
-- users professional inter-
-- ests, perhaps eval uated
-- fromthe business of the
-- organi sation or keywords
-- in the entry.

}
o= {pilotAttributeType 47}
9.3.38. Building Nane

The Buil ding Name attribute type specifies the name of the building
where an organi sation or organisational unit is based.

bui | di ngNane ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-building-nane))
c:= {pilotAttributeType 48}

9.3.39. DSA Quality

The DSA Quality attribute type specifies the purported quality of a
DSA. It allows a DSA manager to indicate the expected | evel of
avail ability of the DSA. See [8] for details of the syntax.

dSAQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX DSAQual i t ySynt ax
SI NGLE VALUE

c:= {pilotAttributeType 49}
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9.3.40. Single Level Quality

The Single Level Quality attribute type specifies the purported data
quality at the level immediately belowin the DIT. See [8] for
details of the syntax.

singl eLevel Qual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE

c:={pilotAttributeType 50}

9.3.41. Subtree Mnimum Quality

The Subtree M nimum Quality attribute type specifies the purported
m ni mum data quality for a DIT subtree. See [8] for nore di scussion
and details of the syntax.

subtreeM ni mumQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE
-- Defaults to singleLevel Quality
c:={pilotAttributeType 51}

9.3.42. Subtree Maximum Quality

The Subtree Maxi mum Quality attribute type specifies the purported
maxi mum data quality for a DIT subtree. See [8] for nore discussion
and details of the syntax.

subt reeMaxi mumQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE
-- Defaults to singleLevel Quality
c:={pilotAttributeType 52}

9.3.43. Personal Signature

The Personal Signature attribute type allows for a representation of
a person’s signature. This should be encoded in G3 fax as expl ai ned
in recomendation T.4, with an ASN.1 wapper to make it conpatible
with an X 400 BodyPart as defined in X 420.

| MPORT G3Facsi m | eBodyPart FROM { nmhs-noti s i pns nodul es
i nfornmati on-objects }

per sonal Si gnat ure ATTRI BUTE

W TH ATTRI BUTE- SYNTAX
CHO CE {
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g3-facsimle [3] G3Facsi n | eBodyPart

}
(SIZE (1 .. ub-personal -signature))
c:={pilotAttributeType 53}

9.3.44. DI T Redirect

The DIT Redirect attribute type is used to indicate that the object
descri bed by one entry now has a newer entry in the DIT. The entry
containing the redirection attribute should be expired after a
suitable grace period. This attribute may be used when an i ndividua
changes hi s/ her place of work, and thus acquires a new organi sati ona
DN.

dl TRedi rect ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
o= {pilotAttributeType 54}

9.3.45. Audio

The Audio attribute type allows the storing of sounds in the
Directory. The attribute uses a u-law encoded sound file as used by
the "play"” utility on a Sun 4. This is an interimformat.

audi o ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
Audi o
(SIZE (1 .. ub-audio))
.= {pilotAttributeType 55}

9.3.46. Publisher of Docunent
The Publisher of Document attribute is the person and/or organization
that published a docunent.
document Publ i sher ATTRI BUTE
W TH ATTRI BUTE SYNTAX casel gnor eStri ngSynt ax
c:={pilotAttributeType 56}
9.4. Cenerally useful syntaxes
casel gnorel A5Stri ngSynt ax ATTRI BUTE- SYNTAX

| A5String
MATCHES FOR EQUALI TY SUBSTRI NGS
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i A5Stri ngSynt ax ATTRI BUTE- SYNTAX
| A5String
MATCHES FOR EQUALI TY SUBSTRI NGS

-- Syntaxes to support the DNS attri butes
DNSRecor dSynt ax ATTRI BUTE- SYNTAX

| A5String
MATCHES FOR EQUALI TY

NRSI nf or mat i onSynt ax ATTRI BUTE- SYNTAX
NRSI nf or mat i on
MATCHES FOR EQUALI TY

NRSI nformation ::= SET {
[0] Context,
[1] Address-space-id,
routes [2] SEQUENCE OF SEQUENCE ({
Rout e- cost,
Addr essing-info }

Upper bounds on length of attribute val ues

ub- docunent-identifier |INTEGER ::= 256
ub- docunent -1 ocation | NTEGER ::= 256
ub-docunent-title I NTEGER ::= 256

ub- docunent - version | NTEGER :: = 256
ub-favourite-drink | NTEGER ::= 256

ub- host | NTEGER ::= 256
ub-informati on | NTEGER ::= 2048
ub-uni que-identifier | NTEGER ::= 256
ub-personal -title I NTEGER ::= 256

ub- photo | NTEGER :: = 250000

& Kille
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ub-rfc822-mai |l box | NTEGER ::= 256

ub-room nunber | NTEGER :: =

ub-text-or-address | NTEGER ::

ub-user-cl ass | NTEGER ::= 256

ub-user-identifier

ub- organi zational -status I NTEGER :: =

ub-j anet-mail box | NTEGER ::
ub- bui | di ng- name | NTEGER : :

ub- personal -signature ::=

ub-audi o | NTEGER :: = 250000
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Directory," publication in process, March 1991
APPENDI X A - (bject Class and Attribute Type proformas

These are specified in BNF. First sone useful definitions, comopn to
bot h prof or mas.

EQL ::= -- the end of line character(s)

Bl ankLine ::= -- a line consisting solely of an EOL character
String ::= <anychar> | <String> <anychar>

anychar = --any character occurring in general text, excluding

-- the end of |ine character

| String ::= <l owercase> <ot herstring>

| owercase ::= [a-z]

UString ::= <uppercase> <ot herstring>

uppercase ::= [A-Z]

otherstring ::= <otherchar> | <otherstring> <otherchar>
ot herchar ::= <l owercase> | <uppercase> | <digit>
Integer ::= <digit>| <Integer> <digit>

digit ::=1[0-9]

1. bject dass

OCProforma ::= <(bj ect d assNane> <Bl ankLi ne> <Descri ption> \
<Bl ankLi ne> <CCMacr 0>

hj ectC assNanme ::= "(hjectdass:" <String> <EO_>

Description ::= "Description:" <DescriptiveText> <EQL>
DescriptiveText ::= <String> | <DescriptiveText> <ECL> <String>
OCMacro ::= "ASN1OCMacro:" <Object d assMacr o>

-- The definition of Objectd assMacro is adapted from
-- that given in X 501
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bj ect C assMacro ::= <QCnane> "OBJECT- CLASS" <Subcl assOF > \
<Mandat or yAttri but es> <Optional Attri but es>
OCName ::= <I String>
Subcl assOF ::= "SUBCLASS OF" Subcl asses | <empty>
Subcl asses ::= <Subclass> | <Subclass> "," <Subcl asses>
Subcl ass ::= <OCNane>
Mandat oryAttributes ::= "MJST CONTAIN {" <Attributes> "}" \
| <enpty>
Optional Attributes ::= "MAY CONTAIN {" <Attributes> "}" | <enpty>
Attributes ::= <AttributeTernr | <AttributeTerms "," <Attributes>
AttributeTerm::= <Attribute> | <AttributeSet>
Attribute ::= <l String>
AttributeSet ::= <l String>
2. Attribute Type
ATProforma ::= <AttributeTypeNane> <Bl ankLi ne> <Descri ption> \

<Bl ankLi ne> <OCMust > <BI ankl i ne> <OCvay> \
<Bl ankLi ne> <ATMacr o>

AttributeTypeNane ::= "Attribute Type:" <String> <EOL>
Description ::= "Description:" <DescriptiveText> <ECL>
DescriptiveText ::= <String> | <DescriptiveText> <ECL> <String>
OCMust ::= "OCMust:" <OCLi st> <EOL>

OCLi st = <OCNane> | <OCList> "," <OCName> | <enpty>

OCwvay ::= "OCMay:" <QCList> <EQL>

ATMacro ::= "ASNLATMacro:" <AttributeTypeMacro>

-- The definition of AttributeTypeMacro is adapted fromthat
-- given in X 501

AttributeTypeMacro ::= <ATname> "ATTRI BUTE" <Attri buteSyntax> \
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<Mul ti val ued> | <enpty>

ATName ::= <| String>

AttributeSyntax ::= "WTH ATTRI BUTE SYNTAX" Synt axChoi ce

Synt axChoi ce ::= <Syntax> <Constrai nt> | <ASN1Type> <MatchTypes>
Syntax ::= <l String>

Constraint ::= "(" ConstraintAlternative ")" | <enpty>
ConstraintAlternative ::= StringConstraint | |IntegerConstraint
StringConstraint ::= "SIZE" "(" SizeConstraint ")"

Si zeConstraint ::= SingleVvalue | Range

Si ngl eVal ue :: = <Integer>

Range ::= <Integer> ".." <lInteger>

I nt eger Constrai nt ::= Range

ASN1Type ::= <UString>

-- one of ASN. 1's base types: e.g. PrintableString,
-- NumericString, etc.

Mat chTypes ::= "MATCHES FOR' Matches | <enpty>

Mat ches ::= Match | Matches Match

Match ::= "EQUALITY" | "SUBSTRI NGS" | " ORDERI NG'

Mul tivalued ::= "SINGLE VALUE" | "MULLTI VALUE" | <enpty>

APPENDI X B - Fornat checking tools
This section includes the source for format checking tools for the
two proformas. The tools are witten as Bourne shell scripts for
UNI X systens.

1. bject class format checker

sed 's/ *: *[:[" |
awk ’
BEG N {
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state = "initial"
}
I8l {
next
}
[ "Cbj ect dass:/ {
n = index($0, ":")
if (state !="initial")
{
print "Already got object class " oc
print "Got another object class " substr($0, n+1)
state = "not X"
exit 1
}
oc = substr($0, n+1)
state = "got OC'
next
}
[~Description:/ {
n = index($0, ":")
if (state != "gotOC")
{
print "Got Description: " substr($0, n+l1)
for (i =0, i <2 & getline > 0; i++)
print $0
print "..."
if (state == "initial")
print "Expecting Object Cass:"
el se
print "Expecting ASNLOCMacro: "
state = "not K"
exit 1
}
while (getline > 0)
if (length($0) > 0)
conti nue
el se
br eak
state = "got Desc"
next
}
[/ "ASN1OCMacro: / {
n = index($0, ":")
if (state != "gotDesc")
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n+1)

{
print "Got ASNlMacro: " substr($0,
for (i =0; i <2 & getline > 0;
print $0
print " "
if (state == "initial")
print "Expecting Object Cass:"
el se
print "Expecting Description:"
state = "not K"
exit 1
}
state = "OX"
exit O

print "Parsing has got confused on seeing |ine:

state = "not OK"
exit 1

if (state == "CK")
print "Input |ooks K"

2. Attribute Type format checker

sed 's/
awnk ’
BEG N {
}

I8 {
}

AR AR

state = "initial"

next

["Attribute Type:/ {

n = index($0, ": ")

if (state !'= "initial")

{
got = "Attribute Type:"
exit 1

Barker & Kille
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state = "got AT"

next
}
[~Description:/ {
n = index($0, ":")
if (state != "got AT")
{
got = "Description:"
exit 1
}
while (getline > 0)
if (length($0) > 0)
conti nue
el se
br eak
state = "got Desc"
next
}
[~"OCMust i/ {
n = index($0, ":")
if (state != "gotDesc")
{
got = "OCMust:"
exit 1
}
state = "got OCMust "
next
}
/~OCvay: /[ {
n = index($0, ":")
if (state !'= "got OCMust")
{
got = "OCMay:"
exit 1
}
state = "got OCVay"
next
}
[ "ASN1ATMacro: / {
n = index($0, ":")
if (state != "got OCvay")
{

got = "ASN1ATMacro:"
exit 1

Barker & Kille [ Page 34]



RFC 1274 COSI NE and I nternet X. 500 Schema November 1991

}
state = "OX"
exit O
}
{
print "Parsing has got confused on seeing line: " $0
state = "not X"
exit 1
}
END {
if (state == "initial")
print "Expecting Attribute Type:"
else if (state == "got AT")
print "Expecting Description:"
else if (state == "gotDesc")
print "Expecting OCMust:"
else if (state == "got OCMust")
print "Expecting OCMay:"
else if (state == "got OCvay")
print "Expecting ASN1ATMacro:"
if (state != "CK")
print "Got " got
el se
print "Input |ooks CK"
}

APPENDI X C - Sumary of all Object Classes and Attribute Types
-- Some Inportant Object Identifiers

data OBJECT IDENTIFIER ::= {ccitt 9}
pss OBJECT | DENTIFIER ::= {data 2342}
ucl OBJECT IDENTIFIER ::= {pss 19200300}

pi |l ot OBJECT | DENTIFIER ::= {ucl 100}

pil ot AttributeType OBJECT | DENTIFIER ::= {pilot 1}
pilotAttributeSyntax OBJECT IDENTIFIER ::= {pilot 3}

pi | ot Gbj ect Cl ass OBJECT IDENTIFIER ::= {pilot 4}

pi | ot G oups OBJECT IDENTIFIER ::= {pilot 10}

i A5StringSyntax OBJECT IDENTIFIER ::= {pilotAttributeSyntax 4}

casel gnorel A5StringSyntax OBJECT | DENTIFIER :: =
{pilotAttributeSyntax 5}
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-- Standard Obj ect C asses

t op OBJECT- CLASS
MUST CONTAI N {
obj ect Cl ass}
.= {objectd ass 0}

al i as OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
al i asedObj ect Nane}
.. = {objectd ass 1}

country OBJECT- CLASS
SUBCLASS OF top
MJUST CONTAI N {
count r yNane}
MAY CONTAI N {
descri pti on,
sear chCGui de}
::= {objectd ass 2}

| ocal ity OBJECT- CLASS
SUBCLASS OF top
MAY CONTAI N {
descri pti on,
| ocal i t yNane,
st at eOr Provi nceNane,
sear chGui de,
seeAl so,
st reet Addr ess}
::= {objectd ass 3}

organi zati on OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
or gani zat i onNane}
MAY CONTAI N {
organi zati onal Attri but eSet}
.= {objectd ass 4}
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organi zati onal Unit OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {

MAY

or gani zat i onal Uni t Nane}
CONTAI N {
organi zati onal Attri but eSet}

.= {objectd ass 5}

per son OBJECT- CLASS
SUBCLASS CF top
MJUST CONTAI N {

MAY

commonNane,

sur nane}

CONTAI N {

descri pti on,
seeAl so,

t el ephoneNunber,
user Passwor d}

.= {objectd ass 6}

or gani zat i onal Per son OBJECT- CLASS
SUBCLASS OF person

MAY

CONTAI N {

| ocal eAttri but eSet,

or gani zat i onal Uni t Nane,

postal Attri but eSet,

t el econmuni cati onAttri buteSet,
title}

.. = {objectd ass 7}

or gani zat i onal Rol e OBJECT- CLASS
SUBCLASS OF top
MJUST CONTAI N {

MAY

conmonNane}

CONTAI N {

descri pti on,

| ocal eAttri but eSet,

or gani zati onal Uni t Nane,

postal Attri but eSet,
preferredDel i ver yMet hod,

rol eCccupant,

seeAl so,

t el econmuni cati onAttri but eSet}

::= {objectd ass 8}
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groupOf Nanes OBJECT- CLASS

resi

appl

appl

Bar ker &

SUBCLASS OF top
MUST CONTAI N {
commonNane,
menber }
MAY CONTAI N {
descri pti on,
or gani zat i onNane,
or gani zat i onal Uni t Nane,
owner ,
seeAl so,
busi nessCat egor y}
{obj ectd ass 9}

denti al Per son OBJECT- CLASS

SUBCLASS OF person

MUST CONTAI N {
| ocal i t yNane}

MAY CONTAI N {
| ocal eAttri but eSet,
postal Attri but eSet,
preferredDel i ver yMet hod,
tel ecommuni cati onAttri buteSet,
busi nessCat egor y}

{obj ectd ass 10}

i cationProcess OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
conmonNane}
MAY CONTAI N {
descri pti on,
| ocal i t yNane,
or gani zati onal Uni t Nane,
seeAl so}
{obj ectd ass 11}

icationEntity OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {

commonNane,

present ati onAddr ess}
MAY CONTAI N {

descri pti on,

| ocal i t yNane,
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or gani zat i onNane,

or gani zati onal Uni t Nane,

seeAl so,

support edAppl i cati onCont ext }
::= {objectd ass 12}

dSA OBJECT- CLASS
SUBCLASS OF applicationEntity
MAY CONTAI N {
know edgel nf or mati on}
;.= {objectd ass 13}

devi ce OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
conmonNane}
MAY CONTAI N {
descri pti on,
| ocal i t yNane,
or gani zat i onNarre,
or gani zat i onal Uni t Nane,
owner,
seeAl so,
seri al Nurber}
;.= {objectd ass 14}

st rongAut henti cati onUser OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
user Certificate}
::= {objectd ass 15}

certificationAuthority OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
cACertificate,
certificateRevocationlLi st,
aut horityRevocati onLi st}
MAY CONTAI N {
crossCertificatePair}
;.= {objectd ass 16}
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-- Standard MHS hj ect C asses

mhsDi stri butionLi st OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
commonNane,
mhsDLSubm t Per ni ssi ons,
nmhsORAddr esses}
MAY CONTAI N {
descri pti on,
or gani zat i onNare,
or gani zati onal Uni t Nane,
owner ,
seeAl so,
mhsDel i ver abl eCont ent Types,
nmhsdel i verabl eEi ts,
mhsDLMenber s,
nmhsPref erredDel i ver yMet hods}
;.= {mhsObj ect C ass 0}

mhsMessageSt ore OBJECT- CLASS
SUBCLASS OF applicationEntity
MAY CONTAI N {
descri pti on,
owner,
mhsSupport edOpti onal Attri butes,
mhsSuppor t edAut omat i cActi ons,
mhsSuppor t edCont ent Types}
;.= {mhsObj ectCl ass 1}

mhsMessageTr ansf er Agent OBJECT- CLASS
SUBCLASS OF applicationEntity
MAY CONTAI N {
descri pti on,
owner ,
mhsDel i ver abl eCont ent Lengt h}
::= {mhsObj ect A ass 2}

mhsOr gani zat i onal User OBJECT- CLASS
SUBCLASS OF organi zati onal Per son
MUST CONTAI N {
mhsORAddr esses}
MAY CONTAI N {
mhsDel i ver abl eCont ent Lengt h,
nmhsDel i ver abl eCont ent Types,
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mhsDel i ver abl eEi t s,

mhsMessageSt or eNane,

mhsPr ef erredDel i ver yMet hods }
;1= {mhsObj ect O ass 3}

msResi denti al User OBJECT- CLASS
SUBCLASS OF residential Person
MUST CONTAI N {
mhs ORAddr esses}
MAY CONTAI N {
nmhsDel i ver abl eCont ent Lengt h,
nmhsDel i ver abl eCont ent Types,
nmhsDel i verabl eEi ts,
mhsMessageSt or eNarre,
mhsPr ef erredDel i ver yMet hods }
::= {mhsObj ect G ass 4}

nmhsUser Agent OBJECT- CLASS
SUBCLASS OF applicationEntity
MAY CONTAI N {
mhsDel i ver abl eCont ent Lengt h,
nmhsDel i ver abl eCont ent Types,
mhsDel i ver abl eEi t s,
msORAddr esses,
owner }
;= {mhsObj ect C ass 5}

-- Pilot Object d asses

pi | ot Gbj ect OBJECT- CLASS
SUBCLASS OF top
MAY CONTAI N {
i nfo,
phot o,
manager ,
uni quel dentifier,
| ast Modi fi edTi e,
| ast Modi fi edBy,
dl TRedi rect,
audi o}
::= {pil ot bj ectd ass 3}
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pi | ot Per son OBJECT- CLASS

SUBCLASS CF person

MAY CONTAI N {
userid,
t ext EncodedORAddr ess,
rf c822Mai | box,
favouriteDrink,
r oomNunber ,
user Cl ass,
honeTel ephoneNunber,
honePost al Addr ess,
secretary,
personal Titl e,
preferredDel i veryMet hod,
busi nessCat egory,
j anet Mai | box,
ot her Mai | box,
nobi | eTel ephoneNunber ,
pager Tel ephoneNunber,
or gani zati onal St at us,
mai | Pref erenceQpti on
per sonal Si gnat ur e}

= {pil ot Ohj ectd ass 4}

account OBJECT- CLASS

SUBCLASS OF top

MUST CONTAI N {
useri d}

MAY CONTAI N {
descri pti on,
seeAl so,
| ocal i t yNane,
or gani zat i onNarre,
or gani zati onal Uni t Nane,
host }

= {pil ot hbj ectd ass 5}

docunment OBJECT- CLASS

Bar ker

SUBCLASS OF top
MUST CONTAI N {
docunent | dentifier}
MAY CONTAI N {
conmonNane,
descri pti on,
seeAl so,
| ocal i t yNane,
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or gani zat i onNane,

or gani zati onal Uni t Nane,
docunent Titl e,

docunent Ver si on,
docunent Aut hor,
docunent Locat i on,
docunent Publ i sher}

::= {pil ot j ect A ass 6}

room OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {

MAY

conmonNane}
CONTAI N {

r oom\unber ,
descri pti on,
seeAl so,

t el ephoneNunber}

::= {pilotbjectd ass 7}

docunent Seri es OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {

MAY

conmonNane}

CONTAI N {

descri pti on,

seeAl so,

t el ephoneNunber,

| ocal i t yNane,

or gani zat i onNane,

or gani zat i onal Uni t Nane}

::= {pil ot bj ectd ass 9}

domai n OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {

MAY

domai nConponent }

CONTAI N {

associ at edNane,

or gani zat i onNane,

organi zati onal Attri but eSet}

c:= {pil ot j ectd ass 13}
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r FC822| ocal Part OBJECT- CLASS
SUBCLASS OF dormmai n
MAY CONTAI N {
comonNane,
sur nane,
descri pti on,
seeAl so,
t el ephoneNunber,
postal Attri but eSet,
t el econmuni cati onAttri but eSet}
::= {pil ot CbjectC ass 14}

dNSDomai n OBJECT- CLASS
SUBCLASS OF domai n
MAY CONTAI N {
ARecord,
MDRecor d,
MXRecor d,
NSRecor d,
SOARecor d,
CNAMERecor d}
::= {pil ot CbjectC ass 15}

donai nRel at edObj ect OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
associ at edDomai n}
;.= {pilotChjectd ass 17}

friendl yCountry OBJECT- CLASS
SUBCLASS OF country
MUST CONTAI N {
friendl yCount r yNane}
.= {pilotCbjectd ass 18}

si mpl eSecurityQObj ect OBJECT- CLASS
SUBCLASS OF top
MJUST CONTAI N {
user Password }
c:= {pil ot j ectd ass 19}

pi | ot Or gani zati on OBJECT- CLASS
SUBCLASS OF organi zati on, organi zational Unit
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MAY CONTAIN {
bui | di ngNane}
c:= {pil ot Mj ectd ass 20}

pi | ot DSA OBJECT- CLASS
SUBCLASS OF dsa
MUST CONTAI N {
dSAQual i ty}
::= {pil otCbjectd ass 21}

qual i tyLabel | edDat a OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N {
dSAQual i ty}
MAY CONTAI N {
subtreeM ni mumQual ity,
subt reeMaxi munmQual i ty}
.= {pilotObjectd ass 22}

-- Standard Attribute Types

obj ect Cl ass bj ect d ass
::= {attributeType 0}

al i asedOhj ect Nane Al i asedObj ect Nane
c:= {attributeType 1}

know edgel nformati on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnoreString
;o= {attributeType 2}

commonNanme ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SI ZE (1..ub-conmon- nane))
c:= {attributeType 3}

surname ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SI ZE (1..ub-surnanme))
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;.= {attributeType 4}

seri al Number ATTRI BUTE
W TH ATTRI BUTE- SYNTAX pri nt abl eSt ri ngSynt ax
(SIZE (1..ub-serial-nunber))
.= {attributeType 5}

countryName ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Printabl eString
(SI ZE (1..ub-country-code))
SI NGLE VALUE
.= {attributeType 6}

| ocal i tyNane ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-locality-nane))
c:= {attributeType 7}

st at eOr Provi nceNane ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-state-nane))
.= {attributeType 8}

street Address ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-street-address))
::= {attributeType 9}

or gani zati onNarme ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-organi zati on-nane))
.= {attributeType 10}

or gani zati onal Uni t Nane ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-organi zational -unit-nane))
c:= {attributeType 11}

title ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax

Barker & Kille [ Page 46]



RFC 1274 COSI NE and I nternet X. 500 Schema November 1991

(SIZE (1..ub-title))
c:= {attributeType 12}

descri pti on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eStri ngSynt ax
(SIZE (1..ub-description))
.= {attributeType 13}

sear chGui de ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Gui de
;o= {attributeType 14}

busi nessCat egory ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SI ZE (1..ub-business-category))
;.= {attributeType 15}

post al Address ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Post al Addr ess
MATCHES FOR EQUALI TY
;.= {attributeType 16}

post al Code ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SIZE (1..ub-postal -code))
o= {attributeType 17}

post Of fi ceBox ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SIZE (1..ub-post-office-box))
;.= {attributeType 18}

physi cal Del i veryOf fi ceName ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor eSt ri ngSynt ax
(SI ZE (1..ub-physical-office-nanme))
;.= {attributeType 19}

t el ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX t el ephoneNunber Synt ax
(SIZE (1..ub-tel ephone-nunber))
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;.= {attributeType 20}

t el exNurmber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Tel exNunber
(SIZE (1..ub-telex))
::= {attributeType 21}

teletexTerm nal ldentifier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Tel etexTerm nal | dentifier
(SIZE (1..ub-teletex-termnal-id))
;o= {attributeType 22}

facsi m | eTel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Facsi m | eTel ephoneNunber
;.= {attributeType 23}

x121Addr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX NunericString
(SIZE (1..ub-x121-address))
;.= {attributeType 24}

i nternational i SDNNunmber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX NunericString
(SIZE (1..ub-isdn-address))
;.= {attributeType 25}

regi st eredAddr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Post al Addr ess
::= {attributeType 26}

desti nati onl ndi cat or ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Printabl eString
(SIZE (1..ub-destination-indicator))
MATCHES FOR EQUALI TY SUBSTRI NGS
;.= {attributeType 27}

preferredDel i veryMet hod ATTRI BUTE
W TH ATTRI BUTE- SYNTAX del i ver yMet hod
::= {attributeType 28}

Barker & Kille [ Page 48]



RFC 1274 COSI NE and I nternet X. 500 Schema November 1991

present ati onAddr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Present ati onAddr ess
MATCHES FOR EQUALI TY
::= {attributeType 29}

support edAppl i cati onCont ext ATTRI BUTE
W TH ATTRI BUTE- SYNTAX obj ect | denti fi er Synt ax
::= {attributeType 30}

menber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX di sti ngui shedNaneSynt ax
.= {attributeType 31}

owner ATTRI BUTE
W TH ATTRI BUTE- SYNTAX di sti ngui shedNaneSynt ax
;.= {attributeType 32}

rol eCccupant ATTRI BUTE
W TH ATTRI BUTE- SYNTAX di sti ngui shedNaneSynt ax
;.= {attributeType 33}

seeAl so ATTRI BUTE
W TH ATTRI BUTE- SYNTAX di sti ngui shedNaneSynt ax
::= {attributeType 34}

user Password ATTRI BUTE
W TH ATTRI BUTE- SYNTAX User password
::= {attributeType 35}

userCertificate ATTRI BUTE
W TH ATTRI BUTE- SYNTAX UserCertificate
::= {attributeType 36}

cACertificate ATTRI BUTE
W TH ATTRI BUTE- SYNTAX cACertificate
;.= {attributeType 37}

aut horityRevocati onLi st ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Aut horityRevocati onLi st
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;.= {attributeType 38}

certificateRevocationLi st ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Certifi cateRevocati onLi st
;.= {attributeType 39}

crossCertificatePair ATTRI BUTE
W TH ATTRI BUTE- SYNTAX CrossCertificatePair
::= {attributeType 40}

-- Standard MHS Attribute Types

nmhsDel i ver abl eCont ent Lengt h ATTRI BUTE
W TH ATTRI BUTE- SYNTAX i nt eger
::= {mhsAttributeType 0}

mhsDel i ver abl eCont ent Types ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ol D
::= {mhsAttributeType 1}

mhsDel i verabl eEits ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ol D
;.= {mhsAttributeType 2}

mhsDLMenber s ATTRI BUTE
W TH ATTRI BUTE- SYNTAX oRNane
::= {mhsAttri buteType 3}

mhsDLSubmi t Per mi ssi ons ATTRI BUTE
W TH ATTRI BUTE- SYNTAX dLSubni t Per mi ssi on
::= {mhsAttri buteType 4}

nmhsMessageSt or eName ATTRI BUTE
W TH ATTRI BUTE- SYNTAX dN
::= {mhsAttributeType 5}
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mhsORAddr esses ATTRI BUTE
W TH ATTRI BUTE- SYNTAX oRAddr ess
::= {mhsAttributeType 6}

mhsPref erredDel i ver yMet hods ATTRI BUTE
W TH ATTRI BUTE- SYNTAX del i ver yMet hod
c:= {mhsAttributeType 7}

mhsSupport edAut omat i cActi ons ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ol D
.= {mhsAttributeType 8}

mhsSupport edCont ent Types ATTRI BUTE

W TH ATTRI BUTE- SYNTAX ol D
;.= {mhsAttributeType 9}

mhsSupport edOpti onal Attri butes ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ol D
;.= {mhsAttributeType 10}

-- Pilot Attribute Types

userid ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-user-identifier))
c:= {pilotAttributeType 1}

t ext EncodedORAddr ess ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-text-encoded-or-address))
;.= {pilotAttributeType 2}

rfc822Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
(SIZE (1 .. ub-rfc822-mail box))
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;.= {pilotAttributeType 3}

i nfo ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-infornmation))
;.= {pilotAttributeType 4}

favouriteDrink ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-favourite-drink))
c:={pilotAttributeType 5}

roomNurmber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-room nunber))
c:= {pilotAttributeType 6}

phot o ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
CHO CE {
g3-facsimle [3] G3Facsi n | eBodyPart

}
(SIZE (1 .. ub-photo))
o= {pilotAttributeType 7}

user Cl ass ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-user-class))
.= {pilotAttributeType 8}

host ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-host))
c:= {pilotAttributeType 9}
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manager ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:={pilotAttributeType 10}

document I denti fier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docunent-identifier))
c:={pilotAttributeType 11}

document Titl e ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-docunent-title))
;o= {pilotAttributeType 12}

docunent Ver si on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-docunent-version))
.= {pilotAttributeType 13}

docurrent Aut hor ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
o= {pilotAttributeType 14}

docurent Locati on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-docunent-Ilocation))
.= {pilotAttributeType 15}

honeTel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
.= {pilotAttributeType 20}

secretary ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
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di sti ngui shedNaneSynt ax
o= {pilotAttributeType 21}

ot her Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX

SEQUENCE {
mai | boxType PrintableString, -- e.g. Telemail
mai | box 1 A5String -- e.g. X378:Joe

}
c:={pilotAttributeType 22}

| ast Modi fi edTi me ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
uTCTi meSynt ax
c:= {pilotAttributeType 23}

| ast Modi fi edBy ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:= {pilotAttributeType 24}

donmai nConponent ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
SI NGLE VALUE
o= {pilotAttributeType 25}

aRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
o= {pilotAttributeType 26}

mXRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
;o= {pilotAttributeType 28}

nSRecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
o= {pilotAttributeType 29}
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sQARecord ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
DNSRecor dSynt ax
c:={pilotAttributeType 30}

cNAMERecor d ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
i A5St ri ngSynt ax
c:= {pilotAttributeType 31}

associ at edDormai n ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5Stri ngSynt ax
c:={pilotAttributeType 37}

associ at edName ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:={pilotAttributeType 38}

honmePost al Address ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
post al Addr ess
MATCHES FOR EQUALI TY
c:= {pilotAttributeType 39}

personal Titl e ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-personal-title))
o= {pilotAttributeType 40}

nobi | eTel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
o= {pilotAttributeType 41}

pager Tel ephoneNunber ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
t el ephoneNunber Synt ax
;o= {pilotAttributeType 42}
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friendl yCountryNanme ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
c:= {pilotAttributeType 43}

uni quel denti fier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor eStri ngSynt ax
(SIZE (1 .. ub-unique-identifier))
c:= {pilotAttributeType 44}

or gani zati onal St atus ATTRI BUTE

W TH ATTRI BUTE- SYNTAX

casel gnor eSt ri ngSynt ax

(SIZE (1 .. ub-organizational -status))
o= {pilotAttributeType 45}

j anet Mai | box ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
casel gnor el A5St ri ngSynt ax
(SIZE (1 .. ub-janet-nmmil box))
.= {pilotAttributeType 46}

mai | Pref erenceOpti on ATTRI BUTE
W TH ATTRI BUTE- SYNTAX ENUVMERATED {

no-1list-inclusion(0),

any-list-inclusion(1l), -- may be added to any lists

pr of essi onal -1ist-inclusion(2)
-- may be added to lists
-- which the list provider
-- views as related to the
-- users professional inter-
-- ests, perhaps eval uated
-- fromthe business of the
-- organi sation or keywords
-- in the entry.

}
o= {pilotAttributeType 47}
bui | di ngNane ATTRI BUTE
W TH ATTRI BUTE- SYNTAX

casel gnor eSt ri ngSynt ax
(SIZE (1 .. ub-building-name))
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o= {pilotAttributeType 48}

dSAQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX DSAQual i t ySynt ax
SI NGLE VALUE

o= {pilotAttributeType 49}

singl eLevel Qual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE

subt reeM ni mumQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE
-- Defaults to singleLevel Quality
;o= {pilotAttributeType 51}

subt reeMaxi mumQual ity ATTRI BUTE
W TH ATTRI BUTE- SYNTAX Dat aQual i t ySynt ax
SI NGLE VALUE
-- Defaults to singleLevel Quality
.= {pilotAttributeType 52}

per sonal Si gnat ure ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
CHO CE {
g3-facsinmle [3] G3Facsi ni |l eBodyPart

}
(SIZE (1 .. ub-personal -signature))
c:= {pilotAttributeType 53}

dl TRedi rect ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
di sti ngui shedNaneSynt ax
c:= {pilotAttributeType 54}

audi o ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
Audi o
(SIZE (1 .. ub-audio))
.= {pilotAttributeType 55}
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document Publ i sher ATTRI BUTE
W TH ATTRI BUTE SYNTAX casel gnor eStri ngSynt ax
c:={pilotAttributeType 56}

-- Cenerally useful syntaxes

casel gnorel A5Stri ngSynt ax ATTRI BUTE- SYNTAX
| A5String
MATCHES FOR EQUALI TY SUBSTRI NGS

i A5St ri ngSynt ax ATTRI BUTE- SYNTAX
| A5String
MATCHES FOR EQUALI TY SUBSTRI NGS

-- Syntaxes to support the DNS attributes

DNSRecor dSynt ax ATTRI BUTE- SYNTAX
| A5String
MATCHES FOR EQUALI TY

NRSI nf or mati onSynt ax ATTRI BUTE- SYNTAX
NRSI nf or mat i on
MATCHES FOR EQUALI TY

NRSI nformation ::= SET {
[0] Context,
[1] Address-space-id,
routes [2] SEQUENCE OF SEQUENCE {
Rout e- cost,
Addressing-info }
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-- Upper bounds on length of attribute val ues

ub- docunent -identifier INTECER ::= 256
ub- docunent -1 ocation | NTEGER :: = 256
ub-docunent-title I NTECER ::= 256

ub- docunent - versi on | NTEGER :: = 256
ub-favourite-drink I NTEGER ::= 256

ub- host I NTEGER ::= 256

ub-information | NTECER ::= 2048

ub-uni que-identifier INTEGER ::= 256
ub-personal -title I NTEGER ::= 256

ub- phot o | NTEGER : : = 250000
ub-rfc822-mail box | NTEGER ::= 256
ub-room nunber | NTEGER ::= 256
ub-text-or-address | NTECER ::= 256
ub-user-class | NTEGER :: = 256
ub-user-identifier INTECGER ::= 256

ub- organi zati onal -status | NTEGER ::= 256
ub-j anet-mail box | NTEGER ::= 256

ub- bui | di ng- name | NTEGER :: = 256

ub- per sonal - si gnature ::= 50000

ub- audi o I NTEGER :: = 250000

Barker & Kille

November 1991
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Security Considerations

10.

COSI NE and I nternet X. 500 Schema November 1991

Security issues are not discussed in this meno.
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