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Author’s Addr ess

JohnMoy

Proteon|nc.

2 TechnologyDrive
WestboroughMA 01581

Phone:(508)898-2800
EMail: jmoy@proteon.com

[J. Moy] [Pagel24]



RFC1247 OSPFVersion2 July 1991

F.3.2 Packetsimplification

To simplify theformatof Databas®escriptionpacketsandLink StateAcknowledgmenpacketstheir descriptionof

link stateadvertisementhasbeenmodified. Eachadvertisemenis now be describedy its 20-bytelink stateheader
(seeSectionA.4). Thisdoesnotconsumeanyadditionalspacen the packets Theoneadditionalpieceof information
thatwill bepresenisthelS length. However this field neednot be usedwhenprocessinghe Databasdescription
andLink StateAcknowledgmenpackets.

F.3.3 Adding forwarding addresseso AS external advertisements

As discussedn SectionF.1.3,aforwardingaddresgield hasbeenaddedto the AS externaladvertisement.

F.3.4 Labelling of virtual links

Virtual links will be labelledassuchin routerlinks advertisementsThis separatesirtual links from unnumbered
point-to-pointlinks, allowing all backboneoutersto discovemwhetheranyvirtual links arein use.SeeSection12.4.1
for moredetails.

F.3.5 TOScostsordered

Whenalink stateadvertisemengpecifiesaseparateostdependingpn TOS, thesecostsmustbeorderedoy increasing
TOSvalue.In otherwords,the costfor TOS 16 mustalwaysfollow the costfor TOS8.

F.3.6 OSPF'sTOSencodingredefined

ThewaythatOSPFencoded OSin its link stateadvertisementhasbeernredefinedn version2. OSPFsencodingof
theDelay (D), Throughput(T), andReliability (R) TOSflagsdefinedby [RFC 791]is describedn Section12.3.

F.4 Backward-compatibility provisions

Additional functionality will probablybe addedto OSPFin the future. One exampleof this is a multicastrouting
capability which s currentlyunderdevelopmentin orderto be ableto addsuchfeaturesn a backward-compatible
mannerthefollowing provisionshavebeenmadein the OSPFspecification.

New capabilitieswill probablyinvolve theintroductionof newlink stateadvertisementslf a routerreceivesa link
stateadvertisemendf unknowntype duringthe flooding procedurethe advertisemenis simply ignored(Section13.
Theroutershouldnot attemptto furtherflood the advertisementpor acknowledget. The advertisemenshouldnot
beinstalledinto thelink statedatabaself therouterreceivesanadvertisemenof unknowntypeduringthe Database
Descriptionprocessthisis anerror(seeSectionsl0.6and10.3). The Databaséescriptionprocesds thenrestarted.

Thereis alsoan Options field in both the Hello packets Databasébescriptionpacketsandthe link stateadvertise-
mentheaders.Unrecognizedapabilitiesfound in theseplacesshouldbe ignored,and shouldnot affect the normal
processingpf protocol packets/linkstateadvertisementgseeSectionsl0.5and 10.6). Routerswill originatetheir
Hello packetsPatabas®escriptionpacketsandlink stateadvertisementwith unrecognizedapabilitiessetto O (see
Section®.5,10.8and12.1.2).
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appear®nanyneighborink StateRetransmissionlists andb) noneof therouter sneighborsarein state€Exchange
or Loading. SeeSectionsl 3 (step4c)and14.1for moredetails.

In addition,a newstephasbeenaddedo thefloodingprocedurgSection13)in orderto makethe Databasd®escrip-
tion processmorerobust. This stepdetectsvhena neighborlists one instanceof an advertisemenin its Database
Descriptionpacketsput respondgo Link StateRequespacketshy sendinganother(earlier)instance.This behavior
now causeshe eventBadL SReqto begeneratedwhich restartgshe Databasd®escriptionprocesswvith the neighbor
In OSPFversionl, the neighboreventBadLSRegerroneouslydid not restartthe Databaséescriptionprocess.

F.2.7 ReceivingOSPFHello packets

The sectiondetailingthe receiveprocessingf OSPFHello packetgSection10.5)hasbeenmodifiedto includethe
generationof the neighborBackup Seenevent. In addition, the sectiondetailing the DesignatedRouter election
algorithm(Section9.4) hasbeenmodifiedto includethe algorithmsinitial state.

F.2.8 Network mask definedfor default route

Thenetworkmaskfor thedefaultroute,whenit appearasthedestinatiorin eitheran AS externallink advertisement
orin asummarylink advertisementiasbeensetto 0. 0. 0. 0. SeeSectionsA.4.4andA.4.5for moredetails.

F.2.9 Ratelimit imposedon flooding

Whenan advertisemenis installedin thelink statedatabaseit is timestamped.The flooding procedurds thennot
allowedto install anewinstanceof the advertisementintil MinLSIntervalsecond$aveelapsedThis enforcesarate
limit ontheflooding procedurea newinstancecanbefloodedonly onceeveryMinLSintervalsecondsThis guards
againstroutersthatdisregardhe limit on self-originatedadvertisementélreadypresenin OSPFversionl) of one
originationeveryMinLSIntervalsecondsFor moreinformation,seeSectionl13.

F.3 Packetformat changes

Thefollowing changediavebeenmadeto theformat of OSPFpacketsandlink stateadvertisementsSomeof these
changesvererequiredto supportthe addedfunctionality listed above.Otherchangesveremadeto further simplify
theparsingof OSPFpackets.

F.3.1 Adding a Capability bitfield

To supportthe new “stub area”and “optional TOS” featuresa bitfield listing protocol capabilitieshasbeenadded
to the Hello packet,Databaséescriptionpacketandall link stateadvertisementsWwhenusedin Hello packetsthis
allowsarouterto rejectaneighbombecausef acapabilitymismatch Alternatively, whencapabilitiesareexchangedh
Databas®escriptionpacketsaroutercanchoosenotto forwardcertainlink stateadvertisement® aneighbobecause
of its reducedunctionality. Lastly, listing capabilitiedn link stateadvertisementallowsroutergto routetraffic around
reducedunctionalityrouter, by excludingthemfrom partsof theroutingtablecalculation.SeeSectionA.2 for more
details.
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of theadvertisemenmustbe originated(dueeitherto topologicalchangeof theexpirationof theLS refreshtimer) the
currentinstancemustfirst be“prematurelyaged”.

Therewill be a new sectiondiscussingprematureaging (Section14.1). This is a methodfor flushinga link state
advertisemenirom theroutingdomain:the advertisemeng ageis setto MaxAge andadvertisemernis refloodedust
asif it werea newly receivedadvertisement.As soonasthe new flooding is acknowledgedy all of the routers
adjacenneighborstheadvertisemenis flushedfrom the database.

Prematuregingcanalsobeusedwhen,for examplea previouslyadvertisedexternalrouteis nolongerreachableln
this circumstanceprematureagingis preferableto the alternative which is to originatea new advertisementor the
destinatiorspecifyinga metric of LSInfinity.

A routermay only prematurelyageits own (self-originated)ink stateadvertisementsThesearethelink stateadver-
tisementdhavingtherouters own OSPFrouterID in the Advertising Router field.

F.2.2 Flooding of unexpectedMaxAge advertisements

Versionl of the OSPFomittedthe handlingof a specialcasein the flooding procedure:the receptionof a MaxAge
advertisementhathasno databasénstance.A paragrapthasbeenaddedto Section13to dealwith this occurrence.
Without this paragraphtetransmissionsf MaxAge advertisementsouldpossiblydelaytheir beingflushedfrom the
routingdomain.

F.2.3 Virtual links and addressranges

When summarizinginformationinto a virtual link’s transitarea,version2 of the OSPFspecificationprohibits the
collapsingof multiple backbondP networks/subnetto a singlesummarylink. This restrictionhasbeenaddedto
dealwith certainanomalouDSPFareaconfigurations SeeSectionsl5 and12.4.3for moreinformation.

F.2.4 Routing table lookup explained

Whenforwardingan P datapacketarouterlooksup thepackets IP destinatiorin theroutingtable. This determines
the packets nexthop. A new section(Section11.1) hasbeenaddeddescribingthe routing tablelookup (insteadof
just specifyinga “bestmatch”). This sectionclarifiesOSPFs four level routing hierarchy(i.e., intra-areajnter-area,
externaltype 1 andexternaltype 2 routes).It alsospecifieghe effect of TOSon routing.

F.2.5 SendingLink State Requestpackets

OSPFVersion2 easegherestrictionson the sendingof Link StateRequespackets.Link StateRequespacketscan
nowbesentto aneighboringouterbeforeacompletesetof Databas®escriptionpackethavebeenexchangedThis
enables moreefficientuseof arouters memoryresourcesan OSPFversion2 implementatiormay limit the sizeof
theneighborLink staterequestlists. SeeSectionsl0.9,10.7and10.3for moredetails.

F.2.6 Changesto the Databasedescription process

The specificationhasbeenmodified to ensurethat, whentwo routersare synchronizingtheir databasesluring the
DatabaseDescriptionprocessnoneof the componentink stateadvertisementsan havetheir sequencenumbers
decrease A link stateadvertisemens sequencenumberdecreasesvhenit is flushedfrom the routing domainvia
premature-aginggndthenreoriginatedwith the smallestsequenc&umber0x80000001 (seeSectionl4.1). Sothe
specificatiomow dictatesthatan advertisementannotbe flushedfrom arouter's databaseintil botha) it nolonger
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X from the calculation.In effect, anattemptwill be madeto bypassouterX whenforwardingnon-zeroT OStraffic.
Summarylink andAS externallink advertisementsanalsoindicatetheir non-availabilityfor non-zeroTOStraffic
(Sectionsl2.4.3and12.4.4).

Theresultmaybethatnoroutecanbefoundfor somenon-zerovalueof TOS.Whenthis happensthe packetis routed
alongthe TOSO routeinstead(Section11.1).

It is still mandatoryfor all OSPFimplementationso be ableto constructseparateoutingtablesfor eachTOSvalue,
if desiredby the systemadministrator

F.1.3 Preventingexternal extra-hops

In somecasesyersionl of the OSPFspecificationwill introduceextra-hopswhen calculatingroutesto external
destinationsThisis becausé is implicit in theformatof AS externaldvertisementthatpacketshouldbeforwarded
throughthe advertisingrouter However considerthe situationwheremultiple OSPFrouterssharea LAN with an
externalrouter(call it routerY) , andonly one OSPFrouter(call it routerX) exchangesoutinginformationwith Y.
The OSPFroutersonthe LAN otherthanX will forwardpacketdestinedor Y andbeyondthroughX, generatingan
extrahop (seeSection2.2).

To fix this, a newfield hasbeenaddedto AS externaladvertisementsThis field (calledthe forwarding addres$
will indicatetherouteraddresgo which packetsshouldbeforwarded(Section12.4.4).1n theaboveexample router
X will putY’sIP addressnto this field. If thefield is 0, packetsare (asbefore)forwardedto the originatorof the
advertisementA differentforwarding addresscanbe specifiedfor eachTOSvalue.

Wheneverpossible,this new field shouldbe setto 0. This is becausesettingit to an actualrouter addressncurs
additionalcostduringtheroutingtablebuild procesgSection16.4).

Besidespreventingextra-hopstherearetwo otherapplicationgor this field. Thefirst is for useby “route servers”.
Usingtheforwarding address arouterin themiddle of the AutonomousSystemcangatherexternalroutinginfor-
mationandoriginateAS externaladvertisementthatspecifythecorrectexit routeto usefor eachexternaldestination
(Section2.2).

The otherapplicationpossiblyenableghe reductionof the numberof AS externaladvertisementthat needbe im-
ported.Supposen the exampleat the beginningof this sectionthattherearetwo routers(X andZ) exchangindeGP
informationwith the non-OSPFRouterY. It is thenlikely thatboth X andZ will originatethe samesetof external
routes. Two AS externaladvertisementthat specify the same(non-zero)forwardingaddressdestinationrand cost
are obviouslyfunctionally equivalent regardlesf their originators(advertisingrouters). The OSPFspecification
dictateghattheadvertisemendriginatedby therouterwith thelargestRouterlD will alwaysbeused.Thisallowsthe
otherrouterto flushits equivaleniadvertisemen{Section12.4.4).

F.2 Correctedproblems

Thefollowing problemsn OSPFversionl havebeencorrectedn version2.

F.2.1 LS sequencenumber spacechanges

The LS sequenceaumberspacehasbeenchangedrom versionl’s lollipop shapeto a linear sequencepace(Sec-
tion 12.1.6). Sequenceumberswill now be comparedassigned32-bitintegers. Link stateadvertisementhaving
largersequencaumberswill beconsidereanorerecent.Thesequencaumberspacewill still beginat(-N+1) (where
N =2**31). Thevalueof -N remaingeservedTheLS sequencaumberof successivinstance®f anadvertisement
will continueto beincrementedintil it reacheshe maximumpossiblevalue: N-1. At this point,whenanewinstance
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F Version1 differences

This sectiondocumentghe changedetweenOSPFversion1 and OSPFversion2. Theimpetusfor thesechanges
derivesfrom commentgeceivedon RFC 1131 andrecentfield experiencewith the OSPFprotocol. Unfortunately

the changesarenot backward-compatiblel-or thatreason OSPFversion1 will notinteroperatevith OSPFversion

2. However the changesresmallin scopeandshouldnot greatlyaffect any existingimplementationsin addition,

someof the proposectchangeshouldenablefuture protocoladditionsto be madein a backward-compatiblenanner
(seeSectionF.4).

F.1 ProtocolEnhancements

Thefollowing enhancementseremadeto the OSPFprotocol.

F.1.1 Stubareasupport

In many AutonomousSystemsthe majority of the OSPHink statedatabaseonsistsof AS externaladvertisements.
In theseAutonomousSystemssomeOSPFareasmay be organizedin sucha way that externaladvertisementsan
be safelyignored,enablinga reductionof the areas databasaize. This appliesto OSPFareasvherethereis only a
singleexit/entrythatis usedby all externallyaddressegbacketsor to casesvheresomesub-optimalityof external
routingis acceptable.

ThereforeanOSPFareaconfiguratioroptionhasbeeradded seeSections3.6andC.2)allowingtheimportof external
advertisement® bedisabledfor anarea.Whenthis optionis enabledno AS externaladvertisementwill beflooded
into thearea(Sectionsl 3, 13.3and10.3). Insteadwithin the areaall datatraffic to externaldestinationsvill follow a
(perarea)defaultroute. Theseareasarecalled“stub” areas.

To implementthis, all areaborderroutersattachedo stubareaswill originatea defaultsummarylink advertisement
for thearea(Section12.4.3). Thiswill directall internalroutersto anareaborderrouterwhenforwardingexternally
addressegacketsIn addition,to ensurehatstubareasareconfiguredconsistentlyanOptions field hasbeenaddedo
OSPHHello packetgSectionsA.2 andA.3.2). A bitisresein theOptionsfield indicatingthattheattachedreas astub
area(Section9.5). A routerwill notaccepianeighbotshellosunlesstheybothagreeon the areas ability to process
AS externaladvertisement§Section10.5). In this way, a systemadministratomwill be ableto discoverincorrectly
configuredrouters,and datatraffic will be routedaroundthem(in orderto avoid potentiallooping situations)until
their configurationcanbe repaired.

F.1.2 Optional TOS support

In OSPRhereis conceptuallyaseparateoutingtablefor eachT OS;thecalculationgletailedn stepsl-5of Sectionl6
mustbe doneseparatelyfor eachTOS. (Note howeverthatlink andsummarycostsneednot be specifiedseparately
for eachTOS;costsfor unspecifiedf OSvaluesdefaultto the costof TOSO0).

In versionl of the OSPFspecificationall OSPFrouterswererequiredto route basedon TOS.However producing
a separateouting tablefor eachTOS may provecostly, bothin termsof memoryand processoresourcesFor this
reasonyersion2 allowsthe systemadministratoto configureroutersto calculate/usenly a singleroutingtable(the
TOSO0 table). Whenthisis done,sometraffic maytakenon-optimalroutes.But all packetswill still bedeliveredand
routingwill remainloop free (seeSection2.4).

In orderto avoid routing loops, a router (router X) using a single table mustcommunicatehis informationto its
peers.Thisis doneby resettinghe newTOS-capabl®it in therouterX’ srouterlinks advertisemenfSection12.4.1).
Then,whenits peersperformthe Dijkstra calculation(Section16.1)for non-zeroTOSvalues,theywill omit router
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E Authentication

All OSPFprotocolexchangegareauthenticatedThe OSPFpacketheadel(seeSectionA.3.1) includesanauthentica-
tion typefield, and64-bitsof datafor useby the appropriateauthenticatiorschemgdeterminedy thetypefield).

The authenticatiortype is configurableon a perareabasis. Additional authenticatiordatais configurableon a per
interfacebasis.For example jf anareausesa simplepasswordscheméor authenticationa separatgpasswordnay
be configuredfor eachnetworkcontainedn thearea.

Authenticatiortypes0 and1 aredefinedby thisspecification All otherauthenticationtypesarereservedor definition
by the IANA (iana@ISI.EDU)Thecurrentlist of authenticationtypesis describedelowin Table24.

AuType | Description
0 No authentication
1 Simplepassword
All others| Reservedor assignmenby thelANA (iana@ISI.EDU)

Table24: OSPFauthenticatiortypes.

E.1 Autype 0—No authentication

Useof this authenticatiortype meanghatrouting exchangei theareaarenot authenticatedThe 64-bit field in the
OSPFheadercancontainanything;it is notexaminedon packetreception.

E.2 Autype 1-Simple password

Using this authenticatiortype, a 64-bit field is configuredon a pernetworkbasis. All packetssenton a particular
networkmusthavethis configuredvaluein their OSPFheadet64-bit authenticatioriield. This essentiallyservesasa

“clear’ 64-bitpassword.

This guardsagainstroutersinadvertentlycomingup in the area. They mustfirst be configuredwith their attached
networks’password®eforethey canjoin the routingdomain.
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LStype | Link StatelD | AdvertisingRouter | LSsegno | LSage | LSchecksum
1 192.1.1.1 192.1.1.1 * * *
1 192.1.1.2 192.1.1.2 * * *
1 192.1.1.3 192.1.1.3 * * *
1 192.1.1.4 192.1.1.4 * * *
2 192.1.1.4 192.1.1.4 * * *
3 la,lb 192.1.1.3 * * *
3 N6 192.1.1.3 * * *
3 N7 192.1.1.3 * * *
3 N8 192.1.1.3 * * *
3 N9-N11,H1 | 192.1.1.3 * * *
3 la,lb 192.1.1.4 * * *
3 N6 192.1.1.4 * * *
3 N7 192.1.1.4 * * *
3 N8 192.1.1.4 * * *
3 N9-N11,H1 | 192.1.1.4 * * *
4 RT5 192.1.1.3 * * *
4 RT7 192.1.1.3 * * *
4 RT5 192.1.1.4 * * *
4 RT7 192.1.1.4 * * *
4 N12 RT5'sID * * *
4 N13 RT5'sID * * *
4 N14 RT5'sID * * *
4 N12 RT7'sID * * *
4 N15 RT7'sID * * *

Table23: SampleOSPHink statedatabaselisplay

6. A listing of the entireroutingtable. Severalexamplesareshownin Section1l. Theroutingtableis calculated
from thecombineddatabasesf eachattachedirea(seeSectionl6). It maybedesirabldo sorttheroutingtable
by Typeof Service or by destinationpr a combinationof the two.
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Again considerrouter RT3 in Figure15. Table21 below indicatesthat RT4 hasbeenselectedas Designated
Routerfor networkN3, androuterRT1 hasbeenselectecasBackup.Adjacenciediavebeenestablishedo both
of theserouters.Thereareno routersbesideRT3 attachedo networkN4, soit become®R, yetstill advertises
thenetworkasa stubin its routerlinks advertisements.

InterfacelP address| state cost | DR Backup | #nbrs | #adjs
192.1.1.3 DRother| 1 | 192.1.1.4| 192.1.1.1] 3 2
192.1.4.3 DR 2 | 192.1.4.3| none 0 0

Table21: SampleOSPFinterfacedisplay

3. Thelist of neighborsassociateavith aparticularinterface.Eachneighbofts P addresstouterID, stateandthe
lengthof thethreelink stateadvertisemengueuegseeSection10)to theneighboris displayed.

SupposeouterRT4 is the Designatedrouterfor networkN3, androuterRT1 is the BackupDesignatedoutet
Supposealsothatthe adjacencybetweerrouter RT3 and RT1 hasnot yet fully formed. The displayof router
RT3’sneighborgassociatedvith its interfaceto networkN3) maythenlook like Table22. Thedisplayindicates
that RT3 and RT1 arestill in the databasexchangerocedure RouterRT3 hasmore DatabaseDescription
packetsto sendto RT1, and RT1 hasat leastonelink stateadvertisementhat RT3 doesnt. Also, thereis a
singlelink stateadvertisementhathasbeenflooded,but not acknowledgedto eachneighborthatparticipates
in theflooding procedurgstate>= Exchng). (In thefollowing examplesve assumehatarouters RouterlD
is assignedo beits smallestiP interfaceaddress).

NeighborlP address| RouterlD | state LSrxmtlen | DB summlen | LSreqlen
192.1.1.1 192.1.1.1 | Exchng 1 10 1
192.1.1.2 192.1.1.2 | 2-Way 0 0 0
192.1.1.4 192.1.1.4 | Full 1 0 0

[J. Moy]

Table22: SampleOSPFneighbordisplay

. A list of the areas link statedatabase.This is the samein all of the routersattachedo the area. It is com-
posedof thatareas routerlinks, networklinks, andsummarylinks advertisementsAlso, the AS externallink
advertisementarea partof all theareas'databases.

Thelink statedatabaséor Areal in Figure15 mightlook like Table23 (comparethis with Figure7). Assume
thethe DesignatedRouterfor networkN3 is routerRT4, asabove.Both routersRT3 andRT4 areoriginating
summarylink advertisementmto Area 1, sincethey are areaborderrouters. RoutersRT5 and RT7 are AS
externalrouters. Their locationmustbe describedn summarylinks advertisementsAlso, their AS external
link advertisementarefloodedthroughoutheentire AS.

RouterRT3 canlocateits self-originatedadvertisementby looking for its own routerID (192.1.1.3)n adver-
tisements’AdvertisingRouterfields.

ThelLS sequencaumber LS age,andLS checksunfieldsindicatethe advertisemenginstance.Their values
arestoredin theadvertisemenglink stateheaderwe havenotbotheredo makeup valuesfor theexample.

. Thecontentf anyparticularlink stateadvertisementForexamplea listing of therouterlinks advertisement
for Areal, with LS type= 1 andLink StatelD =192.1.1.3s shownin Section12.4.1.
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R5 An advertisemeniiasbeenreceivedhroughthefloodingprocedurahatis LESSrecentthetherouter's current
databaseopy(seeSectionl3). TheloggingmessagshouldincludethereceivedadvertisemensLS type,Link
StatelD, AdvertisingRouter LS sequencaumberLS ageandLS checksumAlso, themessagshoulddisplay
theneighborfrom whomthe advertisemenivasreceived.

The following messagesre indication of normal, yet infrequentprotocol events. Thesemessagewill helpin the

interpretatiorof someof theabovemessages:

N1 ThelLink staterefreshtimer hasfired for oneof therouter s self-originatedadvertisementéseeSection12.4).
A newinstanceof the advertisementustbe originated. The messagshouldincludethe advertisemens LS

type,Link StatelD andAdvertisingRouter

N2 Oneof theadvertisement therouterslink statedatabaséasagedio MaxAge(seeSectionl4). At thispoint,
theadvertisemenis no longerincludedin therouting tablecalculation,andis reflooded.The messagshould
list theadvertisemen$'LS type,Link StatelD andAdvertisingRouter

N3 An advertisemendf ageMaxAge hasbeenflushedfrom therouter s databaseThis occursafterthe advertise-
menthasbeenacknowledgedby all adjacenineighbors.The messageshouldlist theadvertisemens'LS type,

Link StatelD andAdvertisingRouter

D.2 Cumulative statistics

Thesestatisticsdisplay collectionsof the routing datastructures. They shouldbe able to be obtainedinteractively

throughsomekind of networkmanagemerfacility.

All the following statisticsdisplays,with the exceptionof the arealist, routing tableandthe AS externallinks, are
specificto asinglearea.As notedin Sectiord4, mostOSPFprotocolmechanismsvork on eachareaseparately

Thefollowing statisticdisplaysshouldbe available:

1. Alist of all theareasattachedo therouter alongwith theauthenticatiortypeto usefor theareathenumberof
routerinterfacesattachingo the area andthetotal numberof netsandroutersbelongingto the area.

For example considertherouterRT3 picturedin Figure15. It hasinterfacego two separat@areasAreal and
thebackbongArea0). Table20thenindicateghatthe backbones usinga simplepasswordor authentication,
andthatAreal is notusinganyauthenticationThenumberof netsincluded P networks subnetsandhostg(this
is thereasorfor 2 backbonenets— they arethe hostroutescorrespondindo the serialline betweerbackbone

routersRT6 andRT10).
ArealD | #ifcs | AuType | # nets| # routers
0 1 1 2 7
1 2 0 4 4

Table20: SampleOSPFareadisplay

2. Alist of all theroutersinterfacedo anareaalongwith their addressegutputcost,currentstate the (Backup)
DesignatedRouterfor theattachedetwork,andthenumberof neighborgurrentlyassociatewith theinterface.
Somenumberof theseneighborawill havebecomeadjacentthe numberof theseis notedin the displayalso.
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C1 AreceivedOSPRpacketsrejecteddueto errorsin its IP/OSPFeader Thereasongor rejectionaredocumented
in Section8.2. Theyinclude OSPFchecksunfailure, authenticatiorfailure, andinability to matchthe source
with an active OSPFneighbor The logging messageroducedshouldincludethe IP sourceand destination
addressegherouterID in the OSPFheaderandthereasorfor therejection.

C2 AnincomingHello packeis rejectecddueto mismatchebetweertheHello’'sparameterandthoseconfiguredor
thereceivinginterface(seeSection10.5). This indicatesa configurationproblemon the attachedetwork. The
loggingmessagashouldincludethe Hello’s sourcethereceivinginterface ,andthe non-matchingparameters.

C3 An incoming DatabaseDescriptionpacket,Link StateRequestPacket,Link State AcknowledgmentPacket
or Link State Update packetis rejecteddue to the sourceneighborbeing in the wrong state (see Sec-
tions 10.6,10.7,13.7, and 13 respectively). This can be normalwhenthe identity of the network’s Desig-
natedRouterchangescausingnomentarydisagreementsverthevalidity of adjacenciesTheloggingmessage
shouldincludethe sourceneighborits state, andthe packetstype.

C4 A Databasé®escriptionpackethasbeenretransmittedThis may meanthatthe valueof Rxmtintervalthathas
beenconfiguredfor the associatedhterfaceis too small. Thelogging messageshouldincludethe neighborto
whomthe packetis beingsent.

Thefollowing messagesanbe causedy packettransmissiorerrors,or softwareerrorsin an OSPFimplementation:

E1 Thechecksunin areceivedink stateadvertisemerisincorrect. Theadvertisemeris discardeqdseeSectionl 3).
Theloggingmessagshouldincludetheadvertisemen$ LS type,Link StatelD andAdvertisingRouter(which
may beincorrect). The messagshouldalsoincludethe neighborfrom whomthe advertisementvasreceived.

E2 Duringtheagingprocessit is discoveredhatoneof thelink stateadvertisements thedatabaséasanincorrect
checksumThisindicateamemorycorruptionor asoftwareerrorin therouteritself. Theroutershouldbedumped
andrestarted.

Thefollowing messageareanindicationthatarouterhasrestartedlosingtrackof its previousLS sequencaumber
Shouldthesemessagesontinue it mayindicatethe presencef duplicateRouterIDs:

R1 Two link stateadvertisementhave beenseen,whoselLS type, Link StatelD, Advertising RouterandLS
sequencewumberare the same,yet with differing LS checksums.Theseare consideredo be differentin-
stancef the sameadvertisement.The instancewith the larger checksumis acceptedas morerecent(see
Section12.1.7,13.1). Theloggingmessagashouldincludethe LS type, Link StatelD, AdvertisingRouter LS
sequencaumberandthetwo differing checksums.

R2 Two link stateadvertisementhavebeenseenwhosel S type,Link StatelD, AdvertisingRouter LS sequence
numberandLS checksumarethe same yet canbe distinguishedy their LS agefields. This meanghatone
of the advertisemen$ LS ageis MaxAge, or the two LS agefields differ by more than MaxAgeDiff. The
loggingmessagehouldincludethe LS type, Link StatelD, AdvertisingRouter LS sequenc&umberandthe
two differing ages.

R3 Therouterhasreceivedaninstanceof oneof its self-originatedadvertisementshatis consideredo be more
recent.Thisforcestherouterto originatea newadvertisemenfseeSection13.4). Theloggingmessagshould
includetheadvertisemens$LS type,Link StatelD, andAdvertisingRouteralongwith theneighborfrom whom
theadvertisementvasreceived.

R4 An acknowledgmerntiasbeenreceivedor aninstanceof anadvertisementhatis not currentlycontainedn the
router' s databaséseeSection13.7). The logging messageshoulddetail the instancebeingacknowledgednd
thedatabaseopy (if any),alongwith theneighborfrom whomthe acknowledgmenivasreceived.
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D Required Statistics

An OSPFimplementatiormustprovide a minimum setof statisticsindicatingthe operationaktateof the protocol.
Thesestatisticsmust be accessibldo the user; this will probablybe accomplishedhroughsomesort of network
managemerihterface.

It is hopedthatthesestatisticswill aid in the debuggingof the implementationandin the analysisof the protocol's
performance.

Thestatisticscanbebrokeninto two broadcategoriesThefirst consistof whatwe will callloggingmessagesThese
aremessageproducedn realtime, with generallya singlemessag@roducedasthe resultof asingleprotocolevent.
Suchmessagearealsocommonlyreferredto astraps.

The secondcategorywill bereferredto ascumulativestatistics. Thesearecountersvhosevaluehavecollectedover
time, suchasthecountof link stateretransmissiongverthelasthour. Also falling into this categoryaredumpsof the
variousrouting datastructures.

D.1 Logging messages

A loggingmessageshouldbe producedon everysignificantprotocolevent. The major eventsarelistedbelow. Most
of theseeventsndicateatopologicalchangdn theroutingdomain.However somenumberof loggingmessagesan
beexpectedvenwhentheroutingdomainremaingntactfor long periodsof time. Forexamplelink stateoriginations
will still happerdueto thelink staterefreshtimer firing.

Any of the messagethatreferto link stateadvertisementshouldprint the areaassociatedvith the advertisement.
Thereis no areaassociateavith AS externallink advertisements.

Thefollowing list of loggingmessagemdicatetopologicalchangesn theroutingdomain:

T1 The stateof a routerinterfacechanges.Interfacestatechangesare documentedn Section9.3. In general,
theywill causenewlink stateadvertisementto be originated. The logging messag@roducedshouldinclude
theinterfaces IP addresgor othername),interfacetype (virtual link, etc.) andold andnew statevalues(as
documentedh Section9.1).

T2 Thestateof aneighborchangesNeighborstatechangesredocumentedn Section10.3. Theloggingmessage
producedshouldincludethe neighborlP addressandold andnewstatevalues.

T3 The (Backup)DesignatedRouterhaschangedn oneof the attachechetworks. SeeSection9.4. Thelogging
messag@roducedshouldincludethe networklP addressandtheold andnew (Backup)Designatedrouters.

T4 Therouteris originatinga new instanceof a link stateadvertisementThe logging messag@roducedshould
indicatetheL S type,Link StatelD andAdvertisingRouterassociatedvith theadvertisemenfseeSection12.4).

T5 Therouterhasreceiveda newinstanceof a link stateadvertisementThe routerreceiveshesein Link State
Updatepackets.Thiswill causerecalculatiorof theroutingtable. Thelogging messag@roducedshouldindi-
catethe advertisemen$ LS type, Link StatelD andAdvertisingRouter The messagashouldalsoincludethe
neighborfrom whomthe advertisementvasreceived.

T6 An entryin theroutingtablehaschangedseeSectionl1l). Thelogging messag@roducedshouldindicatethe
Destinationtype, DestinationD, andtheold andnew pathsto the destination.

Thefollowing loggingmessagemayindicatethatthereis a networkconfigurationerror:
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C.4 Virtual link parameters

Virtual links are usedto restore/increaseonnectivity of the backbone. Virtual links may be configuredbetween
any pair of areaborderroutershavinginterfaceso a common(non-backboneg@rea. The virtual link appearsasan
unnumberegboint-to-pointlink in thegraphfor thebackbone Thevirtual link mustbe configuredn both of thearea
borderrouters.

A virtual link appearsn routerlinks advertisementéfor the backbonepsif it werea separateouterinterfaceto the
backbone As such,it hasall of the parameterassociateavith arouterinterface(seeSectionC.3). Althoughavirtual
link actslike anunnumberegboint-to-pointlink, it doeshaveanassociatedP interface address Thisaddresss used
asthelP sourcen protocolpacketst sendsalongthevirtual link, andis setdynamicallyduringtheroutingtablebuild
processinterface output costis alsosetdynamicallyonvirtual links to bethecostof theintra-aregathbetweerthe
two routers.The parameteRxmtinterval mustbe configured andshouldbewell overtheexpectedound-tripdelay
betweerthe two routers.This maybehardto estimatefor avirtual link. It is betterto err onthe sideof makingit too
large. Router Priority is notusedon virtual links.

A virtuallink is definedby thefollowing two configurablgparameterstheRouterD of thevirtual link’ sotherendpoint,
andthe (non-backbonedreathroughwhich thevirtual link runs(referredto asthevirtual link’ stransit ared). Virtual
links cannotbe configuredthroughstubareas.

C.5 Non-broadcast,multi-accessnetwork parameters

OSPFtreatsa non-broadcastnulti-accesmetworkmuch like it treatsa broadcasnetwork. Sincetheremany be
manyroutersattachedo the network,a Designatedrouteris selectedor the network. This DesignatedRouterthen
originatesa networkslinks advertisementyhich lists all routersattachedo the non-broadcastetwork.

However dueto the lack of broadcastapabilities,t is necessaryo useconfigurationparameterén the Designated
Routerselection. Theseparametersieedonly be configuredin thoseroutersthat arethemselveligible to become
Designatedrouter(i.e.,thoseroutef swhoseDR Priority for the networkis non-zero):

List of all other attachedrouters Thelist of all otherroutersattachedo the non-broadcastetwork. Eachrouteris
listedby its IP interfaceaddres®n the network. Also, for eachrouterlisted, thatrouter s eligibility to become
Designatedrkoutermustbe defined.Whenaninterfaceto a non-broadcastetworkcomesup, theroutersends
Hello packetsonly to thoseneighborsligible to becomeDesignatedrouter until theidentity of theDesignated
Routeris discovered.

Pollinterval If aneighboringouterhasbecomenactive(helloshavenotbeenseerfor RouterDeadlntervaeconds),
it may still be necessaryo sendHellos to the deadneighbor TheseHellos will be sentat the reducedrate
Pollinterval whichshouldbemuchlargerthanHellolnterval. Samplevaluefor aPDN X.25 network: 2 minutes.

C.6 Hostroute parameters

Hostroutesareadvertisedn networklinks advertisementasstubnetworkswith maskOxf f f f f f f f . Theyindicate
eitherrouterinterfacego point-to-pointnetworks loopedrouterinterfacespr IP hoststhataredirectly connectedo
therouter(e.g.,viaaSLIPline). Foreachhostdirectly connectedo therouter, thefollowing itemsmustbeconfigured:

Host IP address ThelP addres®f thehost.

Costof link to host Thecostof sendinga packetto the host,in termsof thelink statemetric. Theremaybemultiple
costsconfigured,onefor eachlP TOS. However sincethe hostprobablyhasonly a single connectiorto the
internet,the actualconfiguredcost(s)in manycasess unimportan{i.e., will haveno effecton routing).

[J. Moy] [Pagell?]



RFC1247 OSPFVersion2 July 1991

StubDefaultCost If the areahasbeenconfiguredasa stubarea,andthe routeritself is an areaborderrouter, then
the StubDefaultCosindicateshecostof thedefaultsummaryink thattheroutershouldadvertisanto thearea.
Therecanbea separateostconfiguredfor eachlP TOS. SeeSection12.4.3for moreinformation.

C.3 Router interface parameters

Someof the configurablerouterinterfaceparametergsuchas|P interfaceaddressand subnetmask)actuallyimply
propertiesof the attachecdhetworks,andthereforemustbe consistenicrossall the routersattachedo that network.
Theparametershatmustbe configuredfor arouterinterfaceare:

IP interface address The IP protocoladdresdor this interface. This uniquelyidentifiesthe router over the entire
internet.An IP addresss not requiredon seriallines. Sucha serialline is called“unnumbered”.

IP interface mask This denoteghe portion of the IP interfaceaddresghatidentifiesthe attachechetwork. Thisis
oftenreferredto asthe subnetmask.

Interface output cost(s) The costof sendinga packeton the interface,expressedn the link statemetric. This is
advertisedasthelink costfor thisinterfacein therouter srouterlinks advertisementTheremay be a separate
costfor eachlP Typeof Service.Theinterfaceoutputcost(s)mustalwaysbegreaterthanO.

Rxmtinterval The numberof seconddetweenlink stateadvertisementetransmissiondpr adjacencied®elonging
to this interface. Also usedwhenretransmittingDatabaseédescriptionandLink StateRequestPackets.This
shouldbewell overthe expectedound-tripdelaybetweeranytwo routerson theattachedetwork. Thesetting
of this value shouldbe conservativeor needlesgetransmissionsvill result. It will needto be larger on low
speedseriallinesandvirtual links. Samplevaluefor alocal areanetwork: 5 seconds.

InfT ransDelay Theestimatechumberof secondst takesto transmitaLink StateUpdatePackebverthisinterface.
Link stateadvertisementsontainedn theupdatepacketmusthavetheirageincrementedby thisamountefore
transmissionThis valueshouldtakeinto accounthe transmissiorandpropagatiordelaysfor theinterface.lIt
mustbe greaterthan0. Samplevaluefor alocal areanetwork: 1 second.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto becomeDesig-
natedRouter the onewith the highestRouterPriority takesprecedencelf thereis still atie, therouterwith the
highestRouterlD takesprecedenceA routerwhoseRouterPriority is setto O is ineligibleto becomeDesignated
Routeron the attachedetwork. RouterPriority is only configuredfor interfacedo multi-accessetworks.

Hellointerval Thelengthof time, in secondsbetweerthe Hello packetghattheroutersendson theinterface.This
valueis advertisedn the routers Hello packets. It mustbe the samefor all routersattachedo a common
network. Thesmallerthe hellointerval,thefastertopologicalchangeswvill be detectedbut moreroutingtraffic
will ensue.Samplevaluefor a X.25 PDN network: 30 seconds.Samplevaluefor a local areanetwork: 10
seconds.

RouterDeadInterval The numberof secondghata router's Hellos havenot beenseenbeforeits neighborsdeclare
therouterdown. Thisis alsoadvertisedn therouter sHello Packetsn the DeadIntfield. This shouldbesome
multiple of the Hellolnterval(say4). This valueagainmustbe the samefor all routersattachedo a common
network.

Authentication key This configureddataallows the authenticatiorprocedureio generateand/orverify the authen-
ticationfield in the OSPFheader For example,if the authenticatiortype indicatessimple passwordthe au-
thenticationkey would be a 64-bit password.This key would be inserteddirectly into the OSPFheademhen
originatingrouting protocolpackets.Therecould be a separat@asswordor eachnetwork.
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C Configurable Constants

The OSPFprotocolhasquite a few configurableparametersTheseparameterarelisted below They aregrouped
into generalfunctionalcategoriegareaparametersinterfaceparametersetc.). Samplevaluesaregiven for someof
theparameters.

Someparametesettingsneedto be consistenemonggroupsof routers.Forexample all routersin anareamustagree
onthatareas parametersandall routersattachedo a networkmustagreeon thatnetwork’s IP networknumberand
mask.

Someparametersnay be determinedby router algorithmsoutsideof this specification(e.g., the addresf a host
connectedo theroutervia a SLIP line). From OSPF5 point of view, thesdtemsarestill configurable.

C.1 Global parameters

In generala separateopy of the OSPFprotocolis run for eacharea.Becausef this, mostconfigurationparameters
aredefinedon a perareabasis.Thefew globalconfigurationparametersrelisted below

Router ID Thisis a 32-bithnumberthatuniquelyidentifiestherouterin the AutonomousSystem.Onealgorithmfor
RouterID assignmenis to choosethelargestor smallestiP addressassignedo therouter If arouters OSPF
RouterlD is changedtherouter s OSPFsoftwareshouldberestartedeforethe newRouterlD takeseffect.

TOS capability Thisitemindicateswhethertherouterwill calculateseparateoutesbasedn TOS. For moreinfor-
mation,seeSectionst.5and16.9.

C.2 Areaparameters

All routersbelongingto anareamustagreeonthatareas configuration.Disagreementbetweertwo routerswill lead
to aninability for adjacencie$o form betweerthem,with aresultinghindranceo theflow of routingprotocoltraffic.
Thefollowing itemsmustbe configuredfor anarea:

ArealD Thisis a 32-bitnumberthatidentifiesthe area. The ArealID of 0 is reservedor the backbone.If thearea
represents subnettedetwork,the IP networknumberof the subnettedetworkmaybe usedfor thearealD.

List of addressranges An OSPFareais definedasalist of [IP addressmask]pairs. Eachpair describesrangeof IP
addressedNetworksandhostsareassignedo anareadependingn whethertheir addressefall into oneof the
areas definingaddressanges.Routersareviewedasbelongingto multiple areasdependingon their attached
networks’areamembershipRoutinginformationis condensedtareaboundariesExternalto theareaasingle
routeis advertisedor eachaddressange.

As anexample supposen P subnettedhetworkis to beits own OSPFarea.The areawould be configuredas
asingleaddressange whoselP addresss the addres®f the subnettedhetwork,andwhosemaskis the natural
classA, B, or C internetmask. A singleroutewould be advertisedexternalto the area,describingthe entire
subnettedetwork.

Authentication type Eachareacanbeconfiguredfor a separatéype of authenticationSeeAppendixE for adiscus-
sionof thedefinedauthenticatiortypes.

External routing capability WhetherAS externaladvertisementsvill be floodedinto/throughoutthe area. If AS
externaladvertisementareexcludedrom thearea theareais calleda“stub”. Internalto stubareasroutingto
externaldestinationsvill be basedsolelyon adefaultsummaryroute. The backbonecannotbe configuredasa
stubarea.Also, virtual links cannotbe configuredthroughstubareas For moreinformation,seeSection3.6.
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B Architectural Constants

SeveralOSPFprotocolparametertavefixed architecturalalues.Theseparametersavebeenreferredto in thetext
by namessuchasLSRefreshimer. The samenamingconventionis usedfor the configurableprotocol parameters.
Theyaredefinedin appendixC.

Thenameof eacharchitecturatonstanfollows, togethemwith its valueanda shortdescriptiornof its function.

LSRefreshTime The maximumtime betweendistinct originationsof any particularlink stateadvertisement.For
eachlink stateadvertisementhatarouteroriginatesanintervaltimer shouldbe setto this value. Firing of this
timer causeg newinstanceof thelink stateadvertisemento be originated.Thevalueof LSRefreshimeis set
to 30 minutes.

MinLSInterval Theminimumtime betweerndistinctoriginationsof anyparticuladink stateadvertisementThevalue
of MinLSlIntervalis setto 5 seconds.

MaxAge Themaximumagethatalink stateadvertisementanattain. WhenanadvertisemensagereachesaxAge,
it is reflooded.It is thenremovedrom the databas@ssoonasthis flood is acknowledged,e., assoonasit has
beenremovedrom all neighborLink stateretransmissionlists. AdvertisementfiavingageMaxAgearenot
usedin theroutingtablecalculation.Thevalueof MaxAge mustbe greatethanLSRefreshime. The valueof
MaxAgeis setto 1 hour.

CheckAge Whenthe ageof a link stateadvertisemenfthatis containedin thelink statedatabasehits a multiple
of CheckAgetheadvertisemeng checksunis verified. An incorrectchecksumatthis time indicatesa serious
error Thevalueof CheckAges setto 5 minutes.

MaxAgeDiff Themaximumtimedispersiorthatcanoccur, asalink stateadvertisemeris floodedthroughoutheAS.
Mostof thistime is accountedor by thelink stateadvertisementsitting onrouteroutputqueuegandtherefore
notaging)duringtheflooding processThevalueof MaxAgeDiff is setto 15 minutes.

LSInfinity Thelink statemetric valueindicatingthat the destinationis unreachablelt is definedto be the binary
valueof all ones.It depend®on thesizeof themetricfield, whichis 16 bitsin routerlinks advertisementsand
24 bitsin bothsummaryandAS externallinks advertisements.

DefaultDestination The DestinationID thatindicatesthe defaultroute. This routeis usedwhenno othermatching
routingtableentry canbe found. The defaultdestinatiorcanonly beadvertisedn AS externallink advertise-
mentsandin type 3 summaryink advertisementfor stubareaslts valueis the P addres®. 0. 0. 0.
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TOS TheTypeof Servicethatthefollowing costconcernsTheencodingof TOSin OSPHink stateadvertisements
is describedn Section12.3.

metric Thecostof thisroute. Interpretatiordepend®n the externaltypeindication(bit E above).

External Route Tag A 32-bitfield attachedo eachexternalroute. This is not usedby the OSPFprotocolitself. It
maybeusedo communicaténformationbetweerAS boundaryrouters theprecisenatureof suchinformation
is outsidethe scopeof this specification.
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A.4.5 ASexternallink advertisements

AS externallink advertisementarethe Type5 link stateadvertisementsTheseadvertisementareoriginatedby AS
boundaryrouters.A separat@dvertisemeris madefor eachdestinationlknownto therouter)whichis externalo the
AS. For detailsconcerningheconstructiorof AS externallink advertisementseeSection12.4.3.

AS externallink advertisementasuallydescribea particularexternaldestination.For theseadvertisementthe Link
StatelD field specifiesan IP networknumber AS externallink advertisementarealsousedto describea default
route. Default routesare usedwhenno specificroute existsto the destination.Whendescribinga defaultroute,the
Link StatelD is alwayssetto DefaultDestinatiorf0. 0. 0. 0) andthe NetworkMaskis setto 0. 0. 0. 0.

Separateostsmaybeadvertisedor eachlP Typeof Service.Theencodingof TOSin OSPHink stateadvertisements
is describedn Section12.3. Note thatthe costfor TOS 0 mustbeincluded,andis alwayslistedfirst. If the T-bit is
resetin theadvertisemens Option field, only aroutefor TOSO is describedy theadvertisementOtherwise youtes
for theotherTOSvaluesarealsodescribedif acostfor acertainTOSis notincluded,its costdefaultsto thatspecified
for TOSO.

0 8 16 24 32
| |

Li nk St ate header

Net wor k Mask
. T T T T 11 )
bit E — TOS metric Repeat ed
Forwar di ng address for each
TCS

Ext ernal Route Tag

Network Mask ThelP networkmaskfor theadvertisedlestination ForexamplewhenadvertisingaclassA network
themaskOxf f 000000 would be used.

For eachspecifiedype of service thefollowing fieldsaredefined.The numberof TOSroutesincludedcanbecalcu-
latedfrom thelink stateadvertisemenglengthfield. Valuesfor TOS0 mustbe specifiedithey arelistedfirst. Other
valuesmustbelistedin orderof increasingT OSencoding.For example the costfor TOS 16 mustalwaysfollow the
costfor TOS8 whenboth arespecified.

bit E Thetype of externalmetric. If bit E is set,the metric specifiedis a Type 2 externalmetric. This meanghe
metricis consideredargerthananylink statepath. If bit E is zero,the specifiedmetricis a Type 1 external
metric. This meanghatis is comparablalirectly (without translation}o the link statemetric.

Forwarding address Datatraffic for the advertiseddestinationwill be forwardedto this address.If the Forward-
ing addresss setto 0.0.0.0,datatraffic will be forwardedinsteadto the advertisemeng originator(i.e., the
responsibléAS boundaryrouter).
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A.4.4 Summary link advertisements

Summarylink advertisementarethe Type 3 and4 link stateadvertisementsTheseadvertisementareoriginatedby
areaborderrouters.A separatsummarylink advertisemenis madefor eachdestinationknownto therouter)which
belongsto the AS, yetis outsidethe area. For detailsconcerninghe constructionof summarylink advertisements,
seeSection12.4.3.

Type3link stateadvertisementareusedwhenthedestinatioris anIP network. In this casetheadvertisemeng Link
StatelD field is anIP networknumber Whenthe destinationis an AS boundaryrouter, a Type 4 advertisemenis
usedandthelLink StatelD field is the AS boundaryrouter sOSPFRouterID. (To seewhy it is necessaryo advertise
thelocationof eachASBR, consultSection16.4.) Otherthanthedifferencein the Link StatelD field, the format of
Type3 and4 link stateadvertisements identical.

For stubareastype 3 summarylink advertisementsanalsobe usedto describea (perarea)defaultroute. Default
summaryroutesareusedn stubareasnsteadf floodingacompletesetof externakoutes.Whendescribinga default
summaryroute, the advertisemen$'Link StatelD is alwayssetto DefaultDestinatior{(0. 0. 0. 0) andthe Network
Maskis setto 0. 0. 0. 0.

Separateostsmaybeadvertisedor eachlP Typeof Service.Theencodingof TOSin OSPHink stateadvertisements
is describedn Section12.3. Note thatthe costfor TOS 0 mustbeincluded,andis alwayslistedfirst. If the T-bit is
resetin theadvertisemens Option field, only aroutefor TOSO is describedy theadvertisementOtherwise youtes
for theotherTOSvaluesarealsodescribedif acostfor acertainTOSis notincluded,its costdefaultsto thatspecified
for TOSO.

0 8 16 24 32
| |

3 or 4

Li nk St ate header

Net wor k Mask Repeat ed

TOS nmetric for each
TOS

Network Mask For Type3 link stateadvertisementghisindicatesthedestinations IP networkmask.For example,
whenadvertisingthelocationof a classA networkthevalueOxf f 000000 would beused.Thisfield is not
meaningfulandmustbe zerofor Type4 link stateadvertisements.

For eachspecifiedype of service thefollowing fieldsaredefined.The numberof TOSroutesincludedcanbecalcu-
latedfrom thelink stateadvertisemenglengthfield. Valuesfor TOS0 mustbe specifiedithey arelistedfirst. Other
valuesmustbelistedin orderof increasingT OSencoding.For example the costfor TOS 16 mustalwaysfollow the
costfor TOS8 whenboth arespecified.

TOS TheTypeof Servicethatthefollowing costconcernsTheencodingof TOSin OSPHink stateadvertisements
is describedn Section12.3.

metric Thecostof this route. Expressedn the sameunitsastheinterfacecostsin the routerlinks advertisements.
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A.4.3 Network links advertisements

Networklinks advertisementarethe Type 2 link stateadvertisementsA networklinks advertisemenis originated
for eachtransitnetworkin thearea.A transitnetworkis amulti-accessietworkthathasmorethanoneattachedouter

The networklinks advertisemenis originatedby the network’s DesignatecRouter The advertisemendescribesll

routersattachedo the network,including the DesignatedRouteritself. Theadvertisemens$ Link StatelD field lists
thelP interfaceaddres®f the Designatedrouter

Thedistancefrom the networkto all attachedoutersis zero,for all typesof service.Thisis why the TOSandmetric
fields neednot be specifiedin the networklinks advertisementFor detailsconcerningthe constructionof network
links advertisementseeSection12.4.2.

0 8 16 24 32
| |

Li nk St ate header

Net wor k Mask Repeat ed

At t ached Rout er for each
attached
rout er

Network Mask  The IP addressnaskfor the network. For example,a classA network would havethe mask
0xf f 000000.

Attached Router TheRouterlDs of eachof theroutersattachedo thenetwork. Actually, only thoseroutersthatare
fully adjacento theDesignatedRouterarelisted. The DesignatedRouterincludestself in thislist.
Thenumberof routersincludedcanbe deducedrom thelink stateadvertisemenslengthfield.
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stubnetworkswhosenetworkmaskis Oxf f f ff ff f .

Type | Description
1 Point-to-pointconnectiorto anothemrouter
2 Connectiorto atransitnetwork
3 Connectiorto astubnetwork
4 Virtual link

Link ID Identifiestheobjectthatthis routerlink connectdo. Valuedepend®nthelink’ stype. Whenconnectingo
anobjectthatalsooriginatesalink stateadvertisemen(i.e.,anotherouteror atransitnetwork)theLink ID
is equalto theotheradvertisemensLink StatelD. This providesthekey for looking up saidadvertisement
in thelink statedatabaseSeeSection12.2for moredetails.

Type | LinkID
1 NeighboringroutersiD
2 IP addres®of DesignatedRouter
3 IP network/subnehumber
4 NeighboringroutersiD

Link Data Contentsagaindependnthelink’s Typefield. For connectiongo stubnetwork,it specifieshe network
mask. For the otherlink typesit specifieghe routers associatedP interfaceaddress.This latter pieceof
informationis neededduring the routing table build processwhen calculatingthe IP addressf the next
hop. SeeSectionl16.1.1for moredetails.

#metrics The numberof differentTOS metricsgivenfor thislink, not countingthe requiredmetricfor TOSO0. For
examplejf no additionalTOS metricsaregiven,thisfield shouldbe setto 0.

TOSO0 metric Thecostof usingthisrouterlink for TOSO.

For eachlink, separatenetricsmay be specifiedfor eachTypeof Service(TOS). The metricfor TOS 0 mustalways
beincluded,andwasdiscusse@bove.Metricsfor non-zeror OSaredescribedelow Theencodingof TOSin OSPF
link stateadvertisements describedn Sectionl12.3. Notethatthecostfor non-zeroT OSvaluesthatarenot specified

defaultsto the TOSO0 cost. Metrics mustbe listedin orderof increasingT OS encoding.For example the metricfor
TOS 16 mustalwaysfollow the metricfor TOS8 whenbotharespecified.

TOS IP type of servicethat this metric refersto. The encodingof TOSin OSPFlink stateadvertisementss
describedn Section12.3.

metric  Thecostof usingthis outboundrouterlink, for traffic of the specifiedT OS.
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A.4.2 Router links advertisements

Routerlinks advertisementarethe Type1 link stateadvertisementsEachrouterin anareaoriginatesa routerlinks
advertisement.The advertisementlescribeshe stateand costof the routers links (or interfaces)to the area. All
of the router s links to the areamustbe describedn a singlerouterlinks advertisementFor detailsconcerninghe
constructiorof routerlinks advertisementseeSection12.4.1.

In routerlinks advertisementghe Link StatelD field is setto the router s OSPFRouterID. The T-bit is setin the
advertisemens$ Option field if andonly if therouteris ableto calculatea separatesetof routesfor eachlP TOS.
Routerlinks advertisementarefloodedthroughouta singleareaonly.

0 8 16 24 32
| |

Li nk St ate header

Bit B ]
Bit E
T T T T1
0 # |inks
Link I D
Li nk Dat a
Type # TOS TOS 0 netric # 1inks
- times
# TOS TCS 0 netric
times :
TGS 0 netric

bit E Whenset,therouteris an AS boundaryrouter(E is for external)
bit B Whenset,therouteris anareaborderrouter(B is for border)

#links  Thenumberof routerlinks describedy this advertisementThis mustbethetotal collectionof routerlinks
to thearea.

The following fields areusedto describeeachrouterlink. Eachrouterlink is typed(seethe below Typefield). The
typefield indicateghekind of link beingdescribedlt maybealink to atransitnetwork,to anotherrouteror to astub
network. The valuesof all the otherfieldsdescribingarouterlink dependon thelink’s type. For example gachlink
hasan associate®2-bit datafield. For links to stubnetworksthis field specifieghe network’s IP addressnask. For
theotherlink typestheLink Dataspecifieghe routersassociatedP interfaceaddress.

Type A quick descriptionof therouterlink. Oneof thefollowing. Notethathostroutesareclassifiedaslinks to
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A.4.1 Thelink State Advertisementheader

All link stateadvertisementbeginwith a common20 byte header This headercontainsenoughinformation to
uniquelyidentify the advertisemenfLS type,Link StatelD, andAdvertisingRouter). Multiple instancesf thelink
stateadvertisementayexistin theroutingdomainatthesametime. It is thennecessaryo determinewvhichinstance
is morerecent.Thisis accomplishedby examiningtheLS age,LS sequenc@aumberandLS checksunfieldsthatare
alsocontainedn thelink stateadvertisementeader
0 8 16 24 32
I

LS age Opti ons LS type
Link State ID
Advertising Router

LS sequence nunber

LS checksum | engt h

LS age Thetimein secondsincethelink stateadvertisemenivasoriginated.

Options The optionalcapabilitiessupportedy the describedportion of the routingdomain. OSPF5 optionalcapa-
bilities aredocumentedn SectionA.2.

LS type Thetypeof thelink stateadvertisementEachlink statetypehasa separat@dvertisementormat. Thelink
statetypesareasfollows (seeSection12.1.3for furtherexplanation):

LS Type | Description
1 Routerlinks
2 Networklinks
3 Summarylink (IP network)
4 Summarnylink (ASBR)
5 AS externallink

Link StatelD Thisfield identifiesthe portion of the internetenvironmenthatis beingdescribedby the advertise-
ment. The contentsof this field dependon the advertisemens$ LS type. For example,in networklinks
advertisementthelLink StatelD is setto thelP interfaceaddres®f the network’s Designatedrouter(from
whichthenetwork'sIP addresganbederived).TheLink StatelD is furtherdiscussednh Section12.1.4.

Advertising Router TheRouterlD of therouterthatoriginatedthelink stateadvertisement-orexamplejn network
links advertisementthis field is setto the RouterlD of the network’s DesignatedRouter

LS sequencenumber Detectsold or duplicatelink stateadvertisementsSuccessivénstance®f a link stateadver-
tisemenfaregivensuccessivé S sequenceumbers.SeeSection12.1.6for moredetails.

LS checksum TheFletcherchecksunof thecompletecontentf thelink stateadvertisementSeeSection12.1.7for
moredetails.

length Thelengthin bytesof thelink stateadvertisementThisincludesthe 20 bytelink stateheader
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A.4 Link stateadvertisementformats

Therearefive distincttypesof link stateadvertisementsEachlink stateadvertisemenbeginswith astandard®0-byte
link stateheader This headeiis explainedin SectionA.4.1. Succeedingectionghendiagramthe separatdink state
advertisementypes.

Eachlink stateadvertisementlescribes pieceof the OSPFrouting domain. Everyrouteroriginatesa routerlinks
advertisementln addition,whenevetherouteris electedDesignatedRouter it originatesa networklinks advertise-
ment. Othertypesof link stateadvertisementmayalsobeoriginated(seeSection12.4). All link stateadvertisements
arethenfloodedthroughoutthe OSPFrouting domain. The flooding algorithmis reliable, ensuringthat all routers
havethe samecollectionof link stateadvertisementgSeeSection13 for moreinformationconcerninghe flooding
algorithm). This collectionof advertisementis calledthelink state(or topological)database.

Fromthelink statedatabasegachrouterconstructsa shortespathtreewith itself asroot. Thisyieldsaroutingtable
(seeSection11). For thedetailsof theroutingtablebuild processseeSectionl16.
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A.3.6 Thelink State Acknowledgmentpacket

Link StateAcknowledgmentPacketsare OSPFpackettype 5. To makethe flooding of link stateadvertisements
reliable, floodedadvertisementare explicitly acknowledged. This acknowledgments accomplishedhroughthe
sendingandreceivingof Link StateAcknowledgmenpackets Multiple link stateadvertisementsanbeacknowledged
in asinglepacket.

Dependingnthestateof thesendingnterfaceandthesourceof theadvertisementiseingacknowledgedaLink State
Acknowledgmenpacketis senteitherto the multicastaddres#AlISPFRoutersto the multicastaddresAlIDRouters,
or asa unicast. Thesendingof Link StateAcknowledgemenpacketds documentedn Section13.5. Thereception
of Link StateAcknowledgemenpacketds documentedn Section13.7.

Theformatof this packetis similar to thatof the DataDescriptionpacket. Thebody of bothpacketss simplyalist of
link stateadvertisemeriieaders.

0 8 16 24 32
[ 5 | |

OSPF packet header

Link state Repeat ed

Adverti senent for each
- LS adv.
Header

Eachacknowledgedink stateadvertisemenis describedy its link stateheaderThelink stateheadeilis documented
in SectionA.4.1. It containsall theinformationrequiredto uniquelyidentify boththe advertisemenandthe adver-
tisements currentinstance.
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A.3.5 Thelink StateUpdate packet

Link StateUpdatepacketsaareOSPFpacketype4. Thesepacketdimplementhefloodingof link stateadvertisements.
EachLink StateUpdatepacketcarriesacollectionof link stateadvertisementsnehopfurtherfromits origin. Several

link stateadvertisementsaybeincludedin asinglepacket.
Link StateUpdatepacketsaremulticastonthosephysicalnetworksthatsupportmulticast/broadcastn orderto make
the flooding procedurereliable, floodedadvertisementare acknowledgedn Link StateAcknowledgmentpackets.
If retransmissiomf certainadvertisements necessarythe retransmittedadvertisementarealwayscarriedby uni-
castLink StateUpdatepackets.For moreinformationon the reliableflooding of link stateadvertisements;onsult
Sectionl3.

0 8 16 24 32

L4 | |

OSPF packet header

# advertisenents

Repeat ed
Li nk state adverti senent # adverti sements

tinmes

# advertisements The numberof link stateadvertisementscludedin thisupdate.

ThebodyoftheLink StateUpdatepackeiconsistof alist of link stateadvertisement€Eachadvertisemereginswith
acommon20 byte headerthelink stateadvertisementieader This headeiis describedn SectionA.4.1. Otherwise,
theformatof eachof thefive typesof link stateadvertisements different. Theirformatsaredescribedn SectionA.4.
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A.3.4 Thelink State Requestpacket

Link StateRequespacketareOSPFpacketype3. After exchangindatabas®escriptionpacketsith aneighboring
router aroutermayfind thatpartsof its topologicaldatabasareoutof date.TheLink StateRequespacketis usedto

requesthe piecesof the neighbots databas¢hataremoreup to date.Multiple Link StateRequespacketsanayneed
to beused.Thesendingof Link StateRequespacketds thelaststepin bringingup anadjacency

A routerthatsendsa Link StateRequespackethasin mindthe preciseinstanceof thedatabasg@iecest is requesting
(definedby LS sequenc@umberLS checksumandLsS age).It mayreceiveevenmorerecentinstancesn response.

Thesendingf Link StateRequespacketss documentedh Section10.9. Thereceptiorof Link StateRequespackets
is documentedn Section10.7.

0 8 16 24 32
[ 3 ] |

OSPF packet header

LS type Repeat ed
Link State ID for each
LS adv.

Advertisi ng Router

Eachadvertisementequesteds specifiedby its LS type, Link StatelD, andAdvertisingRouter Thisuniquelyiden-
tifies the advertisementhut not its instance.Link StateRequespacketsareunderstoodo berequestdor the most
recentinstance(whateverthatmightbe).
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A.3.3 The DatabaseDescription packet

DatabaseDescriptionpacketsare OSPFpackettype 2. Thesepacketsare exchangedvhen an adjacencyis being
initialized. They describethe contentsof the topologicaldatabase.Multiple packetsmay be usedto describethe
databaseFor this purposea poll-responsgroceduras used.Oneof theroutersis designatedo be masteythe other
a slave. The mastersendsDatabaseéDescriptionpackets(polls) which are acknowledgedy DatabaséDescription
packetssentby the slave(responses)Theresponsearelinked to the polls via the packets’sequenc&umbers.

Theformatof the Databas®escriptionpacketis very similarto boththeLink StateRequesandLink StateAcknowl-
edgmenpackets.Themainpartof all threeis alist of items,eachitem describinga pieceof thetopologicaldatabase.
The sendingof DatabaséescriptionPacketds documentedn Section10.8. Thereceptionof Databasdescription
packetss documentedn Section10.6.

0 8 16 24 32
[ 2 ] |

OSPF packet header

— 1 bit
— M bi t
0 0 options | bl T[]/4 mve bit
DD sequence nunber .
T Adverti senment for each
— Header LS adv.

0 Thesefieldsarereserved TheymustbeO.

Options Theoptionalcapabilitiessupportedy therouter, asdocumentedn SectionA.2.

I-bit  Thelnit bit. Whensetto 1, this packetis thefirst in the sequencef databaselescriptions.
M-bit  TheMore bit. Whensetto 1, it indicateshatmoredatabaselescriptionsareto follow.

MS-bit The Master/Slavebit. Whensetto 1, it indicatesthatthe routeris the masterduring the databasexchange
processOtherwisetherouteris the slave.

DD sequencenumber Usedto sequencehe collectionof databaselescriptionpackets.Theinitial value(indicated
by thelnit bit beingset)shouldbeunique.The sequencaumberthenincrementaintil thecompletedatabase
descriptiorhasbeensent.

Therestof the packetconsistsof a (possiblypartial) list of the topologicaldatabase pieces.Eachlink stateadver-
tisementin the databaseés describedvy its link stateheader The link stateheadelis documentedn SectionA.4.1.
It containsall the informationrequiredto uniquelyidentify both the advertisemenandthe advertisemens current
instance.
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A.3.2 TheHello packet

Hello packetsare OSPFpackettype 1. Thesepacketsaresentperiodicallyon all interfacegincluding virtual links)
in orderto establisrandmaintainneighbormrelationshipsin addition,Hellosaremulticastonthosephysicalnetworks
havinga multicastor broadcastapability enablingdynamicdiscoveryof neighboringrouters.

All routersconnectedo acommometworkmustagreeon certainparametergnetworkmask helloanddeadntervals).
Theseparameterareincludedin Hello packetssothatdifferencesaninhibit theforming of neighborrelationships.
A detailedexplanatiorof the receiveprocessindor Hello packetds presentedn Section10.5. The sendingof Hello

packetss coveredn Section9.5.

0 8 16 24 32
[ 1 ] |

OSPF packet header

Net wor k mask
Hel | ol nt Opti ons Rtr Pri
Deadl nt
Desi gnat ed Rout er

Backup Desi gnated Router
Nei ghbor

Repeat ed
for each
nei ghbor

Network mask Thenetworkmaskassociateavith thisinterface.Forexamplejf theinterfaceis to aclassB network
whosethird byteis usedfor subnettingthe networkmaskis Oxf f f f f f 00.

Options The optionalcapabilitiessupportedy therouter asdocumentedn SectionA.2.
HelloInt Thenumberof secondbetweerthisrouters Hello packets.

Rtr Pri This routers RouterPriority. Usedin (Backup)Designatedrouterelection. If setto 0, the routerwill
beineligible to becomgBackup)DesignatedRkouter

Deadint Thenumberof seconddbeforedeclaringa silentrouterdown.

DesignatedRouter Theidentity of the DesignatedRouterfor this network,in theview of theadvertisingrouter The
Designatedrouteris identified hereby its IP interfaceaddresson the network. Setto O if thereis no
Designatedrouter

Backup DesignatedRouter Theidentity of theBackupDesignatedrouterfor this network,in theview of theadver-
tisingrouter TheBackupDesignatedRouteris identifiedhereby its IP interfaceaddres®nthenetwork.
Setto 0 if thereis no backupDesignatedrouter

Neighbor  TheRouterIDs of eachrouterfrom whomvalid Hello packetshavebeenseenrecentlyon the network.
Recentlymeansn the lastDeadIntseconds.
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A.3.1 The OSPFpacketheader

Every OSPFpacketstartswith a common?24 byte header This headercontainsall the necessarynformationto
determinavhetherthepacketshouldbeacceptedor furtherprocessingThis determinations describedn Section8.2
of the specification.

0 8 16 24 32
I
Version # Type Packet |ength
Router 1D
Area I D
Checksum Aut ype
Aut henti cati on

Version# The OSPFversionnumber This specificatiordocumentwersion2 of the protocol.

Type The OSPFpackettypesareasfollows. The formatof eachof thesepackettypesis describedn a
succeedingection.

Type | Description
1 Hello
2 Databas®escription
3 Link StateRequest
4 Link StateUpdate
5 Link StateAcknowledgment

Packetlength Thelengthof the protocolpacketin bytes. This lengthincludesthe standardDSPFheader

Router ID TheRouterlD of thepackets source.ln OSPFEthesourceanddestinatiorof aroutingprotocolpacket
arethetwo endsof an(potential)adjacency

ArealD A 32bit numberidentifyingtheareathatthis packetbelonggo. All OSPFpacketsaareassociateavith
asinglearea.Mosttravelasinglehoponly. Packetdravellingoveravirtual link arelabelledwith the
backbonerealD of 0.

Checksum  ThestandardP checksunof theentirecontentof thepacketexcludingthe64-bitauthenticatiofiield.
This checksumis calculatedasthe 16-bit one’'s complemenbf the one's complemensumof all the
16-bitwordsin the packet,exceptingthe authenticatiorfield. If the packetslengthis notanintegral
numberof 16-bitwords,the packetis paddedwith a byte of zerobeforechecksumming.

AuType Identifiestheauthenticatiorschemeo beusedfor thepacket.Authenticatioris discusseih Appendix
E of the specification.ConsultAppendixE for alist of the currentlydefinedauthenticationypes.

Authentication A 64-bitfield for useby the authenticatiorscheme.
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A.3 OSPFPacketFormats

Therearefive distinct OSPFpackettypes. All OSPFpackettypesbeginwith a standard24 byte header This header
is describedirst. Eachpackettypeis thendescribedn asucceedingection.In thesesectionseachpackets division
into fieldsis displayed andthenthefield definitionsareenumerated.

All OSPFpackettypes(otherthanthe OSPFHello packetsdealwith lists of link stateadvertisementd-or example,
Link StateUpdatepacketimplementthe flooding of advertisementthroughouthe OSPFroutingdomain.Because
of this, OSPFprotocolpacketsannotbe parsedunlessheformatof link stateadvertisements alsounderstoodThe

formatof Link stateadvertisements describedn SectionA.4.

The receiveprocessingpof OSPFpacketsis detailedin Section8.2. The sendingof OSPFpacketsis explainedin
Section8.1.
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A.2 The optionsfield

The OSPFoptionsfield is presenin OSPFHello packets Databaséescriptionpacketsandall link stateadvertise-
ments. The optionsfield enableOSPFroutersto support(or not support)optionalcapabilitiesandto communicate
their capabilitylevel to other OSPFrouters. Throughthis mechanisnroutersof differing capabilitiescanbe mixed
within an OSPFroutingdomain.

Whenusedin Hello packetsthe optionsfield allows a routerto rejecta neighborbecausef a capabilitymismatch.
Alternatively, when capabilitiesare exchangedn DatabaséDescriptionpacketsa routercanchoosenot to forward
certainLSA typesto aneighbombecausef its reducedunctionality. Lastly, listing capabilitiesn LSAsallowsrouters
to routetraffic aroundreducedunctionality routers by excludingthemfrom partsof theroutingtablecalculation.

Two capabilitiesarecurrentlydefined.Foreachcapability the effect of thecapability'sappearancéor lack of appear-
ance)in Hello packets Databasdescriptionpacketsandlink stateadvertisements specifiedoelow Forexample,
theexternalroutingcapability(belowcalledthe E-bit) hasmeaningonly in OSPFHello PacketsRoutersshouldreset
(i.e. clear)theunassignegartof thecapabilityfield whensendingHello packetor Databas®escriptionpacketsand
whenoriginatinglink stateadvertisements.

Additional capabilitiesmay be assignedn the future. Routersencounteringunrecognizedapabilitiesin received
Hello PacketsPatabaséescriptionpacketsor link stateadvertisementshouldignorethe capabilityandprocesshe
packet/advertisemenbrmally.

The options field

T-bit Thisdescribesherouter sTOScapability If the T-bit is resetthentheroutersupportonly asingleTOS(TOS
0). Sucharouteris alsosaidto beincapableof TOS-routing. The absencef the T-bit in arouterlinks adver-
tisementausesherouterto be skippedwhenbuildinganon-zerolT OSshortest-pattree(seeSection16.9).1n
otherwords,routersincapableof TOSroutingwill beavoidedasmuchaspossiblevhenforwardingdatatraffic
requestinga non-zerolT OS. The absencef the T-bit in a summarylink advertisemenor an AS externallink
advertisemenindicatesthat the advertisemenis describinga TOS 0 route only (andnot routesfor non-zero
TOS).

E-bit AS externallink advertisementsre not floodedinto/throughOSPFstub areas(seeSection3.6). The E-bit
ensureghat all membersof a stubareaagreeon that areas configuration. The E-bit is meaningfulonly in
OSPHHello packets WhentheE-bit is resetin theHello packetsentouta particularinterface jt meanghatthe
routerwill neithersendnor receiveAS externallink stateadvertisementen thatinterface(in otherwords,the
interfaceconnectdo a stubarea). Two routerswill not becomeneighboraunlessthey agreeon the stateof the
E-bit.
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A OSPFdataformats

Thisappendixdescribesheformatof OSPFprotocolpacketsandOSPHink stateadvertisementsThe OSPFprotocol
runsdirectly overthe IP networklayer. Beforeany dataformatsaredescribedthe detailsof the OSPFencapsulation
areexplained.

Nextthe OSPFoptionsfield is described.This field describewvariouscapabilitiesthat may or may not be supported
by piecesof the OSPFroutingdomain. It is containedoothin OSPFprotocolpacketsandin OSPFlink stateadver-
tisements.

OSPFpacketformatsaredetailedin SectionA.3. A descriptionof OSPFlink stateadvertisementappearsn Sec-
tion A.4.

A.1 Encapsulationof OSPFpackets

OSPFrunsdirectly overthe InternetProtocols networklayer. OSPFpacketsarethereforeencapsulatedolely by IP
andlocal networkheaders.

OSPFdoesnot definea way to fragmentits protocol packets,anddependsn IP fragmentationvhentransmitting
packetdargerthanthenetworkMTU. TheOSPFpacketypesthatarelikely to belarge(Databas®escriptionPackets,
Link StateRequestLink StateUpdate,andLink StateAcknowledgmenipackets)canusually be split into several
separaterotocol packetswithout lossof functionality. Thisis recommendediP fragmentatiorshouldbe avoided
whenevepossible.Usingthisreasoninganattemptshouldbemadeto limit the sizesof packetsentovervirtual links

to 576 bytes.However if necessarythelengthof OSPFpacketscanbeupto 65,535bytes(includingthelP header).

The otherimportantfeaturesof OSPF5IP encapsulatio@re:

e Useof IP multicast SomeOSPFmessagearemulticast,whensentover multi-accessietworks. Two distinct
IP multicastaddresseareused.Packetslestinedo thesemulticastaddresseshouldneverbeforwarded.Such
packetaremeantto travelasinglehoponly. To ensurghatthesepacketswill nottravelmultiple hops,their P
TTL mustbesetto 1.

AlISPFRouters Thismulticastaddressiasbeenmassignedhevalue224.0.0.5All routersrunningOSPFshould
be preparedo receivepacketssentto this addressHello packetsarealwayssentto this destination Also,
certainprotocolpacketsaresentto this addressluringtheflooding procedure.

AlIDRouters This multicastaddresdasbeenassignedhe value 224.0.0.6.Both the DesignatedRouterand
BackupDesignatedRoutermustbe preparedo receivepacketsdestinedo this address Certainpackets
aresentto this addressluringtheflooding procedure.

e OSPFis IP protocolnumber89. This numberhasbeenregisteredwith the Network InformationCenter IP
protocolnumberassignmentaredocumentedn [RFC 1060].

e Routingprotocol packetsare sentwith IP TOSof 0. The OSPFprotocolsupportsTOS-basedouting. Routes
to anyparticulardestinatiormayvary basetn TOS.However all OSPFrouting protocolpacketsaresentwith
the DTR bitsin the IP headers TOSfield (see[RFC 791]) setto O.

¢ Routingprotocolpacketsaresentwith IP precedencsetto InternetworkControl. OSPFprotocolpacketshould
be given precedenceverregularlP datatraffic, in both sendingandreceiving.Settingthe IP precedencéeld
in the IP headeto InternetworkControl[RFC 791] may helpimplementthis objective.
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Calculating the shortest-pathtr ee(Section16.1). Routerghatdo notsupporflT OS-basedoutingshouldbe omitted
from theshortest-pattreecalculation.Theseroutersareidentifiedasthosehavingthe T-bit resetin theirrouter
links advertisementsSuchroutersshouldneverbe addedto the Dijktra algorithm’s candidatdist, nor should
theirrouterlinks advertisementbe examinedvhenaddingthe stubnetworksto thetree.

Calculating the inter-arearoutes(Section16.2). Inter-areapathsarethe concatenatiomf a pathto anareaborder
routerwith a summarylink. WhencalculatingTOS X routes,both pathcomponentsnustalsospecifyTOS X.
In otherwords,only TOS X pathsto the areaborderrouterare examined andthe areaborderrouter mustbe
advertisinga TOSX routeto thedestination Notethatthis meanghatsummarylink advertisementiavingthe
T-bit resetin their Options field arenot considered.

Resolvingvirtual next hops(Section16.3). This calculationagainconsiderghe concatenatiomf a pathto anarea
borderrouterwith a summarylink. As with inter-arearoutes,only TOS X pathsto the areaborderrouterare
examinedandtheareaborderroutermustbeadvertisinga TOS X routeto the destination.

Calculating AS external routes(Section16.4). This calculationconsidergheconcatenationf apathto aforward-
ing addresswith anAS externalink. Only TOSX pathsto theforwarding addressareexaminedandthe AS
boundaryroutermustbe advertisinga TOS X routeto the destination.Note thatthis meansthat AS external
link advertisementhavingthe T-bit resetin their Options field arenot considered.

In addition,the advertisingAS boundaryroutermustalsobereachabldor its advertisements be considered
(seeSection16.4). However if theadvertisingrouterandtheforwarding addressarenotonein thesamethe
advertisingrouterneedonly bereachablevia TOSO.
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e Thecostor pathtypeof aroutingtableentryhaschanged!f thedestinatiordescribedy this entryis aNetwork
or AS boundaryrouter, andthisis not simply achangeof AS externalroutes hewsummarnylink advertisements
mayhaveto begeneratedpotentiallyonefor eachattachedreajncludingthebackbone) SeeSectionl 2.4.3for
moreinformation. If a previouslyadvertisecentry hasbeendeletedpr is no longeradvertisabldo a particular
areathe advertisementustbe flushedfrom the routing domainby settingits ageto MaxAge andreflooding
(seeSection14.1).

e A routingtableentry associateavith a configuredvirtual link haschanged.The destinationof sucha routing
tableentryis anareaborderrouter Thechangendicatesa modificationto thevirtual link’ s costor viability.

If theentryindicatesthatthe areaborderrouteris newly reachabldvia TOS0), the correspondingirtual link
is now operational.An Interface Up eventshouldbe generatedor thevirtual link, which will causea virtual
adjacencyto beginto form (seeSection10.3). At this time the virtual interfaces IP addressandthe virtual
neighbois|P addresarealsocalculated.

If the entry indicatesthat the areaborderrouteris no longerreachablgvia TOS 0), the virtual link andits
associate@djacencyshouldbe destroyed.This meansan Interface Down eventshouldbe generatedor the
associatedirtual link.

If the costof the entryhaschangedandthereis afully establishedirtual adjacencya newrouterlinks adver-
tisemenffor thebackbonemustbe originated.This in turn may causdurtherroutingtablechanges.

16.8 Equal-costmultipath

The OSPFprotocolmaintainsmultiple equal-costoutesto all destinationsThis canbe seenin the stepsusedabove
to calculatetheroutingtable,andin the definition of the routingtablestructure.

Eachoneof themultiple routeswill beof thesametype (intra-areajnter-areatype 1 externalor type2 external) cost,
andwill havethe sameassociate@rea.However eachroutespecifiesa separatemexthopandadvertisingroutetr

Thereis no requirementhata routerrunning OSPFkeeptrack of all possibleequal-costoutesto a destination.An
implementatiormay chooseto keeponly afixed numberof routesto any givendestination.This doesnot affectany
of thealgorithmspresentedn this specification.

16.9 Building the non-zero-TOS portion of the routing table

The OSPFprotocolcancalculatea differentsetof routesfor eachlP TOS (seeSection2.4). Supportfor TOS-based
routing is optional. TOS-capablend non-TOS-capableouterscanbe mixedin an OSPFrouting domain. Routers
notsupportingTOScalculateonly the TOSO0 routeto eachdestination.Theseroutesarethenusedto forwardall data
traffic, regardles®f the TOSindicationsin the datapackets IP header A routerthatdoesnot supportTOSindicates
thisfact to the otherOSPFroutersby clearingthe T-bit in the Options field of its routerlinks advertisement.

The abovesectionsdetailingthe routing table calculationshandlethe TOS 0 caseonly. In generalfor routerssup-
porting TOS-basedouting, eachpieceof theroutingtablecalculationmustbererunseparatelyjor thenon-zeroTOS
values. When calculatingroutesfor TOS X, only TOS X metricscanbe used. Any link stateadvertisemenmay
specifya separateostfor eachTOS (a costfor TOS0 mustalwaysbespecified).Theencodingof TOSin OSPHink

stateadvertisementis describedn Section12.3.

An advertisementanspecifythatit is restrictedto TOSO (i.e., non-zeroTOSis not handled)by clearingthe T-bit

in thelink stateadvertisemeng Option field. Suchadvertisementarenotusedwhencalculatingroutesfor non-zero
TOS. Forthis reasonijt is possiblethata destinatioris unreachabléor somenon-zeroT OS. In this casethe TOSO0

pathis usedwhenforwardingpacketqseeSection11.1).

The following lists the modificationsneededwvhen running the routing table calculationfor a non-zeroTOS value
(calledTOSX). In generalyoutersandadvertisementthatdo not supportTOS areomittedfrom the calculation.
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4. Next,look up theroutingtableentryfor the destinatiorN. If no entryexistsfor N, install the AS externalpath
to N, with nexthop equalto thelist of nexthopsto the forwarding address andadvertisingrouterequalto
ASBR.If theexternalmetrictypeis 1, thenthe path-typeis setto type 1 externalandthe costis equalto X+Y.
If theexternalmetrictypeis 2, thethe path-types setto type 2 externalthelink statecomponenbdf theroute's
costis X, andthe Type2 costis Y.

5. Else,if the pathspresenin thetablearenottypel or type 2 externalpaths,do nothing(AS externalpathshave
thelowestpriority).

6. Otherwisecompareahecostof thisnewAS externalpathto theonespresenin thetable. Typel externalpaths
arealwaysshorterthanType?2 externalpaths.Type 1 externalpathsarecomparedy looking atthe sumof the
distanceo theforwarding addressandtheadvertised’ypel metric(X+Y). Type2 externapathsarecompared
by looking attheadvertisedlype 2 metrics,andthenif necessarythe distanceo the forwarding addresses

If thenewpathis shorterit replaceghepresenpathsin theroutingtableentry. If thenewpathis thesamecost,
it is addedo theroutingtableentry’slist of paths.

16.5 Incrementalupdates— summary links

Whenanewsummanyink advertisemenis receivedijt is notnecessaryo recalculateheentireroutingtable. Call the
destinatiordescribedy the summarylink advertisemeni, andlet A betheareato whichtheadvertisemenbelongs.

Look up theroutingtableentryfor N. If thenexthopto N is avirtual link throughAreaA (this meanghattheentry’s
associatea@reais the backboneandthelisted nexthop doesnot belongto the backbonebutinsteadbelongsto Area
A), therealnexthopmustagainberesolved.This meangunningthealgorithmin Sectionl6.3for destinatiorN only.

Else,if thereis anintra-areaouteto destinationN nothingneedbe done(intra-areaoutesalwaystakeprecedence).
Otherwisejf AreaA istherouterssoleattachedarea,or AreaA is thebackbonethe proceduran Section16.2will
haveto be performed but only for thosesummarylink advertisementashosedestinatioris N. Beforethis procedure
is performed the presentouting tableentryfor N shouldbe invalidated(but keptfor comparisorpurposes)If this
procedurdeadso avirtual nexthop,thealgorithmin Section16.3will againhaveto beperformedn orderto calculate
therealnexthop.

If N’sroutingtableentrychangesandN is an AS boundaryrouter, the AS externallinks will haveto bereexamined
(Sectionl6.4).

16.6 Incrementalupdates— AS external links
WhenanewAS externallink advertisemernis receivedjt is not necessaryo recalculateheentireroutingtable. Call

the destinatiordescribedy the AS externallink advertisemeni. If thereis alreadyanintra-areeor inter-arearoute
to thedestinationno recalculatioris necessarytheseroutestakeprecedence).

Otherwisetheproceduren Sectionl6.4will haveto beperformedputonly for thoseAS externalink advertisements
whosedestinations N. Beforethis proceduras performedthe presentoutingtableentryfor N shouldbeinvalidated.

16.7 Eventsgeneratedasa resultof routing table changes

Changesoroutingtableentriessometimegausehe OSPFareaborderouterso takeadditionalactions. Theseaouters
needto acton thefollowing routingtablechanges:
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3. If nexthopNH is null or X+Y is smalleris smallerthanD, setD to X+Y andsetthe nexthopNH to the next
hopspecifiedn routerBR’sroutingtableentry.

At this point, the real nexthop NH shouldbe set,andthe distanceD calculatedshouldbe lessthanor equalto the
costoriginally specifiedin destinationN’s routing tableentry. This samecalculationshouldbe donefor all of N's
virtual nexthops,andthenN’s newcostsetto the minimum calculateddistancewith theits newsetof nexthopsthat
combinationof non-virtualandrecalculateachexthopsthatcorrespondo this (possiblysameasoriginal) distance.

Theresolvingof virtual nexthopsmayproduceunexpectedesults.After thevirtual nexthopsareresolvediraffic that
wasoriginally scheduledo go overthevirtual link mayinsteadtakea differentpaththroughthe virtual link’ s transit
area.In otherwords,virtual links allow transittraffic to beforwardedthroughanarea,but do not dictatethe precise
paththatthetraffic will take.

As anexample considerthe AutonomousSystempicturedin Figure17. Thereis a singlenon-backbonarea(Area
1) thatphysicallydividesthe backbonento two separatgieces.To maintainconnectivityof the backbonea virtual
link hasbeenconfiguredbetweernroutersRT1 andRT4. Ontheright sideof the figure, networkN1 belongsto the
backbone.The dottedlines indicatethat thereis a muchshorterintra-areabackbonepath betweenrouterRT5 and
networkN1 (cost20) thanthereis betweerrouterRT4 andnetworkN21 (cost100). Both routerRT4 androuterRT5
will injectsummarnylink advertisement®r networkN1 into Areal.

After the shortest-pathree hasbeencalculatedfor the backbonerouterRT1 (oneendof the virtual link) will have
selectedouterRT4 asthevirtual nexthopfor all datatraffic destinedior networkN1. However sincerouterRT5S is
somuchcloserto networkN1, all routersinternalto Areal (e.g.,routersRT2 andRT3) will forwardtheir networkN1
traffic towardsrouterRT5, insteadof RT4. And indeed afterresolvingthevirtual nexthop by the abovecalculation,
routerRT1 will alsoforwardnetworkN1 traffic towardsRT5. So,in thisexamplethevirtual link enablesietworkN1
traffic to be forwardedthroughthetransitAreal, butthe actualpaththe datatraffic takesdoesnot follow the virtual
link.

16.4 Calculating AS external routes

AS externalroutesarecalculatedoy examiningAS externallink advertisementsEachof the AS externallink adver-
tisementss consideredn turn. Most AS externaladvertisementdescriberoutesto specificlP destinationsAn AS
externaladvertisementanalsodescribea defaultroutefor the AutonomousSystem(destination= DefaultDestina-
tion). ForeachAS externallink advertisement:

1. If thecostspecifiedby theadvertisemenis LSInfinity, thenexaminethe nextadvertisement.
2. If theadvertisementvasoriginatedby the calculatingrouteritself, examinethe nextadvertisement.

3. Callthedestinatiordescribedy theadvertisemeri. Look uptheroutingtableentryfor theAS boundaryrouter
(ASBR) thatoriginatedthe advertisementlf no entry existsfor routerASBR (i.e., ASBR is unreachable)do
nothingwith this advertisemenandconsidetthe nextin thelist.

Else,thisadvertisemendescribe®nAS externalpathto destinatiorN. Examinetheforwarding addressspec-
ified in the externaladvertisement.This indicatesthe IP addresgo which packetsfor the destinationshould
be forwarded. If forwarding addressis setto 0. 0. 0. 0, packetsshouldbe sentto the ASBR itself. Other-
wise,look up the forwarding addressin theroutingtable?* An intra-areaor inter-areapathmustexistto the
forwardingaddresslf no suchpathexists,do nothingwith the advertisemenandconsiderthe nextin thelist.

Call theroutingtabledistanceto theforwarding addressX (whentheforwardingaddresss setto 0. 0. 0. 0,
this is the distanceto the ASBR itself), andthe costspecifiedin the advertisemeny. X is in termsof thelink
statemetric,andY is a Typel or 2 externalmetric.

2*Whenthe forwar ding addr essis non-zerojt shouldpointto arouterbelongingto anotherAutonomousSystem.SeeSection12.4.4for more
details.
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Figure 17: Resolving virtual next hops

In this section,eachvirtual next hopis replacedby a real next hop. In the processa new routing table distanceis

calculatedhat may be smallerthanthe previouslycalculateddistance.In this casethelist of nexthopsis prunedso

thatonly thosegiving riseto the new shortestdistanceareincluded,andthe routingtableentry’s distancds updated
accordingly

This resolutionof virtual nexthopsis doneonly for DestinationtypesNetworkor AS Boundaryrouter Supposehat
oneof aroutingtableentry’snexthopsis avirtual link. Thisis determinedy thefollowing combination:therouting
tableentry’s pathtypeis eitherintra-areaor inter-area,the areaassociateavith the routing table entry mustbe the
backboneyetthenexthopbelonggo adifferentarea(the virtual link’ stransitarea).

Let N bethe aboveentry’'s destinationandA thevirtual link’ s transitarea. The realnexthop (andnew distance)s
calculatedasfollows. Let D beadistancecounterandsettherealnexthopNH to null. Then,look upall thesummary
link advertisementfor N in areaA’s databaseperformingthefollowing stepsfor eachadvertisement??

1. Calltheborderrouterthatoriginatedthe advertisemenBR. If thereis noroutingtableentryfor BR havingA
asassociate@rea(i.e., BR is unreachabl¢hroughAreaA), examinethe nextadvertisement.

2. Else let X bethedistanceo BR via AreaA. If thecostadvertisedy BR (callit Y) tothedestinations LSInfinity,
examinethe nextsummanyink advertisementElse,thecostto destinationN throughareaborderrouterBR is
X+Y.

2Notethe similarity betweerthis procedureandthe calculationof inter-arearoutesby arouterinternalto AreaA.
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In thesecondtasethedestinations arouter, andits parentvertexis anetwork. Thelist of nexthopsis thendetermined
by examiningthe destinations routerlinks advertisementFor eachlink in the advertisementhat pointsbackto the

parentnetwork,thelink’ sLink Datafield providesthe IP addres®f a nexthoprouter The outgoinginterfaceto use
canthenbederivedfrom thenexthoplP addresgor it canbe inheritedfrom the parentnetwork).

16.2 Calculating the inter-arearoutes

Theinter-arearoutesarecalculatedy examiningsummanyink advertisementdf therouterhasactiveattachmentto
multiple areaspnly backbonesummarylink advertisementareexamined Routersattachedo a singleareaexamine
thatareas summarylinks. In eithercase the summarylinks examinedelow areall partof a singleareas link state
databasécall it AreaA).

Summarnylink advertisementareoriginatedby theareaborderrouters.Eachsummarylink advertisemerin AreaA is

consideredh turn. Remembethatthedestinatiordescribedy asummaryink advertisemeris eitheranetwork(type
3 summarylink advertisement)r an AS boundaryrouter(type 4 summarnylink advertisements)-or eachsummary
link advertisement:

1. If thecostspecifiedby theadvertisemenis LSInfinity, thenexaminethe nextadvertisement.
2. If theadvertisementvasoriginatedby the calculatingrouteritself, examinethe nextadvertisement.

3. If the collectionof destinationglescribedby the summarylink falls into oneof the router's configuredarea
addressranges(seeSection3.5) andthe particularareaaddressrange is active,the summarylink shouldbe
ignored.Active meanghatthereareoneor morereachablé€by intra-aregpaths)networkscontainedn thearea
range.In thiscaseall addressem thearearangeareassumedo beeitherreachableia intra-aregpaths or else
to beunreachabl®y any othermeans.

4. Else,call the destinationdescribedby the advertisemeni, andthe areaborderoriginatingthe advertisement
BR. Look uptheroutingtableentryfor BR havingA asits associatedrea.lf nosuchentryexistsfor routerBR
(i.e.,BRis unreachablén AreaA), do nothingwith this advertisemenandconsiderthe nextin thelist. Else,
this advertisementlescribesn inter-areapathto destinationN, whosecostis the distanceio BR plusthe cost
specifiedn theadvertisementCall the costof thisinter-areapathlAC.

5. Next, look up the routing tableentryfor the destinationN. (The entry’s Destinationtype is eitherNetwork or
AS boundaryrouter) If no entryexistsfor N or if the entry’s pathtypeis “AS external”,install theinter-area
pathto N, with associatedreaA, costIAC, nexthopequalto thelist of nexthopsto routerBR, andadvertising
routerequalto BR.

6. Else,if thepathspresentn thetableareintra-aregpaths do nothingwith theadvertisemenfintra-aregpathsare
alwayspreferred).

7. Else,the pathspresentin the routing table are alsointer-areapaths. Install the new paththroughBR if it is
cheaperoverridingthe pathsin the routingtable. Otherwise if the newpathis the samecost,addit to thelist
of pathsthatappeain theroutingtableentry.

16.3 Resolvingvirtual nexthops

This stepis only necessaryn area-borderoutershavingconfiguredvirtual links. In theserouters someof therouting
table entriesmay havevirtual nexthops. Thatis, one or more of the nexthopsinstalledin Sections16.1and16.2
maybeoveravirtual link. However whenforwardingdatatraffic to a destinationthe nexthopsmustalwaysbeona
directly attachechetwork.
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1. If the costof the stubnetworklink is LSInfinity, thelink shouldnot beusedfor datatraffic. In this casegoon
to examinethe nextstubnetworklink in the advertisement.

2. Otherwise Calculatethe distanceD of stubnetworkfrom theroot. D is equalto the distancerom the root to
theroutervertex(calculatedn stagel), plusthe stubnetworklink’ s advertisedcost. Comparethis distanceto
the currentbestcostto the stubnetwork. This is doneby looking up the network’s currentroutingtableentry.
If the calculateddistanceD is larger, go onto examinethe nextstubnetworklink in the advertisement.

3. If this stepis reachedthe stubnetwork’s routing tableentry mustbe updated. Calculatethe setof nexthops
thatwould resultfrom usingthe stubnetworklink. This calculationis shownin Section16.1.1;input to this
calculationis thedestination(the stubnetwork)andthe parentvertex(theroutervertex).If thedistanceD is the
sameasthe currentrouting table cost, simply addthis setof nexthopsto theroutingtableentry’s list of next
hops.In this casetheroutingtablealreadyhasaLink Stateorigin. If thisLink Stateorigin is arouterlinks
advertisemenwvhoselink StatelD is smallerthanV’ sRouterlD, resettheLink Stateorigin to V' srouterlinks
advertisement.

OtherwiseD is smallerthantheroutingtablecost. Overwritethecurrentroutingtableentryby settingtherouting
tableentry’s costto D, and by settingthe entry’s list of next hopsto the newly calculatedset. Setthe routing
tableentry’sLink Stateorigin to V'’ srouterlinks advertisementThengo onto examinethe nextstubnetwork
link.

Forall routingtableentriesadded/modifiedn the secondstage the associatedreawill besetto AreaA andthe path
typewill besetto intra-area.Whenthelist of reachableaouterlinks is exhaustedthe secondstageis completed.At
thistime, all intra-arearoutesassociateavith AreaA havebeendetermined.

Thespecificatiordoesnotrequirethattheabovetwo stagemethodbeusedo calculateheshortespathtree. However

if anotheralgorithmis used,an identicaltree mustbe produced. For this reason|t is importantto notethatlinks

betweertransitverticesmustbe bidirectionalin orderedo beincludedin theabovetree. It shouldalsobe mentioned
thatalgorithmsexistfor incrementallyupdatingthe shortest-patiree (see[BBN]).

16.1.1 The nexthop calculation

This sectionexplainshow to calculatethe currentsetof nexthopsto usefor a destination.Eachnexthop consistof

the outgoinginterfaceto usein forwardingpacketdo the destinationtogethemith the nexthoprouter(if any). The
nexthop calculationis invoked eachtime a shorterpathto the destinationis discovered.This canhappenin either
stageof the shortest-pathreecalculation(seeSection16.1). In stagel of the shortest-pathreecalculationa shorter
pathis found asthe destinationis addedto the candidatdist, or whenthe destinatiors entry on the candidatdist is

modified(Step2eof Stagel). In stage? a shorterpathis discoveredeachtime the destinations routingtableentryis

modified(Step3 of Stage?).

Thesetof nexthopsto usefor thedestinatiormayberecalculatedeveratimesduringtheshortest-pattreecalculation,
asshorterandshortempathsarediscoveredIn theend,thedestinationsroutingtableentrywill alwaysreflectthe next
hopsresultingfrom the absoluteshortespath(s).

Inputto thenexthopcalculationis a) thedestinatiorandb) its parentin thecurrentshortespathbetweertheroot (the
calculatingrouter)andthedestination The parentis alwaysatransitvertex(i.e., alwaysarouteror a transitnetwork).

If thereis atleastoneinterveningrouterin thecurrentshortespathbetweerthedestinatiorandtheroot, thedestination
simply inheritsthesetof nexthopsfrom theparent.Otherwisetherearetwo casesIn thefirst casetheparentvertex
is the root (the calculatingrouteritself). This meansthatthe destinationis eithera directly connectechetwork or

directly connectedouter Thenexthopin this cases simply the OSPFnterfaceconnectingo the network/routerno

nexthoprouteris required.
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e Equalto thevaluethatappeardor vertexW on the the candidatdist, calculatethe setof nexthops
thatresultfrom usingtheadvertisedink. Inputtothiscalculationis thedestinatior(\W), andits parent
(V). This calculationis shownin Section16.1.1. This setof hopsshouldbe addedto the nexthop
valuesthatappearfor W onthe candidatdist.

¢ Lessthanthevaluethatappeardor vertexW onthethe candidatdist, or if W doesnotyetappeaion
the candidatdist, thensetthe entryfor W on the candidatdist to indicatea distanceof D from the
root. Also calculatehelist of nexthopsthatresultfrom usingtheadvertisedink, settingthenexthop
valuesfor W accordingly The nexthop calculationis describedn Section16.1.1;it takesasinput
thedestinationW) andits parent(V).

3. If atthis stepthe candidatdist is empty theshortest-patlree(of transitvertices)hasbeencompletelybuilt and
thisstageof thealgorithmterminates Otherwisechoosdhevertexbelongingto thecandidatdist thatis closest
to theroot, andaddit to the shortest-pathree(removingit from the candidatdist in theprocess).

4. Possiblymodify the routing table. For thoserouting table entriesmodified, the associatecreawill be setto
AreaA, the pathtypewill besetto intra-areaandthe costwill be setto the newly discoveredshortesipath's
calculateddistance.

If thenewly addedvertexis anareaborderrouter, aroutingtableentryis addedvhosedestinatiortypeis “area
borderrouter’. The Options field foundin the associatedouterlinks advertisemenis copiedinto the routing
tableentry’s Optional capabilitiesfield.

If thenewly addedvertexis anAS boundaryrouter, theroutingtableentryof type“AS boundaryrouter” for the
destinationis located. Sincerouterscanbelongto morethanoneareai,it is possiblethat severalsetsof intra-
areapathsexistto the AS boundaryrouter eachsetusinga differentarea.However the AS boundaryrouters
routingtableentrymustindicatea setof pathswhich utilize a singlearea.The arealeadingto theroutingtable
entryis selectedasfollows: A setof intra-aregpathshavingno virtual nexthopsis alwayspreferredovera set
of intra-aregpathsin which somevirtual nexthopsappeaf?; all otherthingsbeingequalthesetof pathshaving
thelower costis preferred.Notethatwhenevermn AS boundaryrouter sroutingtableentryis added/modified,
the Options foundin theassociatedouterlinks advertisemenis copiedinto theroutingtableentry’s Optional
capabilitiesfield.

If the newly addedvertexis a transitnetwork,the routing table entry for the networkis located. The entry’s
destinationlD is the IP network number which canbe obtainedby maskingthe Vertex ID (Link StateID)
with its associatedubnemask(foundin theassociatedetworklinks advertisement)lf theroutingtableentry
alreadyexists(i.e., thereis alreadyanintra-arearouteto thedestinatiorinstalledin theroutingtable),multiple
verticeshavemappedo the samelP network. For example this canoccurwhena new DesignatedRouteris
beingestablished.In this case the currentrouting table entry shouldbe overwrittenif andonly if the newly
foundpathis just asshortandthe currentroutingtableentry’s Link State Origin hasa smallerLink StatelD
thanthenewly addedvertex’ link state advertisement

If thereis noroutingtableentryfor thenetwork(the usualcase) aroutingtableentryfor the IP networkshould
be added. The routing table entry’s Link State origin shouldbe setto the newly addedvertex’ link state
advertisement

5. Iteratethealgorithmby returningto Step2.

The stubnetworksare addedto the treein the procedures secondstage. In this stage,all routerverticesareagain
examined.Thosethathavebeendeterminedo beunreachablen theabovefirst phaserediscarded Foreachreachable
routervertex(callit V), theassociatedouterlinks advertisemenis foundin thelink statedatabaseEachstubnetwork
link appearingn the advertisemernis thenexaminedandthefollowing stepsareexecuted:

2 s aresultof this clausewhenavirtual link existsbetweerthe calculatingrouterandan AS boundaryrouter, the intra-aregpaththroughthe
virtual link’ stransitareais alwayspreferredoverthevirtual link itself.
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Vertex (node)ID A 32-bit numberuniquelyidentifying the vertex. For routerverticesthis is the OSPFRouterID.
For networkvertices thisis the IP addres®f the network’s Designatedrouter

A link stateadvertisement Eachtransitvertexhasan associatedink stateadvertisementFor routervertices,this
is a routerlinks advertisementFor transitnetworks,this is a networklinks advertisemengwhich is actually
originatedby thenetwork’s DesignatedRouter).In anycasetheadvertisemeng'Link StatelD is alwaysequal
to theaboveVertexID.

List of next hops Thelist of nexthopsfor thecurrentshortespathsfrom therootto thisvertex. Therecanbemultiple
shortesipathsdueto the equal-cosmultipathcapability Eachnexthop indicatesthe outgoingrouterinterface
to usewhenforwardingtraffic to the destination.On multi-accessetworks,the nexthop alsoincludesthe IP
addres®f thenextrouter(if any)in the pathtowardsthe destination.

Distancefromroot Thelink statecostof the currentshortespath(s)from theroot to thevertex. Thelink statecost
of a pathis calculatedasthe sumof the costsof the path’s constituentinks (asadvertisedn routerlinks and
networklinks advertisementsOnepathis saidto be“shorter’ thananotheiif it hasa smallerlink statecost.

Thefirst stageof the procedure&cannow be summarizedsfollows. At eachiterationof thealgorithm,thereis alist of
candidatevertices.Theshortespathsfrom therootto theseverticeshavenot (necessarilypeenfound. Thecandidate
vertexclosesto therootis addedo theshortest-patkree ,removedrom thecandidatdist, andits adjacentverticesare
examinedor possibleadditionto/modificationof the candidatdist. The algorithmtheniteratesagain. It terminates
whenthe candidatdist becomegmpty

Thefollowing stepsdescribeghefirst stagein detail. Remembethatwe arecomputingthe shortespathtreefor Area
A. All referenceso link statedatabaséookupbelowarefrom AreaA’sdatabase.

1. Initialize the algorithm’s datastructures.Clearthe list of candidatevertices.Initialize the shortest-patltireeto
only theroot (whichis therouterdoingthe calculation).

2. Call thevertexjust addedto thetreevertexV. Examinethelink stateadvertisemenassociatedvith vertexV.
Thisis alookupin thearedink statedatabasbasedntheVertex ID. Eachlink describedy theadvertisement
givesthe costto anadjacenwertex. For eachdescribedink, (sayit joinsvertexV to vertexW):

(a) If thisis alink to a stubnetwork,examinethenextlink in V’ sadvertisementLinks to stubnetworkswill
be consideredn the secondstageof the shortesipathcalculation.

(b) OtherwiseW is atransitvertex(routeror transitnetwork). Look upthevertexW’slink stateadvertisement
(routerlinks or networklinks) in AreaA’slink statedatabaself theadvertisemendoesnotexist,or its age
is equalto MaxAge,or it doesnothavealink backto vertexV, examinghenextlink in V' sadvertisement.
Both endsof alink mustadvertisethelink beforeit will be usedfor datatraffic. 2

(c) If vertexW is alreadyon the shortest-patiree,examinethe nextlink in theadvertisement.

(d) If thecostof thelink (from V to W) is LSInfinity, thelink shouldnotbeusedfor datatraffic. In this case,
examinethe nextlink in the advertisement.

(e) Calculatethelink statecostD of the resultingpathfrom the root to vertexW. D is equalto the sumof
thelink statecostof the (alreadycalculated)shortespathto vertexV andthe advertiseccostof the link
betweerverticesV andW. If D is:

e Greaterthanthevaluethatalreadyappeardor vertexW onthe candidatdist, thenexaminethe next
link.

21This meansthat beforedatatraffic will flow betweena pair of neighboringrouters their link statedatabasemustbe synchronized Before
synchronizatiorfneighborstate< Full), arouterwill notincludethe connectiorto its neighborin its link stateadvertisements.
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performedby thelookupfunctiondiscussedh Section12.2. Thelookupprocessnayreturnalink stateadvertisement
whoseLS ageis equalto MaxAge. Suchanadvertisemenshouldnot be usedin theroutingtablecalculation,andis
treatedust asif thelookup processadfailed.

The OSPFroutingtable’sorganizationis explainedn Sectionll. Two example®f theroutingtablebuild processare
presentednh Sectionsl1.2and11.3. This procescanbe brokeninto the following steps:

1. Thepresentoutingtableis invalidated. Therouting tableis built againfrom scratch.The old routingtableis
savedsothatchangesn routingtableentriescanbeidentified.

2. Theintra-arearoutesare calculatedby building the shortestpath treefor eachattachedarea. In particular
all routingtableentrieswhoseDestinationtypeis “areaborderrouter’ arecalculatedn this step. This stepis
describedn two parts.At first thetreeis constructedy only consideringhoselinks betweerroutersandtransit
networks.Thenthestubnetworksareincorporatednto thetree.

3. Theinter-arearoutesare calculated,through examinationof summarylink advertisementslf the routeris
attachedo multiple areas(i.e., it is an areaborderrouter),only backbonesummarylink advertisementsre
examined.

4. For thoserouting entrieswhosenexthopis over a virtual link, a real (physical)nexthopis calculated. The
realnexthopwill beon oneof theroutersdirectly attachechetworks. This steponly concerngoutershaving
configuredvirtual links.

5. Routegto externaldestinationsare calculated,throughexaminationof AS externallink advertisementsThe
locationof the AS boundaryrouters(which originatethe AS externallink advertisementd)asbeendetermined
in steps2-4.

Steps2-5 areexplainedin further detail below The explanationglescribethe calculationsfor TOSO0 only. It may
alsobe necessaryo performeachstep(separatelyfor eachof the non-zeroTOSvalues.'® For moreinformation
concerninghe building of non-zeroT OSroutesseeSection16.9.

Changeganadeto routing table entriesas a resultof thesecalculationscan causethe OSPFprotocolto take further
actions.For example a changeo anintra-arearoutewill causeanareaborderrouterto originatenew summarylink
advertisementéseeSection12.4). SeeSection16.7for a completelist of the OSPFprotocolactionsresultingfrom
routingtabletablechanges.

16.1 Calculating the shortest-pathtr eefor an area

This calculationyieldsthe setof intra-areaoutesassociatewvith anarea(calledhereafteAreaA). A routercalculates
the shortest-pathreeusingitself astheroot. ? Theformationof the shortespathtreeis doneherein two stagesin
thefirst stage pnly links betweerroutersandtransitnetworksare consideredUsing the Dijkstra algorithm,a treeis
formedfrom this subsebf thelink statedatabaseln the secondstagejeavesareaddedo thetreeby consideringhe
links to stubnetworks.

The procedurewill be explainedusingthe graphterminologythatwasintroducedin Section2. Theareaslink state
databasés representedsadirectedgraph. Thegraphsverticesarerouters transitnetworksandstubnetworks.The
first stageof the procedureconcernonly thetransitvertices(routersandtransitnetworks)andtheir connectindinks.
Throughouthe shortespathcalculation thefollowing datais alsoassociatedvith eachtransitvertex:

191t may be the casethat pathsto certaindestinationsio not vary basedon TOS. For thesedestinationsthe routing calculationneednot be
repeatedor eachTOSvalue. In addition,thereneedonly bea singleroutingtableentryfor thesedestinationginsteadof a separatentryfor each
TOSvalue).

2Dstrictly speakingbecausef equal-cosmultipath,thealgorithmdoesnot createatree. We continueto usethe “tree” terminologybecause¢hat
is whatoccursmostoftenin theexistingliterature.
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areaborderrouters.Thevirtual link mustbe configuredn bothrouters.Theconfigurationinformationin eachrouter
consistof theothervirtual endpoint(the otherareaborderrouter),andthenon-backbonareathetwo routershavein
common(calledthetransitarea).Virtual links cannotbe configuredhroughstubareaqseeSection3.6).

Thevirtual link is treatedasif it wereanunnumberegboint-to-pointnetwork(belongingto the backbone)oining the
two areaborderrouters. An attemptis madeto establishan adjacencyoverthe virtual link. Whenthis adjacencyis
establishedthevirtual link will beincludedin backboneouterlinks advertisementgnd OSPFpacketpertainingto
thebackboneareawill flow overthe adjacencySuchanadjacencyhasbeenreferredto asa “virtual adjacency”.

In eachendpointrouter, the costandviability of thevirtual link is discoveredy examiningtheroutingtableentryfor
the otherendpointrouter (Theentry’s associate@reamustbe the configuredransitarea).Actually, theremaybe a
separateouting tableentry for eachType of Service. Thesearecalledthe virtual link’ s correspondingouting table
entries. The Interface Up eventoccursfor avirtual link whenits correspondingd OS 0 routing tableentrybecomes
reachableConverselythenterface Down eventoccurswhenits TOSO0 routingtableentrybecomesinreachable!®
In otherwords,thevirtual link’ sviability is determinedy the existenceof anintra-aregpath,throughthetransitarea,
betweerthe two endpoints.The otherdetailsconcerningvirtual links areasfollows:

e AS externallinks areNEVER floodedover virtual adjacenciesThis would be duplicationof effort, sincethe
sameAS externallinks arealreadyfloodedthroughouthe virtual link’ stransitarea.For this samereason AS
externalink advertisementarenotsummarizedvervirtual adjacencieduringthedatabasexchangerocess.

e Thecostof avirtual link is NOT configured.lt is definedto bethe costof theintra-aregpathbetweerthe two
definingareaborderrouters.This costappearsn thevirtual link’ s correspondingoutingtableentry. Whenthe
costof avirtual link changesa newrouterlinks advertisemerghouldbe originatedfor thebackbonearea.

e Justasthevirtual link’ scostandviability aredeterminedy theroutingtablebuild procesgthroughconstruction
of theroutingtableentryfor the otherendpoint) soarethe IP interfaceaddresgor thevirtual interfaceandthe
virtual neighbots IP addressTheseareusedwhensendingprotocolpacketsoverthe virtual link.

e In eachendpoints routerlinks advertisementor the backbonethe virtual link is representedsa link having
link type 4, Link ID setto thevirtual neighbots OSPFRouterID andLink Data setto thevirtual interfaces
IP addressSeeSection12.4.1for moreinformation. Also, it maybethecasethatthereis a TOSO path,butno
non-zeroT OS pathsto the otherendpointrouter In this case non-zerol OS costsmustbe setto LSInfinity in
therouterlinks advertisement.

e Whenvirtual links are configuredfor the backbonejnformationconcerningoackbonenetworksshouldnot be
condensedbeforebeingsummarizedor the transitareas.In otherwords, eachbackbonenetwork shouldbe
advertisedn a separatessummarylink advertisementiegardlesf the backbones configuredarea address
ranges SeeSectionl12.4.3for moreinformation.

e Thetimebetweerlink stateretransmission®R}Rxmtinterval,is configuredfor avirtual link. This shouldbe well
overtheexpectedound-tripdelaybetweerthetwo routers.This maybehardto estimatedor avirtual link. It is
betterto erronthe sideof makingit toolarge.

16 Calculation Of The Routing Table

This sectiondetailsthe OSPFroutingtablecalculation.Usingits attachedireaslink statedatabaseasinput,arouter
runsthefollowing algorithm, building its routing table stepby step. At eachstep,the routermustaccessndividual
piecesof the link statedatabasege.qg.,a routerlinks advertisemenoriginatedby a certainrouter). This accesds

180nly the TOSO routesareimportanthere. This is becausaill routing protocolpacketsaresentwith TOS= 0. SeeAppendixA.
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14 Aging The Link StateDatabase

Eachlink stateadvertisemenhasan agefield. The ageis expressedn seconds.An advertisemens agefield is
incrementedwhile it is containedin a router's database.Also, whencopiedinto a Link StateUpdatePacketfor
floodingout a particularinterface theadvertisemeng ageis incrementedy InfTransDelay

An advertisementageis neverincrementegastthevalueMaxAge. AdvertisementtavingageMaxAgearenotused
in theroutingtablecalculation. As arouteragesits link statedatabasean advertisemens agemay reachMaxAge.
17" At this time, the routermustattemptto flushthe advertisementrom the routing domain. This is donesimply by
refloodingthe MaxAgeadvertisemenjust asif it wasanewly originatedadvertisemenfseeSection13.3).

Whena Databasesummary list for a newly adjacentieighboris formed, any MaxAge advertisementpresentin
thelink statedatabasareaddedo theneighbotsLink stateretransmissionlist insteadof theneighbots Database
summary list. SeeSection10.3for moredetails.

A MaxAgeadvertisemeris removedentirelyfrom therouter slink statedatabas&hena)it is nolongercontainetn
anyneighbolLink stateretransmissionlists andb) noneof therouter sneighborsarein statesExchangeor Loading.

When,in theproces®f agingthelink statedatabaseanadvertisemensagehitsamultiple of CheckAgejts checksum
shouldbe verified. If the checksunis incorrect,a programor memoryerror hasbeendetectedandat thevery least
therouteritself shouldberestarted.

14.1 Premature aging of advertisements

A link stateadvertisementanbe flushedfrom the routing domainby settingits ageto MaxAge andrefloodingthe
advertisementThis procedurdollows the samecourseasflushinganadvertisemenivhoseagehasnaturallyreached
thevalueMaxAge (seeSectionl4). In particular the MaxAge advertisemenis removedfrom therouterslink state
databas@ssoonasa) it is no longercontainedon any neighborLink stateretransmissionlists andb) noneof the
routers neighborsare in statesExchangeor Loading. We call the settingof an advertisemens ageto MaxAge
premature aging.

Prematureagingis usedwhenit is time for a self-originatedadvertisemeng sequencaumberfield to wrap. At this
point, the currentadvertisemeninstancg havingLS sequencaumberof Ox 7f f f f f f f ) mustbe prematurelyaged
andflushedfrom theroutingdomainbeforea new instancewith sequenc&umber0x80000001 canbe originated.
SeeSection12.1.6for moreinformation.

Prematureagingcanalsobe usedwhen,for example oneof the router's previouslyadvertisedexternalroutesis no
longerreachable.In this circumstancethe routercanflushits externaladvertisementrom the routing domainvia
prematureaging. This procedures preferableto the alternative which is to originatea new advertisementor the
destinatiorspecifyinga metric of LSInfinity.

A routermay only prematurelyageits own (self-originated)ink stateadvertisementsThesearethelink stateadver-
tisementdhavingtherouters own OSPFRouterID in the Advertising Router field.

15 Virtual Links

Thesinglebackbonarea(ArealD = 0) cannotedisconnectedyr someareaf the AutonomousSystenwill become
unreachableToestablish/maintainonnectivityof thebackboneyirtual links canbeconfiguredhroughnon-backbone
areas.Virtual links serveto connectseparateomponent®f the backbone.The two endpointsof a virtual link are

171t shouldbe arelatively rareoccurrencdor anadvertisemens ageto reachMaxAge. Usually, the advertisemenwill bereplacedoy a more
recentinstancebeforeit agesout.
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Actiontakenin state
Circumstances Backup All otherstates
Advertisement has | No acknowledgmensent. No acknowledgmensgent.
beenfloodedbackoutreceiving
interface(seeSection13, step
5b).
Advertisementis more recent| Delayedacknowledgmensent | Delayedacknowledgmengent.
thandatabaseopy, butwasnot | if advertisementeceivedfrom
floodedback out receivingin- | DR, otherwisedo nothing.
terface
Advertisement Delayedacknowledgmensent | No acknowledgmensent.
is a duplicate,and wastreated| if advertisementeceivedfrom
asanimplied acknowledgment DR, otherwisedo nothing.
(seeSectionl3, step7a).

Advertisementis a duplicate,| Directacknowledgmengent. Directacknowledgmensent.
and was not treatedas an im-
plied acknowledgment.

Advertisemens ageis equalto | Directacknowledgmengent. Directacknowledgmensent.
MaxAge,andthereisnocurrent
instanceof theadvertisemenn
thelink statedatabaséseeSec-
tion 13, step4).

Table19: Sendingdink stateacknowledgements.

Link StateUpdatePacketsarryingretransmissionarealwayssentasunicastgdirectly to thephysicaladdres®f the
neighbor). They are neversentasmulticasts. Eachadvertisemen$ LS agemustbe incrementeddy InfTransDelay
(which mustbe > 0) whencopiedinto the outgoingpacket(until the LS agefield reachedts maximumvalue of
MaxAge).

If theadjacentoutergoesdown,retransmissionsiayoccuruntil theadjacencys destroyedy OSPFsHello Protocol.
Whenthe adjacencys destroyedtheLink stateretransmissionlist is cleared.

13.7 Receivinglink stateacknowledgments

Many consistencyheckshavebeenmadeonareceived.ink StateAcknowledgmenpacketbeforeit is handedo the
flooding procedureln particular it hasbeenassociatedvith a particularneighbor If this neighboris in alesserstate
thanExchange the packetis discarded.

Otherwisefor eachacknowledgmenin the packetthefollowing stepsareperformed:

e DoestheadvertisemersacknowledgedhaveaninstanceonthelLink stateretransmissionlist for theneighbor?
If not, examinethe nextacknowledgmentOtherwise:

¢ If theacknowledgmenis for the sameinstancethatis containedon thelist, removetheitem from the list and
examinethe nextacknowledgmentOtherwise:

e Logthequestionablecknowledgmentndexaminethenextone.
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13.5 SendingLink State Acknowledgmentpackets

Eachnewly receivedlink stateadvertisemeniustbe acknowledged.This is usuallydoneby sendingLink State
Acknowledgmenpackets.However acknowledgmentsan alsobe accomplishedmplicitly by sendingLink State
Updatepacketqseestep7aof Section13).

Many acknowledgmentmaybe groupedtogetheiinto a singleLink StateAcknowledgmenpacket.Sucha packetis
sentbackout theinterfacethathasreceivedthe advertisementsThe packetcanbe sentin oneof two ways: delayed
andsenton anintervaltimer, or sentdirectly (asa unicast)to a particularneighbor The particularacknowledgment
strategyuseddepend®n the circumstancesurroundinghereceiptof the advertisement.

Sendingdelayedacknowledgmentaccomplisheseverathings: it facilitatesthe packagingof multiple acknowledg-
mentsin asinglepacket;it enables singlepacketto indicateacknowledgmentt severaheighborsat once(through
multicasting);andit randomizesheacknowledgmerpacketsentby thevariousroutersattachedo amulti-accesset-
work. Thefixedintervalbetweerarouter's delayedransmissionsnustbe short(lessthanRxmtinterval)or needless
retransmissionwill ensue.

Direct acknowledgmentaresentto a particularneighborin responséo thereceiptof duplicatelink stateadvertise-
ments.Theseacknowledgmentaresentasunicastsandaresentimmediatelywhenthe duplicateis received.

The preciseprocedurdor sendingLink StateAcknowledgmenpacketss describedn Table19. The circumstances
surroundinghe receiptof the advertisemenarelistedin the left column. The acknowledgmenéactionthentakenis
listedin oneof thetwo right columns.This actiondepend®n the stateof the concernednterface;interfacedn state
Backup behavelifferentlyfrom interfacedn all otherstates.

Delayedacknowledgmentmustbe deliveredto all adjacentroutersassociatedavith theinterface.On broadcashet-
works,thisisaccomplishedy sendinghedelayed_ink StateAcknowledgmenpacketasmulticasts.TheDestination
IP addressiseddepend®n the stateof theinterface.If the stateis DR or Backup, the destinationAllISPFRouterss
used.In otherstatesthe destinationAlIDRoutersis used.On non-broadcastetworks delayedacksmustbe unicast
separatelpvereachadjacencyneighborwhosestateis >= Exchangg.

Thereasoningehindsendinghe abovepacketsasmulticastss bestexplainedoy anexample.Considerthe network
configurationdepictedin Figure15. SupposerT4 hasbeenelectedasDR, and RT3 asBackupfor the networkN3.
WhenrouterRT4 floodsa new advertisemento network N3, it is receivedby routersRT1, RT2, and RT3. These
routerswill notflood the advertisemenbackontonet N3, but they still mustensurethattheir topologicaldatabases
remainsynchronizedvith theiradjacenteighbors SoRT1, RT2, andRT4 arewaitingto seeanacknowledgmerfrom
RT3. Likewise,RT4 andRT3 arebothwaiting to seeacknowledgmentom RT1 andRT2. Thisis bestachievedy
sendingthe acknowledgmentasmulticasts.

The reasonthat the acknowledgmenltogic for BackupDRsis slightly differentis becausehey performdifferently
duringthefloodingof link stateadvertisementéseeSection13.3,step4).

13.6 Retransmitting link stateadvertisements

Advertisementgloodedout an adjacencyare placedon the adjacencys Link stateretransmissionlist. In orderto
ensurethatflooding is reliable, theseadvertisementare retransmittedintil they areacknowledged.The length of
time betweerretransmissionts aconfigurablgperinterfacevalue,Rxmtinterval.If thisis settoolow for aninterface,
needlessetransmissionwill ensuellf thevalueis settoo high, the speedf theflooding,in the faceof lost packets,
may be affected.

Severalretransmittechdvertisementmayfit into asingleLink StateUpdatepacket. Whenadvertisementareto be
retransmittedpnly the numberfitting in a singleLink StateUpdatepacketshouldbe transmitted.Anotherpacketof
retransmissionsanbe sentwhensomeof the advertisementareacknowledgedor on the nextfiring of theretrans-
missiontimer.
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o If thetwo copiesarethe sameinstance thendeletethe advertisementrom the Link staterequest
list, andtry the nextneighbor 16

e Else,the newadvertisemenis morerecent. Deletethe advertisementrom the Link state request
list.

(c) If thenewadvertisementvasreceivedrom this neighbortry the nextneighbor

(d) Atthispointwearenotpositivethatthenewneighbothasanup-to-daténstanceof thisnewadvertisement.
Add thenewadvertisemento the Link stateretransmissionlist for the adjacencyThis ensureghatthe
floodingproceduras reliable;theadvertisemenwill beretransmittedtintervalsuntil anacknowledgment
is seenfrom the neighbor

2. Theroutermustnowdecidewhetherto floodthenewlink stateadvertisementutthisinterface.If in theprevious
stepthelink stateadvertisemenvasNOT addedo anyof theLink stateretransmissionlists, thereis noneed
to flood the advertisemenandthe nextinterfaceshouldbe examined.

3. If thenewadvertisemenwasreceivednthisinterface andit wasreceivedrom eithertheDesignatedRouteror
theBackupDesignatedRouter chancesireall theneighbordavereceivedheadvertisemerdlready Therefore,
examinethe nextinterface.

4. If thenewadvertisementvasreceivedon this interface andtheinterfacestateis Backup (i.e., therouteritself
is the BackupDesignatedRouter),examinethe nextinterface. The DesignatedRouterwill do the floodingon
thisinterface.If the DesignatedRouterfails, this routerwill endup retransmittinghe updates.

5. If this stepis reachedthe advertisemeniustbe floodedout the interface. Senda Link StateUpdatepacket
(with the new advertisemenas contents)out the interface. The advertisemens LS agemustbe incremented
by InfTransDelaywhich mustbe > 0) whencopiedinto the outgoingpacket(until the LS agefield reachests
maximumvalueof MaxAge).

On broadcasnetworks,the Link StateUpdatepacketsare multicast. The destinationP addresspecifiedfor
theLink StateUpdatePacketdepend®n the stateof theinterface.If theinterfacestateis DR or Backup, the
addres\lISPFRoutershouldbe used.Otherwise theaddressAlIDRoutersshouldbe used.

Onnon-broadcastnulti-accessietworks separaté ink StateUpdatepacketanustbesent,asunicaststo each
adjacenneighbor(i.e., thosein stateExchangeor greater).The destinationP addressefor thesepacketsare
theneighbors’'IP addresses.

13.4 Receivingself-originated link state

It is a commonoccurrenceo receivea self-originatedink stateadvertisementia the flooding procedure. If the
advertisementeceivedis a newerinstancethanthe lastinstancethat the routeractually originated,the router must
takespecialaction.

The receptionof suchan advertisemenindicatesthattherearelink stateadvertisements the routingdomainthat
wereoriginatedbeforethelasttime therouterwasrestartedin thiscasetheroutermustadvancehesequencaumber
for the advertisemenbne pastthereceivedsequencaumber andoriginatea newinstanceof theadvertisement.

Notealsothatif thetype of theadvertisemenis Summarylink or AS externallink, the routermayno longerhavean
(advertisableyouteto the destination.In this case the advertisemenshouldbe flushedfrom the routingdomainby
incrementinghe advertisemens LS ageto MaxAge andreflooding(seeSection14.1).

BThisis howtheLink staterequest list is emptiedwhich eventuallycauseghe neighborstateto transitionto Full. SeeSection10.9for more
details.
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Summary link Thebestrouteto the destinationdescribedy the summarylink advertisementustbe re-examined
(seeSectionl16.5). If this destinationis an AS boundaryrouter, it mayalsobe necessaryo re-examineall the
AS externallink advertisements.

AS external link The bestroute to the destinationdescribedby the AS externallink advertisementnust be re-
examinedseeSectionl6.6).

Also, anyoldinstanceof theadvertisemennustberemovedrom thedatabaseshenthenewadvertisemeris installed.
This old instancemustalsoberemovedfrom all neighbors'Link stateretransmissionlists (seeSection10).

13.3 Nextstepin the flooding procedure

Whena new(andmorerecent)advertisemenhasbeenreceivedjt mustbe floodedout somesetof therouter sinter-
faces.This sectiondescribeshesecondartof flooding procedurgthefirst partbeingtheprocessinghatoccurredn
Sectionl3),namely selectingheoutgoinginterfacesandaddingtheadvertisemento theappropriateneighbors’Link
stateretransmissionlists. Also includedin this partof theflooding procedurds the maintenancef the neighbors’
Link staterequestlists.

This sectionis equally applicableto the flooding of an advertisementhat the routeritself hasjust originated(see
Sectionl2.4). Fortheseadvertisementshis sectiomprovidestheentiretyof thefloodingprocedurdi.e.,theprocessing
of Section13 is not performed,since,for example,the advertisemenhasnot beenreceivedfrom a neighborand

thereforedoesnot needto beacknowledged).

Dependinguponthe advertisemens LS type, the advertisementan be floodedout only certaininterfaces. These
interfacesdefinedby thefollowing, arecalledtheeligible interfaces

AS external links (LS Type= 5) AS externallinks arefloodedthroughoutheentireAS, with theexceptionof stub
areagqseeSection3.6). Theeligible interfacesareall therouter s interfacesgexcludingvirtual links andthose
interfacesattachingto stubareas.

All other types All othertypesarespecificto asinglearea(AreaA). Theeligible interfacesareall thoseinterfaces
attachingo the AreaA. If AreaA is thebackbonethisincludesall thevirtual links.

Link statedatabasesiustremainsynchronizeaverall adjacencieassociatewvith theaboveeligible interfaces This

is accomplishedy executinghefollowing stepsoneacheligible interface.lt shouldbenotedthatthis procedurenay

decidenotto flood alink stateadvertisemenout a particularinterface,if thereis a high probabilitythatthe attached
neighbordhavealreadyreceivedheadvertisementHowever in thesecaseshefloodingproceduranustbeabsolutely
surethattheneighborseventuallydo receivetheadvertisemensotheadvertisemens still addedo eachadjacencys

Link stateretransmissionlist. For eacheligible interface:

1. Eachof the neighborsattachedo this interfaceareexaminedto determinevhetherthey mustreceivethe new
advertisementThefollowing stepsareexecutedor eachneighbor:

(a) If theneighboris in alesseistatethanExchange it doesnot participatein flooding,andthenextneighbor
shouldbe examined.

(b) Else,if the adjacencyis not yet full (neighborstateis Exchangeor Loading), examinethe Link state
requestlist associateavith this adjacency If thereis aninstanceof the new advertisemenon thelist,
it indicatesthat the neighboringrouter hasan instanceof the advertisemenalready Comparethe new
advertisemento theneighbotscopy:

o If thenewadvertisemenis lessrecentthentry thenextneighbor
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(a) If theadvertisemenis listedin theLink stateretransmissionlist for thereceivingadjacencytherouter
itself is expectingan acknowledgmentor this advertisement.The router shouldtreatthe receivedad-
vertisementasanacknowledgmentyy removingthe advertisemenfrom the Link stateretransmission
list. Thisis termedan “implied acknowledgment”.lts occurrenceshouldbe notedfor later useby the
acknowledgmenprocesgSection13.5).

(b) Possiblyacknowledgehe receiptof the advertisemenby sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.

8. Elsethedatabaseopyis morerecent.Noteanunusuakvento networkmanagementiscardtheadvertisement
andprocesghenextlink stateadvertisementontainedn the packet.

13.1 Determining which link stateis newer

Whena routerencountergwo instancef alink stateadvertisementit mustdeterminewhich is morerecent. This
occurredabovewhencomparinga receivedadvertisemento the databaseopy. This comparisormustalsobe done
duringthe databasexchangerocedurevhich occursduringadjacencybring-up.

A link stateadvertisemernis identifiedby its LS type, Link StatelD andAdvertisingRouter Fortwo instance®f the

sameadvertisementhe LS sequenc&umber LS age,andLS checksunfieldsareusedto determinewhich instance
iSs morerecent:

e TheadvertisemenhavingthenewerLS sequencaumberis morerecent.SeeSection12.1.6for anexplanation
of theLS sequencaumberspacelf bothinstancehavethe samel. S sequenc@umberthen:

If the two instanceshavedifferentLS checksumsthenthe instancehaving the larger LS checksum(when
considerechsa 16-bitunsignednteger)is consideredanorerecent.

Else,if only oneof theinstancess of ageMaxAge,theinstanceof ageMaxAgeis consideredo bemorerecent.

e Else,if theagesf thetwo instancesliffer by morethanMaxAgeDiff, theinstancenavingthesmaller(younger)
ageis consideredo be morerecent.

e Else,thetwo instancesreconsideredo beidentical.

13.2 Installing link stateadvertisementsin the database

Installing a new link stateadvertisemenin the databasegitherasthe resultof flooding or a newly self originated
advertisementnaycauseheroutingtablestructureto berecalculatedThe contentof the newadvertisemenshould
be comparedo theold instancejf present.lf thereis no differencethereis no needto recalculatahe routingtable.
(Notethatevenif thecontentsaarethesamethelLS checksunmwill probablybe different,sincethe checksuncovers
theLS sequenc@&umber)

If the contentsaredifferent,the following piecesof the routingtablemustberecalculateddependingonthe LS type
field:

Router links, network links Theentireroutingtablemustberecalculatedstartingwith theshortespathcalculations
for eacharea(not just the areawhosetopologicaldatabaséaschanged). The reasonthat the shortestpath
calculationcannotberestrictedto the singlechangedareahasto do with thefactthatAS boundaryroutersmay
belongto multiple areas A changen theareacurrentlyproviding the bestroutemay forcetherouterto usean
intra-arearoute providedby a differentarea.®

15By keepingmoreinformationin the routing table, it is possiblefor animplementatiorto recalculatethe shortestpathtreeonly for a single
area. In fact, thereareincrementakblgorithmsthat allow animplementatiorto recalculateonly a portion of the shortestpathtree[BBN]. These
algorithmsarebeyondthe scopeof this specification.
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2. Examinethelink stateadvertisemens$LS type. If the LS typeis unknown,discardthe advertisemenandget
thenextonefrom the Link StateUpdatePacket.This specificatiordefined_S Typesl1-5 (seeSectiord.3).

3. Elseif thisis aAS externaladvertisemenfl_S type= 5), andtheareahasbeenconfiguredasa stubareadiscard
theadvertisemenandgetthe nextonefrom the Link StateUpdatePacket.AS externaladvertisementarenot
floodedinto/throughoustubareagseeSection3.6).

4. Elseif theadvertisemeng ageis equalto MaxAge, andthereis currently no instanceof the advertisemenin
therouterslink statedatabasethentakethefollowing actions:

(a) Acknowledgethe receiptof the advertisemenby sendinga Link StateAcknowledgmenpacketbackto
the sendingneighbor(seeSection13.5).

(b) Pumeall outstandingequestgor equalor previousinstance®f theadvertisemernfrom thesendingheigh-
bor'sLink State Requestlist (seeSection10).

(c) If the sendingneighboris in stateExchangeor in stateLoading, theninstall the MaxAge advertisement
in thelink statedatabaseOtherwise simply discardthe advertisementin eithercase examinethe next
advertisementif any)listedin theLink StateUpdatepacket.

5. Otherwisefind theinstanceof thisadvertisemerthatis currentlycontainedn therouter slink statedatabaself
thereis no databaseopy, or thereceivedadvertisemens morerecentthanthe databaseopy(seeSection13.1
belowfor thedeterminatiorof which advertisemenis morerecent)thefollowing stepsmustbe performed:

(a) If thereis alreadya databaseopy, andif thedatabaseopywasinstalledlessthanMinLSIntervalseconds
ago, discardthe new advertisemenfwithout acknowledgingt) and examinethe next advertisemen(if
any)listedin the Link StateUpdatepacket.

(b) Otherwiseimmediatelyflood the newadvertisemenbdut somesubsetf the routers interfacegseeSec-
tion 13.3).In somecasege.g. thestateof thereceivinginterfaceis DR andtheadvertisemenwasreceived
from arouterotherthanthe BackupDR) theadvertisemenwill befloodedbackoutthereceivinginterface.
This occurrenceshouldbe notedfor lateruseby theacknowledgmenprocesgSection13.5).

(c) Removethe currentdatabaseopyfrom all neighbors’Link stateretransmissionlists.

(d) Install the newadvertisemenin the link statedatabaséreplacingthe currentdatabaseopy). This may
causethe routing table calculationto be scheduled.In addition, timestampthe new advertisemenivith
the currenttime (i.e., thetime it wasreceived). The flooding procedurecannotoverwrite the newly in-
stalledadvertisementntil MinLSIntervalsecond$iaveelapsed Theadvertisemerinstallationprocesss

discussedurtherin Section13.2.

(e) Possiblyacknowledgehe receiptof the advertisemeniby sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.

() If thisnewlink stateadvertisemenindicatesthatit wasoriginatedby this routeritself, the routermust
advancethe advertisemens link statesequence&umber andissuea new instanceof the advertisement
(seeSection13.4).

6. Else,if thereis aninstanceof the advertisemenbn the sendingneighbots Link staterequestlist, an error
hasoccurredin the DatabaseDescriptionprocess. In this case,restartthe DatabaseéDescriptionprocesshy
generatinghe neighboreventBadL SReqfor the sendingneighborandstopprocessinghe Link StateUpdate
packet.

7. Else,if thereceivedadvertisemenis the sameinstanceasthe databaseopy (i.e., neitheroneis morerecent)
thefollowing two stepsshouldbe performed:
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A forwarding addresscanalsobespecifiedor thedefaultroute. For examplejn figure 16 RTA maywantto specify
thatall externally-destinegacketsshouldby defaultbe forwardedto its EGPpeerRTX. TheresultingAS external
link advertisemenis picturedbelow NotethattheLink StatelD is setto DefaultDestination.

; Default route, originated by router RTA
Packets forwarded through RTX

1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 5 ;indicates AS external 1ink

Link State | D = DefaultDestination ; default route
Advertising Router = Router RTA's ID

bit E=1 ; Type 2 metric

TS = 0

netric = 1

Forwar di ng address = RTX' s | P address

In figure16, supposénsteadhatbothRTA andRTB exchang&GPinformationwith RTX. In thiscaseRTA andRTB
would originatethe samesetof externaladvertisementsTheseadvertisementsf theyspecifythe samemetric,would
be functionally equivalentsincethey would specifythe samedestinationandforwardingaddresgRTX). This leads
to aclearduplicationof effort. If only oneof RTA or RTB originatedthe setof externaladvertisementgherouting
would remainthe same andthesizeof the link statedatabasevould decreaseHowever it mustbe unambiguously
definedasto which routeroriginatesthe advertisementéotherwiseneithermay, or theidentity of the originatormay
oscillate). Thefollowing rule is therebyestablishedif two routers,bothreachabldromoneanother originatefunc-
tionally equivalentASexternaladvertisement§.e., samedestinationcostandnon-zeo forwardingaddress) thenthe
advertisememnpriginatedby therouterhavingthehighestOSPFRouterlD is used Therouterhavingthelower OSPF
RouterlD canthenflushits advertisementFlushingalink stateadvertisemenis discussedh Section14.1.

13 The Flooding Procedure

Link StateUpdatepacketprovidethe mechanisnior floodinglink stateadvertisementsA Link StateUpdatepacket
maycontainseveralistinctadvertisementgndfloodseachadvertisementnehopfurtherfromits pointof origination.
To makethe flooding procedurereliable, eachadvertisemenmustbe acknowledgedeparately Acknowledgments
aretransmittedin Link StateAcknowledgmenpackets.Many separatecknowledgmentsanbe groupedtogether
into a singlepacket.

The flooding procedurestartswhena Link StateUpdatepackethasbeenreceived. Many consistencycheckshave
beenmadeon thereceivedpacketbeforebeinghandedo the flooding procedurgseeSection8.2). In particular the
Link StateUpdatepackethasbeenassociatedvith a particularneighboranda particulararea.If the neighboris in a
lesserstatethanExchange the packetshouldbe droppedwithout further processing.

All typesof link stateadvertisementtherthanAS externallinks, areassociatedavith a specificarea.However link
stateadvertisementdo not containanareafield. A link stateadvertisemensg areamustbe deducedrom the Link
StateUpdatepacketheader

Foreachlink stateadvertisementontainedn the packetthefollowing stepsaretaken:

1. Validatetheadvertisemensglink statechecksumlf thechecksumurnsoutto beinvalid, discardthe advertise-
mentandgetthenextonefrom theLink StateUpdatepacket.
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12.4.4 AS external links

AS externalink advertisementdescribaoutesto destinationgxternalo the AutonomousSystem.MostAS external
link advertisementdescriberoutesto specificexternaldestinations.However a defaultroutefor the Autonomous
Systencanbedescribedn anAS externaladvertisemenby settingtheadvertisemensLink StatelD to DefaultDes-
tination(0. 0. 0. 0). AS externalink advertisementareoriginatedby AS boundaryrouters.An AS boundaryouter
originatesa single AS externallink advertisementor eachexternalroutethatit haslearned eitherthroughanother
routing protocol(suchasEGP),or throughconfigurationinformation.

In general AS externallink advertisementarethe only type of link stateadvertisementthatarefloodedthroughout
theentire AutonomousSystemjall othertypesof link stateadvertisementarespecificto a singlearea.However AS
externaladvertisementarenot floodedinto/throughoustubareasseeSection3.6). This enablesareductionin link
statedatabassizefor routersinternalto stubareas.

The metric thatis advertisedor an externalroute canbe oneof two types. Type 1 metricsare comparablego the
link statemetric. Type 2 metricsareassumedo be largerthanthe costof anyintra-AS path. As with summarylink
advertisementsf separatgathsexist basedon TOS, separatel OS costscanbe includedin the AS externallink
advertisementThe encodingof TOSin OSPFlink stateadvertisements describedn Section12.3. If the T-bit of
theadvertisemens Options field is clear no non-zeroTOSpathsto the destinatiorexist.

If arouteradvertiseanAS externallink advertisementor a destinationwhich thenbecomesinreachabletherouter
mustthenflush the advertisementrom the routing domainby settingits ageto MaxAge andreflooding(seeSec-
tion 14.1).

Foranexampleof AS externalink advertisementgonsideronceagainthe AS picturedin Figure6. Therearetwo AS
boundaryrouters: RT5 andRT7. RouterRT5 originatesthreeexternallink advertisementdpr networksN12-N14.
RouterRT7 originategwo externallink advertisementgor networksN12 andN15. AssumethatRT7 haslearnedts
routeto N12 via EGR andthatit wishesto advertisea Type2 metricto the AS. RT7 would thenoriginatethefollowing
advertisemenfior N12:

;. AS external |ink advertisement for network N12,
; originated by router RT7

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ; TOS- capabl e
LS type = 5 ;indicates AS external |ink

Link State ID = N12's | P network nunber
Advertising Router = Router RT7's ID
bit E=1 ; Type 2 netric
TOS = 0
netric = 2
Forwar di ng address = 0.0.0.0

In theaboveexampletheforwarding addressdfield hasbeensetto 0. 0. 0. 0, indicatingthatpacketdor theexternal
destinationshouldbe forwardedto the advertisingOSPFrouter (RT7). This is not alwaysdesirable. Considerthe
examplepicturedin Figurel6. TherearethreeOSPFrouters(RTA, RTB andRTC) connectedo a commonnetwork.
Only one of theserouters,RTA, is exchanginge GP information with the non-OSPRouter RTX. RTA mustthen
originateAS externalink stateadvertisementfor thosedestinationg haslearnedrom RTX. By usingthe AS external
advertisemengforwarding addressfield, RTA canspecifythatpacketdor thesedestinationde forwardeddirectly
to RTX. Withoutthisfeature routersRTB andRTC would takean extrahopto getto thesedestinations.

Notethatwhentheforwarding addressfield is non-zerojt shouldpointto arouterbelongingto anotherAutonomous
System.

[J. Moy] [Page71]



RFC1247 OSPFVersion2 July 1991

In addition,if areaA hasbeenconfiguredasa stubareaandthe routeris anareaborderrouter, it shouldadvertisea
defaultsummarylink into AreaA. TheLink StatelD for theadvertisemenshouldbe setto DefaultDestinationand
themetric setto the (perarea)configurablegparameteStubDefaultCost.

If arouteradvertisea summaryadvertisemenrfor adestinatiorwhichthenbecomesinreachablgheroutermustthen
flushtheadvertisemenfrom theroutingdomainby settingits ageto MaxAgeandreflooding(seeSection14.1). Also,
if the destinatioris still reachableyet canno longerbe advertisecaccordingto the aboveprocedurge.g.,it is now
aninter-arearoute,whenit usedto be anintra-areaouteassociateavith somenon-backbonarea;it would thusno
longerbe advertisableo thebackbone)the advertisemenshouldalsobe flushedfrom the routingdomain.

Foranexampleof summarylink advertisementgonsideragaintheareaconfigurationn Figure6. RouteraRT3, RT4,
RT7,RT10andRT11 areall areaborderrouters andthereforeareoriginatingsummaryinks advertisementConsider
in particularrouterRT4. Its routingtablewascalculatecastheexamplein Section11.3. RT4 originatessummarylink
advertisementmto boththe backboneandAreal. Into the backbonerouterRT4 originatesseparatedvertisements
for eachof the networksN1-N4. Into Area 1, router RT4 originatesseparateadvertisementfor networksN6-N8
andthe AS boundaryroutersRT5,RT7. It alsocondenseblostroutesla andlb into a singlesummaryadvertisement.
Finally, the routesto networksN9,N10,N1l andhostH9 areadvertisedy a singlesummarylink. This condensation
wasoriginally performedby therouterRT11.

Theseadvertisementareillustratedgraphicallyin Figures7 and8. Two of thesummarylink advertisementsriginated
by routerRT4 follow. TheactuallP addressefor the networksandroutersin questiorhavebeenassignedn Figure
15.

; summary |ink advertisenent for network Ni,
; originated by router RT4 into the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 3 ;indicates summary link to | P net
Link State |D = 192.1.2.0 :N1's | P network nunber
Advertising Router = 192.1.1.4 'RT4’s I D

TS = 0

nmetric = 4

; summary |ink advertisenent for AS boundary router RT7
; originated by router RT4 into Area 1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 4 ;indicates summary |ink to ASBR
Link State ID = router RT7’s ID
Advertising Router = 192.1.1.4 ‘RT4’s I D

TS = 0

nmetric = 14

Summarylink advertisementpertainto a single destination(IP networkor AS boundaryrouter). However for a
singledestinatiortheremay be separatesetsof paths,andthereforeseparateouting table entries,for eachType of
Service. All theseentriesmustbe consideredvhenbuilding the summarylink advertisementor the destination;a
singleadvertisemenmustspecifythe separateosts(if theyexist)for eachTOS.The encodingof TOSin OSPHink
stateadvertisementis describedn Section12.3.

Clearingthe T-bit in the Optionsfield of a summarylink advertisemenindicatesthatthereis a TOSO pathto the
destination,but no pathsfor non-zeroTOS. This can happenwhen non-TOS capableroutersexist in the routing
domain(seeSection2.4).
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Link State ID = 192.1.1. 4 ;1 P address of Designated Router
Advertising Router = 192.1.1.4 ;RT4’s Router |ID
Net wor k Mask = OxffffffO0O0

Attached Router = 192.1.1.4 ;Router ID
Attached Router = 192.1.1.1 ;Router ID
Attached Router = 192.1.1.2 ;Router ID
Attached Router = 192.1.1.3 ;Router ID

12.4.3 Summary links

Eachsummarylink advertisementlescribes routeto asingledestinationSummarylink advertisementareflooded
throughouta singleareaonly. The destinationdescribeds onethatis externalto the area,yet still belongingto the
AutonomousSystem.

TheDefaultDestinatioranalsobespecifiedn summarylink advertisementsThisis usedvhenimplementingODSPFS
stubareafunctionality (seeSection3.6). In a stubarea,insteadof importing externalrouteseachareaborderrouter
originatesa “default summarylink” (Link StatelD = DefaultDestination)nto thearea.

Summarylink advertisementareoriginatedby areaborderrouters.The precisesummaryroutesto advertisento an
areaaredeterminedy examiningthe routing table structure(seeSection11). Only intra-arearoutesare advertised
into the backboneBothintra-areaandinter-arearoutesareadvertisednto the otherareas.

To determinewhich routesto advertiseinto anattachedAreaA, eachroutingtableentryis processeasfollows:

e Only Destinationtypesof networkandAS boundaryrouterareadvertisedn summarylink advertisementsif
theroutingtableentry’s Destination type is areaborderrouter, examinethe nextroutingtableentry.

e AS externaroutesareneveradvertisedn summarylink advertisementdf theroutingtableentryhasPath-type
typel externalor type 2 external examinethe nextroutingtableentry.

e Else,|if theareaassociatewvith thissetof pathds theAreaA itself, donotgenerat@asummarylink advertisement
for theroute.

e Else,if the destinationof this routeis an AS boundaryrouter generatea Type 4 link stateadvertisementor
thedestinationwith Link StatelD equalto the AS boundaryrouters D andmetricequalto theroutingtable
entry’s cost. Theseadvertisementshouldnotbe generatedf areaA hasbeenconfiguredasa stubarea.

e Else,the Destinationtype is network. If this is aninter-arearoute, generatea Type 3 advertisementor the
destinationwith Link StatelD equalto the network'saddressandmetricequalto theroutingtablecost.

e Theoneremainingcases anintra-areaouteto a network. This meanghatthe networkis containedn oneof
therouter sdirectlyattachedreasin generalthisinformationmustbecondenseteforeappearingn summary
link advertisementsRemembethatanareahasbeendefinedasa list of addresgangesgachrangeconsisting
of an[address,maskjair. A singleType3 advertisemeninustbemadefor eachrange with Link StatelD equal
to theranges addres@andcostequalto the smallesicostof any of the componenhetworks.

If virtual links arebeingusedto provide/increaseonnectivityof thebackboneroutinginformationconcerning
thebackbonenetworksshouldnotbecondensetieforebeingsummarizednto thevirtual links’ transitareasin

otherwords,thebackboneangeshouldbeignoredwhenoriginatingsummarylinks into theseareas The exis-
tenceof virtual links canbedeterminediuringtheshortespathcalculationfor thebackbongseeSection16.1).

14This clausecoversthe case:Inter-arearoutesarenot summarizedo thebackbone This is becausénter-arearoutesarealwaysassociategvith
thebackbonearea.
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As anexample supposéhe point-to-pointlink betweerroutersRT3 andRT6 in Figure15is asatellitelink. The AS
administratomaywantto encouragehe useof theline for high bandwidthtraffic. Thiswould be doneby settingthe
metricartificially low for that TOS.RouterRT3 would thenoriginatethefollowing routerlinks advertisemenfor the
backbongIP TOS8 = high bandwidth):

; RT3's router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 1 ;indicates router |inks

Link State ID = 192.1.1.3 :RT3’s Router |ID
Advertising Router = 192.1.1.3

bit E=0 ;not an AS boundary router

bit B=1 ;RT3 is an area border router

#links = 1
Link 1D = 18.10.0.6 ; Neighbor’s Router ID
Link Data = 0.0.0.0 ;Interface to unnunbered SL
Type =1 ;connects to router

# other nmetrics =1

TOS O netric = 8
TOS = 8 ; Hi gh bandwi dt h
metric =1 ;traffic preferred

12.4.2 Network links

A networklinks advertisemenis generatedor everytransitmulti-accessietwork. (A transitnetworkis a network
havingtwo or moreattachedouters). The networklinks advertisementlescribesll the routersthatareattachedo
thenetwork.

The DesignatedRouterfor the networkoriginateghe advertisementThe DesignatedRouteroriginatesghe advertise-
mentonly if it is fully adjacento atleastoneotherrouteronthenetwork. The networklinks advertisemeris flooded
throughoutthe areathat containsthe transitnetwork, andno further. The networkslinks advertisemenlists those
routersthatarefully adjacento theDesignatedRouter;eachfully adjacentouteris identifiedby its OSPFRouterID.
The DesignatedRouterincludesitself in this list.

TheLink StatelD for a networklinks advertisemenit the IP interfaceaddres®f the DesignatedRouter This value,
maskedby the network’s addressnask(which is alsocontainedn the networklinks advertisementyieldsthe net-
work’s P address.

A routerthathasformerly beenthe DesignatedRouterfor a network,but is no longer, shouldflushthe networklinks
advertisementhatit hadpreviouslyoriginated.This advertisemenis no longerusedin theroutingtablecalculation.
It is flushedby prematurelyincrementinghe advertisemensageto MaxAge andreflooding(seeSection14.1).

As an exampleof a networklinks advertisementagainconsiderthe areaconfigurationin Figure6. Networklinks
advertisementare originatedfor networkN3 in Area 1, networksN6 andN8 in Area2, andnetworkN9 in Area3.
Assumingthatrouter RT4 hasbeenselectedasthe Designatedrouterfor network N3, the following networklinks
advertisemernis generatedy RT4 on behalfof networkN3 (seeFigure15 for theaddres@ssignments):

network |inks advertisenent for network N3

1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 2 ;indi cates network |inks
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shownbelow It indicateghatRT3 hastwo connectiongo Areal, thefirst alink to thetransitnetwork192. 1. 1. 0
andthesecond link to thestubnetwork192. 1. 4. 0. Notethatthe transitnetworkis identifiedby the IP interface
of its DesignatedRouter(i.e., the Link ID = 192. 1. 1. 4 which is the DesignatedRrouterRT4’s IP interfaceto
192. 1. 1. 0). Note alsothat RT3 hasindicatedthatit is capableof calculatingseparategoutesbasedon IP TOS,
throughsettingthe T-bit in the Optionsfield. It hasalsoindicatedthatit is anareaborderrouter

; RT3"s router |inks advertisenent for Area 1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3’s Router |ID
Advertising Router = 192.1.1.3 ;RT3's Router ID
bit E=0 ;not an AS boundary router
bit B=1 :RT3 is an area border router
#links = 2
Link ID=192.1.1.4 ;1 P address of Designhated Router
Link Data = 192.1.1.3 cRT3’s P interface to net
Type = 2 ;connects to transit network
# other nmetrics =0
TOS O netric =1
Link ID=192.1.4.0 ;1 P Networ k nunber
Link Data = OxffffffO0O0 : Net wor k mask
Type = 3 ;connects to stub network

# other nmetrics =0
TOS O netric = 2

Next RT3'srouterlinks advertisemenfor thebackbonds shown.lIt indicatesthat RT3 hasa singleattachmento the
backbone This attachments via anunnumberegboint-to-pointlink to routerRT6. RT3 hasagainindicatedthatit is
TOS-capableandthatit is anareaborderrouter

; RT3's router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3’s router |ID
Advertising Router = 192.1.1.3 ;RT3’s router |ID
bit E=0 ;not an AS boundary router
bit B=1 :RT3 is an area border router
#links = 1
Link 1D = 18.10.0.6 ; Nei ghbor’s Router |ID
Link Data = 0.0.0.0 ;Interface to unnunbered SL
Type = 1 ;connects to router

1
o

# other netrics
TOS O netric = 8

EventhoughrouterRT3 hasindicatedthatit is TOS-capablén the aboveexamplespnly a singlemetric (the TOS0
metric) hasbeenspecifiedfor eachinterface.Differentmetricscanbe specifiedfor eachTOS. The encodingof TOS
in OSPFIlink stateadvertisementts describedn Section12.3.
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Link type | Description Link ID
1 Point-to-pointlink NeighborRouterlD
2 Link to transitnetwork | Interfaceaddres®f Designatedrouter
3 Link to stubnetwork IP networknumber
4 Virtual link NeighborRouterlD

Tablel18: Link descriptionsn therouterlinks advertisement.

¢ If theattachedetworkdoesnotbelongto AreaA, nolinks areaddedo theadvertisemengandthenextinterface
shouldbe examined.

e Else,if thestateof theinterfaceis Down, nolinks areadded.
e Else,if thestateof theinterfaceis Point-to-Point, thenaddlinks accordingo thefollowing:

— If the neighboringrouteris fully adjacentadda Type 1 link (point-to-point)if this is an interfaceto a
point-to-pointnetwork,or addatype4 link (virtual link) if thisis avirtual link. TheLink ID shouldbeset
to theRouterlD of the neighboringrouter, andthe Link DatashouldspecifytheinterfacelP address.

— If thisis anumberedhoint-to-pointnetwork(i.e, nota virtual link andnot anunnumberegoint-to-point
network)andtheneighboringrouter sIP addresss known,adda Type 3 link (stubnetwork)whoseLink
ID is theneighbots IP addresswhoseLink Datais themaskOxf f f f f f f f indicatinga hostroute,and
whosecostis the interfaces configuredoutputcost.

e Elseif thestateof theinterfaceis Loopback, adda Type3link (stubnetwork)aslongasthisis notaninterface
to anunnumberederialline. TheLink ID shouldbe setto the IP interfaceaddressthe Link Datasetto the
maskOxf f f f f f f f (indicatingahostroute),andthecostsetto O.

e Elseif thestateof theinterfaceis Waiting, adda Type 3 link (stubnetwork)whoseLink ID is the IP network
numberof theattachechetworkandwhoseLink Datais the attachechetwork's addressnask.

e Else therehasbeenaDesignatedRouterselectedor theattachechetwork. If therouteris fully adjacento the
DesignatedRouter or if therouteritselfis DesignatedRouterandis fully adjacento atleastoneotherrouter, add
asingleType?2 link (transitnetwork)whosewhoselink ID is thelP interfaceaddresof the attachedetwork's
DesignatedRouter(which maybetherouteritself) andwhoselink Datais theinterfacelP addressOtherwise,
addalink asif theinterfacestatewereWaiting (seeabove).

Unlessotherwisespecified the costof eachlink generatedy the aboveprocedurds equalto the outputcostof the
associatethterface.Notethatin the caseof seriallines, multiple links maybegeneratedy a singleinterface.

After consideratiorof all the routerinterfaceshostlinks areaddedto the advertisemenby examiningthe list of
attachedhosts.A hostrouteis representedsa Type 3 link (stubnetwork)whoselink ID is the host’s IP addressnd
whoselink Datais themaskof all ones(Oxf f ffffff).

As anexample considerthe routerlinks advertisementgeneratedy routerRT3, aspicturedin Figure6. Thearea
containingrouterRT3 (Area 1) hasbeenredrawn,with actualnetworkaddressesn Figure15. Assumethatthelast
byte of all of RT3's interfaceaddressess 3, giving it the interfaceaddresse492.1.1.3and192.1.4.3,andthat the
otherroutershavesimilar addressingchemeslin addition,assumehatall links arefunctional,andthat RouterIDs
areassignedasthe smallestiP interfaceaddress.

RT3 originateswo routerlinks advertisement@nefor Areal andonefor thebackbone AssumethatrouterRT4 has
beenselectedasthe Designatedouterfor network192. 1. 1. 0. RT3'srouterlinks advertisemenfior Areal is then
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Thenextthreeeventsconcernareaborderroutersonly.

5. Anintra-arearoutehasbeenadded/deleted/modified the routingtable. This may causea new instanceof a
summanylinks advertisemen(for thisroute)to be originatedin eachattachedarea(thisincludesthebackbone).

6. Aninter-arearoutehasbeenadded/deleted/modified the routingtable. This may causea newinstanceof a
summanylinks advertisemen(for this route)to be originatedin eachattachedarea(but NEVER for the back-
bone).

7. Therouterbecomesewlyattachedo anarea. Theroutermustthenoriginatesummarylink advertisement#to
the newly attachedareafor all pertinentintra-areaandinter-arearoutesin its routingtable. SeeSection12.4.3
for moredetails.

ThelasteventconcernsAS boundaryroutersonly.

8. Anexternalroutegainedthroughdirectexperiencevith anexternalrouting protocol(like EGP)changesThis
will causethe AS boundaryrouterto originatea newinstanceof anexternallinks advertisement.

The constructionof eachtype of thelink stateadvertisemenis explainedbelow In generalthesesectionsdescribe
the contentsf theadvertisemenbody i.e., thepartcomingafterthe 20-byteadvertisemertieader) Forinformation
concerninghe building of thelink stateadvertisemenheaderseeSection12.1.

12.4.1 Router links

A routeroriginatesarouterlinks advertisemenfor eachareathatit belongsto. Suchanadvertisementlescribeshe
collectedstatesof the router s links to the area. The advertisemenis floodedthroughoutthe particulararea,andno
further.

Theformatof arouterlinks advertisemeris shownin AppendixA (SectionA.4.2). Thefirst 20 bytesof theadvertise-
mentconsistof the generidink stateheadethatwasdiscussedn Section12.1. Routerlinks advertisementhavelL S
type=1. Therouterindicateswvhetheiit is willing to calculateseparateoutesfor eachlP TOSby setting(or resetting)
theT-bit of thelink stateadvertisemeng Options field.

A routeralsoindicateswhetherit is anareaborderrouter, or an AS boundaryrouter, by settingthe appropriatebitsin
its routerlinks advertisementsThis enablegpathsto thosetypesof routersto be savedin therouting table,for later
processing@f summarylink advertisementandAS externallink advertisements.

Therouterlinks advertisementhendescribeghe router sworking connectionglinks) to thearea.Eachlink is typed
accordingto the kind of attachechetwork. Eachlink is alsolabelledwith its Link ID. This ID givesa nameto the
entity thatis on the otherendof thelink. Table18 summarizeshevaluesusedfor thetypeandLink ID fields.

In addition,the Link Datafield is specifiedfor eachlink. This field gives32 bits of extrainformationfor the link.

For links to routersandtransitnetworks this field specifieghe IP interfaceaddres®f the associatedouterinterface
(this is neededy the routing table calculation,seeSection16.3). For links to stubnetworks this field specifieghe
network’s IP addressnask.

Finally, the costof usingthelink for output(possiblyspecifyinga differentcostfor eachtype of service)is specified.
Theoutputcostof alink is configurable It mustalwaysbenon-zero.

To further describethe procesof building thelist of link records supposea routerwishesto build routerlinks ad-
vertisemenffor an AreaA. The routerexaminedts collection of interfacedatastructures.For eachinterface,the
following stepsaretaken:
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12.4 Originating link stateadvertisements

A routermay originatemanytypesof link stateadvertisementsA routeroriginatesa routerlinks advertisementor
eachareato which it belongs. If the routeris alsothe DesignatedRouterfor any of its attachednetworks,it will
originatea networklinks advertisemenfior thatnetwork.

Areaborderroutersoriginatea singlesummarylinks advertisemenfior eachknowninter-areadestination AS bound-
aryroutersoriginateasingleAS externalinks advertisemerfor eachknownAS externabdestination Destinationsre
advertisebneat atime sothatthe changdn any singleroutecanbe floodedwithout refloodingthe entirecollection
of routes.During thefloodingproceduremanylink stateadvertisementsanbe carriedby asingleLink StateUpdate
packet.

As anexample,considerouter RT4 in Figure6. It is anareaborderrouter, havinga connectionto Areal andthe
backbone.RouterRT4 originates5 distinctlink stateadvertisementto the backbonegonerouterlinks, andone
summanylink for eachof thenetworksN1-N4). RouterRT4 will alsooriginate8 distinctlink stateadvertisementsto
Areal (onerouterlinks andsevernsummarylink advertisementaspicturedin Figure7). If RT4 hasbeenselecteds
Designatedrouterfor networkN3, it will alsooriginatea networklinks advertisemenfor N3 into Areal.

In this samefigure, router RT5 will be originating 3 distinct AS externallink advertisementgone for eachof the
networksN12-N14). Thesewill be floodedthroughoutthe entire AS, assumingthat noneof the areashavebeen
configuredasstubs.However if area3 hasbeenconfiguredasa stubarea,the externaladvertisementfor networks
N12-N14will notbefloodedinto area3 (seeSection3.6). Instead router RT11 would originatea defaultsummary
link advertisementhatwould be floodedthroughoutarea3 (seeSection12.4.3).Thisinstructsall of area3’sinternal
routersto sendtheir AS externaltraffic to RT11.

Whenever newinstanceof a link stateadvertisemenis originated,its LS sequenc&umberis incrementedits LS
ageis setto 0, its LS checksunis calculatedandthe advertisemenis addedo thelink statedatabasandfloodedout
the appropriatanterfaces.SeeSection13.2for detailsconcerninghe installationof the advertisemeninto the link
statedatabaseSeeSection13.3for detailsconcerningheflooding of newly originatedadvertisements.

Theeighteventshatcausea newinstanceof alink stateadvertisemento beoriginatedare:

1. TheLSrefreshtimerfiring. Thereis aLS refreshtimerfor eachlink stateadvertisementhattherouterhasorig-
inated.TheLS refreshtimeris anintervaltimer, with lengthLSRefreshimer. TheLS refreshtimerguarantees
periodicoriginationsregardles®f any othereventsthat causenew instances.This periodicupdatingof link
stateadvertisementaddsrobustnesso thelink statealgorithm. Link stateadvertisementthatsolelydescribe
unreachablelestinationshouldnot be refreshedput shouldinsteadbe flushedfrom the routingdomain(see
Sectionl14.1).

Whenwhateveris beingdescribedoy a link stateadvertisementhangesa new advertisemenis originated. Two
instance®f the samelink stateadvertisementnaynotbeoriginatedwithin thetime periodMinLSInterval. This may
requirethat the generatiorof the nextinstanceto be delayedby up to MinLSinterval. The following changesnay
causea routerto originatea new instanceof anadvertisementThesechangeshouldcausenew originationsonly if
the contentsf the newadvertisementvould bedifferent.

2. Aninterfaces statechangegseeSection9.1). This may meanthatit is necessaryo producea newinstanceof
therouterlinks advertisement.

3. An attachednetworks DesignatedRouterchanges. A new router links advertisemenshould be originated.
Also, if therouteritself is now the DesignatedRouter a newnetworklinks advertisemernshouldbe produced.

4. Oneoftheneighboringrouterschangego/fromthe FULL state.This maymeanthatit is necessaryo producea
newinstanceof therouterlinks advertisementAlso, if therouteris itself the DesignatedRouterfor theattached
network,a newnetworklinks advertisemenshouldbe produced.
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An implementationof OSPFmustbe ableto accessndividual piecesof an areadatabase.This lookup functionis
basedon anadvertisemens LS type, Link StatelD andAdvertisingRouter * Therewill be a singleinstance(the
mostup-to-date)f eachlink stateadvertisemenin the databaseThe databaséookupfunctionis invokedduringthe
link stateflooding procedurdSection13)andtheroutingtablecalculation(Sectionl6). In addition,usingthislookup
functionthe routercandeterminewvhetherit hasitself everoriginateda particularlink stateadvertisemeniandif so,
with whatLS sequenc@umber

A link stateadvertisements addedto a router's databasavheneithera) it is receivedduring the flooding process
(Sectionl3)orb)it is originatedby therouteritself (Sectionl2.4). A link stateadvertisemenst deletedromarouters
databasevheneithera) it hasbeenoverwrittenby a newerinstanceduringthefloodingprocesgSection13) or b) the
routeroriginatesa newerinstanceof oneof its self-originatedadvertisementgSection12.4)or c) the advertisement
agesoutandis flushedfrom theroutingdomain(Section14). Wheneveulink stateadvertisemernis deletedrom the
databas& mustalsoberemovedrom all neighbors'Link stateretransmissionlists (seeSection10).

12.3 Representationof TOS

All OSPFlink stateadvertisementéwith the exceptionof networklinks advertisementsypecify metrics. In router
links advertisementghe metricsindicatethe costsof the describednterfacesIn summarylink andAS externallink
advertisementghe metric indicatesthe costof the describedpath. In all of theseadvertisements separatenetric
canbe specifiedfor eachlP TOS. TOSis encodedn an OSPFlink stateadvertisemenasthe following mappingof
theDelay (D), Throughput(T) andReliability (R) flagsfoundin the IP packetheadetrs TOSfield (see][RFC 791]).

OSPFencoding| D | T | R
0 0[0]|0
4 0[{0]|1
8 0[1|0
12 0(1|1
16 1100
20 1101
24 1110
28 1111

Tablel7: RepresentingOSin OSPE

EachOSPFlink stateadvertisemeniustspecifythe TOS0 metric. OtherTOS metrics,if theyappearmustappear
in orderof increasingTOS encoding.For example the TOS 8 (high throughput)metric mustalwaysappeartbefore
the TOS 16 (low delay)metricwhenboth arespecified.If a metricfor somenon-zeroT OSis not specified,jts cost
defaultsto thecostfor TOSO, unlesgheT-bit is resetin theadvertisemensoptionsfield (seeSection12.1.2for more
details).

Note that if more TOS typesare definedin a future IP architecture OSPF5 TOS encodingcan be extendedn a
straightforwardnanner

13Thereis oneinstancewherea lookup mustbe donebasedon partialinformation. This is duringtherouting tablecalculation whena network
links advertisemennustbefoundbasedsolelyonits Link StatelD. Thelookupin this casds still well defined sincenotwo networkadvertisements
canhavethesamelink StatelD.
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stateadvertisementAfterwards,the advertisemens' sequenc@umberis incrementedachtime therouteroriginates
anewinstanceof the advertisementWhenan attemptis madeto incrementhe sequencaumberpastthe maximum
valueof of N — 1 (Ox7f ffffff), thecurrentinstanceof the advertisementustfirst be flushedfrom the routing

domain. This is doneby prematurelyagingthe advertisemenfseeSection14.1) andrefloodingit. As soonasthis

flood hasbeenacknowledgedy all adjacenineighborsa new instancecanbe originatedwith sequenceumberof

—N +1(0x80000001).

Theroutermay beforcedto promotethe sequenc&umberof oneof its advertisementehena morerecentinstance
of the advertisements unexpectedlyeceivedduring the flooding process.This shouldbe a rare event. This may
indicatethatanout-of-dateadvertisemenpriginatedby therouteritself beforeits lastrestart/reloadstill existsin the
AutonomousSystem.For moreinformationseeSection13.4.

12.1.7 LS checksum

This field is the checksunof the completecontentsof the advertisementexceptingthe agefield. The agefield is
exceptedso thatan advertisemeng agecanbeincrementedvithout updatingthe checksum.The checksunusedis
the samethatis usedfor ISO connectionlesslatagramsit is commonlyreferredto asthe Fletcherchecksum.lt is
documentedn AnnexC of [RFC 994]. Thelink stateheadetalsocontainsthe lengthof the advertisemenin bytes;
subtractinghe sizeof the agefield (two bytes)yieldsthe amountof datato checksum.

Thechecksums usedto detectdatacorruptionof anadvertisementThis corruptioncanoccurwhile anadvertisement
is beingflooded,orwhile it is beingheldin aroutef smemory TheL S checksunfield cannotakeonthevalueof zero;
the occurrencef sucha valueshouldbe consideredh checksunfailure. In otherwords,calculationof the checksum
is not optional.

The checksunof a link stateadvertisemenits verified in two cases:a) whenit is receivedin a Link StateUpdate
Packetandb) attimesduringtheagingof thelink statedatabaseThedetectiorof achecksunfailureleadsto separate
actionsin eachcase.SeeSectionsl3 and14 for moredetails.

Whenevethel S sequencaumbeffieldindicateghattwo instance®f anadvertisemerdarethesamethelL S checksum
field is examined.If thereis a difference the instancewith the largerchecksumis consideredo be mostrecent.*?
SeeSection13.1for moredetails.

12.2 Thelink statedatabase

A routerhasa separatéink statedatabaséor everyareato whichit belongs.Thelink statedatabas@asbeenreferred
to elsewhereén thetext asthetopologicaldatabaseAll routersbelongingto the sameareahaveidenticaltopological
databasefor thearea.

The databasefor eachindividual areaare alwaysdealtwith separately The shortesipath calculationis performed
separatelyfor eacharea(seeSection16). Component®f the areatopologicaldatabaseare floodedthroughoutthe
areaonly. Finally, whenan adjacencybelongingto Area A) is beingbroughtup, only the databasdor Area A is
synchronizedetweerthetwo routers.

Theareadatabasés composeaf routerlinks advertisementsietworklinks advertisementgndsummarylink adver-
tisementgall listedin the areadatastructure).In addition,externalroutes(AS externaladvertisementsgyreincluded
in all non-stubareadatabasegeeSection3.6).

2whentwo advertisementsavedifferentchecksumstheyareassumedo beseparaténstancesThis canoccurwhenarouterrestartsandloses
trackof its previoussequenc@umber In this case sincethetwo advertisementhavethe samesequenceumber it is not possibleto determine
which link stateis actuallynewer If the wrong advertisemenis acceptecasnewer the originatingrouterwill originateanotherinstance. See
Section13.4for furtherdetails.
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LStype | Advertisementlescription

1 Thesearethe routerlinks advertisements.They describethe
collectedstatef therouter sinterfaces.Formoreinformation,
consultSection12.4.1.

2 Thesearethe networklinks advertisementsTheydescribethe
setof routersattachedo the network. For moreinformation,
consultSection12.4.2.

3or4 Theseare the summarylink advertisements.They describe
inter-arearoutes,andenablethe condensatiomf routinginfor-

mationat areaborders. Originatedby areaborderrouters,the
Type 3 advertisementslescriberoutesto networkswhile the
Type4 advertisementdescriberoutesto AS boundaryrouters.

5 Thesearethe AS externallink advertisementsOriginatedby
AS boundaryrouters,they describeroutesto destinationsex-
ternalto the AutonomousSystem.A defaultroutefor the Au-
tonomousSystemcanalsobedescribedy anAS externallink
advertisement.

Tablel5: OSPHink stateadvertisements.

LSType | Link StatelD

Theoriginatingrouter sRouterID.

ThelP interfaceaddres®f the network’s Designatedrouter
Thedestinatiometwork's IP address.

TheRouterlD of thedescribedAS boundaryrouter
Thedestinatiometwork's IP address.

OO WNPEF

Tablel16: Theadvertisemens$Link StatelD.

12.1.5 Advertising Router

Thisfield specifiesthe OSPFRouterID of theadvertisemensoriginator Forrouterlinks advertisementshisfield is
identicalto the Link StatelD field. Networklink advertisementareoriginatedby the network’s DesignatedRouter
Summarylink advertisementsre originatedby areaborderrouters. Finally, AS externallink advertisementsre
originatedby AS boundaryrouters.

12.1.6 LS sequencenumber

The sequenc@umberfield is a signed32-bitinteger It is usedto detectold andduplicatelink stateadvertisements.
Thespaceof sequenc@umberss linearly ordered.Thelargerthe sequencaumber(whencomparedissigned32-bit
integers)the morerecentthe advertisementTo describeto sequenc@umberspacemorepreciselylet N referin the
discussiorbelowto the constan®®!.

The sequenceumber— N (0x80000000) is reservedandunused).This leaves— N + 1 (0x80000001) asthe
smalles{andthereforeoldest)sequencaumber A routeruseghis sequencaumbetthefirsttimeit originatesanylink
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Agesareexaminedvhenarouterreceivedwo instance®f alink stateadvertisementyothhavingidenticalsequence
numbersandchecksumsAn instanceof ageMaxAgeis thenalwaysacceptechismostrecent;this allows old adver-
tisementgo beflushedquickly from theroutingdomain.Otherwise jf theagesdiffer by morethanMaxAgeDiff, the
instancehavingthe smallerageis acceptedismostrecent.*! SeeSection13.1for moredetails.

12.1.2 Options

The optionsfield in the link stateheadelindicateswhich optionalcapabilitiesareassociatedvith the advertisement.
OSPFs optionalcapabilitiesaredescribedn Section4.5. Therearecurrentlytwo optionalcapabilitiesdefined;they
arerepresentethy the T-bit andE-bit foundin theoptionsfield. Therestof the optionsfield shouldbe setto zero.

TheE-bit represent©SPFS externalrouting capability This bit shouldbe setin all advertisementassociatedvith
the backbone and all advertisementassociatedvith non-stubareas(seeSection3.6). It shouldalsobe setin all
AS externaladvertisementslt shouldbe resetin all routerlinks, networklinks and summarylink advertisements
associatedvith a stubarea. For all link stateadvertisementghe settingof the E-bit is for informationalpurposes
only; it doesnot affecttheroutingtablecalculation.

TheT-bit represent©SPF5 TOSrouting capability This bit shouldbe setin arouterlinks advertisemenf andonly
if therouteris capableof calculatingseparateoutesfor eachlP TOS(seeSection2.4). TheT-bit shouldalwaysbeset
in networklinks advertisementdt shouldbe setin summarylink andAS externallink advertisementg andonly if
theadvertisemendescribepathsfor all TOSvaluesinsteadf justtheTOSO0 path.Notethat,with the T-bit set,there
may still be only a singlemetricin the advertisemenfthe TOS 0 metric). This would meanthat pathsfor non-zero
TOSexist,butareequivalento the TOSO0 path. A link stateadvertisemen$T-bit is examinedvhencalculatingthe
routingtable’s non-zeroTOS paths(seeSection16.9).

12.1.3 LStype

The LS typefield dictatesthe formatandfunction of thelink stateadvertisementAdvertisement®f differenttypes
havedifferentnameg(e.g.,routerlinks or networklinks). All advertisementypes,exceptthe AS externallink ad-
vertisementgLS type = 5), arefloodedthroughouta singleareaonly. AS externallink advertisementareflooded
throughouthe entire AutonomousSystem excludingstubareagseeSection3.6). Eachseparatadvertisementype
is briefly describedelowin Table15.

12.1.4 Link StatelD

This field identifiesthe pieceof the routingdomainthatis beingdescribedy the advertisementDependingon the
advertisemen$LS type,theLink StatelD takesonthevalueslistedin Table16.

Whenthelink stateadvertisemenis describinga network,the Link StatelD is eitherthe network’s IP addresgas
in type 3 summarylink advertisementandin AS externallink advertisements)r the network’s IP addresss easily
derivablefromtheLink StatelD (notethatmaskinga networklinks advertisemens'Link StatelD with thenetwork's
subnetmaskyieldsthe network’s IP address)Whenthelink stateadvertisemenis describingarouter theLink State
ID is alwaysthe describedouters OSPFRouterID.

Whenan AS externaladvertisemenfLS Type = 5) is describinga defaultroute, its Link StatelD is setto Default-
Destination(0. 0. 0. 0).

1IMaxAgeDiff is anarchitecturatonstantlt indicateshe maximumdispersiorof agesjn secondsthatcanoccurfor asinglelink stateinstance
asit is floodedthroughoutheroutingdomain.If two advertisementdiffer by morethanthis, theyareassumedo bedifferentinstance®f thesame
advertisementThis canoccurwhena routerrestartsaandlosestrackof its previoussequenc@eumber SeeSection13.4for moredetails.
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| Type|  Dest | Area| PathType | Cost| NextHop(s) | AdvertisingRouter(s)]

N Ib 0 intra-area| 16 RT3 *

N la 0 intra-area| 21 RT3 *
BR RT3 0 intra-area| 1 * *
BR RT10 0 intra-area| 16 RT3 *
BR RT11 0 intra-area| 19 RT3 *

N N9-N11,H1 0 interrarea| 20 RT3 RT11

Table14: Changesesultingfrom anadditionalvirtual link.

12 Link StateAdvertisements

Eachrouterin the AutonomousSystenoriginatesoneor morelink stateadvertisementsTherearefive distincttypesof
link stateadvertisementsyhicharedescribedn Sectiord.3. Thecollectionof link stateadvertisement®rmsthelink
stateor topologicaldatabaseEachseparateaype of advertisementhasa separatdunction. Routerlinks and network
links advertisementdescribenow an areas routersandnetworksareinterconnectedSummarylink advertisements
provideaway of condensin@nareasroutinginformation. AS externabdvertisementgrovideaway of transparently
advertisingexternally-derivedoutinginformationthroughouthe AutonomousSystem.

Eachlink stateadvertisemenbeginswith a standard0-byteheaderThis link stateheadeiis discussedbelow

12.1 ThelLink StateHeader

Thelink stateheadercontainsthe LS type, Link StatelD and AdvertisingRouterfields. The combinationof these
threefields uniquelyidentifiesthelink stateadvertisement.

Theremay be severainstance®f anadvertisemenpresenin the AutonomousSystemall atthe sametime. It must
thenbe determinedwvhich instanceis morerecent. This determinatioris madebe examiningthe LS sequencel S
checksumandLS agefields. Thesefieldsarealsocontainedn the 20-bytelink stateheader

Severabf the OSPFpackettypeslist link stateadvertisements/Nhentheinstancds notimportant,anadvertisement
is referredto by its LS type, Link StatelD andAdvertisingRouter(seeLink StateRequesPackets).Otherwisethe
LS sequenc@umber LS ageandLS checksunfieldsmustalsobereferenced.

A detailedexplanatiorof thefieldscontainedn thelink stateheadeffollows.

12.1.1 LS age

Thisfield is theageof thelink stateadvertisemenin secondslt shouldbe processe@sanunsignedl6-bitinteger It
is setto 0 whenthelink stateadvertisemenis originated. It mustbeincrementedy InfTransDelayon everyhop of
thefloodingprocedurelLink stateadvertisementarealsoagedastheyareheldin eachroutersdatabase.

The ageof alink stateadvertisemenis neverincrementecpastMaxAge. AdvertisementdhavingageMaxAge are
not usedin the routingtable calculation. Whenan advertisemeng agefirst reachesvlaxAge, it is reflooded.A link

stateadvertisemenf ageMaxAgeis finally flushedfrom thedatabasevhenit is nolongercontainenanyneighbor
Link stateretransmissionlists. This indicatesthatit hasbeenacknowledgedy all adjacentneighbors.For more
informationon theagingof link stateadvertisementgonsultSectionl4.
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areaborderrouterandan AS boundaryrouter Notealsothattherearetwo routingentriesfor the areaborderrouter
RT3, sinceit hastwo areasn commonwith RT4 (Area 1 andthebackbone).

Backbonepathshavebeencalculatedo all areaborderrouters(BR). Theseareusedwhendeterminingtheinter-area
routes.Notethatall of theinter-arearoutesareassociatedvith thebackbonethis is alwaysthe casewhentherouter
is itself anareaborderrouter Routinginformationis condenseet areaboundariesin this examplewe assumehat
Area 3 hasbeendefinedso that networksN9-N11 andthe hostrouteto H1 areall condensedo a singleroutewhen
advertisedo the backbongby routerRT11). Notethatthe costof this routeis the minimum of the setof coststo its

individual components.

Thereis avirtual link configuredbetweerroutersRT10andRT11. Withoutthis configuredvirtual link, RT11 would
be unableto advertisea routefor networksN9-N11 andhostH1 into the backboneandtherewould not be anentry
for thesenetworksin routerRT4’s routingtable.

In this exampletherearetwo equal-cospathsto networkN12. However they both usethe samenext hop (Router
RT5).

Type Dest Area Path Type Cost | NextHop(s) | AdvertisingRouter(s)

N N1 1 intra-area 4 RT1 *

N N2 1 intra-area 4 RT2 *

N N3 1 intra-area 1 * *

N N4 1 intra-area 3 RT3 *
BR RT3 1 intra-area 1 * *

N Ib 0 intra-area 22 RT5 *

N la 0 intra-area 27 RT5 *
BR RT3 0 intra-area 21 RT5 *
BR RT7 0 intra-area 14 RT5 *
BR RT10 0 intra-area 22 RT5 *
BR RT11 0 intra-area 25 RT5 *

ASBR RT5 0 intra-area 8 * *
ASBR RT7 0 intra-area 14 RT5 *

N N6 0 inter-area 15 RT5 RT7

N N7 0 inter-area 19 RT5 RT7

N N8 0 inter-area 18 RT5 RT7

N N9-N11,H1 0 inter-area 26 RT5 RT11

N N12 * typelexternal| 16 RT5 RT5,RT7

N N13 * typelexternal| 16 RT5 RT5

N N14 * typelexternal| 16 RT5 RT5

N N15 * typel external| 23 RT5 RT7

Table13: RouterRT4’sroutingtablein the presencef areas.

RouterRT4’s routing tablewould improve (i.e., someof the pathsin the routing tablewould becomeshorter)if an
additionalvirtual link were configuredbetweenrouter RT4 androuter RT3. The new virtual link would itself be
associatedavith thefirst entryfor areaborderrouterRT3 in Table13 (anintra-aregpaththroughAreal). Thiswould
yield a costof 1 for the virtual link. The routing tableentrieschangeghatwould be causedy the additionof this
virtual link areshownin Table14.
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11.2 Samplerouting table, without areas

Considerthe AutonomousSystempicturedin Figure2. No OSPFareashavebeenconfigured. A single metricis
shownperoutboundnterface jndicatingthatrouteswill notvarybasedn TOS.ThecalculationrouterRT6’srouting
table proceedsasdescribedn Section2.1. Theresultingrouting tableis shownin Table12. Destinationtypesare
abbreviatedNetworkas“N”, areaborderrouteras“BR” andAS boundaryrouteras“ASBR”.

Thereareno instance®f multiple equal-cosshortespathsin this example.Also, sincethereareno areasthereare
nointer-areapaths.

RoutersRT5 andRT7 areAS boundaryrouters.Intra-arearouteshavebeencalculatedo routersRT5 andRT7. This
allows externalroutesto be calculatedo the destinationsadvertisedby RT5 andRT7 (i.e., networksN12,N13, N14
andN15). It is assumeall AS externaladvertisementsriginatedby RT5 and RT7 areadvertisingtype 1 external
metrics. Thisresultsin type 1 externalpathsbeingcalculatedo destinationdN12-N15.

Type | Dest| Area Path Type Cost | NextHop(s) | AdvertisingRouter(s)
N N1 0 intra-area 10 RT3 *
N N2 0 intra-area 10 RT3 *
N N3 0 intra-area 7 RT3 *
N N4 0 intra-area 8 RT3 *
N Ib 0 intra-area 7 * *
N la 0 intra-area 12 RT10 *
N N6 0 intra-area 8 RT10 *
N N7 0 intra-area 12 RT10 *
N N8 0 intra-area 10 RT10 *
N N9 0 intra-area 11 RT10 *
N N10 0 intra-area 13 RT10 *
N N11 0 intra-area 14 RT10 *
N H1 0 intra-area 21 RT10 *
ASBR | RT5 0 intra-area 6 RT5 *
ASBR | RT7 0 intra-area 8 RT10 *
N N12 * typelexternal| 10 RT10 RT7
N N13 * typelexternal| 14 RT5 RT5
N N14 * typelexternal| 14 RT5 RT5
N N15 * typelexternal| 17 RT10 RT7

Table12: Theroutingtablefor RouterRT6 (no configuredareas).

11.3 Samplerouting table, with areas

Considetthe previousexample this time splitinto OSPFareas.An OSPFareaconfigurationis picturedin Figure6.

RouterRT4'sroutingtablewill bedescribedor this areaconfiguration.RouterRT4 hasa connectiorto Areal anda
backboneconnection.This causefRouterRT4 to view the AS astheconcatenationf thetwo graphsshownin Figures
7 and8. Theresultingroutingtableis displayedn Table13.

Again,routersRT5andRT7 areAS boundaryouters.RouterdRT3,RT4,RT7,RT10andRT11 areareaborderrouters.
Notethattherearetwo routing entries(in this casehavingidenticalpaths)for routerRT7, in its dual capacitiesasan
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Whenmultiple pathsof equalpath-typeandcostexistto adestinationcalledelsewheréequal-cost’paths) theyare
storedin asingleroutingtableentry. Eachoneof the“equal-cost”pathsis distinguishedy the following fields:

Next hop Theoutgoingrouterinterfaceto usewhenforwardingtraffic to the destination.On multi-accessietworks,
thenexthopalsoincludesthe P addres®f thenextrouter(if any)in the pathtowardsthe destination.This next
routerwill alwaysbeoneof theadjacennheighbors.

Advertising router Valid only for inter-areaandAS externalpaths. This field indicatesthe RouterID of the router
advertisinghe summarnylink or AS externallink thatled to this path.

11.1 Routing table lookup

Whenan IP datapacketis received an OSPFrouterfindsthe routing tableentry that bestmatcheghe packets des-
tination. This routing table entry then providesthe outgoinginterfaceandnext hop routerto usein forwardingthe
packet.This sectiondescribeghe procesf finding the bestmatchingroutingtableentry. The processonsistof a
numberof stepswhereinthe collectionof routingtableentriesis progressivelypruned.In the end,the singlerouting
tableentryremainingis the calledbestmatch.

Notethatthe stepsdescribedelowmayfail to producea bestmatchroutingtableentry (i.e.,all existingroutingtable
entriesare prunedfor somereasonor another). In this case the packets IP destinationis consideredinreachable.
Insteadof beingforwarded,the packetshouldbe droppedandan ICMP destinationunreachablenessagehouldbe
returnedo the packets source.

1. Selectthe completesetof “matching” routing table entriesfrom the routing table. Eachrouting table entry
describes (setof) path(s)to a rangeof IP addresseslf the datapackets IP destinationfalls into an entry’s
rangeof IP addressesheroutingtableentryis calleda match. (It is quitelikely thatmultiple entrieswill match
thedatapacket.For example a defaultroutewill matchall packets.)

2. Supposehat the packets IP destinationfalls into one of the routef's configuredarea addressranges (see
Sectior3.5),andthattheparticularareaaddressangeis active. Thismeanghatthereareoneor morereachable
(by intra-aregpaths)networkscontainedn theareaaddressange.The packets IP destinatioris thenrequired
to belongto oneof theseconstituennetworks.For this reasonpnly matchingrouting tableentrieswith path-
type of intra-areaare consideredall othersare pruned). If no suchmatchingentriesexist, the destinationis
unreachablé¢seeabove).Otherwise skip to step4.

3. Reducehe setof matchingentriesto thosehavingthe mostpreferentialpath-type (seeSection11l). OSPFhas
afour level hierarchyof paths.Intra-aregpathsarethe mostpreferredfollowed in orderby inter-area,Type 1
externaland Type2 externalpaths.

4. Selectheremainingroutingtableentrythatprovidesthelongest(mostspecificymatch. Anotherway of saying
this is to choosethe remainingentry that specifiesthe narrowestrangeof IP addresses!® For examplethe
entry for the address/maskair of (128.185.1.00xf f f f f f 00) is more specificthan an entry for the pair
(128.185.0.00xf f f f 0000). Thedefaultrouteis theleastspecificmatch,sinceit matchesll destinations.

5. At this point, theremay still be multiple routing table entriesremaining. Eachrouting entry will specifythe
samerangeof IP addressedyut a differentlP Typeof Service.SelecttheroutingtableentrywhoseTOSvalue
matcheghe TOSfoundin the packetheader If thereis no routingtableentryfor this TOS, selecttherouting
tableentryfor TOSO. In otherwords,packetsequestingfOS X areroutedalongthe TOSO0 pathif aTOSX
pathdoesnot exist.

101t is assumedhat, for two differentaddressangesmatchingthe destinationpnerangeis morespecificthanthe other Non-contiguousubnet
maskscanbe configuredo violatethis assumptionSuchsubnetmaskconfigurationsannotbe handledby the OSPFprotocol.
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AddressMask Only definedfor networks.The network’s IP addresgogethemwith its addressnaskdefinesarange
of IP addressed-or IP subnetsthe addressnaskis referredto asthe subneimask.For hostroutes the maskis
“all ones”(Oxffffffff).

Optional Capabilities Whenthe destinationis arouter(eitheran areaborderrouteror an AS boundaryrouter)this
field indicateshe optional OSPFcapabilitiessupportedy thedestinatiorrouter Thetwo optionalcapabilities
currentlydefinedby this specificationare the ability to route basedon IP TOS andthe ability to processAS
externaladvertisementd-or a furtherdiscussiorof OSPF5 optionalcapabilities seeSectiord.5.

The setof pathsto usefor a destinatiormay vary basedon IP Typeof Serviceandthe OSPFareato which the paths
belong.This meanghattheremaybe multiple routingtableentriesfor the samedestinationdependingnthevalues
of the nexttwo fields.

Typeof Service Therecanbeaseparatsetof routesfor eachlP Typeof Service.Theencodingof TOSin OSPHink
stateadvertisementis describedn Section12.3.

Ar ea Thisfield indicategheareawhoselink stateinformationhasled to theroutingtableentry’s collectionof paths.
Thisis calledtheentry’'sassociate@drea.For setsof AS externalpathsthisfield is notdefined.For destinations
of type “areaborderrouter’, theremay be separatesetsof paths(andthereforeseparateoutingtableentries)
associatedvith eachof severalareas.This will happenwhentwo areaborderrouterssharemultiple areasin
common.For all otherdestinatiortypes,only the setof pathsassociatedvith the bestarea(the oneproviding
theshortestroute)is kept.

Therestof therouting tableentry describeshe setof pathsto the destination.The following fields pertainto the set
of pathsasawhole. In otherwords,eachoneof the pathscontainedn aroutingtableentryis of the samepath-type
andcost(seebelow).

Path-type Therearefour possibletypesof pathsusedto routetraffic to the destinationjisted herein orderof prefer-
ence:intra-areajnter-areatype 1 externalor type 2 external. Intra-aregpathsindicatedestinationdelonging
to one of the router's attachedareas. Inter-areapathsare pathsto destinationsn other OSPFareas. These
arediscoveredhroughthe examinatiorof receivedssummarylink advertisementsAS externalpathsare paths
to destinationsexternalto the AS. Theseare detectedhroughthe examinationof receivedAS externallink
advertisements.

Cost Thelink statecostof the pathto the destination.For all pathsexcepttype 2 externalpathsthis describeghe
entirepath’s cost. For Type 2 externalpaths,this field describeghe costof the portion of the pathinternalto
the AS. This costis calculatedasthe sumof the costsof the path's constituentinks.

Type 2 cost Only valid for type 2 externalpaths. For thesepaths,this field indicatesthe costof the path's external
portion. This costhasbeenadvertisedby an AS boundaryrouter, andis the mostsignificantpart of the total
pathcost.Forexample anexternaltype 2 pathwith type 2 costof 5 is alwayspreferredovera pathwith type 2
costof 10, regardles®f the costof thetwo paths’internalcomponents.

Link StateOrigin Valid only for intra-aregpaths thisfield indicateshelink stateadvertisemenfrouterlinks or net-
work links) thatdirectlyreferenceshedestination Forexamplejf thedestinatioris atransitnetwork,thisis the
transitnetwork'snetworklinks advertisementf thedestinatioris a stubnetwork,thisis therouterlinks adver-
tisemenffor the attachedouter Theadvertisemenis discoveredduring the shortest-pattireecalculation(see
Section16.1). Multiple advertisementmay referencehe destination howevera tie-breakingschemealways
reduceghe choiceto a singleadvertisement.

Thisfield is for informationalpurpose®nly. Theadvertisementould beusedasarootfor an SPFcalculation
whenbuilding areversepathforwardingtree. This is beyondthe scopeof this specification.
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Theneighborstatechangesealizedby eachrouterarelisted on the sidesof thefigure.

At the beginningof Figure 14, routerRT1’s interfaceto the networkbecome®perational.lt beginssendinghellos,
althoughit doesnt knowtheidentity of the Designatedrouteror of anyotherneighboringrouters.RouterRT2 hears
this hello (movingtheneighborto Init state),andin its nexthello indicatesthatit is itself the DesignatedRouterand
thatit hasheardhellosfrom RT1. Thisin turncausedRT1to goto stateExStart, asit startsto bringup theadjacency

RT1 beginsby assertingtself asthe master Whenit seesthat RT2 is indeedthe master(becausesf RT2’s higher
RouterID), RT1 transitionsto slavestateandadoptsits neighbois sequenc&aumber Databaséescriptionpackets
arethenexchangedwith polls comingfrom the master(RT2) andresponsefrom the slave(RT1). This sequencef

Databas®escriptionPacketendswhenboththe poll andassociatedesponséiasthe M-bit off.

In thisexamplejt is assumedhatRT2 hasa completelyup to datedatabaseln thatcase RT2 goesimmediatelyinto
Full state.RT1will gointo Full stateafterupdatingthe necessarpartsof its databaseThis is doneby sendingLink
StateRequesPacketsandreceivingLink StateUpdatePacketsn responseNotethat, while RT1 haswaiteduntil a
completesetof DatabasdescriptionPackethasbeenreceived(from RT2) beforesendingany Link StateRequest
Packetsthis neednot be the case.RT1 could haveinterleavedthe sendingof Link StateRequesPacketswith the
receptionof Databas®escriptionPackets.

11 The Routing Table Structure

Theroutingtabledatastructurecontainsall the informationnecessaryo forwardan IP datapackettowardits desti-
nation. Eachrouting table entry describeghe collectionof bestpathsto a particulardestination.Whenforwarding
an IP datapacket,the routing table entry providing the bestmatchfor the packets IP destinationis located. The
matchingroutingtableentrythenprovidesthe nexthoptowardsthe packets destination OSPFalsoprovidesfor the
existenceof a defaultroute (DestinationID = DefaultDestination).Whenthe defaultroute exists,it matchesll IP
destinationgalthoughany othermatchingentryis a bettermatch). Finding the routingtable entry that bestmatches
an|P destinatioris furtherdescribedn Section11.1.

Thereis asingleroutingtablein eachrouter Two sampleroutingtablesaredescribedn Sectionsl1.2and11.3. The
building of theroutingtableis discussedn Sectionl6.

Therestof this sectiondefineghefieldsfoundin aroutingtableentry Thefirst setof fieldsdescribesheroutingtable
entry’'sdestination.

Destination Type The destinationcanbe one of threetypes. Only the first type, Network, is actually usedwhen
forwardinglP datatraffic. Theotherdestination@reusedsolelyasintermediatestepsin theroutingtablebuild
process.

Network A rangeof IP addressedp which IP datatraffic maybeforwarded.This includeslP networks(class
A, B, or C), IP subnetsandsinglelP hosts.Thedefaultroutealsofalls in this category

Areaborder router Routersthatareconnectedo multiple OSPFareas.Suchroutersoriginatesummarylink
advertisements.Theserouting table entriesare usedwhen calculatingthe inter-arearoutes(see Sec-
tion 16.2). Theseroutingtableentriesmayalsobeassociatedvith configuredvirtual links.

AS boundary router Routersthat originate AS externallink advertisementsTheserouting tableentriesare
usedwhencalculatingthe AS externalroutes(seeSection16.4).

DestinationID Thedestinations identifieror name.This depend®nthe destinatiors type. For networks theiden-
tifier is their associatedP addressFor all othertypes theidentifieris the OSPFRouterID. °

9Theaddresspaceof IP networksandthe addresspaceof OSPFRouterlDs mayoverlap. Thatis, a networkmayhavean IP addressvhichis
identical(whenconsideredsa 32-bithumber)to somerouter's RouteriD.
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10.8 SendingDatabaseDescription Packets

This sectiondescribeiow Databas®escriptionPacketaresentto aneighbor Therouter s optionalOSPFcapabili-
ties(seeSectiond.5)aretransmittedo theneighboiin theOptions field of theDatabas®escriptionpacket.Therouter
shouldmaintainthe samesetof optionalcapabilitiesthroughoutthe Databasd=xchangeandflooding procedures!f

for somereasonthe router's optional capabilitieschange the Databaséxchangeprocedureshouldbe restartecby
revertingto neighborstateExStart. Therearecurrentlytwo optionalcapabilitiesdefined. The T-bit shouldbe setif

andonly if therouteris capableof calculatingseparat@outesfor eachlP TOS. The E-bit shouldbesetif andonly if

theattachedchetworkbelongsto a non-stubarea.Therestof the Options field shouldbe setto zero.

The sendingof DatabaseéDescriptionpacketsdependson the neighbots state. In stateExStart the router sends
empty DatabaseéDescriptionpacketswith theinitialize (1), more (M) and master(MS) bits set. Thesepacketsare
retransmittecevery Rxmtintervalseconds.

In stateExchangetheDatabas®escriptionPacketactuallycontainsummarie®f thelink stateinformationcontained
in the routers database.Eachlink stateadvertisemenin the areas topologicaldatabasdat the time the neighbor
transitiondgnto Exchangestate)is listedin the neighborDatabasesummary list. Whena newDatabasdescription
Packetis to be sent,the packets sequencenumberis incrementedand the (new) top of the Databasesummary

list is describedby the packet. Items are removedfrom the Databasesummary list whenthe previouspacketis

acknowledged.

In stateExchange the determinatiorof whento senda packetdepend®nwhethertherouteris masteror slave:

Master Packetsare sentwheneithera) the slaveacknowledgeshe previouspacketby echoingthe sequenceum-
ber or b) RxmtlIntervalsecondslapsewithout an acknowledgmentin which casethe previouspacketis
retransmitted.

Slave Packetaresentonly in responseéo packetgeceivedrom themaster If the packetreceivedrom themaster
is new, a newpacketis sent,otherwisethe previouspacketis resent.

In states oading andFull the slavemustresendits last packetin responseo duplicatepacketsreceivedfrom the
master For thisreasorthe slavemustwait RouterDeadIntervadeconddeforefreeingthelastpacket.Receptiorof a
packetfrom the masterafterthisintervalwill generatea SeqNumber Mismatch neighborevent.

10.9 SendingLink StateRequestPackets

In neighborstatesExchangeor Loading, theLink staterequestlist containsalist of thoselink stateadvertisements
thatneedto beobtainedrom theneighbor To requestheseadvertisements routersendgheneighborthebeginning
of theLink staterequestlist, packagedn alink StateRequespacket.

Whenthe neighborrespondgo theserequestawith the properLink StateUpdatepacket(s)the Link staterequest
list is truncatedanda new Link StateRequespacketis sent. This procesontinuesuntil thelink staterequestist
becomeempty UnsatisfiedLink StateRequestareretransmittedat intervalsof Rxmtinterval. Thereshouldbe at
mostonelLink StateRequespacketoutstandingatanyonetime.

Whenthe Link state requestlist becomesmpty andthe neighborstateis Loading (i.e., a completesequencef
Databas®escriptionpacketshasbeenreceivedrom the neighbor) the Loading Doneneighboreventis generated.

10.10 An Example

Figurel4showsanexampleof anadjacencyorming. RouterdRT1andRT2arebothconnectedo abroadcastetwork.
It is assumedhatRT2 is the Designatedrouterfor the network,andthatRT2 hasa higherRouterlD thatrouterRT1.
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¢ If therouteris slave andthepacketssequencaumberis equalto theroutef ssequencaumberthepacket
is aduplicate.Theslavemustrespondo duplicatedy repeatinghelastDatabas@®escriptionpacketthat
it sent.

e Else,generatehe neighboreventSeqNumber Mismatch andstopprocessinghe packet.

Loading or Full In this state therouterhassentandreceivedanentiresequencef Databas®escriptions.Theonly
packetseceivedshouldbe duplicateqseeabove).In particular the packets Optionsfield shouldmatchthe set
of optional OSPFcapabilitiespreviouslyindicatedby theneighbor(storedin the neighborstructures neighbor
Options field). Any other packetsreceived,including the receptionof a packetwith the Initialize(l) bit set,
shouldgeneratethe neighboreventSegNumber Mismatch. & Duplicatesshouldbe discardedby the master
Theslavemustrespondo duplicatesby repeatinghe lastDatabas@®escriptionpacketthatit sent.

Whentherouteraccepts receivedDatabaséescriptionPacketasthe nextin sequencéhe packetcontentsarepro-
cessedhsfollows. For eachlink stateadvertisemenlisted, the advertisemens LS type is checkedfor validity. If

the LS type is unknown(e.g.,not oneof the LS types1-5 definedby this specification)or if thisis a AS external
advertisemenflS type= 5) andtheneighbolis associateavith a stubareageneratehe neighboreventSeqNumber

Mismatch andstop processinghe packet. Otherwise the routerlooks up the advertisemenin its databaseéo see
whetherit alsohasaninstanceof thelink stateadvertisementf it doesnot, or if the databaseopyis lessrecent(see
Section13.1),thelink stateadvertisemeris putonthelLink staterequestlist sothatit canberequestedimmediately
or atsomelatertime)in Link StateRequesPackets.

Whentherouteracceptareceivedatabas®escriptionPackeasthenextin sequencet alsoperformsthefollowing
actions dependingon whetherit is masteror slave:

Master Incrementghesequencaumber If therouterhasalreadysentits entiresequencef Databas®escriptions,
andthejustacceptegackethasthe morebit (M) setto 0, the neighboreventExchangeDoneis generated.
Otherwisejt shouldsenda new Databas®escriptionto theslave.

Slave Setsthe sequenc&umberto the sequenceumberappearingn the receivedpacket. The slavemustsenda
Databasdescriptionin reply. If thereceivedpackethasthe morebit (M) setto 0, andthe packetto besent
by the slavewill havethe M-bit setto 0 also,the neighboreventExchangeDoneis generatedNotethatthe
slavealwaysgeneratehis eventbeforethe master

10.7 ReceivingLink StateRequestPackets

This sectionexplainsthe detailedprocessingf receivedLink StateRequespackets.ReceivedLink StateRequest
Packetsspecifya list of link stateadvertisementshatthe neighborwishesto receive. Link stateRequestPackets
shouldbe acceptedvhentheneighboris in statesExchange Loading, or Full. In all otherstated ink StateRequest
Packetshouldbeignored.

Eachlink stateadvertisemengpecifiedn theLink StateRequespacketshouldbelocatedn therouter sdatabaseand
copiedinto Link StateUpdatepacketdor transmissioro the neighbor Thesedlink stateadvertisementshouldNOT
beplacedonthelLink stateretransmissionlist for theneighbor If alink stateadvertisementannotbe foundin the
databasesomethinghasgonewrong with the synchronizatiorprocedureandneighboreventBadLSReq shouldbe
generated.

8Notethatit is possiblefor a routerto resynchronizeny of its fully establishechdjacenciedy settingthe adjacencys statebackto ExStart.
Thiswill causeheotherendof the adjacencyto processa Seg Number Mismatch event,andthereforeto alsogo backto ExStart state.
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interfaceis in stateWaiting, thereceivinginterfaces statemachineis scheduledvith the eventBackupSeen
Otherwise|f the neighboris declaringitself to be BackupDesignatedRouterandit hadnot previously or the
neighbotis notdeclaringtself BackupDesignatedRouterwhereit hadpreviously thereceivinginterfaces state
machines scheduledvith the eventNeighborChange In anycasethe BackupDesignatedrouteritemin the
neighborstructureis setaccordingly

10.6 ReceivingDatabaseDescription Packets

This sectionexplainsthe detailedprocessingf a receivedDatabaseDescriptionpacket. The incoming Database
DescriptionPackethasalreadybeenassociatedvith a neighborandreceivinginterfaceby the genericinput packet
processindSection8.2). Thefurtherprocessingf the Databas®escriptionPackedepend®nthe neighborstate.If
theneighbots stateis Down or Attempt the packetshouldbeignored.Otherwisejf the stateis:

Init Theneighborstatemachineshouldbe executedvith theevent2-Way Received This causeanimmediatestate
changeo eitherstate2-Way or stateExstart. The processingf thecurrentpacketshouldthencontinuein this
newstate.

2-Way The packetshouldbe ignored. Databasedescriptionpacketsare usedonly for the purposeof bringing up
adjacencies!

ExStart If thereceivedpacketmatche®neof thefollowing casesthentheneighborstatemachineshouldbeexecuted
with theeventNegotiationDone(causinghestateto transitionto Exchange, thepackets Optionsfield should
be recordedn the neighborstructures Neighbor Options field andthe packetshouldbe acceptedasnextin
sequencandprocessedurther (seebelow). Otherwise the packetshouldbeignored.

¢ Theinitialize(l), more(M) andmaster(MShitsareset,thecontentf the packetareempty andtheneigh-
bor's RouterlD is largerthantherouters own. In this casetherouteris now Slave. Setthe master/slave
bit to slave,andsetthe sequenc@umberto thatspecifiedoy the master

¢ Theinitialize(l) andmaster(MS)bits are off, the packets sequenceaumberequalsthe routers own se-
guencenumber(indicating acknowledgmentandthe neighbots RouterID is smallerthanthe routers
own. In this casetherouteris Master

Exchange If thestateof theMS-bitis inconsistenwith themaster/slavstateof theconnectiongeneratéheneighbor
eventSeqNumber Mismatch andstopprocessinghe packet.Otherwise:

o If theinitialize(l) bit is set,generatehe neighboreventSegNumber Mismatch andstopprocessinghe
packet.

o If the packets Optionsfield indicatesa differentsetof optional OSPFcapabilitiesthanwere previously
receivedfrom the neighbor(recordedn the Neighbor Options field of the neighborstructure) generate
the neighboreventSegNumber Mismatch andstopprocessinghe packet.

o If therouteris masterandthe packets sequenceumberequalsthe routefs own sequenceumber(this
packetis thenextin sequencedhe packetshouldbe acceptedndits contentprocessedbelow).

o If therouteris masteyandthe packets sequenc&umberis onelessthantherouter s sequenc&umber
the packetis a duplicate.Duplicatesshouldbe discardedy the master

¢ If therouteris slave,andthepacketssequencaumbelis onemorethantherouter sown sequencaumber
(this packetis the nextin sequencethe packetshouldbe acceptedndits contentprocessedbelow).

“Whenthe identity of the DesignatedRouteris changing,it may be quite commonfor a neighborin this stateto sendthe routera Database
Descriptionpacket;this meanghatthereis somemomentarydisagreemern the DesignatedRouter sidentity.

[J. Moy] [Page49]



RFC1247 OSPFVersion2 July 1991

10.5 ReceivingHello packets

This sectionexplainsthe detailedprocessingf a receivedHello packet. (SeeSectionA.3.2 for the format of Hello

packets.)Thegenericinput processingf OSPFpacketswill havecheckedhevalidity of thelP headeandthe OSPF
packetheaderNext, thevaluesof theNetwork Mask, Hellolnt, andDeadInt fieldsin thereceivedHello packetmust
be checkedagainsthe valuesconfiguredfor thereceivinginterface.Any mismatchcausegrocessingdo stopandthe
packetio bedropped.In otherwords,theabovefieldsarereally describingheattachedetwork’s configuration.Note
thatthevalueof the Network Mask field shouldnot be checkedn Hellosreceivedon unnumberederiallinesor on

virtual links.

Thereceivinginterfaceattachego a singleOSPFarea(this could bethe backbone) The settingof the E-bit foundin
the Hello Packets optionfield mustmatchthis areas externalrouting capability If AS externaladvertisementare
notfloodedinto/throughouthearea(i.e, the areais a “stub”) the E-bit mustbe clearin receivechellos,otherwisethe
E-bit mustbe set. A mismatchcausegprocessingo stopandthe packetto be dropped.The settingof therestof the
bitsin theHello Packets optionfield shouldbeignored.

At this point,anattemptis madeto matchthe sourceof the Hello Packeto oneof thereceivinginterfaces neighbors.
If thereceivinginterfaceis a multi-accessetwork(eitherbroadcasor non-broadcasthe sourceis identifiedby the
IP sourceaddresgoundin theHello’sIP headerlf thereceivinginterfaceis a point-to-pointlink or avirtual link, the
sourcds identifiedby the RouterID foundin theHello’'s OSPFpacketheader Theinterfaces currentlist of neighbors
is containedn the interfaces datastructure.If a matchingneighborstructurecannotbe found, (i.e., this is the first
time the neighborhasbeendetected)pneis created.Theinitial stateof a newly createcheighboris setto Down.

Whenreceivingan Hello Packetfrom a neighboron a multi-accessetwork (broadcasbr non-broadcast)setthe
neighborstructures NeighborlD equalto the RouterlD foundin the packets OSPFheaderWhenreceivinganHello
on a point-to-pointnetwork(but not on avirtual link) setthe neighborstructures NeighborlP addresgo the packets
IP sourceaddress.

Nowtherestof theHello Packeis examinedgeneratingventdo begivento theneighborandinterfacestatemachines.
Thesestatemachinesare specifiedeitherto be executedr scheduledseeSection4.4). Forexample by specifying
belowthattheneighborstatemachinebeexecutedn line, severaheighborstatetransitionamaybeeffectedby asingle
receivedHello:

e EachHello Packettausesheneighborstatemachineto beexecutedvith theeventHello Received

e Thenthelist of neighborscontainedn the Hello Packetis examined. If the routeritself appeardn this list,
the neighborstatemachineshouldbe executedvith the event2-Way Received Otherwise the neighborstate
machineshouldbe executedvith theeventl-Way Received andthe processingf the packetstops.

e Next, the Hello packets RouterPriority field is examined.If this field is differentthanthe onepreviouslyre-
ceivedfrom theneighborthereceivinginterfaces statemachines scheduledvith theeventNeighborChange
In any casethe RouterPriority field in the neighbordatastructureshouldbe setaccordingly

e Nextthe Designatedrouterfield in the Hello Packetis examined If the neighboris bothdeclaringitself to be
DesignatedRouter(DesignatedRouterfield = neighboi P addressandtheBackupDesignatedRouterfield in the
packetis equalto 0.0.0.0andthereceivinginterfaceis in stateWaiting, thereceivinginterfaces statemachine
is scheduledvith the eventBackupSeen Otherwisejf the neighboris declaringitself to be Designatedrouter
andit hadnot previously or the neighboris not declaringitself Designatedrkouterwhereit hadpreviously the
receivinginterfaces statemachineis scheduledvith the eventNeighborChange In anycasethe Designated
Routeritem in the neighborstructureis setaccordingly

e Finally, the BackupDesignatedRouterfield in theHello Packetis examined If the neighboris declaringitself
to be BackupDesignatedRouter(BackupDesignatedRouterfield = neighborlP addressyandthe receiving
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Action:  Thelink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, theinactivity timeris disabled.

State(s): Any state
Event: LLDown
Newstate: Down

Action:  Thelink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, theinactivity timeris disabled.

State(s):  Any state
Event:  Inactivity Timer
Newstate:  Down

Action:  Thelink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event:  1-Way Received
Newstate:  Init

Action:  Thelink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event:  2-Wayreceived
Newstate:  No statechange.
Action: No actionrequired.

State(s):  Init
Event:  1-Wayreceived
Newstate:  No statechange.
Action: No actionrequired.

10.4 Whether to becomeadjacent

Adjacenciesare establishedvith somesubsetof the router's neighbors. Routersconnectedoy point-to-pointnet-
works andvirtual links alwaysbecomeadjacent.On multi-accessietworks,all routersbecomeadjacento boththe
Designatedrouterandthe BackupDesignatedrouter

Theadjacency-forminglecisionoccursn two placesn theneighborstatemachine.First, whenbidirectionalcommu-
nicationis initially establishedvith theneighborandsecondlywhentheidentity of the attachedetwork’s (Backup)
Designatedrouterchangeslf the decisionis madeto not attemptanadjacencythe stateof the neighborcommuni-
cationstopsat 2-Way.

An adjacencyhouldbeestablishedvith a (bidirectional)neighbomwwhenatleastoneof thefollowing conditionsholds:

- Theunderlyingnetworktypeis point-to-point

- Theunderlyingnetworktypeis virtual link

- Therouteritself is the DesignatedRouter

- Therouteritself is the BackupDesignatedRouter

- Theneighboringrouteris the Designatedrouter

- Theneighboringrouteris the BackupDesignatedrouter
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Loading

Loading Done

Full

No actionrequired.Thisis anadjacencysfinal state.

2-Way

AdjOK?

Dependauponactionroutine.

Determinewhetheran adjacencyshouldbe formedwith the neighboringrouter(see
Section10.4). If not, the neighborstateremainsat 2-Way. Otherwise transitionthe

neighborstateto ExStart andperformtheactionsassociatedvith theabovestatema-
chineentryfor statelnit andevent2-Way Received

ExStart or greater

AdjOK?

Dependaiponactionroutine.

Determinewhetherthe neighboringroutershouldstill be adjacent.If yes,thereis no
statechangeandno furtheractionis necessary

Otherwisethe(possiblypartially formed)adjacencynustbedestroyed Theneighbor

statetransitionsto 2-Way. ThelLink stateretransmissionlist, Databasesummary
list andLink staterequestlist areclearedof link stateadvertisements.

Exchangeor greater

SegNumber Mismatch

ExStart

The (possiblypartially formed)adjacencyis torn down,andthenan attemptis made
at reestablishmentThe neighborstatefirst transitionsto ExStart. The Link state
retransmissionlist, Databasesummary list andLink staterequestlist arecleared
of link stateadvertisementsThentherouterincrementghe sequenc@umberfor this
neighbor declarestself master(setsthemaster/slavéit to master) andstartssending
DatabasdescriptionPacketswith theinitialize (1), more(M) andmaster(MS) bits
set. This DatabasdescriptionPacketshouldbe otherwiseempty(seeSection10.8).

Exchangeor greater
BadLSReq
ExStart

Theactionfor eventBadLSReqis exactlythesameasfor theneighboreventSeqNum-
berMismatch. The (possiblypartially formed)adjacencyis torn down, andthenan
attemptis madeat reestablishment-or moreinformation,seethe neighborstatema-
chine entry thatis invoked wheneventSeqNumberMismatchis generatedn state
Exchangeor greater

Any state
KillNbr
Down
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No statechange.

Restartthe inactivity timer for the neighbor sincethe neighborhasagainbeenheard
from.

Init
2-Way Received
Dependaiponactionroutine.

Determinewhetheran adjacencyshouldbe establishedvith the neighbor(seeSec-
tion 10.4).If not,the newneighborstateis 2-Way.
Otherwise(anadjacencyshouldbeestablished)he neighborstatetransitionsto ExS-
tart. Upon enteringthis state,the routerincrementsthe sequencenumberfor this
neighbor If this is the first time that an adjacencyhasbeenattemptedthe sequence
numbershouldbe assignedsomeuniquevalue (like the time of day clock). It then
declarestself master(setsthe master/slavéit to master) andstartssendingDatabase
DescriptionPacketswith theinitialize (I), more(M) andmaster(MS) bits set. This
DatabaséescriptionPacketshouldbe otherwiseempty This Databaséescription
Packetshouldbe retransmittedat intervalsof Rxmtintervaluntil the next stateis en-
tered(seeSection 10.8).

ExStart

NegDone

Exchange

The router mustlist the contentsof its entire arealink statedatabasen the neigh-
bor Databasesummary list. Thearealink statedatabaseonsistsof therouterlinks,
networklinks and summarylinks containedn the areastructure alongwith the AS
externallinks containedn the global structure. AS externallink advertisementare
omittedfromavirtual neighbotsDatabasesummary list. AS externabdvertisements
areomittedfrom the Databasesummary list if theareahasbeenconfiguredasastub
(seeSection3.6). Advertisementsvhoseageis equalto MaxAge areinsteadadded
to theneighbots Link stateretransmissionlist. A summaryof the Databasesum-
mary list will besentto theneighborin Databas®escriptionpackets EachDatabase
DescriptionPackethasa sequencaumber andis explicitly acknowledgedOnly one
DatabaséescriptionPacketis allowed outstandingat any one time. For more de-
tail on the sendingandreceivingof Databasé)escriptionpacketsseeSections10.8
and10.6.

Exchange
ExchangeDone
Dependaiponactionroutine.

If theneighborLink staterequestlist is empty the new neighborstateis Full. No

otheractionis required.This is anadjacencys final state.

Otherwisethe newneighborstateis Loading. Start(or continue)sendingLink State
Requespacketdo the neighbor(seeSection10.9). Thesearerequestgor the neigh-
bor's morerecentadvertisementévhich werediscoveredut not yet receivedin the

Exchangestate). Theseadvertisementarelistedin theLink staterequestlist asso-
ciatedwith theneighbor
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1-Way An Hello packethasbeenreceivedfrom the neighborin which this routeris not mentioned.This indicates
thatcommunicatiorwith the neighboris not bidirectional.

KillNbr Thisis anindicationthatall communicationwith the neighboris now impossible forcing the neighborto
revertto Down state.

Inactivity Timer Theinactivity Timerhasfired. This meanghatno Hello packetshavebeenseerrecentlyfrom the
neighbor The neighbomrevertsto Down state.

LLDown Thisis anindicationfrom the lower level protocolsthat the neighboris now unreachable For example,
on an X.25 networkthis could be indicatedby an X.25 clearindicationwith appropriatecauseanddiagnostic
fields. This eventforcestheneighborinto Down state.

10.3 The Neighbor statemachine

A detaileddescriptionof the neighborstatechangegollows. Eachstatechangés invokedby anevent(Section10.2).
This eventmay producedifferenteffects,dependingon the currentstateof the neighbor For this reasonthe state
machinebelowis organizedby currentneighborstateandreceivedevent. Eachentryin the statemachinedescribes
theresultingnewneighborstateandthe requiredsetof additionalactions.

Whenan neighbotis statechangesijt may be necessaryo rerunthe DesignatedRouterelectionalgorithm. This is
determinedby whetherthe interfaceNeighbor Change eventis generatedseeSection9.2). Also, if the Interface
is in DR state(the router s itself DesignatedRouter),changedn neighborstatemay causea new network links
advertisemento beoriginated(seeSection12.4).

Whenthe neighborstatemachineneedso invoke the interfacestatemachine,it shouldbe doneasa scheduledask
(seeSectiond.4). This simplifiesthings,by ensuringthatneitherstatemachinewill be executedecursively

State(s): Down
Event:  Start
Newstate:  Attempt

Action:  Sendanhelloto theneighbor(this neighboris alwaysassociateavith anon-broadcast
network)andstartthe inactivity timer for the neighbor Thetimer slaterfiring would
indicatethatcommunicatiorwith the neighborwasnot attained.

State(s): Attempt
Event: Hello Received
Newstate: Init

Action: Restartthe inactivity timer for the neighbor sincethe neighborhasnow beenheard
from.

State(s): Down
Event: Hello Received
Newstate: Init

Action:  Starttheinactivity timer for the neighbor Thetimer slaterfiring would indicatethat
theneighboris dead.

State(s):  Init orgreater
Event:  Hello Received
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Exchange In this statetherouteris describingts entirelink statedatabaséy sendingDatabas®escriptionpackets
to the neighbor EachDatabaséescriptionPackethasa sequencewumber andis explicitly acknowledged.
Only oneDatabas®escriptionPackets allowedoutstandingatanyonetime. In this state Link StateRequest
Packetanay alsobe sentaskingfor the neighbois morerecentadvertisementsAll adjacencieén Exchange
stateor greaterareusedby theflooding procedure In fact, theseadjacenciesirefully capableof transmitting
andreceivingall typesof OSPFrouting protocolpackets.

Loading In thisstate Link StateRequespacketsaresentto the neighboraskingfor the morerecentadvertisements
thathavebeendiscoveredbut notyetreceived)n the Exchangestate.

Full In this state,the neighboringroutersarefully adjacent.Theseadjacenciesvill how appeatin routerlinks and
networklinks advertisements.

10.2 Eventscausingneighbor statechanges

Statechangesanbe effectedby a numberof events.Theseeventsareshownin thelabelsof the arcsin Figures12
and13. Thelabeldefinitionsareasfollows:

Hello Received A Hello packethasbeenreceivedfrom a neighbor

Start Thisis anindicationthatHello Packetshouldnowbesentto theneighboratintervalsof Hellolntervalseconds.
This eventis generateanly for neighborsassociateavith non-broadcastetworks.

2-Way Received Bidirectionalcommunicatiorhasbeenrealizedbetweernthe two neighboringrouters. This is indi-
catedby thisrouterseeingitself in theother's Hello packet.

NegotiationDone The Master/Slaveelationshiphasbeennegotiatedandsequenc&umbershavebeenexchanged.
This signalsthe startof the sending/receivingf Databaséescriptionpackets.For moreinformationon the
generatiorof this event,consultSection10.8.

ExchangeDone Both routershavesuccessfullytransmitteda full sequencef Databasdescriptionpackets.Each
routernow knowswhat partsof its link statedatabaseareout of date. For moreinformationon the generation
of this event,consultSection10.8.

BadLSReq A Link StateRequeshasbeerreceivedor alink stateadvertisememotcontainedn thedatabaseThis
indicatesanerrorin the synchronizatiorprocess.

Loading Done Link StateUpdateshavebeenreceivedfor all out-of-dateportionsof the databaseThis is indicated
by theLink staterequestlist becomingemptyafterthe DatabaséescriptionProceshiascompleted.

AdjOK? A decisionmustbe made(again)asto whetheran adjacencyshouldbe established/maintainedith the
neighbor This eventwill startsomeadjacencie$orming,anddestroyothers.

Thefollowing eventscausewell developecheighbordo revertto lesserstates.Unlike theaboveeventstheseevents
may occurwhenthe neighborconversations in any of a numberof states.

SegNumber Mismatch A Databas®escriptionpackethasbeenreceivedhateithera) hasanunexpectedequence
number b) unexpectedlyhasthe Init bit setor ¢) hasan Optionsfield differing from the last Optionsfield
receivedn aDatabas®escriptionpacket.Any of theseconditionsindicatethatsomeerrorhasoccurredduring
adjacencyestablishment.
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Databasesummary list The completelist of link stateadvertisementthat makeup the areatopologicaldatabase,
at the momentthe neighborgoesinto DatabasdExchangestate. This list is sentto the neighborin Database
Descriptionpackets.

Link staterequestlist Thelist of link stateadvertisementthatneedto be receivedfrom this neighborin orderto
synchronizehe two neighbors’topologicaldatabasesThislist is createdasDatabaséescriptionpacketsare
receivedandis thensentto theneighborin Link StateRequespackets.Thelist is depletechsappropriate_ink
StateUpdatepacketsarereceived.

10.1 Neighbor states

The stateof aneighbor(really, the stateof a conversatiobeingheldwith a neighboringrouter)is documentedn the

following sections.The statesarelistedin orderof progressingunctionality. For example the inoperativestateis

listedfirst, followedby alist of intermediatestateheforethefinal, fully functionalstateis achieved Thespecification
makesuseof this orderingby sometimesnakingreferencesuchas“thoseneighbors/adjacenci@s stategreateithan
X". Figures12 and13 showthe graphof neighborstatechanges.The arcsof the graphsarelabelledwith the event
causingthe statechange.The neighboreventsaredocumentedn Section10.2.

Thegraphin Figure 12 showthe statechange®ffectedby the Hello Protocol. The Hello Protocolis responsibldor
neighboracquisitionandmaintenanceandfor ensuringtwo way communicatiorbetweemeighbors.

Thegraphin Figure13 showsthe forming of anadjacencyNot everytwo neighboringroutersbecomeadjacentsee
Section10.4). The adjacencystartsto form whenthe neighboris in stateExStart. After the two routersdiscover
their master/slavastatus the statetransitionsto Exchange At this pointthe neighborstartsto beusedin theflooding
procedureandthetwo neighboringoutersbeginsynchronizingheirdatabasesihenthissynchronizations finished,
theneighboris in stateFull andwe saythatthe two routersarefully adjacent At this pointthe adjacencys listedin

link stateadvertisements.

Foramoredetaileddescriptiorof neighborstatechangestogethemwith theadditionalactionsnvolvedin eachchange,
seeSectionl10.3.

Down Thisistheinitial stateof aneighborconversationlt indicateghattherehasbeemoreceninformationreceived
from theneighbor On non-broadcastetworks,Hello packetanay still be sentto “Down” neighborsalthough
atareducedrequency(seeSection9.5.1).

Attempt This stateis only valid for neighborsattachedo non-broadcastetworks.It indicatesthat no recentinfor-
mation hasbeenreceivedfrom the neighbor but that a more concertedeffort shouldbe madeto contactthe
neighbor This is doneby sendinghe neighborHello packetsatintervalsof Hellolnterval(seeSection9.5.1).

Init In this state,anHello packethasrecentlybeenseenfrom the neighbor However bidirectionalcommunication
hasnot yet beenestablishedvith the neighbor(i.e., the routeritself did not appearin the neighbots Hello
packet).All neighbordn this state(or higher)arelistedin the Hello packetssentfrom the associatedhterface.

2-Way In this state communicatiorbetweerthetwo routersis bidirectional. This hasbeenassuredy the operation
of theHello Protocol. Thisis themostadvancedtateshortof beginningadjacencyestablishmentThe(Backup)
Designatedrouteris selectedrom the setof neighborsn state2-Way or greater

ExStart Thisis thefirst stepin creatingan adjacencybetweerthe two neighboringrouters. The goal of this stepis
to decidewhichrouteris the masterandto decideupontheinitial sequencaumber Neighborconversationg
this stateor greaterarecalledadjacencies.
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The neighbordatastructurecontainsall information pertinentto the forming or formedadjacencybetweenthe two
neighbors.(However remembethatnot all neighborsbecomeadjacent.)An adjacencycanbe viewedasa highly
developedconversatiorbetweertwo routers.

State Thefunctionallevel of the neighborconversationThis is describedn moredetailin Section10.1.

Inactivity Timer A singleshottimer whosefiring indicatesthatno Hello Packethasbeenseenfrom this neighbor
recently Thelengthof thetimeris RouterDeadIntervadeconds.

Master/Slave Whenthetwo neighborsareexchanginglatabasesheyform aMasterSlaverelationship.The Master
sendsthe first DatabaséDescriptionPacket,andis the only partthatis allowedto retransmit. The slavecan
only respondo the mastets Databas@®escriptionPacketsThe master/slaveelationshipis negotiatedn state
ExStart.

SequenceNumber A 32-bit numberidentifying individual Databaséescriptionpackets.Whenthe neighborstate
ExStartis enteredthe sequenc@umbershouldbe setto a valuenot previouslyseenby the neighboringroutet
Onepossibleschemads to usethe machines time of day counter The sequenceaumberis thenincremented
by the mastemwith eachnew Databas@®escriptionpacketsent. The slaves sequencaumberindicatesthe last
packetreceivedfrom the master Only onepacketis allowedoutstandingatatime.

Neighbor ID The OSPFRouterID of the neighboringrouter The neighborlD is learnedwhenHello packetsare
receivedrrom the neighbor or is configuredf thisis a virtual adjacencyseeSectionC.4).

Neighbor priority TheRouterPriority of theneighboringouter Containedn theneighbotsHello packetsthisitem
is usedwhenselectinghe DesignhatedRouterfor the attachedetwork.

Neighbor IP address TheIP addres®f the neighboringroutersinterfaceto theattachecetwork. Usedasthe Des-
tination IP addressvhen protocolpacketsare sentasunicastsalongthis adjacency Also usedin routerlinks
advertisementasthe Link ID for the attachechetworkif the neighboringrouteris selectedo be Designated
Router(seeSection12.4.1).TheneighboiP addresss learnedvhenHello packetsarereceivedromtheneigh-
bor. Forvirtual links, the neighborlP addresss learnedduringtheroutingtablebuild procesgseeSectionl5).

Neighbor Options TheoptionalOSPFcapabilitiessupportedy theneighbor LearnedduringtheDatabas&xchange
procesgseeSection10.6). The neighbots optional OSPFcapabilitiesarealsolistedin its Hello packets.This
enablegeceivedHellosto berejected(i.e., neighborrelationshipawill notevenstartto form) if thereis a mis-
matchin certaincrucial OSPFcapabilities(seeSection10.5). The optional OSPFcapabilitiesaredocumented
in Section4.5.

Neighbor's DesignatedRouter The neighbots ideaof the DesignatedRouter If this is the neighboritself, this is
importantin thelocal calculationof the DesignatedRkouter Definedonly on multi-accessietworks.

Neighbor's Backup DesignatedRouter Theneighbotsideaof theBackupDesignatedRouter If thisistheneighbor
itself, this is importantin thelocal calculationof the BackupDesignatedRkouter Definedonly on multi-access
networks.

The next setof variablesarelists of link stateadvertisementsTheselists describesubsetof the areatopological
databaseTherecanbefive distincttypesof link stateadvertisements an areatopologicaldatabaserouterlinks,
networklinks, andtype 3 and4 summarylinks (all storedin the areadatastructure)andAS externallinks (storedin
theglobal datastructure).

Link stateretransmissionlist Thelist of link stateadvertisementthathavebeenfloodedbut notacknowledgean

this adjacency Thesewill be retransmittecat intervalsuntil they areacknowledgedor until the adjacencyis
destroyed.
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thelP addressnaskof theattachedetwork(Network Mask). Onunnumberegoint-to-pointnetworksandonvirtual
links this field shouldbe setto 0.

TheHello packets Options field describegheroutef s optional OSPFcapabilities. Therearecurrentlytwo optional
capabilitiesdefined(seeSectionsA.5andA.2). The T-bit of the Options field shouldbe setif therouteris capable
of calculatingseparateoutesfor eachlP TOS. The E-bit shouldbe setif andonly if the attachedareais capableof
processinAS externaladvertisement§.e., it is notastubarea).If the E-bit is setincorrectlytheneighboringouters
will refuseto acceptheHello PacketseeSection10.5). Therestof the Hello Packets Options field shouldbe setto
zero.

In orderto ensurgwo-way communicatiorbetweeradjacentouters,the Hello packetcontainsthelist of all routers
from which helloshavebeenseerrecently The Hello packetalsocontaingherouter's currentchoicefor Designated
RouterandBackupDesignatedRouter A valueof 0 in thesefieldsmeanghatonehasnotyet beenselected.

On broadcashetworksand physicalpoint-to-pointnetworks,Hello packetsare senteveryHellolnterval secondgo

thelP multicastaddresAllISPFRouters Onvirtual links, Hello packetsaresentasunicastgaddressedirectly to the

otherendof thevirtual link) everyHellolntervalsecondsOn non-broadcastetworks the sendingof Hello packets
is morecomplicated.Thiswill becoveredn thenextsection.

9.5.1 SendingHello packetson non-broadcastnetworks

Staticconfigurationinformationis necessaryn orderfor the Hello Protocolto function on non-broadcashetworks
(seeSectionC.5). Everyattachedouterwhich is eligible to becomeDesignatedRouterhasa configuredist of all of
its neighborson the network. Eachlisted neighboris labelledwith its DesignatedRoutereligibility .

The interfacestatemustbe at leastWaiting for any hellosto be sent. Hellos arethensentdirectly (asunicasts)to
somesubseDf a router s neighbors.Sometimesanhello is sentperiodicallyon a timer; at othertimesit is sentasa
responsé¢o areceivedhello. A router shello-sendindehaviowvariesdependingnwhethertherouteritself is eligible
to becomeDesignatedRouter

If the routeris eligible to becomeDesignatedrouter it mustperiodically sendhellosto all neighborgthat arealso
eligible. In addition,if the routeris itself the DesignatedRouteror BackupDesignatedRouter it mustalsosend
periodichellosto all otherneighbors.This meanghatanytwo eligible routersarealwaysexchanginghellos,which
is necessaryor the correctoperationof the DesignatedRouterelectionalgorithm. To minimize the numberof hellos
sent,the numberof eligible routerson a non-broadcastetworkshouldbekeptsmall.

If the routeris not eligible to becomeDesignatedrouter it must periodically sendhellosto both the Designated
Routerandthe BackupDesignatedrouter(if theyexist). It mustalsosendanhelloin replyto anhelloreceivedrrom
any eligible neighbor(otherthanthe currentDesignatedRouterand BackupDesignatedRouter). This is neededo
establishaninitial bidirectionalrelationshipwith any potentialDesignatedRouter

WhensendingHello packetgeriodicallyto anyneighbortheintervalbetweerhellosis determinedy theneighbois
state. If the neighboris in stateDown, hellosare senteveryPollintervalseconds.Otherwise hellosare sentevery
HelloIntervalseconds.

10 The Neighbor Data Structure

An OSPFrouterconversesvith its neighboringrouters.Eachseparateonversations describedy a “neighbordata
structure”.Eachconversatiois boundto aparticularOSPFouterinterface andis identifiedeitherby theneighboring
routers OSPFrouterID or by its NeighborIP addresqseebelow). Thusif the OSPFrouter and anotherrouter
havemultiple attachedhetworksin commonmultiple conversationgnsuegachdescribedy auniqueneighbordata
structure Eachseparateonversations looselyreferredto in thetextasbeinga separaténeighbor’.
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4. If RouterX is now newly the Designatedrouteror newly the BackupDesignatedrouter or is now no longer
the DesignatedRouteror no longerthe BackupDesignatedRouter repeatsteps2 and 3, andthenproceedo
step5. For example,if RouterX is now the DesighatedRouter whenstep? is repeatedX will no longerbe
eligiblefor BackupDesignatedRouterelection. Amongotherthings,thiswill ensurghatnorouterwill declare
itself both BackupDesignatedRouterandDesignatedRouter °

5. As aresultof thesecalculationstherouteritself maynow be Designatedrouteror BackupDesignatedRouter
SeeSections/.3 and7.4 for the additionaldutiesthis would entail. The router's interfacestateshouldbe set
accordingly If therouteritself is now DesignatedRouter the newinterfacestateis DR. If therouteritself is
now BackupDesignatedRouter the newinterfacestateis Backup. Otherwise the new interfacestateis DR
Other.

6. If theattachedhetworkis non-broadcasgndtherouteritself hagustbecomeeitherDesignatedRouteror Backup
Designatedrouter it muststartsendinghellosto thoseneighborsthat are not eligible to becomeDesignated
Router(seeSectior9.5.1). Thisis doneby invokingtheneighboreventStart for eachneighbotavingaRouter
Priority of 0.

7. If theabovecalculationshavecausedheidentity of eitherthe DesignhatedRouteror BackupDesignatedRouter
to changethe setof adjacenciesssociatedavith thisinterfacewill needto be modified. Someadjacenciesnay
needto be formed,and othersmay needto be broken. To accomplishthis, invoke the eventAdjOK? on all
neighborsvhosestateis at least2-Way. Thiswill causetheir eligibility for adjacencyto be reexaminedsee
Sectionsl0.3and10.4).

Thereasorbehindtheelectionalgorithm’s complexityis the desirefor anorderlytransitionfrom BackupDesignated
Routerto DesignatedRouter whenthe currentDesignatedRouterfails. This orderly transitionis ensuredhrough
theintroductionof hysteresisno newBackuproutercanbe choseruntil the old Backupacceptdts new Designated
Routerresponsibilities.

If RouterX is notitself eligible to becomeDesignatedrouter it is possiblethatneithera BackupDesignatedrouter
nor aDesignatedRouterwill beselectedn theaboveprocedureNotealsothatif RouterX is theonly attachedouter
thatis eligible to becomeDesignatedrouter it will selectitself asDesignatedRouterandtherewill be no Backup
Designatedrouterfor the network.

9.5 SendingHello packets

Hello packetsare sentout eachfunctioningrouterinterface. They areusedto discoverand maintainneighborrela-
tionships.® On multi-accesnetworks,hellosarealsousedto electthe DesignatedRouterand BackupDesignated
Router andin thatway determinewvhatadjacencieshouldbeformed.

Theformatof aHello packets detailedn SectionA.3.2. TheHello Packetontaingherouter sRouter Priority (used
in choosinghe DesignatedRouter),andtheintervalbetweerHello broadcastéHellointerval ). TheHello Packeglso
indicateshow often a neighbormustbe heardfrom to remainactive (RouterDeadInterval). Both HelloIntervaland
RouterDeadIntervahustbe the samefor all routersattachedo a commonnetwork. The Hello packetalsocontains

5|t is instructiveto seewhathappensvhenthe DesignhatecdRouterfor the networkcrashes Call the DesignatedRouterfor the network RT1,
andthe the BackupDesignatedRouterRT2. If routerRT1 crashegor maybeits interfaceto the networkdies),the otherrouterson the network
will detectRT1's absencavithin RouterDeadIntervadeconds.All routersmay not detectthis at preciselythe sametime; the routersthat detect
RT1'sabsencdeforeRT2 doeswill, for atime, selectRT2 to be both DesignatedRouterandBackupDesignatedrouter WhenRT2 detectshat
RT1is goneit will moveitself to DesignatedRouter At thistime, theremainingrouterhavinghighestRouterPriority will be selectecasBackup
Designatedrouter

60n point-to-pointnetworks,the lower level protocolsindicatewhetherthe neighboris up andrunning. Likewise, existenceof the neighbor
on virtual links is indicatedby the routing table calculation. However in both thesecasesthe Hello Protocolis still used. This ensureghat
communicatiorbetweertheneighbords bidirectional,andthateachof the neighborshasa functioningrouting protocollayer.
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9.4

Newstate: Down

Action:  All interfacevariablesareresetandinterfacetimersdisabled.Also, all neighborcon-
nectionsassociatedvith the interfaceare destroyed.This is doneby generatinghe
eventKillNbr onall associatesheighborgseeSection10.2).

State(s): Any State
Event:  Loop Ind
Newstate:  Loopback

Action:  Sincethisinterfaceis nolongerconnectedo the attachedhetworkthe actionsassoci-
atedwith theabovelnterface Down eventareexecuted.

State(s): Loopback
Event:  Unloop Ind
Newstate:  Down

Action: No actionsarenecessaryor exampletheinterfacevariableshavealreadybeenreset
uponenteringthe Loopback state. Note thatreceptionof an Interface Up eventis
necessarpeforetheinterfaceagainbecomedully functional.

Electing the DesignatedRouter

This sectiondescribeghe algorithm usedfor calculatinga network’s Designatedrouterand Backup Designated
Router This algorithmis invokedby the Interfacestatemachine. The initial time a router runsthe electionalgo-
rithm for a network,the network’s DesignatedRouterand BackupDesignatedRouterareinitialized to 0.0.0.0. This
indicateghelack of botha DesignatedRouteranda BackupDesignatedRouter

TheDesignatedRouterelectionalgorithmproceedssfollows: Call therouterdoingthecalculationRouterX. Thelist

of neighborsattachedo the networkandhavingestablishedbidirectionalcommunicatiorwith RouterX is examined.
This list is preciselythe collectionof RouterX'’ s neighborgon this network)whosestateis greaterthanor equalto

2-Way (seeSection10.1). RouterX itself is alsoconsideredo be on thelist. Discardall routersfrom the list that

areineligible to becomeDesignatedRouter (RoutershavingRouterPriority of 0 areineligible to becomeDesignated
Router.)Thefollowing stepsarethenexecutedconsideringonly thoseroutersthatremainonthelist:

1. Notethecurrentvaluesfor the network’s DesignatedRouterandBackupDesignatedRouter Thisis usedlater

for comparisorpurposes.

. Calculatethe new BackupDesignatedRouterfor the network asfollows. Only thoserouterson the list that

havenotdeclaredhemselveso be DesignatedRouterareeligible to becomeBackupDesignatedRouter If one
or more of theseroutershavedeclaredthemselveBackupDesignatedRouter (i.e., they are currentlylisting

themselvessBackupDesignatedrouter but notasDesignatedRouter in their Hello Packetstheonehaving
highestRouterPriority is declaredo be BackupDesignatedRouter In caseof atie, theonehavingthe highest
RouterD is chosenlIf noroutershavedeclaredhemselve8ackupDesignatedRouter chooseherouterhaving
highestRouterPriority, (againexcludingthoserouterswho havedeclaredhemselve®esignatedrouter),and
againusetheRouterID to breakties.

. Calculatethe new DesignatedRouterfor the networkasfollows. If oneor moreof the routershavedeclared

themselveDesignatedrouter(i.e., they are currentlylisting themselvess Designatedrouterin their Hello
Packets}the onehavinghighestRouterPriority is declaredto be Designatedrouter In caseof atie, theone
havingthehighestRouterID is chosenIf noroutershavedeclaredhemselve®esignatedRkouter promotethe
newBackupDesignatedRouterto DesignatedRouter
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machinebelowis organizedby currentinterfacestateandreceivedevent. Eachentryin the statemachinedescribes
theresultingnewinterfacestateandthe requiredsetof additionalactions.

Whenaninterfaces statechangesit maybenecessaryo originatea newrouterlinks advertisementSeeSectionl2.4

for moredetails.

Someof therequiredactionsbelowinvolve generatingeventsfor the neighborstatemachine.For example whenan
interfacebecomesnoperative all neighborconnectionsassociatedvith the interfacemustbe destroyed.For more
informationon the neighborstatemachine seeSection10.3.

State(s):
Event:
New state:
Action:

State(s):
Event:
New state:
Action:

State(s):

Event:
New state:
Action:

State(s):

Event:
New state:
Action:

State(s):

Event:

[J. Moy]

Down
Interface Up
Dependsnactionroutine

StarttheintervalHello Timer, enablingthe periodicsendingof Hello packetsoutthe
interface.If the attachechetworkis a physicalpoint-to-pointnetworkor virtual link,
the interfacestatetransitionsto Point-to-Point. Else,if the routeris not eligible to
becomeDesignatedRoutertheinterfacestatetransitionsto DR other.

Otherwise the attachedhetworkis multi-accessandthe routeris eligible to become
Designatedrouter In this casejn anattemptto discovertheattachedetwork’s Des-
ignatedRouterthe interfacestateis setto Waiting andthe single shotWait Timer
is started. If in additionthe attachedhetworkis non-broadcasgxaminethe config-
uredlist of neighbordor thisinterfaceandgeneratehe neighboreventStart for each
neighborthatis alsoeligible to becomeDesignatedrouter

Waiting
Backup Seen
Dependaiponactionroutine.

Calculatethe attachedhetwork’s BackupDesignatedrouterand DesignatedRouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.

Waiting
Wait Timer
Dependaiponactionroutine.

Calculatethe attachedhetwork’s BackupDesignatedRouterand DesignatedRouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.

DR Other, Backup or DR
Neighbor Change
Dependaiponactionroutine.

Recalculateheattachedetwork's BackupDesighatedRouterandDesignatedRouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.

Any State
Interface Down
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9.2 Eventscausinginterface statechanges

Statechangeganbeeffectedby a numberof events.Theseeventsarepicturedasthelabelledarcsin Figure1l. The
labeldefinitionsarelistedbelow For a detailedexplanatiorof the effect of theseeventson OSPFprotocoloperation,
consultSection9.3.

Interface Up Lower-levelprotocolshaveindicatedhatthenetworkinterfacds operational Thisenablesgheinterface
to transitionout of Down state. On virtual links, the interfaceoperationaindicationis actuallya resultof the
shortespathcalculation(seeSection16.7).

Wait Timer The Wait timer hasfired, indicating the end of the waiting period that is requiredbeforeelectinga
(Backup)DesignatedRouter

Backup seen Therouterhasdetectedhe existenceor non-existencef aBackupDesignatedrouterfor thenetwork.
This is donein one of two ways. First, a Hello Packetmay be receivedfrom a neighborclaiming to be itself
the BackupDesignatedRouter Alternatively, a Hello Packetmaybe receivedfrom a neighborclaimingto be
itself the Designatedrouter andindicatingthatthereis no Backup. In eithercasetheremustbe bidirectional
communicatiorwith the neighbori.e., theroutermustalsoappeain the neighbois Hello Packet.This event
signalsan endto the Waiting state.

Neighbor Change Therehasbeena changein the setof bidirectionalneighborsassociatedvith the interface. The
(Backup)DesignatedRouterneedsto berecalculated.The following neighborchangedeadto the Neighbor
Changeevent.Foranexplanatiorof neighborstatesseeSection10.1.

e Bidirectionalcommunicatiorhasbeenestablishedo a neighbor In otherwords,the stateof the neighbor
hastransitionedo 2-Way or highet

e Thereis nolongerbidirectionalcommunicatiorwith aneighbor In otherwords,the stateof the neighbor
hastransitionedo Init or lower.

¢ Oneof thebidirectionalneighbords newly declaringitself aseitherDesignatedRouteror BackupDesig-
natedRouter This is detectedhroughexaminatiorof thatneighbots Hello Packets.

e Oneof thebidirectionalneighborss nolongerdeclaringtself asDesignatedRouter or is nolongerdeclar-
ingitselfasBackupDesignatedRouter Thisis againdetectedhroughexaminatiorof thatneighbotsHello
Packets.

e TheadvertisedRouter Priority for abidirectionalneighborhaschanged.Thisis againdetectedhrough
examinatiorof thatneighbotsHello Packets.

Loop Ind An indication hasbeenreceivedthat the interfaceis now loopedbackto itself. This indication canbe
receivedeitherfrom networkmanagementr from thelower level protocols.

Unloop Ind An indicationhasbeenreceivedhattheinterfaceis nolongerloopedback. As with theLoop Ind event,
thisindicationcanbereceivedeitherfrom networkmanagementr from the lower level protocols.

Interface Down Lower-levelprotocolsindicatethatthisinterfaceis nolongerfunctional. No matterwhatthe current
interfacestateis, thenewinterfacestatewill be Down.

9.3 The Interface statemachine

A detaileddescriptionof the interfacestatechangegollows. Eachstatechangeis invokedby anevent(Section9.2).
This eventmay producedifferenteffects,dependingon the currentstateof the interface. For this reasonthe state
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if theauthenticatiortype indicatessimple passwordthe authenticatiorkey would be a 64-bit password.This
keywould beinserteddirectly into the OSPFheademhenoriginatingrouting protocolpacketsandtherecould
bea separatpasswordor eachnetwork.

9.1 Interface states

The variousstatesthat router interfacemay attainis documentedn this section. The statesare listed in order of

progressingunctionality. For example theinoperativestateis listed first, followed by a list of intermediatestates
beforethefinal, fully functionalstateis achieved.The specificatiormakesuseof this orderingby sometimesnaking
referencesuchas“thoseinterfacesn stategreatetthanX”.

Figure 11 showsthe graphof interfacestatechanges.The arcsof the grapharelabelledwith the eventcausingthe
statechange.Theseeventsaredocumentedn Section9.2. Theinterfacestatemachines describedn moredetailin
Section9.3.

Down This is theinitial interfacestate. In this state,the lower-level protocolshaveindicatedthat the interfaceis
unusableNo protocoltraffic atall will besentor receivedon suchainterface.ln this state interfaceparameters
shouldbe setto theirinitial values.All interfacetimersshouldbe disabledandthereshouldbe no adjacencies
associateavith theinterface.

Loopback In this state,the routers interfaceto the networkis loopedback. The interfacemay be loopedback
in hardwareor software. The interfacewill be unavailablefor regulardatatraffic. However it may still be
desirabldo gaininformationon the quality of thisinterface eitherthroughsendind CMP pingsto theinterface
or throughsomethindike a bit errortest. For this reasonJP packetamay still be addressetb aninterfacein
Loopbackstate. To facilitate this, suchinterfacesare advertisedn routerlinks advertisementassingle host
routeswhosedestinatioris the IP interfaceaddress?

Waiting In this state therouteris trying to determinethe identity of the BackupDesignatedrouterfor the network.
To dothis, theroutermonitorsthe Hellos it receives.Therouteris not allowedto electa BackupDesignated
Routernor Designatedrouteruntil it transitionsout of Waiting state. This preventsunnecessarghangeof
(Backup)DesignatedRouter

Point-to-point In this state theinterfaceis operationaland connectsitherto a physicalpoint-to-pointnetworkor
to avirtual link. Uponenteringthis state the routerattemptdo form anadjacencywith the neighboringrouter
Hellosaresentto the neighboreveryHellolntervalseconds.

DR Other Theinterfaceis to a multi-accessietworkonwhich anotherouterhasbeenselectedo bethe Designated
Router In this state therouteritself hasnotbeenselectedBackupDesignatedRoutereither Therouterforms
adjacencie$o boththe DesignatedRouterandthe BackupDesignatedRouter(if theyexist).

Backup In this state therouteritself is the BackupDesignatedrkouteron the attachechetwork. It will be promoted
to DesignatedRouterwhenthe preseniDesignatedrouterfails. Therouterestablishesdjacencieso all other
routersattachedo thenetwork. TheBackupDesignatedRouterperformsslightly differentfunctionsduringthe
FloodingProcedureascomparedo the DesignhatedRouter(seeSection13.3). SeeSection7.4 for moredetails
onthefunctionsperformedby the BackupDesignatedRouter

DR In this state,this routeritself is the DesignatedRouteron the attachednetwork. Adjacenciesare established
to all otherroutersattachedo the network. The routermustalsooriginatea networklinks advertisementor
the networknode. The advertisementvill containlinks to all routers(includingthe DesignatedRouteritself)
attachedo the network. SeeSection7.3for moredetailson thefunctionsperformedby the Designatedrouter

4Note that no hostrouteis generatedor, andno IP packetscanbe addressedo, interfacesto unnumberegoint-to-pointnetworks. This is
regardles®f suchaninterfaces state.
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IP interface mask This indicatesthe portion of the IP interfaceaddresghatidentifiesthe attachedhetwork. Thisis
oftenreferredto asthe subnetmask. Maskingthe IP interfaceaddresswith this valueyields the IP network
numberof theattachedhetwork.

ArealD The ArealID to which the attachednetwork belongs. All routing protocol packetsoriginating from the
interfacearelabelledwith this ArealD.

Hellointerval Thelengthof time, in secondsbhetweerthe Hello packetghatthe routersendson theinterface.Ad-
vertisedin Hello packetssentoutthis interface.

RouterDeadInterval The numberof secondseforethe routers neighborswill declareit down, whenthey stop
hearingtheroutershellos. Advertisedin Hello packetssentout thisinterface.

InfT ransDelay Theestimatechumberof secondst takesto transmitaLink StateUpdatePackebverthisinterface.
Link stateadvertisementsontainedn the updatepacketwill havetheir ageincrementedy thisamountbefore
transmissionThis valueshouldtakeinto accountransmissiorandpropagatiordelays;it mustbe greaterthan
zero.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto becomeDesig-
natedRouter theonewith thehighestRouterPriority takesprecedenceA routerwhoseRouterPriority is setto
Ois ineligible to becomeDesignatedRouteron the attachechetwork. Advertisedin Hello packetssentout this
interface.

Hello Timer An intervaltimer that causegheinterfaceto senda Hello packet. Thistimer fires everyHelloInterval
secondsNotethaton non-broadcastetworksa separatédello packetis sentto eachqualifiedneighbor

Wait Timer A single shottimer that causeghe interfaceto exit the Waiting state,and as a consequencselecta
Designatedrouteron the network. The lengthof thetimeris RouterDeadIntervedeconds.

List of neighboring routers Theotherroutersattachedo this network. Onmulti-accessetworksthislist is formed
by the Hello Protocol. Adjacencieswill beformedto someof theseneighbors.The setof adjacenineighbors
canbedeterminedy anexaminatiorof all of theneighbors’states.

DesignatedRouter The DesignatedRouterselectedor the attachechetwork. The DesignatedRouteris selectecbn
all multi-accessetworksby theHello Protocol. Two piecesof identificationarekeptfor theDesignatedRouter:
its RouterID andits interfacelP addreson the network. The DesignhatedRouteradvertisedink statefor the
network. The networklink stateadvertisemenis labelledwith the Designatedrouters IP address.This item
is initialized to 0, which indicateghelack of a DesignatedRouter

Backup DesignatedRouter TheBackupDesignatedRouteris alsoselectednall multi-accessietworkshytheHello
Protocol. All routerson the attachedhetworkbecomeadjacento boththe DesignatedRouterandthe Backup
Designatedrouter The BackupDesignatedRouterbecome®esignatedRouterwhenthe currentDesignated
Routerfails. Initialized to 0 indicatingthelack of a BackupDesignatedrouter

Interface output cost(s) The costof sendinga packeton the interface,expressedn the link statemetric. This is
advertisedasthelink costfor this interfacein therouterlinks advertisementTheremaybe a separateostfor
eachlP Typeof Service.The costof aninterfacemustbegreaterthanzero.

Rxmtinterval The numberof seconddetweenlink stateadvertisementetransmissiondpr adjacencied®elonging
to this interface.Also usedwhenretransmittingDatabaséescriptionandLink StateRequesPackets.

Authentication key This configureddataallowstheauthenticatiorprocedurgo generateand/orverify the authenti-
cationfield in theOSPFheader Theauthenticatiotkey canbeconfiguredon aperinterfacebasis.Forexample,

[J. Moy] [Page33]



RFC1247 OSPFVersion2 July 1991

Next, the packetmustbe authenticated.This dependson the authenticatiortype specified(seeAppendix E). The
authenticatiorproceduremay usean Authenticationkey, which canbe configuredon a perinterfacebasis. If the
authenticatiorfails, the packetshouldbe discarded.

If thepacketypeis Hello, it shouldthenbefurtherprocessetly theHello Protocol(seeSection10.5). All otherpacket
typesaresent/receiveanly on adjacenciesThis meanghat the packetmusthavebeensentby oneof the routers
activeneighbors|f thereceivinginterfaceis a multi-accessetwork(eitherbroadcasbr non-broadcasthe sendeiis

identifiedby the IP sourceaddresgoundin the packets IP header If thereceivinginterfaceis a point-to-pointlink

or avirtual link, the sendeiis identifiedby the RouterlD (sourcerouter)foundin thepackets OSPFheader Thedata
structureassociateavith thereceivinginterfacecontainghelist of activeneighbors Packetsiot matchinganyactive
neighborarediscarded.

At this point all receivedprotocolpacketsareassociateavith anactiveneighbor For the furtherinput processingf
specificpackettypes,consultthe sectiondistedin Table11.

Type | Packethame detailedsection(receive)
1 Hello Section10.5

2 Databaselescription| Section10.6

3 Link staterequest Sectionl10.7

4 Link stateupdate Section13

5 Link stateack Sectionl3.7

Tablell: Sectiongdescribingpacketreception.

9 The Interface Data Structur e

An OSPFinterfaceis the connectiorbetweera routeranda network. Thereis a single OSPFinterfacestructurefor
eachattachedhetwork; eachinterfacestructurehasat mostoneIP interfaceaddresgseebelow). The supportfor
multiple addresseen a singlenetworkis a matterfor future consideration.

An OSPFinterfacecanbe consideredo belongto the areathat containsthe attachechetwork. All routing protocol
packetsoriginatedby the router over this interfaceare labelledwith the interfaces AreaID. One or morerouter
adjacenciesnay developover aninterface.A routerslink stateadvertisementeeflectthe stateof its interfacesand
theirassociateédjacencies.

Thefollowing dataitemsareassociateavith aninterface.Notethatanumberof theseétemsareactuallyconfiguration
for the attachechetwork;thoseitemsmustbethe samefor all routersconnectedo the network.

Type Thekind of networkto which theinterfaceattacheslts valueis eitherbroadcastnon-broadcastet still multi-
accesspoint-to-pointor virtual link.

State Thefunctionallevel of aninterface.Statedeterminesvhetheror notfull adjacenciesreallowedto form over
theinterface.Stateis alsoreflectedin therouterslink stateadvertisements.

IP interface address ThelP addressssociatevith theinterface.ThisappearssthelP sourceaddressn all routing
protocolpacketsriginatedoverthis interface. Interfaceso unnumberegboint-to-pointnetworksdo not have
anassociatedP address.
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Type | Packethame detailedsection(transmit)
1 Hello Section9.5
2 Databaselescription| Section10.8
3 Link staterequest Section10.9
4 Link stateupdate Section13.3
5 Link stateack Sectionl3.5

Table10: Sectiongdescribingpacketiransmission.

In orderfor the packetto beacceptedttheIP level, it mustpassa numberof tests,evenbeforethe packetis passed
to OSPFor processing:

e ThelP checksunmustbecorrect.

e Thepackets IP destinatioraddressnustbethe IP addres®f thereceivinginterface,or oneof the IP multicast
addressesllISPFRoutersor AlIDRouters.

e ThelP protocolspecifiedmustbe OSPF89).

e Locally originatedpacketshouldnotbe passednto OSPFE Thatis, the sourcelP addresshouldbe examined
to makesurethisis nota multicastpacketthattherouteritself generated.

Next, the OSPFpacketheaderis verified. The fields specifiedin the heademust matchthoseconfiguredfor the
receivinginterface.If theydo not, thepacketshouldbe discarded:

e Theversionnumberfield mustspecifyprotocolversion?2.

e The16-bitchecksunof the OSPFpackets contentanustbe verified. Remembethatthe 64-bit authentication
field mustbeexcludedrom the checksuntalculation.

e TheArealD foundin the OSPFheademustbe verified. If bothof the following casedail, the packetshould
bediscardedThe ArealD specifiedn the heademusteither:

1. Matchthe ArealD of the receivinginterface In this case,the packethasbeensentover a singlehop.
Therefore the packets IP sourceaddressmustbe on the samenetworkasthe receivinginterface. This
canbedeterminedy comparinghepackets P sourceaddresso theinterfaces IP addressaftermasking
bothaddressewith theinterfacemask.

2. Indicatethebackboneln this casethe packethasbeensentoveravirtual link. Thereceivingroutermust
beanareaborderrouter, andtherouterlD specifiedn the packet(thesourcerouter)mustbetheotherend
of aconfiguredvirtual link. Thereceivinginterfacemustalsoattachto thevirtual link’ s configuredransit
area.lf all of thesecheckssucceedthe packetis acceptedndis from now on associatedvith thevirtual
link (andthebackbonearea).

e PacketawvhoselP destinationis AllDRoutersshouldonly be acceptedf the stateof thereceivinginterfaceis
DR or Backup (seeSection9.1).

e TheAuthenticationtype specifiednustmatchthe authenticationtype specifiedfor theassociatearea.
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Version#  Setto 2, theversionnumberof the protocolasdocumentedn this specification.
Packettype Thetypeof OSPFpacketsuchasLink stateUpdateor Hello Packet.
Packetlength Thelengthof the entireOSPFpacketin bytes,includingthe standarcheader
Router ID  Theidentity of therouteritself (who is originatingthe packet).

ArealD Theareathatthe packetis beingsentinto.

Checksum The standardP 16-bit one’s complementhecksumof the entire OSPFpacket,excludingthe 64-bit
authenticatiorfield. This checksunmshouldbe calculatedbeforehandingthe packetto the appropriate
authenticatiomprocedure.

Autype and Authentication EachOSPFpacketexchanges authenticatedAuthenticationtypesareassignedy the
protocolanddocumentedn AppendixE. A differentauthenticatiorschemecanbeusedfor eachOSPF
area. The 64-bit authenticatiorfield is setby the appropriateauthenticatiorprocedurgdeterminecby
Autype). This procedureshouldbe the last called when forming the packetto be sent. The setting
of the authenticatiorfield is determinedby the packetcontentsandthe authenticatiorkey (which is
configurableon a perinterfacebasis).

ThelP destinatioraddresgor thepackeis selecteasfollows. Onphysicalpoint-to-pointnetworksthelP destination
is alwayssetto the the addresAlISPFRouters.On all othernetworktypes(including virtual links), the majority of

OSPFpacketsaresentasunicastsj.e., sentdirectly to the otherendof the adjacency|In this casethe IP destination
is just the neighbor IP addressassociatedvith the otherend of the adjacencyseeSection10). The only packets
not sentasunicastsareon broadcashetworks;on thesenetworksHello packetsaresentto the multicastdestination
AlISPFRoutersthe Designatedrouterandits BackupsendbothLink StateUpdatePacketandLink StateAcknowl-

edgmenPacketdo themulticastaddresflISPFRouterswhile all otherrouterssendboththeir Link StateUpdateand

Link StateAcknowledgmenPacketgo the multicastaddres#AlIDRouters.

Retransmissionsf Link StateUpdatepacketsare ALWAY'S sentasunicasts.

ThelP sourceaddresshouldbesetto thelP addres®f the sendingnterface.Interfaceso unnumberegboint-to-point
networkshavenoassociatetP addressOntheseanterfacesthelP sourceshouldbesetto anyof theotherlP addresses
belongingto therouter For this reasontheremustbe at leastonelP addressssignedo the router 2 Note that, for
mostpurposesyirtual links actpreciselythesameasunnumberegoint-to-pointnetworks.However eachvirtual link
doeshaveaninterface IP address(discoverediuringtheroutingtablebuild processwhichis usedasthe P source
whensendingpacketoverthevirtual link.

For moreinformationon theformatof specificpackettypes,consultthe sectiondistedin Table10.

8.2 Receivingprotocol packets

Wheneverm protocolpacketis receivedby therouterit is markedwith theinterfaceit wasreceivedon. For routers
thathavevirtual links configuredjt maynotbeimmediatelyobviouswhich interfaceto associat¢he packetwith. For
exampleconsidertherouterRT11 depictedn Figure6. If RT11 receivesan OSPFprotocolpacketon its interfaceto
networkN8, it may wantto associateéhe packetwith theinterfaceto area2, or with thevirtual link to routerRT10
(whichis partof thebackbone)In thefollowing, we assumehatthe packets initially associateavith the non-virtual
link. 3

2|t is possiblefor all of aroutersinterfacesto be unnumberegoint-to-pointlinks. In this case anlP addressnustbe assignedo theroutet

Thisaddreswill thenbe advertisedn the router srouterlinks advertisemenasa hostroute.
3Notethatin thesecasesothinterfacesthe non-virtualandthe virtual, would havethe samelP address.
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which can potentiallytake quite a long time. During this time, the networkwould not be availablefor transitdata
traffic. The BackupDesignateabviatesthe needto form theseadjacenciessincetheyalreadyexist. This meanshe
period of disruptionin transittraffic lastsonly aslong asit taketo flood the new link stateadvertisementgwhich
announcehe newDesignatedRouter).

TheBackupDesignatedRouterdoesnotgenerat@networklinks advertisemerfor thenetwork. (If it did, thetransition
to a new DesignhatedRouterwould be evenfaster However this is a tradeof betweendatabaseize and speedof
convegencewhenthe DesignatedRouterdisappears.)

The BackupDesignatedRouteris alsoelectedby the Hello Protocol. EachHello Packethasafield thatspecifieshe
BackupDesignatedrouterfor the network.

In somestepsof the flooding procedurethe BackupDesignatedrouterplaysa passiverole, letting the Designated
Routerdo more of the work. This cutsdown on the amountof local routing traffic. SeeSection13.3 for more
information.

7.5 The graph of adjacencies

An adjacencys boundto the networkthatthetwo routershavein common.If two routershavemultiple networksin
commonthey mayhavemultiple adjacenciebetweerthem.

Onecanpicturethe collectionof adjacencie®n a networkasforming anundirectedgraph. The verticesconsistof
routers,with an edgejoining two routersif theyareadjacent.The graphof adjacencieslescribesheflow of routing
protocolpacketsandin particularLink StateUpdatesthroughthe AutonomousSystem.

Two graphsare possible,dependingon whetherthe commonnetwork is multi-access.On physicalpoint-to-point
networks(andvirtual links), the two routersjoined by the networkwill be adjacentafter their databasebavebeen
synchronizedOnmulti-accessetworks boththe DesignatedRouterandthe BackupDesignatedRouterareadjacent
to all otherroutersattachedo the network,andtheseaccountfor all adjacencies.

Thesegraphsareshownin Figure10. It is assumedhatrouter RT7 hasbecomethe DesignatedRouter androuter
RT3 the BackupDesignatedRouter for the networkN2. The BackupDesignatedRouterperformsa lesserfunction
during the flooding procedureghanthe DesignatedRouter(seeSection13.3). This is the reasorfor the dashedines
connectinghe BackupDesignatedRouterRT3.

8 Protocol PacketProcessing

This sectiondiscussethe generalprocessingf routing protocolpackets.lt is veryimportantthattheroutertopolog-
ical databasesemainsynchronized.For this reasonyouting protocol packetsshouldget preferentiatreatmeniover
ordinarydatapacketspothin sendingandreceiving.

Routing protocol packetsare sentalong adjacencie®nly (with the exceptionof Hello packets which are usedto
discoverthe adjacencies) This meanghatall protocolpacketdravela singleIP hop, exceptthosesentover virtual
links.

All routing protocolpacketsheginwith a standarcheader The sectionsbelow give the detailson how to fill in and
verify this standarcheader Then,for eachpackettype, the sectionis listed thatgivesmoredetailson that particular
packettype’s processing.

8.1 Sendingprotocol packets

Whenaroutersendsaroutingprotocolpacket,it fills in thefieldsof thatstandarcheadesfollows. For moredetails
ontheheaderformatconsultSectionA.3.1:
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Requespacketsthat are not satisfiedare retransmittedat fixed intervalsof time Rxmtinterval. Whenthe Database
DescriptionProceshiascompletechndall Link StateRequesthavebeensatisfiedthedatabasearedeemedsynchro-
nizedandtheroutersaremarkedfully adjacentAt this time theadjacencyis fully functionalandis advertisedn the

two routers’link stateadvertisements.

The adjacencyis usedby the flooding procedureassoonasthe DatabasdxchangeProcesdegins. This simplifies
databassynchronizationandguaranteeshatit finishesin a predictableperiodof time.

7.3 The DesignatedRouter

Every multi-accessetworkhasa Designatedrouter The Designatedrouterperformstwo main functionsfor the
routing protocol:

¢ TheDesignatedRouteroriginatesa networklinks advertisemenon behalfof the network. This advertisement
lists the setof routers(including the DesignatedRouteritself) currently attachedto the network. The Link
StatelD for thisadvertisemenfseeSection12.1.4)is thelP interfaceaddres®f the Designatedrouter ThelP
networknumbercanthenbe obtainedby usingthe subnet/networknask.

e TheDesignatedouterbecomesadjacento all otherrouterson the network. Sincethelink statedatabaseare
synchronizedcrossadjacenciegthroughadjacencyring-upandthentheflooding procedure)the Designated
Routerplaysacentralpartin the synchronizatiormprocess.

The DesignatedRouteris electedby the Hello Protocol. A router s Hello Packetcontainsits RouterPriority, which
is configurableon a perinterfacebasis. In generalwhena router s interfaceto a networkfirst becomedunctional,
it checksto seewhetherthereis currentlya DesignatedRouterfor the network. If thereis, it acceptghat Desig-
natedRouter regardles®f its RouterPriority. (This makest harderto predicttheidentity of the Designatedrouter
but ensureghatthe DesignatedRouterchangedessoften. Seebelow) Otherwise the routeritself becomedesig-
natedRouterif it hasthe highestRouterPriority on the network. A moredetailed(andmoreaccurateescriptionof
Designatedrouterelectionis presentedn Section9.4.

The DesignatedRouteris the endpointof manyadjacenciesln orderto optimizethefloodingprocedureonbroadcast
networks the DesignatedRoutermulticastsits Link StateUpdatePacketdo the addresAllISPFRoutersratherthan
sendingseparat@acketovereachadjacency

Section2 of thisdocumentiscussethedirectedgraphrepresentationf anarea.Routernodesarelabelledwith their
RouterID. Broadcashetworknodesareactuallylabelledwith the IP addresf their DesignatedRouter It follows
thatwhenthe Designatedrouterchangesit appearsasif the networknodeon the graphis replacedby an entirely
newnode. Thiswill causethe networkandall its attachedoutersto originatenew link stateadvertisementsUntil
thetopologicaldatabaseagainconvege, sometemporaryiossof connectivitymayresult. This may resultin ICMP
unreachablenessagebeingsentin responseo datatraffic. For thatreasonthe DesignatedRoutershouldchange
only infrequently RouterPrioritiesshouldbe configuredsothatthe mostdependableouteron a networkeventually
become®esignatedRouter

7.4 The Backup DesignatedRouter

In orderto makethetransitionto a new DesignatedRroutersmootherthereis a BackupDesighatedRouterfor each
multi-accesmetwork. The BackupDesignatedRouteris alsoadjacentto all routerson the network,andbecomes
DesignatedRouterwhenthe previousDesignatedrouterfails. If therewereno BackupDesignatedRouter whena
newDesignatedrkouterbecamenecessarynewadjacenciesvould haveto beformedbetweertherouterandall other
routersattachedo the network. Partof the adjacencyforming procesds the synchronizingof topologicaldatabases,
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7 Bringing Up Adjacencies

OSPFcreatesaadjacencie®etweemeighboringoutersfor the purposeof exchangingoutinginformation. Not every
two neighboringrouterswill becomeadjacent.This sectioncoversthe generalitiesnvolvedin creatingadjacencies.
For furtherdetailsconsultSection10.

7.1 The Hello Protocol

TheHello Protocolis responsibldor establishingandmaintainingneighborrelationshipsit alsoensureshatcommu-
nicationbetweemeighbords bidirectional.Hello packetsaresentperiodicallyout all routerinterfaces Bidirectional
communications indicatedwhentherouterseesdtself listedin the neighbots Hello Packet.

On multi-accessetworks,the Hello Protocolelectsa Designatedrouterfor the network. Among otherthings, the
Designatedroutercontrolswhatadjacenciesvill be formedoverthe network(seebelow).

The Hello Protocolworks differently on broadcashetworks,ascomparedo non-broadcastetworks.On broadcast
networks eachrouteradvertisedtself by periodicallymulticastingHello PacketsThis allowsneighbordo bediscov-
ereddynamically TheseHello Packetsontainthe router s view of the DesignatedRouter's identity, andthe list of
routerswhoseHelloshavebeenseerrecently

Onnon-broadcastetworkssomeconfiguratiorinformationis necessarfor the operatiorof theHello Protocol.Each
routerthatmay potentiallybecomeDesignatedrouterhasalist of all otherroutersattachedo the network. A router,
having Designatedrouterpotential,sendshellosto all otherpotentialDesignatedRouterswhenits interfaceto the
non-broadcagtetworkfirst become®operational Thisis anattemptto find the Designatedrouterfor the network. If

therouteritself is electedDesignhatedRouter it beginssendinghellosto all otherroutersattachedo the network.

After a neighborhasbeendiscoveredbidirectionalcommunicationensured and (if on a multi-accessetwork) a
DesignatedRouter elected,a decisionis maderegardingwhetheror not an adjacencyshould be formedwith the
neighbor(seeSection10.4). An attemptis alwaysmadeto establishadjacencie®ver point-to-pointnetworksand
virtual links. Thefirst stepin bringingup anadjacencys to synchronizehe neighbors'topologicaldatabasesThisis
coveredn thenextsection.

7.2 The Synchronization of Databases

In an SPF-basedouting algorithm, it is very importantfor all routers’topologicaldatabaseto stay synchronized.
OSPFsimplifiesthis by requiringonly adjacentroutersto remainsynchronizedThe synchronizatiorprocessegins
assoonastheroutersattemptto bring up the adjacencyEachrouterdescribests databaséy sendinga sequencef
Databas®escriptionpacketgo its neighbor EachDatabas®escriptionPacketescribes setof link stateadvertise-
mentsbelongingto the databaseWhenthe neighborseesa link stateadvertisementhatis morerecentthanits own
databaseopy, it makesa notethatthis neweradvertisemenshouldberequested.

This sendingandreceivingof Databaséescriptionpacketds calledthe “DatabaseExchangeProcess”.During this
processthetwo routersform a master/slaveelationship.EachDatabasé@escriptionPackethasa sequenc@aumber
Databas®escriptionPacketsentby themastelpolls)areacknowledgethy theslavethroughechoingof thesequence
number Both polls andtheir responsesontainsummarie®f link statedata. The masteris the only oneallowedto
retransmitDatabaseDescriptionPackets. It doesso only at fixed intervals, the length of which is the configured
constanRxmtinterval.

EachDatabaséescriptioncontainsanindicationthattherearemore packetgo follow — the M-bit. The Database
ExchangéProcesss overwhenarouterhasreceivedandsentDatabasé@escriptionPacketsvith the M-bit off.

Duringandafterthe Databas&xchangdrocessgachrouterhasalist of thoselink stateadvertisementr whichthe
neighborhasmoreup-to-daténstancesTheseadvertisementarerequestedh Link StateRequesPacketsLink State
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6 The AreaData Structure

Theareadatastructurecontainsall the informationusedto runthe basicroutingalgorithm. Remembethateacharea
maintaingts owntopologicaldatabaseRouterinterfacesandadjacenciebelongto asinglearea.

The backbonehasall the propertiesof anarea. For thatreasonit is alsorepresentetdy an areadatastructure.Note
thatsomeitemsin the structureapply differentlyto the backbonahanto areas.

Theareatopological(or link state)databaseonsistof thecollectionof routerlinks, networklinks andsummaryinks
advertisementthathaveoriginatedfrom theareas routers.This informationis floodedthroughouta singleareaonly.
Thelist of AS externaladvertisementis alsoconsideredo be partof eachareastopologicaldatabase.

ArealD A 32-bitnumberidentifyingthearea.0 is reservedor the arealD of the backbone.lf assigningsubnetted
networksasseparat@areasthe IP networknumbercouldbeusedasthe ArealD.

List of componentaddressranges The addresgangesthat definethe area. Eachaddresgangeis specifiedby an
[address,maslgair. Eachnetworkis thenassignedo anareadependingpn theaddresgangethatit falls into
(specifiedaddresgangesare not allowedto overlap). As anexample,if anIP subnettechetworkis to be its
ownseparat®SPFareatheareais definedto consistof asingleaddressange- anlP networknumberwith its
natural(classA, B or C) mask.

Associatedr outer interfaces This routersinterfacesconnectingo the area.A routerinterfacebelongsto oneand
only onearea(or the backbone).For the backbonestructurethis list includesall the virtual adjacencies. A
virtual adjacencys identifiedby therouterID of its otherendpoint;its costis the costof the shortesintra-area
paththatexistsbetweerthetwo routers.

List of router links advertisements A routerlinks advertisemeris generatedby eachrouterin thearea.lt describes
thestateof therouter sinterfacedo thearea.

List of network links advertisements One network links advertisemenis generatedor eachtransitmulti-access
networkin thearea.lt describeghesetof routerscurrentlyconnectedo the network.

List of summary links advertisements Summarnylink advertisementsriginatefrom the areas areaborderrouters.
Theydescriberoutesto destinationsnternalto the AutonomousSystemyet externalto the area.

Shortest-pathtr ee Theshortest-patkreefor theareawith thisrouteritself asroot. Derivedfrom thecollectedrouter
links andnetworklinks advertisementby the Dijkstra algorithm.

Authentication type Thetype of authenticatiorusedfor this area.Authenticationtypesaredefinedin AppendixE.
All OSPFpacketexchangeareauthenticatedDifferentauthenticatiorschemesnaybeusedin differentareas.

External routing capability WhetherAS externaladvertisementwill befloodedinto/throughouthearea.Thisis a
configurableparameterIf AS externaladvertisementare excludedfrom the area,the areais calleda “stub”.
Internalto stubareasrouting to externaldestinationswill be basedsolely on a defaultsummaryroute. The
backbonecannotbe configuredasa stubarea.Also, virtual links cannotbe configuredthroughstubareas.For
moreinformation,seeSection3.6.

StubDefaultCost If the areahasbeenconfiguredasa stubarea,andthe routeritself is an areaborderrouter, then
the StubDefaultCosindicateghecostof thedefaultsummaryink thattheroutershouldadvertisanto thearea.
Therecanbea separateostconfiguredfor eachlP TOS. SeeSection12.4.3for moreinformation.

Unlessotherwisespecified the remainingsectionsof this documenteferto the operationof the protocolin asingle
area.
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Figure 9: Router RT10’'s Data Structures

List of external routes Theseareroutesto destinationsexternalto the AutonomousSystem that havebeengained
eitherthroughdirectexperienceavith anotheroutingprotocol(suchaseGP),or throughconfigurationinforma-
tion, or throughacombinatiorof thetwo (e.g.,dynamicexternainfo. to beadvertisedy OSPFwith configured
metric). Any routerhavingtheseexternalroutesis calledan AS boundaryrouter Theseroutesareadvertised
by therouterto the entireAS throughAS externalink advertisements.

List of AS external link advertisements Partof thetopologicaldatabaseThesehavehaveoriginatedfrom the AS
boundaryrouters. They compriseroutesto destinationgexternalto the AutonomousSystem.Note that, if the
routeris itself an AS boundaryrouter, someof theseAS externalink advertisementeavebeenself originated.

The routing table Derivedfrom the topologicaldatabase Eachdestinationthatthe routercanforwardto is repre-
sentedby a costanda setof paths. A pathis describedy its type and nexthop. For moreinformation,see
Sectionll.

TOS capability Thisitemindicatesvhethertherouterwill calculateseparateoutesbasecbn TOS. Thisis aconfig-
urableparameterFor moreinformation,seeSections4.5and16.9.

Figure9 showsthecollectionof datastructuregpresenin atypical router Therouterpicturedis RT10,from the map
in Figure6. NotethatrouterRT10hasa virtual link configuredto routerRT11, with Area?2 asthelink’ stransitarea.
This is indicatedby the dashedine in Figure9. Whenthe virtual link becomesactive, throughthe building of the
shortesipathtreefor Area2, it becomesaninterfaceto the backbongseethe two backbonenterfacesdepictedin
Figure9).
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4.5 Optional OSPFcapabilities

The OSPFprotocoldefinesseveraloptionalcapabilities.A routerindicatesthe optionalcapabilitiesthat it supports
in its OSPFHello packets DatabaseDescriptionpacketsandin its link stateadvertisementsThis enablegouters
supportinga mix of optionalcapabilitieso coexistin a single AutonomousSystem.

Somecapabilitiesmustbe supportedoy all routersattachedo a specificarea. In this case,a routerwill notaccept
a neighbots Hello unlessthereis a matchin reportedcapabilities(i.e., a capability mismatchpreventsa neighbor
relationshipfrom forming). An exampleof thisis the externalrouting capability(seebelow).

Othercapabilitiescanbe negotiatediuringthe databassynchronizatiomprocess This is accomplishedby specifying
theoptionalcapabilitiesn Databas®escriptionpackets A capabilitymismatchwith aneighboris thiscasewill result
in only asubseDf link stateadvertisementbeingexchangedetweerthetwo neighbors.

The routing tablebuild processcanalsobe affectedby the presence/absenad optional capabilities. For example,
sincethe optionalcapabilitiesarereportedn link stateadvertisementgputersincapableof certainfunctionscanbe
avoidedwhenbuilding the shortespathtree. An exampleof thisis the TOSrouting capability(seebelow).

The currentOSPFoptionalcapabilitiesarelistedbelow SeeSectionA.2 for moreinformation.

External routing capability Entire OSPFareascanbe configuredas“stubs” (seeSection3.6). AS externaladver-
tisementawill not befloodedinto stubareas.This capabilityis representedby the E-bit in the OSPFoptions
field (seeSectionA.2). In orderto ensureconsistentonfigurationof stubareasall routersinterfacingto such
anareamusthavethe E-bit clearin their Hello packetqseeSection9.5and10.5).

TOS capability All OSPFimplementationgnustbe ableto calculateseparateoutesbasedon IP Type of Service.
However to saverouting table spaceand processingesourcesan OSPFrouter canbe configuredto ignore
TOS when forwarding packets. In this case,the router calculatesroutesfor TOS 0 only. This capabilityis
representedy the T-bit in the OSPFoptionsfield (seeSectionA.2). TOS-capableouterswill attemptto avoid
non-TOS-capableouterswhencalculatingnon-zeroT OS paths.

5 Protocol Data Structur es

The OSPFprotocolis describedn this specificationin termsof its operationon variousprotocoldatastructuresThe
following list compriseghetop-level OSPFdatastructures Any initialization thatneedso be doneis noted. Areas,
OSPFinterfacesandneighborsalsohaveassociatedatastructureghataredescribedaterin this specification.

Router ID a32-bitnumberthatuniquelyidentifiesthisrouterin theAS. Onepossibldmplementatiorstrategywould
beto usethesmallestP interfaceaddresdelongingto theroutet

Pointersto areastructur es Eachoneof the areago which therouteris connectedasits own datastructure.This
datastructuredescribegheworking of the basicalgorithm. Remembethateacharearunsa separateopy of
thebasicalgorithm.

Pointer to the backbonestructur e Thebasicalgorithmoperate®nthebackbonasif it wereanarea.Forthisreason
thebackbonds representedsanareastructure.

Virtual links configured Thevirtual links configuredwith this routerasoneendpoint.In orderto haveconfigured
virtual links, therouteritself mustbe anareaborderrouter Virtual links areidentifiedby the RouterID of the
otherendpoint-whichis anotheareaborderrouter Thesetwo endpointroutersmustbeattachedo acommon
area,calledthe virtual link’ s transitarea. Virtual links are part of the backboneandbehaveasif they were
unnumberegoint-to-pointnetworksbetweenthe two routers. A virtual link usesthe intra-arearouting of its
transitareato forward packets.Virtual links arebroughtup anddownthroughthe building of the shortest-path
treesfor thetransitarea.
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LStype | Advertisementame | Advertisemendescription

1 Routerlinks advs. Originated by all routers. This advertisementlescribesthe
collectedstatesof the routers interfacesto an area. Flooded
throughouta singleareaonly.

2 Networklinks advs. Originatedfor multi-accessietworksby the Designatedrouter
This advertisementontainsthelist of routersconnectedo the
network. Floodedthroughouta singleareaonly.

3,4 Summarylink advs. Originatedby areaborderrouters andfloodedthroughoutheir
associate@rea. Eachsummarylink advertisementlescribesa
routeto adestinatioroutsidetheareayetstill insidetheAS (i.e.,
aninter-arearoute). Type 3 advertisementdescriberoutesto
networks.Type4 advertisementdescribeoutesto AS bound-
ary routers.

5 AS externallink advs. | Originatedby AS boundaryrouters,andfloodedthroughouthe
AS. Eachexternaladvertisemendescribes routeto adestina-
tion in anotherAutonomousSystem.Defaultroutesfor the AS
canalsobedescribedy AS externaladvertisements.

Table9: OSPHink stateadvertisements.

IP multicast CertainOSPFpacketaiselP multicast. Supportfor receivingandsendingP multicasts alongwith the
appropriatdower-level protocolsupport,is required. TheselP multicastpacketsnevertravel morethanone
hop. Forinformationon IP multicast,see[RFC 1112].

Lower-level protocol support Thelowerlevelprotocolgeferredto herearethenetworkaccesgrotocols suchasthe
Ethernetdatalink layer. Indicationsmustbepassedrom from theseprotocolsto OSPFasthenetworkinterface
goesup anddown. For example,on an ethernett would be valuableto know whenthe ethernetransceiver
cablebecomesinplugged.

Non-broadcastlower-level protocol support Rememberthat non-broadcashetworks are multi-accessnetworks
suchasa X.25 PDN. On thesenetworks,the Hello Protocolcanbe aidedby providing anindicationto OSPF
whenanattemptis madeto senda packeto a deador non-existentouter ForexamplepnaPDN adeadrouter
maybeindicatedby thereceptiorof a X.25 clearwith anappropriatecauseanddiagnosticandthisinformation
would be passedo OSPFE

List manipulation primitives Much of the OSPFfunctionalityis describedn termsof its operationon lists of link
stateadvertisements.For example the advertisementshat will be retransmittedo an adjacentrouter until
acknowledgedhre describedasa list. Any particularadvertisementnay be on many suchlists. An OSPF
implementatiomeedsto be ableto manipulatetheselists, addingand deletingconstituentadvertisementas
necessary

Tasking support Certainprocedureglescribedn this specificationinvoke otherprocedures At times,theseother
procedureshouldbe executedn-line, thatis, beforethe currentproceduras finished. This is indicatedin the
text by instructionsto executea procedure At othertimes,the otherproceduresareto be executednly when
thecurrentproceduréhasfinished. This is indicatedby instructionsto schedulea task.
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4.3 Routing protocol packets

The OSPFprotocol runs directly over IP, using IP protocol 89. OSPFdoesnot provide any explicit fragmenta-
tion/reassembhsupport. When fragmentationis necessarylP fragmentation/reassembiy used. OSPFprotocol
packetshavebeendesignedsothatlarge protocolpacketcangenerallybe splitinto severakmallerprotocolpackets.
This practiceis recommendedp fragmentatiorshouldbe avoidedwheneveipossible.

Routingprotocolpacketshouldalwaysbesentwith thelP TOSfield setto O. If atall possibleroutingprotocolpackets
shouldbegivenpreferenceverregularlP datatraffic, bothwhenbeingsentandreceived.As anaidto accomplishing
this, OSPFprotocol packetsshouldhavetheir IP precedencdield setto the value InternetworkControl (see[RFC
791)).

All OSPFprotocolpacketssharea commonprotocolheadethatis describedn AppendixA. The OSPFpackettypes
arelistedbelowin Table8. Theirformatsarealsodescribedn AppendixA.

Type | Packethame Protocolfunction
1 Hello Discover/maintaimeighbors
2 Databas®escription| Summarizedatabaseontents
3 Link StateRequest | Databaselownload
4 Link StateUpdate Databaseipdate
5 Link StateAck Floodingacknowledgment

Table8: OSPFpackettypes.

OSPFs Hello protocolusesHello packetsto discoverand maintainneighborrelationships.The Databasédescrip-
tion andLink StateRequestpacketsareusedin the forming of adjacencies OSPF5 reliable updatemechanismis
implementedy thelLink StateUpdateandLink StateAcknowledgmenpackets.

EachLink StateUpdatepacketcarriesa setof newlink stateadvertisementsne hop further awayfrom their point
of origination. A singleLink StateUpdatepacketmay containthelink stateadvertisementef severakouters.Each
advertisemeris taggedwith thelD of theoriginatingrouterandachecksunof itslink statecontents Thefive different
typesof OSPHink stateadvertisementarelistedbelowin Table9.

As mentionedabove,OSPFrouting packetgwith the exceptionof Hellos) aresentonly over adjacenciesNote that
this meanghatall protocolpacketdravelasinglelP hop,exceptthosethataresentovervirtual adjacenciesThe IP
sourceaddresof an OSPFprotocolpacketis oneendof a routeradjacencyandthe IP destinatioraddresss either
theotherendof theadjacencyr anlP multicastaddress.

4.4 Basicimplementation requirements
An implementatiorof OSPFrequireshefollowing piecesof systemsupport:

Timers Two differentkind of timersarerequired. The first kind, called single shottimers, fire onceand causea
protocoleventto be processedThe secondkind, calledintervaltimers,fire at continuoudntervals. Theseare
usedfor the sendingof packetsat regularintervals. A goodexampleof this is the regularbroadcasbf Hello
packetqon broadcashetworks).The granularityof bothkindsof timersis onesecond.

Intervaltimersshouldbe implementedo avoid drift. In somerouterimplementationspacketprocessing:an
affect timer execution.Whenmultiple routersare attachedo a single network, all doing broadcaststhis can
leadto the synchronizatiorof routing packetqwhich shouldbe avoided).If timerscannotbeimplementedo
avoiddrift, smallrandomamountsshouldbe addedo/subtractedrom thetimer intervalat eachfiring.
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4 Functional Summary

A separateopy of OSPFSs basicroutingalgorithmrunsin eacharea.Routershavinginterfacego multiple areagun
multiple copiesof the algorithm. A brief summaryof the routingalgorithmfollows.

Whenarouterstarts,it first initializestherouting protocoldatastructures Therouterthenwaitsfor indicationsfrom
thelower-level protocolsthatits interfacesarefunctional.

A routerthenusesthe OSPF5 Hello Protocolto acquireneighbors.TheroutersendsHello packetgo its neighbors,
andin turnreceivegheir Hello packets.On broadcastndpoint-to-pointnetworks the routerdynamicallydetectsts
neighboringoutersby sendingts Hello packetgo the multicastaddres#\ISPFRouters Onnon-broadcagtetworks,
someconfigurationinformationis necessaryn orderto discovemeighbors.On all multi-accessietworks(broadcast
or non-broadcasttheHello Protocolalsoelectsa Designatedouterfor the network.

Therouterwill attemptto form adjacenciesvith someof its newly acquiredneighbors. Topologicaldatabaseare
synchronizedetweerpairsof adjacentrouters.On multi-accessetworks the DesignatedRkouterdetermineavhich
routersshouldbecomeadjacent.

Adjacencieontrolthe distributionof routing protocolpackets.Routingprotocolpacketsaresentandreceivedonly
onadjacenciesln particulay distributionof topologicaldatabasepdategproceedslongadjacencies.

A routerperiodicallyadvertisests state whichis alsocalledlink state.Link stateis alsoadvertisedvhena routers
statechanges.A router's adjacenciesirereflectedin the contentsof its link stateadvertisementsThis relationship
betweeradjacenciesindlink stateallowsthe protocolto detectdeadroutersin atimely fashion.

Link stateadvertisementarefloodedthroughouthearea.Thefloodingalgorithmis reliable ensuringhatall routersin
anareahaveexactlythesameopologicaldatabaseThisdatabaseonsist®f thecollectionof link stateadvertisements
receivedfrom eachrouterbelongingto the area. Fromthis databas@achroutercalculatesa shortest-patiiree,with
itself asroot. This shortest-patltreein turn yieldsa routingtablefor theprotocol.

4.1 Inter-arearouting

Theprevioussectiondescribedhe operatiorof the protocolwithin asinglearea.Forintra-areaouting,no otherrout-
ing informationis pertinent.In orderto beableto routeto destination®utsideof theareatheareaborderroutersinject
additionalroutinginformationinto thearea.This additionalinformationis a distillation of therestof the Autonomous
Systemstopology

This distillationis accomplishe@sfollows: Eachareaborderrouteris by definitionconnectedo thebackboneEach
areaborderroutersummarizeshe topologyof its attachedareador transmissioron the backboneandhenceto all
otherareaborderrouters. A areaborderrouterthenhascompletetopologicalinformationconcerninghe backbone,
andtheareasummariegrom eachof the otherareaborderrouters.Fromthis information,the routercalculategpaths
to all destinationsotcontainedn its attachedareas.Therouterthenadvertiseshesepathsto its attachedareas.This
enableghe areasinternalroutersto pick the bestexit routerwhenforwardingtraffic to destinationsn otherareas.

4.2 AS external routes

Routersthat haveinformationregardingother AutonomousSystemscanflood this informationthroughoutthe AS.
Thisexternakoutinginformationis distributedverbatimto everyparticipatingrouter Thereis oneexception:external
routinginformationis not floodedinto “stub” areagseeSection3.6).

Toutilize externakoutinginformation thepathto all routersadvertisingexternainformationmustbe knownthrough-
outthe AS (exceptingthe stubareas).Forthatreasonthelocationsof theseAS boundaryroutersaresummarizedy
the (non-stub)areaborderrouters.
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In the previoussection,an areawasdescribedasa list of addresgsanges.Any particularaddresgangemuststill be
completelycontainedn a singlecomponenbf the areapartition. This hasto do with theway the areacontentsare
summarizedo thebackboneAlso, the backbonétself mustnotpartition. If it does partsof the AutonomousSystem
will becomeunreachableBackbonepartitionscanberepairedoy configuringvirtual links (seeSectionl5).

Anotherwayto think aboutareapartitionsis to look atthe AutonomousSystengraphthatwasintroducedn Section?.
ArealDs canbeviewedascolorsfor the graphs edges: Eachedgeof the graphconnectgo a network,or is itself a
point-to-pointnetwork. In eithercase the edgeis coloredwith thenetwork's AreaID.

A groupof edgesall havingthe samecolor, andinterconnectetby vertices representanarea.If thetopologyof the
AutonomousSystemis intact, the graphwill haveseverakegionsof color, eachcolor beingadistinctArealD.

WhentheAS topologychangesoneof theareagnaybecomepartitioned.Thegraphof the AS will thenhavemultiple
regionsof the samecolor (ArealD). Theroutingin the AutonomousSystemwill continueto functionaslongasthese
regionsof samecolor areconnectedy thesinglebackboneegion.

1The graphs verticesrepreseneitherrouters transitnetworks,or stubnetworks. Sinceroutersmay belongto multiple areasit is not possible
to colorthegraphsvertices.
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Thereare manypossiblewaysof dividing up a classA, B, and C networkinto variablesizedsubnets.The precise
procedurdor doingsois beyondthe scopeof this specification. The specificatiorhoweverestablisheshe following

guideline:WhenanlP packets forwardedt is alwaysforwardedo the networkthatis thebestmatchfor thepackets
destination.Herebestmatchis synonymouswith the longestor mostspecificmatch. For example the defaultroute
with destinationof 0.0.0.0and mask0x00000000 is alwaysa matchfor every IP destination. Yet it is always
lessspecificthanany othermatch. Subnetmasksmustbe assignedso that the bestmatchfor any IP destinationis

unambiguous.

The OSPFareaconceptis modelledafter an IP subnettechetwork. OSPFareashavebeenloosely definedto be a
collectionof networks.In actuality anOSPFareais specifiedo bealist of addressangeqseeSectionC.2for more
details). Eachaddressangeis definedasan[address,mask}air. Many separateretworksmay thenbe containedn

a singleaddresgange just asa subnettechetworkis composedf manyseparatesubnets.Areaborderroutersthen
summarizehe areacontentgfor distributionto the backbone)py advertisinga singleroute for eachaddressange.
Thecostof therouteis the minimumcostto any of the networksfalling in the specifiedrange.

ForexampleanlP subnettedhetworkcanbeconfiguredasasingleOSPFarea.ln thatcasethe areawould bedefined
asa singleaddresgange: a classA, B, or C networknumberalongwith its naturallP mask. Insidethe area,any
numberof variablesizedsubnetsouldbedefined.Externalto theareaa singleroutefor theentiresubnettedhetwork
would be distributed hiding eventhefact thatthe networkis subnettedat all. The costof this routeis the minimum
of the setof coststo the componensubnets.

3.6 Supporting stub areas

In someAutonomousSystemsthe majority of the topologicaldatabasenay consistof externaladvertisementsAn
OSPFexternaladvertisements usuallyfloodedthroughoutthe entire AS. However OSPFallows certainareasto
be configuredas “stub areas”. Externaladvertisementare not floodedinto/throughoutstub areas;routing to AS
externaldestinationsn theseareads basedon a (perarea)defaultonly. This reduceghe topologicaldatabaseize,
andthereforethememoryrequirementsfor a stubareasinternalrouters.

In orderto take advantageof the OSPFstub areasupport,default routing mustbe usedin the stubarea. This is
accomplishedhsfollows. Oneor moreof the stubareas areaborderroutersmustadvertisea defaultrouteinto the
stubareavia summaryadvertisementsThesesummarydefaultsarefloodedthroughouthe stubarea,but no further.
(For thisreasorthesedefaultspertainonly to the particularstubarea). Thesesummarydefaultrouteswill matchany
destinatiorthatis not explicitly reachabldy anintra-areaor inter-areapath(i.e., AS externaldestinations).

An areacanbe configuredas stubwhenthereis a singleexit point from the area,or whenthe choiceof exit point
neednot be madeon a perexternal-destinatiobasis. For examplearea3 in Figure6 could be configuredasa stub
areabecausall externaltraffic musttravelthoughits singleareaborderrouterRT11. If area3 wereconfiguredasa
stub,routerRT11 would advertisea defaultroutefor distributioninsidearea3 (in a summaryadvertisementjnstead
of floodingthe externaladvertisement®r networksN12-N15into/throughouthearea.

The OSPFprotocolensureghat all routersbelongingto an areaagreeon whetherthe areahasbeenconfiguredasa
stub. This guaranteethatno confusionwill arisein thefloodingof externaladvertisements.

Therearea coupleof restrictionson the useof stubareas.Virtual links cannotbe configuredthroughstubareas.In
addition,AS boundaryrouterscannotbe placedinternalto stubareas.

3.7 Partitions of areas
OSPFdoesnotactively attemptto repairareapartitions. Whenan areabecomegartitioned,eachcomponensimply

becomes separatarea. The backbonghenperformsrouting betweenthe new areas.Somedestinationgeachable
via intra-areaoutingbeforethe partitionwill now requireinter-arearouting.
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Destination| RT3adv. | RT4adv
la,lb 15 22
N6 16 15
N7 20 19
N8 18 18
N9-N11,H1 19 26
RT5 14 8
RT7 20 14

Table6: Destinationsadvertisednto Areal by routersRT3 andRT4.

Theinformationimportedinto Areal by routersRT3 andRT4 enablesaninternalrouter, suchasRT1, to choosean
areaborderrouterintelligently. RouterRT1 would useRT4 for traffic to networkN6, RT3 for traffic to networkN10,
andwould load sharebetweerthetwo for traffic to networkN8.

RouterRT1 canalsodetermindn this mannerthe shortespathto the AS boundaryroutersRT5 andRT7. Then,by
looking at RT5 and RT7’s externaladvertisementsouter RT1 candecidebetweenRT5 or RT7 whensendingto a
destinatiorin anotherAutonomousSystem(oneof the networksN12-N15).

Notethatafailure of theline betweerroutersRT6 andRT10will causeghebackboneo becomedisconnectedConfig-
uringanothewirtual link betweerroutersRT7 andRT10will givethebackbonanoreconnectivityandmoreresistance
to suchfailures. Also, a virtual link betweerRT7 andRT10would allow a muchshorterpathbetweerthethird area
(containingN9) andtherouterRT7, whichis advertisinga goodrouteto externalnetworkN12.

3.5 IP subnetting support

OSPFattachesan IP addresanaskto eachadvertisedroute. The maskindicatesthe rangeof addressebeingde-
scribedby the particularroute. For example a summaryadvertisementor the destination128.185.0.Qvith a mask
of Oxf f f f 0000 actuallyis describinga singlerouteto the collectionof destinationd28.185.0.6 128.185.255.255.
Similarly, hostroutesarealwaysadvertisedvith a maskof Oxf f f f f f f f , indicatingthe presencef only a single
destination.

Including the maskwith eachadvertiseddestinatiorenableghe implementatiorof whatis commonlyreferredto as
variable-lengttsubnemasks.ThismeanghatasinglelP classA, B, or C networknumbercanbebrokenupinto many
subnet=of varioussizes. For example the network 128.185.0.Ccould be brokenup into 64 variable-sizedsubnets:
16 subnetf size4K, 16 subnetof size256,and32 subnetsf size8. Table7 showssomeof the resultingnetwork
addressetogetherwith their masks:

Networkaddress| IP addressmask| Subnesize
128.185.16.0 | Oxfffff000 4K
128.185.1.0 oxffffffooO 256
128.185.0.8 Oxfffffff8 8

Table7: Somesamplesubnetizes.

[J. Moy] [Pagel7]



RFC1247 OSPFVersion2 July 1991

- RT7

Figure 7: Area 1’ s Dat abase

Fi gure 8: The backbone dat abase

[J. Moy] [Pagel6]



RFC1247 OSPFVersion2 July 1991

Network | RT3adv. | RT4adv
N1 4 4
N2 4 4
N3 1 1
N4 2 3

Table4: Networksadvertisedo the backbondyy routersRT3 andRT4.

Thetopologicaldatabaséor the backbonés shownin Figure8. Thesetof routerspicturedarethebackboneouters.
RouterRT11 is abackboneouterbecausé belonggo two areas.In orderto makethebackboneconnectedavirtual
link hasbeenconfiguredbetweerroutersR10andR11.

Again, routersRT3, RT4, RT7,RT10andRT11 areareaborderrouters.As routersRT3 andRT4 did above theyhave
condensetheroutinginformationof their attachedareador distributionvia thebackbonethesearethedashedstubs
thatappeain Figure8. Remembethatthethird areahasbeenconfiguredo condensaetworksN9-N11 andHostH1
into a singleroute. This yieldsa singledashedine for networksN9-N11 andHostH1 in Figure8. RoutersRT5 and
RT7 areAS boundaryrouters;itheir externallyderivedinformationalsoappear®nthe graphin Figure8 asstubs.

The backboneenableghe exchangeof summaryinformationbetweerareaborderrouters. Every areaborderrouter
hearsthe areasummariedrom all otherareaborderrouters. It thenforms a picture of the distanceto all networks
outsideof its areaby examiningthe collectedadvertisementg@ndaddingin thebackbonealistanceao eachadvertising
router

Again usingroutersRT3 andRT4 asanexamplethe procedureggoesasfollows: Theyfirst calculatethe SPFtreefor
the backbone.This givesthe distancego all otherareaborderrouters. Also notedarethe distancego networks(la
andlb) andAS boundaryrouters(RT5 andRT7) thatbelongto the backbone This calculationis shownin Table5.

Areaborder | distfrom | distfrom
router RT3 RT4
to RT3 * 21
toRT4 22 *
toRT7 20 14
toRT10 15 22
to RT11 18 25
tola 20 27
tolb 15 22
to RT5 14 8
toRT7 20 14

Table5: Backbondlistancesalculatedy routersRT3 andRT4.

Next, by looking at the areasummariedrom theseareaborderrouters,RT3 and RT4 can determinethe distance
to all networksoutsidetheir area. Thesedistancesarethenadvertisednternally to the areaby RT3 andRT4. The
advertisementthatrouterRT3 andRT4 will makeinto Areal areshownin Table6. Notethat Table6 assumeshat
anarearangehasbeenconfiguredfor thebackbonevhich groupsl5 andl6 into a singleadvertisement.
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The correctareaborderrouterto useasthe packetexits the sourceareais chosenin exactlythe sameway routers
advertisingexternalroutesare chosen. Eachareaborderrouterin an areasummarizedor the areaits costto all
networksexternalto the area.After the SPFtreeis calculatedor the area routesto all othernetworksarecalculated
by examiningthe summarie®f theareaborderrouters.

3.3 Classificationof routers

Beforetheintroductionof areasthe only OSPFroutershavinga specializedunctionwerethoseadvertisingexternal
routing information, suchasrouterRT5 in Figure2. Whenthe AS is split into OSPFareasthe routersare further
dividedaccordingto functioninto thefollowing four overlappingcategories:

Internal routers A routerwith all directly connectedetworksbelongingto the samearea.Routerswith only back-
boneinterfacesalsobelongto this category Theseroutersrun a singlecopy of the basicroutingalgorithm.

Areaborder routers A routerthatattachego multiple areas.Areaborderroutersrun multiple copiesof the basic
algorithm,onecopy for eachattachedcareaandan additionalcopy for the backbone Area borderrouterscon-
denseahetopologicalinformationof their attachedareador distributionto the backbone Thebackbonen turn
distributesheinformationto the otherareas.

Backbonerouters A routerthathasaninterfaceto thebackboneThisincludesall routersthatinterfaceto morethan
onearea(i.e., areaborderrouters).However backboneoutersdo not haveto be areaborderrouters.Routers
with all interfacessonnectedo the backboneareconsideredo beinternalrouters.

AS boundary routers A routerthatexchangesoutinginformationwith routersbelongingo otherAutonomousSys-
tems.SucharouterhasAS externalroutesthatareadvertisedhroughouthe AutonomousSystem.The pathto
eachAS boundaryrouteris known by everyrouterin the AS. This classificatioris completelyindependenof
the previousclassifications:AS boundaryroutersmay be internalor areaborderrouters,andmay or may not
participatein thebackbone.

3.4 A sampleareaconfiguration

Figure 6 showsa sampleareaconfiguration. The first areaconsistsof networksN1-N4, alongwith their attached
routersRT1-RT4. The secondareaconsistsof networksN6-N8, alongwith their attachedroutersRT7, RT8, RT10,

RT11. Thethird areaconsistof networksN9-N11 andhostH1, alongwith their attachedoutersRT9, RT11, RT12.

Thethird areahasbeenconfiguredsothatnetworksN9-N11 andhostH1 will all begroupednto a singleroute,when

advertisecexternalto the area(seeSection3.5for moredetails).

In Figure6, routersRT1, RT2, RT5, RT6, RT8, RT9 andRT12areinternalrouters.RoutersRT3,RT4,RT7,RT10and
RT11 areareaborderrouters.Finally asbefore,routersRT5 andRT7 are AS boundaryrouters.

Figure7 showstheresultingtopologicaldatabaséor the Areal. Thefigurecompletelydescribeshatareasintra-area
routing. It alsoshowsthe completeview of theinternetfor thetwo internalroutersRT1 andRT2. It is thejob of the
areaborderrouters RT3 andRT4, to advertiseénto Area 1 the distancedo all destinationgxternalto thearea.These
areindicatedin Figure7 by the dashedstubroutes. Also, RT3 and RT4 mustadvertiseinto Area 1 the location of
the AS boundaryroutersRT5 and RT7. Finally, externaladvertisementrom RT5 andRT7 arefloodedthroughout
theentireAS, andin particularthroughoutAreal. Theseadvertisementareincludedin Areal’sdatabaseandyield
routesto networksN12-N15.

RoutersRT3 andRT4 mustalsosummarizeArea 1's topologyfor distributionto the backbone.Their backbonead-
vertisementare shownin Table4. Thesesummarieshowwhich networksare containedn Areal (i.e., networks
N1-N4),andthedistanceo thesenetworksfrom the routersRT3 andRT4 respectively
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3 Splitting the ASinto Areas

OSPFallows collectionsof contiguousnetworksand hoststo be groupedtogether Sucha group,togetherwith the
routershavinginterfacego anyoneof theincludednetworks,is calledanarea.Eacharearunsa separateopyof the
basicSPFroutingalgorithm. This meanghateachareahasits own topologicaldatabasandcorrespondingraph,as
explainedn the previoussection.

The topologyof anareais invisible from the outsideof the area. Converselyroutersinternalto a given areaknow
nothing of the detailedtopology externalto the area. This isolation of knowledgeenableghe protocolto effect a
markedreductionin routingtraffic ascomparedo treatingthe entire AutonomousSystemasa single SPFdomain.

With theintroductionof areasijt is nolongertruethatall routersin the AS haveanidenticaltopologicaldatabaseA
routeractuallyhasaseparatéopologicaldatabaséor eachareait is connectedo. (Routersconnectedo multipleareas
arecalledareaborderrouters). Two routersbelongingto the sameareahave,for thatarea,identicalareatopological
databases.

Routingin the AutonomousSystemtakesplaceon two levels, dependingon whetherthe sourceand destinationof
a packetresidein the samearea(intra-arearouting is used)or differentareas(inter-arearoutingis used). In intra-
arearouting,the packetis routedsolelyoninformationobtainedwithin theareanoroutinginformationobtainedrom
outsidetheareacanbeused.This protectdntra-areaoutingfrom theinjectionof badroutinginformation. We discuss
inter-arearoutingin Section3.2.

3.1 The backboneof the Autonomous System

Thebackboneonsistof thosenetworksnotcontainedn anyareatheirattachedoutersandthoseroutersthatbelong
to multiple areas.Thebackbonanustbe contiguous.

It is possibleto defineareadn suchaway thatthe backbonés nolongercontiguous In this casethe systemadminis-
tratormustrestorebackboneconnectivityby configuringvirtual links.

Virtual links canbe configuredbetweeranytwo backboneoutersthathaveaninterfaceto a commonnon-backbone
area. Virtual links belongto the backbone.The protocoltreatstwo routersjoined by a virtual link asif they were
connectedy anunnumberegoint-to-pointnetwork. On the graphof the backbonefwo suchroutersarejoined by
arcswhosecostsaretheintra-areadistancedetweerthetwo routers.Therouting protocoltraffic thatflows alongthe
virtual link usesintra-arearoutingonly.

The backbonéds responsibldor distributing routing information betweenareas. The backbonetself hasall of the
propertieof anarea.Thetopologyof the backbonas invisible to eachof the areaswhile the backbonatself knows
nothingof thetopologyof theareas.

3.2 Inter-arearouting

Whenroutinga packetbetweerntwo areaghe backbones used.Thepaththatthe packetwill travelcanbebrokenup
into threecontiguougieces:anintra-aregpathfrom the sourceto anareaborderrouter, a backbonepathbetweerthe
sourceanddestinationareasandthenanotherintra-aregpathto the destination.The algorithmfindsthe setof such
pathsthathavethe smallestcost.

Looking at this anotherway;, inter-arearouting canbe picturedasforcing a star configurationon the Autonomous
Systemwith thebackboneashubandandeachof the areasasspokes.

Thetopologyof the backbonealictatesthe backbonepathsusedbetweerareas.Thetopologyof the backbonecanbe
enhancedby addingvirtual links. This givesthesystemadministratoisomecontrolovertheroutestakenby inter-area
traffic.
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This sectionhasassumedhatpacketslestinedor externaldestinationgarealwaysroutedthroughthe advertisingAS
boundaryrouter Thisis notalwaysdesirable Forexample supposen Figure2 thereis anadditionalrouterattached
to networkN6, calledRouterRTX. SupposédurtherthatRTX doesnot participatan OSPFouting,butdoesexchange
EGPinformationwith the AS boundaryrouterRT7. Then,routerRT7 would endup advertisingOSPFexternalroutes
for all destinationghat shouldbe routedto RTX. An extrahop will sometimese introducedif packetsfor these
destinationmeedalwaysberoutedfirst to routerRT7 (the advertisingrouter).

To dealwith this situation,the OSPFprotocol allows an AS boundaryrouterto specifya “forwarding address’in
its externaladvertisementsin the aboveexample ,RouterRT7 would specifyRTX's IP addressasthe “forwarding
addressfor all thosedestinationsvhosepacketsshouldbe routeddirectly to RTX.

The“forwarding address’hasoneotherapplication.It enablegoutersin the AutonomousSystems interior to func-
tion as“route servers”.Forexamplejn Figure2 therouterRT6 couldbecomearouteserver gainingexternalkrouting
informationthrougha combinationof staticconfigurationand externalrouting protocols. RT6 would thenstartad-
vertisingitself asan AS boundaryrouter, andwould originatea collectionof OSPFexternaladvertisementsn each
externaladvertisementouterRT6 would specifythe correctAutonomousSystenmexit pointto usefor thedestination
throughappropriatesettingof the advertisemeng“forwarding addressfield.

2.3 Equal-costmultipath

The abovediscussiorhasbeensimplified by consideringonly a singlerouteto any destination.In reality, if multiple
equal-costoutesto a destinationexist, theyareall discoveredandused. This requiresno conceptuathangego the
algorithm,andits discussioris postponedintil we considerthetree-buildingprocessn moredetail.

With equalcostmultipath,arouterpotentiallyhasseverakvailablenexthopstowardsany given destination.

2.4 TOS-based outing

OSPFcancalculatea separatesetof routesfor eachlP Typeof Service.ThelP TOSvaluesarerepresenteth OSPF
exactlyastheyappeain thelP packetheader This meanghat,for anydestinationtherecanpotentiallybe multiple
routingtableentries,onefor eachlP TOS.

Uptothispoint,all exampleshownhaveassumedhatroutesdonotvaryon TOS.In orderto differentiateroutesbased
on TOS, separaténterfacecostscanbe configuredfor eachTOS. For example,in Figure2 therecould be multiple
costs(onefor eachTOS)listedfor eachinterface.A costfor TOS0 mustalwaysbe specified.

Wheninterfacecostsvary basen TOS,a separatshortespathtreeis calculatedor eachTOS(seeSection2.1). In
addition,externalcostscanvary basedon TOS.For examplejn Figure2 routerRT7 could advertisea separatéype
1 externalmetricfor eachTOS. Then,whencalculatingthe TOS X distanceto networkN15 the costof the shortest
TOSX pathto RT7 would beaddedo the TOS X costadvertisedby RT7 (seeSection2.2).

All OSPFimplementationsnustbe capableof calculatingroutesbasedon TOS.However OSPFrouterscanbecon-
figuredto routeall packetoonthe TOSO path(seeAppendixC), eliminatingtheneedo calculatenon-zeroT OSpaths.
This canbe usedto conserverouting table spaceand processingesourcesn the router TheseTOS-0-onlyrouters
canbemixedwith routersthatdo routebasedn TOS.TOS-0-onlyrouterswill beavoidedasmuchaspossiblevhen
forwardingtraffic requestinganon-zerorT OS.

It maybethe casethatno pathexistsfor somenon-zeroT OS,evenif therouteris calculatingnon-zeroTOSpaths.In
thatcase packetgequestinghatnon-zeroT OSareroutedalongthe TOSO path(seeSection11.1).
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Destination| NextHop | Distance
N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8

Ib * 7

la RT10 12
N6 RT10 8
N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21
RT5 RT5 6
RT7 RT10 8

Table2: Theportionof routerRT6’sroutingtablelisting local destinations.

Hereis an exampleof Type 1 externalmetric processing.Supposehat the routersRT7 and RT5 in Figure 2 are
advertisingType 1 externalmetrics. For eachexternalroute,the distancefrom RouterRT6 is calculatedasthe sum

of theexternalroute’s costandthe distancefrom RouterRT6 to the advertisingrouter For everyexternaldestination,
therouteradvertisinghe shortesrouteis discoveredandthe nexthopto theadvertisingouterbecomeshenexthop

to the destination.

Both RouterRT5 andRT7 areadvertisinganexternalrouteto destinatiometworkN12. RouterRT7 is preferredsince
it isadvertisingN12atadistanceof 10(8+2)to RouterRT6, whichis betterthanrouterRT5’s14 (6+8). Table3 shows
theentriesthatareaddedo theroutingtablewhenexternalroutesareexamined:

Destination| NextHop | Distance
N12 RT10 10
N13 RT5 14
N14 RT5 14
N15 RT10 17

Table3: The portionof routerRT6’sroutingtablelisting externaldestinations.

Processingf Type2 externalmetricsis simpler The AS boundaryrouteradvertisingthe smallestexternalmetricis
chosenyregardles®f the internaldistanceto the AS boundaryrouter Supposen our examplebothrouter RT5 and
routerRT7 wereadvertisingType2 externalroutes.Thenall traffic destinedor networkN12 would beforwardedto
routerRT7, since2 < 8. Whenseverakequal-cosiType 2 routesexist, theinternaldistanceto the advertisingrouters
is usedto breakthetie.

Both Type 1 andType 2 externalmetricscanbe presentin the AS at the sametime. In thatevent, Type 1 external
metricsalwaystakeprecedence.
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Figure 2 showsa samplemapof an AutonomousSystem. The rectanglelabelledH1 indicatesa host,which hasa
SLIP connectionto routerRT12. RouterRT12 is thereforeadvertisinga hostroute. Lines betweerroutersindicate
physicalpoint-to-pointnetworks. The only point-to-pointnetworkthat hasbeenassignednterfaceaddressess the
onejoining routersRT6 andRT10. RoutersRT5 andRT7 haveEGP connectiongo other AutonomousSystems.A

setof EGP-learnedouteshavebeendisplayedfor both of theserouters.

A costis associatetvith theoutputsideof eachrouterinterface.This costis configurableéby the systemadministrator
The lower the cost,the morelikely theinterfaceis to be usedto forward datatraffic. Costsarealsoassociatedvith
theexternallyderivedroutingdata(e.g.,the EGP-learnedoutes).

The directedgraphresultingfrom the mapin Figure?2 is depictedin Figure3. Arcs arelabelledwith the costof the
correspondingouter outputinterface. Arcs havingno labelledcosthavea costof 0. Note that arcsleadingfrom
networksto routersalwayshavecostO; theyaresignificantnonethelessNote alsothatthe externallyderivedrouting
dataappear®nthe graphasstubs.

Thetopologicaldatabaséor whathasbeenreferredto aboveasthe directedgraph)is piecedtogetherfrom link state

advertisementgeneratedy therouters. The neighborhoof eachtransitvertexis representeth a single,separate
link stateadvertisementFigure4 showsgraphicallythelink staterepresentationf the two kinds of transitvertices:

routersandmulti-accessetworks.RouterRT12 hasaninterfaceto two broadcashetworksanda SLIP line to ahost.

Network N6 is a broadcashetworkwith threeattachedouters.The costof all links from networkNG6 to its attached
routersis 0. Notethatthelink stateadvertisemenfior networkNG6 is actuallygeneratedby oneof theattachedouters:

therouterthathasbeenelectedDesignatedrouterfor thenetwork.

2.1 The shortest-pathtree

Whenno OSPFareasare configured,eachrouterin the AutonomousSystemhasanidenticaltopologicaldatabase,
leadingto anidenticalgraphicalrepresentationA routergeneratedts routingtablefrom this graphby calculatinga
treeof shortespathswith therouteritself asroot. Obviously, the shortest-pattiree dependn the routerdoing the
calculation.Theshortest-pattreefor routerRT6 in our exampleis depictedn Figure5.

Thetreegivestheentirerouteto anydestinatiometworkor host. However only thenexthopto thedestinatioris used
in the forwardingprocess.Note alsothatthe bestrouteto anyrouterhasalsobeencalculated.For the processingf
externaldata,we notethe nexthopanddistanceto anyrouteradvertisingexternalroutes.Theresultingroutingtable
for routerRT6 is picturedin Table2. Notethatthereis a separateoutefor eachendof anumberedserialline (in this
casetheserialline betweerroutersRT6 andRT10).

Routesto networksbelongingto otherAS’es (suchasN12) appeaasdashedinesontheshortespathtreein Figure
5. Useof this externallyderivedroutinginformationis consideredn the nextsection.

2.2 Useof external routing information

After thetreeis createdhe externalroutinginformationis examined.This externalroutinginformationmayoriginate
from anotherrouting protocol suchas EGR or be statically configured(static routes). Default routescan also be
includedaspartof the AutonomousSystems externalroutinginformation.

Externalroutinginformationis floodedunalteredhroughouthe AS. In ourexampleall theroutersin the Autonomous
Systemknow thatrouterRT7 hastwo externalroutes,with metrics2 and9.

OSPFsupportgwo typesof externalmetrics. Type 1 externalmetricsareequivalento thelink statemetric. Type?2

externalmetricsaregreaterthanthe costof any pathinternalto the AS. Useof Type2 externalmetricsassumeshat
routing betweenAS’esis the major costof routing a packet,andeliminatesthe needfor conversiorof externalcosts
to internallink statemetrics.

[J. Moy] [Pageb]



RFC1247 OSPFVersion2 July 1991

rr1 Lla RT2 RT1 Q RT2
I b

|b | a

Physi cal poi nt-to-point networks

RT3 RT4 RT3
N2
N2 RT5 ol > RT4
RT5 RT6 RT6

Mul ti - access net wor ks

RT7

Stub nulti-access networks

Figure 1: Network nmap conponents

[J. Moy] [Page5]



RFC1247 OSPFVersion2 July 1991

Theverticesof thegraphcanbefurthertypedaccordingo function. Only someof theselypescarrytransitdatatraffic;
thatis, traffic thatis neitherlocally originatednor locally destined Verticesthatcancarrytransittraffic areindicated
onthegraphby havingbothincomingandoutgoingedges.

Vertextype | Vertexname | Transit?
1 Router yes
2 Network yes
3 Stubnetwork no

Tablel: OSPFvertextypes.

OSPFsupportghefollowing typesof physicalnetworks:

Point-to-point networks A networkthatjoins a singlepair of routers.A 56Kb serialline is an exampleof a point-
to-pointnetwork.

Broadcastnetworks Networkssupportingmany (more thantwo) attachedrouters,togetherwith the capability to
address singlephysicalmessagéo all of theattachedouters(broadcast)Neighboringroutersarediscovered
dynamicallyonthesenetsusingOSPFsHello Protocol. The Hello Protocolitself takesadvantagef the broad-
castcapability The protocolmakedurtheruseof multicastcapabilitiesjf theyexist. An ethernets anexample
of abroadcashetwork.

Non-broadcastnetworks Networkssupportingmany(morethantwo) attachedouters but havingno broadcasta-
pability. Neighboringroutersare alsodiscoveredn thesenetsusing OSPFs Hello Protocol. However due
to thelack of broadcastapability someconfigurationinformationis necessaryor the correctoperationof the
Hello Protocol. On thesenetworks, OSPFprotocol packetghatarenormally multicastneedto be sentto each
neighboringrouter, in turn. An X.25 PublicDataNetwork (PDN) is anexampleof a non-broadcastetwork.

The neighborhoodf eachnetworknodein the graphdependsn whetherthe networkhasmulti-accessapabilities
(eitherbroadcasbr non-broadcastand, if so,the numberof routershavingan interfaceto the network. The three
casesare depictedin Figurel. Rectanglesndicaterouters. Circlesand oblongsindicate multi-accessetworks.
Routernamesare prefixedwith the lettersRT andnetworknameswith N. Routerinterfacenamesareprefixedby I.
Linesbetweerroutersindicatepoint-to-pointnetworks.Theleft sideof thefigure showsa networkwith its connected
routers,with theresultinggraphshownon theright.

Two routersjoined by a point-to-pointnetworkarerepresenteth the directedgraphasbeingdirectly connectedy a
pair of edgespnein eachdirection. Interfacego physicalpoint-to-pointnetworksneednot beassignedP addresses.
Sucha point-to-pointnetworkis calledunnumbered.The graphicalrepresentationf point-to-pointnetworksis de-
signedsothatunnumberedetworkscanbe supportedhaturally Wheninterfaceaddressesxist,theyaremodelledas
stubroutes.Notethateachrouterwould thenhavea stubconnectiorto theotherrouter sinterfaceaddresgseeFigure
1).

When multiple routersare attachedo a multi-accessetwork, the directedgraphshowsall routersbidirectionally
connectedo thenetworkvertex(again,seefFigurel). If only asinglerouteris attachedo amulti-accessietwork,the
networkwill appeain thedirectedgraphasa stubconnection.

Eachnetwork(stubor transit)in the graphhasan IP addressandassociatedetworkmask. The maskindicatesthe
numberof nodeson the network. Hostsattachedlirectly to routers(referredto ashostroutes)appeaton the graphas
stubnetworks.The networkmaskfor a hostrouteis alwaysOxf f f f f f f f , which indicatesthe presencef a single
node.
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Lower-level protocols Theunderlyingnetworkaccesgprotocolsthatprovideservicego the InternetProtocolandin
turnthe OSPFprotocol. Exampleof thesearethe X.25 packetandframelevelsfor PDNs,andtheethernetlata
link layerfor ethernets.

1.3 Brief history of SPF-based outing technology

OSPHs anSPF-basedoutingprotocol. Suchprotocolsarealsoreferredto in theliteratureaslink-stateor distributed-
databaseprotocols. This sectiongivesa brief descriptionof the developmentsn SPF-basedechnologythat have
influencedhe OSPFprotocol.

Thefirst SPF-basedbuting protocolwasdevelopedor usein the ARPANET packetswitchingnetwork. This protocol
is describedn [McQuillan]. It hasformedthe startingpoint for all other SPF-basegrotocols. The homogeneous
Arpanetenvironmentj.e., single-vendopacketswitchesconnectedy synchronouseriallines, simplifiedthe design
andimplementatiorof the original protocol.

Modificationsto thisprotocolwereproposedn [Periman]. Thesanodificationglealtwith increasinghefaulttolerance
of the routing protocol through,amongotherthings, addinga checksunto the link stateadvertisementgthereby
detectingdatabaseorruption). The paperalsoincludedmeansfor reducingthe routing traffic overheadn an SPF-
basedprotocol. This wasaccomplishedy introducingmechanismsvhich enabledthe interval betweenlink state
advertisement® beincreasedy anorderof magnitude.

An SPF-basedlgorithmhasalsobeenproposedor useasanlSO 1S-ISroutingprotocol. This protocolis describedn
[DEC]. Theprotocolincludesmethodgor dataandroutingtraffic reductionwhenoperatingoverbroadcashetworks.
Thisis accomplishedby electionof a DesignatedRouterfor eachbroadcashetwork,whichthenoriginatesalink state
advertisemenfor the network.

TheOSPFsubcommitte®f thelETF hasextendedhisworkin developinghe OSPFprotocol. TheDesignatedRouter
concepthasbeengreatlyenhancedo furtherreducethe amountof routingtraffic required.Multicast capabilitiesare
utilized for additionalroutingbandwidthreduction.An arearoutingschemenasbeendevelopednablinginformation
hiding/protection/reductionFinally, the algorithm hasbeenmodifiedfor efficient operationin the internetenviron-
ment.

1.4 Organization of this document

Thefirst threesectionof this specificatiorgive a generaloverviewof the protocol’s capabilitiesandfunctions. Sec-
tions 4-16 explainthe protocol’s mechanismén detail. Packetformats,protocolconstantsconfigurationitemsand
requiredmanagemerdtatisticsarespecifiedn the appendices.

LabelssuchasHellolntervalencountereth thetextreferto protocolconstantsTheymayor maynotbeconfigurable.
Thearchitecturaconstant@reexplainedn AppendixB. The configurableconstantareexplainedn AppendixC.

The detailedspecificationof the protocolis presentedn termsof datastructures.This is donein orderto makethe
explanationmore precise. Implementation®f the protocolare requiredto supportthe functionality described put
neednot usethe precisedatastructureghatappeain this paper

2 The TopologicalDatabase

The databasef the AutonomousSystems topologydescribes directedgraph. The verticesof the graphconsistof
routersandnetworks.A graphedgeconnectdwo routerswhentheyareattachedia aphysicalpoint-to-pointnetwork.
An edgeconnectinga routerto a networkindicatesthatthe routerhasaninterfaceon the network.
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1.2 Definitions of commonly usedterms

Hereis a collectionof definitionsfor termsthat havea specificmeaningto the protocolandthatareusedthroughout
thetext. Thereademnfamiliarwith the InternetProtocolSuiteis referredto [RS-85-153]for anintroductionto IP.

Router A levelthreelnternetProtocolpacketswitch. Formerlycalleda gatewayin muchof theIP literature.

Autonomous System A groupof routersexchangingouting informationvia a commonrouting protocol. Abbrevi-
atedasAS.

Internal GatewayProtocol The routing protocol spokenby the routersbelongingto an Autonomoussystem. Ab-
breviatedasIGP. EachAutonomousSystemhasa singleIGP. DifferentAutonomousSystemsmay be running
differentiGPs.

Router ID A 32-bitnumberassignedo eachrouterrunningthe OSPFprotocol. This numberuniquelyidentifiesthe
routerwithin an AutonomousSystem.

Network In this paper an IP networkor subnet.lt is possiblefor one physicalnetworkto be assignednultiple IP
network/subnehumbers.We considertheseto be separatenetworks. Point-to-pointphysicalnetworksarean
exception theyareconsidered singlenetworkno matterhow many(if anyatall) IP network/subnenumbers
areassignedo them.

Network mask A 32-bit numberindicatingthe rangeof IP addressegesidingon a single IP network/subnetThis
specificationdisplaysnetwork masksas hexadecimahumbers. For example,the network maskfor a class
C IP networkis displayedasOxf f f f f f 00. Sucha maskis often displayedelsewheren the literatureas
255.255.255.0.

Multi-accessnetworks Thosephysicalnetworksthat supportthe attachmenbf multiple (morethantwo) routers.
Eachpair of routerson suchanetworkis assumedo beableto communicatelirectly (e.g.,multi-dropnetworks
areexcluded).

Interface The connectionbetweena router and one of its attachednetworks. An interfacehas stateinformation
associatewdith it, whichis obtainedrom theunderlyinglowerlevelprotocolsandtheroutingprotocolitself. An
interfaceto anetworkhasassociateavith it asinglelP addressandmask(unlesshenetworkis anunnumbered
point-to-pointnetwork). An interfaceis sometimeslsoreferredto asalink.

Neighboring routers Two routersthathaveinterfacego a commonnetwork. On multi-accessetworks,neighbors
aredynamicallydiscoveredy OSPF5 Hello Protocol.

Adjacency A relationshipformedbetweerselectecheighboringroutersfor the purposeof exchangingoutinginfor-
mation. Not everypair of neighboringroutersbecomeadjacent.

Link stateadvertisement Describedo thelocalstateof arouteror network. Thisincludesthestateof therouter sin-
terfacesandadjacenciesEachlink stateadvertisemeris floodedthroughoutheroutingdomain. Thecollected
link stateadvertisementsf all routersandnetworksformstheprotocol'stopologicaldatabase.

Hello protocol Thepartof the OSPFprotocolusedto establisrandmaintainneighborrelationshipsOnmulti-access
networksthe Hello protocolcanalsodynamicallydiscovemeighboringrouters.

DesignatedRouter Eachmulti-accessetworkthathasat leasttwo attachedoutershasa DesignatedRouter The
DesignatedRoutergenerates link stateadvertisementor the multi-accessetworkandhasotherspecialre-
sponsibilitiesn therunningof the protocol. The DesignatedRouteris electedby theHello Protocol.

The DesignatedRouterconceptenablesa reductionin the numberof adjacenciesequiredon a multi-access
network. Thisin turn reduceghe amountof routing protocoltraffic andthe sizeof thetopologicaldatabase.
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1 Intr oduction

This documents a specificatiorof the OpenShortesPathFirst (OSPF)internetrouting protocol. OSPFis classified
asaninternalGatewayProtocol(IGP). Thismeanghatit distributesoutinginformationbetweerroutersbelongingto
asingleAutonomousSystem.The OSPFprotocolis basedn SPFor link-statetechnology This is adeparturdrom
theBellman-Fordbaseusedby traditionalinternetrouting protocols.

The OSPFprotocolwasdevelopedy the OSPFworking groupof the InternetEngineeringTaskForce. It hasbeen
designedexpresslhyfor theinternetenvironmentjncluding explicit supportfor 1P subnetting,T OS-basedoutingand

thetaggingof externally-derivedoutinginformation. OSPFalsoprovidesfor the authenticatiorof routing updates,
and utilizes IP multicastwhen sending/receivinghe updates.In addition,muchwork hasbeendoneto producea

protocolthatrespondguickly to topologychangesyetinvolvessmallamountsof routing protocoltraffic.

The authorwould like to thankRob Coltun,Milo Medin, Mike Petryandtherestof the OSPFworking groupfor the
ideasandsupportthey havegivento this project.

1.1 Protocoloverview

OSPFRoutesP packetdasedsolelyonthedestinatiorlP addresandIP Typeof Servicefoundin thelP packetheader
IP packetsarerouted‘asis” —theyarenotencapsulateth anyfurtherprotocolheadersstheytransitthe Autonomous
System.OSPHs adynamicroutingprotocol. It quickly detectdopologicalchangesn the AS (suchasrouterinterface
failures)andcalculatesnewloop-freeroutesafter a periodof convegence.This periodof convegences shortand
involvesa minimumof routingtraffic.

In an SPF-basedouting protocol,eachrouter maintainsa databaselescribingthe AutonomousSystems topology
EachparticipatingrouterhasanidenticaldatabaseEachindividual pieceof this databasés a particularrouterslocal
state(e.g.,therouter susableinterfacesandreachableneighbors) . Therouterdistributests local statethroughouthe
AutonomousSystemby flooding.

All routersrun the exactsamealgorithm,in parallel. Fromthetopologicaldatabasegachrouterconstructsa tree of
shortespathswith itself asroot. This shortest-pattreegivestherouteto eachdestinatiorin the AutonomousSystem.
Externallyderivedroutinginformationappear®nthetreeasleaves.

OSPFcalculateseparateoutesfor eachTypeof Service(TOS).Whenseverakqual-costoutesto adestinatiorexist,
traffic is distributedequallyamongthem. The costof a routeis describedy a singledimensionlessnetric.

OSPFallows setsof networksto be groupedtogether Sucha groupingis calledan area. Thetopologyof anareais
hiddenfrom the restof the AutonomousSystem. This informationhiding enablesa significantreductionin routing
traffic. Also, routingwithin theareais determinednly by theareas owntopology lendingthe areaprotectionfrom
badroutingdata.An areais a generalizatiorof anIP subnettedhetwork.

OSPFenablesheflexible configuratiorof IP subnetsEachroutedistributedoy OSPFhasadestinatiorandmask. Two
differentsubnetof the samelP networknumbermay havedifferentsizes(i.e., differentmasks).This is commonly
referredto asvariablelengthsubnets A packetis routedto thebest(i.e.,longestor mostspecificymatch.Hostroutes
areconsideredo be subnetsvhosemasksare“all ones”(Oxf ff fffff).

All OSPFprotocolexchangeareauthenticatedT hismeanghatonly trustedrouterscanparticipaten the Autonomous
Systems&routing. A variety of authenticatiorschemeganbe used;a singleauthenticatiorschemds configuredfor
eacharea.This enablesomeareado usemuchstricterauthenticatiorthanothers.

Externallyderivedroutingdata(e.g.,routedearnedrom the ExteriorGatewayProtocolEGP))is passedransparently
throughouthe AutonomousSystem.This externallyderiveddatais keptseparatérom the OSPFprotocol’slink state
data.Eachexternalroutecanalsobetaggedby the advertisingrouter, enablingthe passingof additionalinformation
betweerroutersonthe boundarie®f the AutonomousSystem.
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This RFC specifiesan IAB standardsrack protocolfor the Internetcommunity andrequestsliscussiorandsugges-
tionsfor improvementsPleaseeferto the currentedition of the“IAB Official ProtocolStandardsfor the standard-
izationstateandstatusof this protocol. Distribution of this memois unlimited.

Abstract

This memodocuments/ersion?2 of the OSPFprotocol. OSPFis a link-statebasedrouting protocol. It is designed
to berun internalto a single AutonomousSystem.EachOSPFroutermaintainsanidenticaldatabaselescribingthe
AutonomousSystemstopology Fromthis databasea routingtableis calculatedoy constructinga shortest-patiree.

OSPFrecalculatesoutesquickly in the face of topologicalchangesutilizing a minimum of routing protocoltraffic.
OSPHprovidessupportfor equal-costnultipath. Separateoutescanbecalculatedor eachlP typeof service.An area
routing capabilityis provided,enablingan additionallevel of routing protectionand a reductionin routing protocol
traffic. In addition,all OSPFroutingprotocolexchangesreauthenticated.

Versionl of theOSPFprotocolwasdocumenteith RFC1131. Thedifferencedbetweerthetwo versionsareexplained
in AppendixF.
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