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Editors’ Note

This FYIl RFCis a first attenpt at providing Internet users guidance
on how to deal with security issues in the Internet. As such, this
docunent is necessarily inconplete. There are sone clear shortfalls;
for exanple, this docunment focuses nobstly on resources available in

the United States. |In the spirit of the Internet’s "Request for
Comment s" series of notes, we encourage feedback fromusers of this
handbook. In particular, those who utilize this document to craft

their own policies and procedures.

Thi s handbook is neant to be a starting place for further research
and shoul d be viewed as a useful resource, but not the fina
authority. Different organizations and jurisdictions will have

di fferent resources and rules. Talk to your |ocal organizations,
consult an infornmed | awer, or consult with |ocal and national |aw
enforcenent. These groups can help fill in the gaps that this
document cannot hope to cover.
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Finally, we intend for this FYI RFC to grow and evol ve. Pl ease send
conments and suggestions to: ssphwg@ert. sei.cnu. edu.
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1. Introduction

1.1 Purpose of this Wrk

Thi s handbook is a guide to setting conputer security policies and
procedures for sites that have systens on the Internet. This guide
lists issues and factors that a site must consider when setting their
own policies. 1t makes some reconmendati ons and gi ves di scussi ons of
rel evant areas.

This guide is only a franework for setting security policies and
procedures. |In order to have an effective set of policies and
procedures, a site will have to nake many deci sions, gain agreenent,
and then comuni cate and i npl enent the policies.

1.2 Audi ence

The audi ence for this work are system adm nistrators and deci si on
makers (who are nore traditionally called "admi nistrators” or "middle
managenment") at sites. This document is not directed at progranmers
or those trying to create secure progranms or systenms. The focus of
this docunent is on the policies and procedures that need to be in

pl ace to support any technical security features that a site may be

i mpl ement i ng.

The primary audi ence for this work are sites that are nenbers of the
Internet conmunity. However, this docunment should be useful to any
site that allows communication with other sites. As a general guide
to security policies, this document may al so be useful to sites with
i sol ated systens.
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1.3 Definitions

For the purposes of this guide, a "site" is any organization that
owns conputers or network-related resources. These resources nay

i ncl ude host conputers that users use, routers, termnal servers,
PC s or other devices that have access to the Internet. A site my
be a end user of Internet services or a service provider such as a
regi onal network. However, nost of the focus of this guide is on
those end users of Internet services.

We assune that the site has the ability to set policies and
procedures for itself with the concurrence and support fromthose who
actually own the resources.

The "Internet” is those set of networks and machi nes that use the
TCP/ 1 P protocol suite, connected through gateways, and sharing a
common nane and address spaces [1].

The term "system adm nistrator" is used to cover all those who are
responsi ble for the day-to-day operation of resources. This may be a
nunber of individuals or an organi zation

The term "deci sion nmaker"” refers to those people at a site who set or
approve policy. These are often (but not always) the people who own
t he resources.

1.4 Rel ated Work

The |1 ETF Security Policy Wrking Goup (SPW5 is working on a set of
recomended security policy guidelines for the Internet [23]. These
gui del i nes may be adopted as policy by regi onal networks or owners of
ot her resources. This handbook should be a useful tool to help sites
i mpl enent those policies as desired or required. However, even

i mpl enenting the proposed policies isn't enough to secure a site.

The proposed Internet policies deal only with network access
security. It says nothing about how sites should deal with | oca
security issues.

1.5 Scope

Thi s docunent covers issues about what a conputer security policy
shoul d contain, what kinds of procedures are need to enforce
security, and sone recommendati ons about how to deal with the
problem \Wen devel oping a security policy, close attention should
be made not only on the security needs and requirenents of the loca
networ k, but also the security needs and requirements of the other

i nt erconnect ed networks.
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This is not a cookbook for conputer security. Each site has

di fferent needs; the security needs of a corporation mght well be
different than the security needs of an acadenic institution. Any
security plan has to conformto the needs and culture of the site.

Thi s handbook does not cover details of howto do risk assessnent,
contingency planning, or physical security. These things are
essential in setting and inplenenting effective security policy, but
this docunment | eaves treatnent of those issues to other docunents.
W will try to provide some pointers in that direction

Thi s docunent al so doesn’t talk about how to design or inplenent
secure systens or prograns.

1.6 Why Do W& Need Security Policies and Procedures?

For nost sites, the interest in conputer security is proportional to
the perception of risk and threats.

The worl d of conputers has changed dramatically over the past
twenty-five years. Twenty-five years ago, npst conputers were
centralized and managed by data centers. Conputers were kept in

| ocked roons and staffs of people nade sure they were carefully
managed and physically secured. Links outside a site were unusual
Conputer security threats were rare, and were basically concerned
with insiders: authorized users nisusing accounts, theft and
vandalism and so forth. These threats were well understood and
dealt with using standard techni ques: conputers behind | ocked doors,
and accounting for all resources.

Conputing in the 1990's is radically different. Many systens are in
private offices and | abs, often managed by individuals or persons
enpl oyed outside a conmputer center. Many systens are connected into
the Internet, and fromthere around the world: the United States,
Europe, Asia, and Australia are all connected together

Security threats are different today. The tinme honored advice says
"don’t write your password down and put it in your desk" |est soneone
find it. Wth world-wi de Internet connections, soneone could get
into your systemfromthe other side of the world and steal your
password in the mddl e of the night when your building is |ocked up
Viruses and wornms can be passed from nachine to machine. The
Internet allows the electronic equivalent of the thief who | ooks for
open wi ndows and doors; now a person can check hundreds of nachines
for vulnerabilities in a few hours.

System adm ni strators and deci si on makers have to understand the
security threats that exist, what the risk and cost of a problem
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woul d be, and what kind of action they want to take (if any) to
prevent and respond to security threats.

As an illustration of sone of the issues that need to be dealt with
in security problens, consider the follow ng scenarios (thanks to
Russell Brand [2, BRAND] for these):

- A system programrer gets a call reporting that a
maj or under ground cracker newsletter is being
distributed fromthe administrative nmachine at his
center to five thousand sites in the US and
West ern Eur ope.

Ei ght weeks later, the authorities call to inform
you the information in one of these newsletters
was used to disable "911" in a major city for
five hours.

- Auser calls into report that he can't login to his
account at 3 o’clock in the nmorning on a Saturday. The
system staffer can't login either. After rebooting to
singl e user node, he finds that password file is enpty.
By Monday norning, your staff determ nes that a number
of privileged file transfers took place between this
machi ne and a | ocal university.

Tuesday norning a copy of the del eted password file is
found on the university machi ne along with password
files for a dozen ot her nachines.

A week later you find that your systeminitialization
files had been altered in a hostile fashion

- You receive a call saying that a breakin to a governnent
| ab occurred fromone of your center’s machines. You
are requested to provide accounting files to help
trackdown the attacker

A week later you are given a list of nmachines at your
site that have been broken into.

A reporter calls up asking about the breakin at your
center. You haven't heard of any such breakin

Three days later, you learn that there was a breakin
The center director had his wife’'s name as a password.
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A change in systembinaries is detected.

The day that it is corrected, they again are changed.
This repeats itself for some weeks.

- If an intruder is found on your system should you
| eave the systemopen to nmonitor the situation or should
you cl ose down the holes and open themup again |ater?

- If an intruder is using your site, should you call |aw
enforcenent? Who makes that decision? |If |aw enforcenent asks
you to | eave your site open, who nakes that decision?

- What steps should be taken if another site calls you and says
they see activity coming froman account on your systen? Wat
if the account is owned by a | ocal manager?

1.7 Basic Approach

Setting security policies and procedures really neans devel oping a
plan for how to deal with conputer security. One way to approach
this task is suggested by Fites, et. al. [3, FITES]:

- Look at what you are trying to protect.

- Look at what you need to protect it from

- Determine how likely the threats are.

- Inplement measures which will protect your assets in a
cost-effective manner.

- Review the process continuously, and inprove things every tinme
a weakness is found.

Thi s handbook will concentrate nostly on the last two steps, but the
first three are critically inmportant to nmaking effective decisions
about security. One old truismin security is that the cost of
protecting yourself against a threat should be | ess than the cost
recovering if the threat were to strike you. Wthout reasonable
know edge of what you are protecting and what the likely threats are,
following this rule could be difficult.

1.8 Organization of this Docunent

Thi s docunent is organized into seven parts in addition to this
i ntroducti on.

The basic formof each section is to discuss issues that a site night
want to consider in creating a conmputer security policy and setting
procedures to inplement that policy. In some cases, possible options
are discussed along with the some of the ram fications of those
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choices. As far as possible, this docunent tries not to dictate the
choices a site should nake, since these depend on |oca
circunstances. Sone of the issues brought up may not apply to al
sites. Nonetheless, all sites should at |east consider the issues
brought up here to ensure that they do not mss some inportant area.

The overall flow of the docunment is to discuss policy issues foll owed
by the issues that conme up in creating procedures to inplenent the
pol i ci es.

Section 2 discusses setting official site policies for access to

conputing resources. It also goes into the issue of what happens
when the policy is violated. The policies will drive the procedures
that need to be created, so decision nakers will need to make choices

about policies before many of the procedural issues in follow ng
sections can be dealt with. A key part of creating policies is doing
some kind of risk assessnent to decide what really needs to be
protected and the | evel of resources that should be applied to
protect them

Once policies are in place, procedures to prevent future security
probl ems shoul d be established. Section 3 defines and suggests
actions to take when unauthorized activity is suspected. Resources
to prevent secruity breaches are al so di scussed.

Section 4 discusses types of procedures to prevent security probl ens.
Prevention is a key to security; as an exanple, the Conputer

Emer gency Response Team Coordi nati on Center (CERT/CC) at Carnegie-
Mel I on University (CMJ) estimates that 80% or nore of the probl ens
they see have to do with poorly chosen passwords.

Section 5 discusses incident handling: what kinds of issues does a
site face when soneone violates the security policy. Many decisions
will have to made on the spot as the incident occurs, but nmany of the
options and issues can be discussed in advance. At very |east,
responsi bilities and met hods of communi cati on can be established
before an incident. Again, the choices here are influenced by the
policies discussed in section 2.

Section 6 deals with what happens after a security violation has been
dealt with. Security planning is an on-going cycle; just after an

i nci dent has occurred is an excellent opportunity to inprove policies
and procedures.

The rest of the document provides references and an annot at ed
bi bl i ogr aphy.
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2. Establishing Oficial Site Policy on Conputer Security
2.1 Brief Overview
2.1.1 Oganization |Issues

The goal in developing an official site policy on computer
security is to define the organization's expectations of proper
conputer and network use and to define procedures to prevent and
respond to security incidents. |In order to do this, aspects of
the particul ar organization nust be consi dered.

First, the goals and direction of the organization should be
considered. For exanple, a nilitary base may have very different
security concerns froma those of a university.

Second, the site security policy devel oped nust conformto
existing policies, rules, regulations and laws that the

organi zation is subject to. Therefore it will be necessary to
identify these and take theminto consideration while devel opi ng
the policy.

Third, unless the local network is conpletely isolated and

standal one, it is necessary to consider security inplications in a
nore gl obal context. The policy should address the issues when

| ocal security problens develop as a result of a renpte site as
wel | as when probl ens occur on renote systenms as a result of a

| ocal host or user.

2.1.2 W Makes the Policy?

Policy creation must be a joint effort by technical personnel, who
understand the full ranmifications of the proposed policy and the

i mpl enentati on of the policy, and by decision makers who have the
power to enforce the policy. A policy which is neither

i mpl enent abl e nor enforceable is usel ess.

Since a conputer security policy can affect everyone in an

organi zation, it is worth taking sonme care to nake sure you have
the right level of authority in on the policy decisions. Though a
particul ar group (such as a canpus information services group) may
have responsibility for enforcing a policy, an even hi gher group
may have to support and approve the policy.

2.1.3 Wio is Invol ved?

Establishing a site policy has the potential for involving every
conputer user at the site in a variety of ways. Conputer users
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may be responsible for personal password admnistration. Systens
nmanagers are obligated to fix security holes and to oversee the
system

It is critical to get the right set of people involved at the
start of the process. There may already be groups concerned with
security who woul d consider a conputer security policy to be their
area. Sone of the types of groups that m ght be involved include
audi ti ng/ control, organizations that deal wth physical security,
canpus information systems groups, and so forth. Asking these
types of groups to "buy in" fromthe start can help facilitate the
acceptance of the policy.

2.1.4 Responsibilities

A key element of a conputer security policy is naking sure
everyone knows their own responsibility for maintaining security.
A conputer security policy cannot anticipate all possibilities;
however, it can ensure that each kind of problem does have soneone
assigned to deal with it.

There may be levels of responsibility associated with a policy on
conputer security. At one |level, each user of a conputing
resource may have a responsibility to protect his account. A user
who allows his account to be conprom sed increases the chances of
conprom sing other accounts or resources.

Syst em nanagers may form anot her responsibility level: they nust
help to ensure the security of the computer system Network
managers may reside at yet another |evel.

2.2 Risk Assessnent
2.2.1 GCeneral Discussion

One of the nobst inportant reasons for creating a conputer security
policy is to ensure that efforts spent on security yield cost

ef fective benefits. Although this nay seemobvious, it is
possible to be m sl ead about where the effort is needed. As an
exanple, there is a great deal of publicity about intruders on
conput ers systens; yet npbst surveys of conputer security show that
for nobst organi zations, the actual |oss from"insiders" is much
greater.

Ri sk anal ysis involves determ ning what you need to protect, what
you need to protect it from and howto protect it. 1I1s is the
process of examining all of your risks, and ranking those risks by
| evel of severity. This process involves naking cost-effective
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deci si ons on what you want to protect. The old security adage
says that you should not spend nore to protect sonmething than it
is actually worth.

A full treatment of risk analysis is outside the scope of this
docunent. [3, FITES] and [16, PFLEEGER] provide introductions to
this topic. However, there are two elenents of a risk analysis
that will be briefly covered in the next two sections:

1. ldentifying the assets
2. ldentifying the threats

For each asset, the basic goals of security are availability,
confidentiality, and integrity. Each threat shoul d be examni ned
with an eye to how the threat could affect these areas.

2.2.2 ldentifying the Assets

One step in arisk analysis is to identify all the things that
need to be protected. Sone things are obvious, like all the
various pieces of hardware, but sone are overl ooked, such as the
peopl e who actually use the systems. The essential point is to
list all things that could be affected by a security problem

One list of categories is suggested by Pfleeger [16, PFLEEGER
page 459]; this list is adapted fromthat source:

1. Hardware: cpus, boards, keyboards, term nals,
wor kst ati ons, personal computers, printers, disk
drives, comunication lines, term nal servers, routers.
2. Software: source prograns, object prograns,
utilities, diagnostic prograns, operating systens,
conmuni cati on prograns.
3. Data: during execution, stored on-line, archived off-1line,
backups, audit |ogs, databases, in transit over
comuni cati on nedi a.
4. Peopl e: users, people needed to run systens.

5. Docunentation: on progranms, hardware, systens, |oca
admi ni strative procedures.

6. Supplies: paper, forns, ribbons, nagnetic nedia.
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2.2.3 ldentifying the Threats

Once the assets requiring protection are identified, it is
necessary to identify threats to those assests. The threats can

then be exami ned to determ ne what potential for |oss exists. It
hel ps to consider fromwhat threats you are trying to protect your
assets.

The foll owi ng sections describe a few of the possible threats.
2.2.3.1 Unauthorized Access

A common threat that concerns nmany sites is unauthorized access
to conputing facilities. Unauthorized access takes many forms.
One means of unauthorized access is the use of another user’s
account to gain access to a system The use of any conputer
resource wthout prior pernission may be considered

unaut hori zed access to computing facilities.

The seriousness of an unauthorized access will vary fromsite
to site. For sone sites, the nmere act of granting access to an
unaut hori zed user nay cause irreparabl e harm by negative nedia
coverage. For other sites, an unauthorized access opens the
door to other security threats. In addition, sone sites may be
nore frequent targets than others; hence the risk from

unaut hori zed access will vary fromsite to site. The Computer
Emer gency Response Team (CERT - see section 3.9.7.3.1) has
observed that well-known universities, government sites, and
mlitary sites seemto attract nore intruders.

2.2.3.2 Disclosure of Information

Anot her common threat is disclosure of information. Deternine
the value or sensitivity of the information stored on your
conputers. Disclosure of a password file mght allow for
future unaut horized accesses. A glinpse of a proposal may give
a conpetitor an unfair advantage. A technical paper my
contain years of val uabl e research.

2.2.3.3 Denial of Service

Conput ers and networks provide val uable services to their
users. Many people rely on these services in order to perform
their jobs efficiently. Wen these services are not avail able
when cal l ed upon, a loss in productivity results.

Deni al of service comes in many fornms and might affect users in
a nunber of ways. A network may be rendered unusable by a
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rogue packet, jammng, or by a disabled network conponent. A
virus mght slow down or cripple a conputer system Each site
shoul d determ ne which services are essential, and for each of
these services determne the affect to the site if that service
were to becone disabl ed.

2.3 Policy Issues

There are a nunber of issues that nust be addressed when devel oping a
security policy. These are:

Who is allowed to use the resources?

What is the proper use of the resources?

Who is authorized to grant access and approve usage?
Who may have system administration privil eges?

VWhat are the user’s rights and responsibilities?
VWhat are the rights and responsibilities of the
system adnmini strator vs. those of the user?

7. Wat do you do with sensitive information?

cukwnE

These issues will be discussed below. In addition you may wish to

i nclude a section in your policy concerning ethical use of computing
resources. Parker, Swope and Baker [17, PARKER90] and Forester and
Morrison [18, FORESTER] are two useful references that address
et hi cal issues.

2.3.1 Wio is Allowed to use the Resources?

One step you must take in devel oping your security policy is
defining who is allowed to use your system and services. The
policy should explicitly state who is authorized to use what
resour ces.

2.3.2 \Wat is the Proper Use of the Resources?

After determining who is allowed access to systemresources it is
necessary to provide guidelines for the acceptable use of the
resources. You may have different guidelines for different types
of users (i.e., students, faculty, external users). The policy
shoul d state what is acceptable use as well as unacceptabl e use.
It should also include types of use that may be restricted.

Define limts to access and authority. You will need to consider
the I evel of access various users will have and what resources
will be available or restricted to various groups of people.

Your acceptable use policy should clearly state that individua
users are responsible for their actions. Their responsibility
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exi sts regardl ess of the security nechanisns that are in place
It should be clearly stated that breaking into accounts or
bypassi ng security is not pernitted.

The foll owi ng points should be covered when devel opi ng an
accept abl e use policy:

o Is breaking into accounts pernitted?

o |Is cracking passwords permtted?

o Is disrupting service permtted?

o Shoul d users assunme that a file being worl d-readabl e
grants themthe authorization to read it?

0 Should users be pernmitted to nodify files that are

not their own even if they happen to have wite
per m ssi on?
o Shoul d users share accounts?

The answer to npbst of these questions will be "no".

You may wish to incorporate a statenent in your policies
concerning copyrighted and licensed software. Licensing
agreements with vendors may require sone sort of effort on your
part to ensure that the license is not violated. 1In addition, you
may wish to informusers that the copying of copyrighted software
may be a violation of the copyright laws, and is not permitted.

Speci fically concerning copyrighted and/or |icensed software, you
may wi sh to include the follow ng information

o Copyrighted and |icensed software nay not be duplicated
unless it is explicitly stated that you may do so.

o Methods of conveying information on the
copyright/licensed status of software.

o When in doubt, DON T COPY.

Your acceptable use policy is very inportant. A policy which does
not clearly state what is not permtted may | eave you unable to
prove that a user violated policy.

There are exception cases like tiger teans and users or

adm nistrators wishing for "licenses to hack™ -- you may face the
situation where users will want to "hack" on your services for
security research purposes. You should develop a policy that wll

det erm ne whether you will permt this type of research on your
services and if so, what your guidelines for such research wll
be.

Points you may wish to cover in this area
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o Whether it is permitted at all

o What type of activity is permtted: breaking in, releasing
wor ns, releasing viruses, etc..

o What type of controls rmust be in place to ensure that it
does not get out of control (e.g., separate a segnent of
your network for these tests).

o How you will protect other users frombeing victins of
these activities, including external users and networks.

o The process for obtaining perm ssion to conduct these
tests.

In cases where you do pernit these activities, you should isolate
the portions of the network that are being tested from your nmain
network. Wbrns and viruses shoul d never be released on a live
net wor k.

You may al so wish to enploy, contract, or otherw se solicit one or
nore people or organizations to evaluate the security of your

servi ces, of which may include "hacking". You may w sh to provide
for this in your policy.

2.3.3 Who Is Authorized to Grant Access and Approve Usage?

Your policy should state who is authorized to grant access to your
services. Further, it nust be determ ned what type of access they
are pernmitted to give. |f you do not have control over who is
granted access to your system you will not have control over who
is using your system Controlling who has the authorization to
grant access will also enable you to know who was or was not
granting access if problens develop | ater.

There are many schenes that can be devel oped to control the

di stribution of access to your services. The followi ng are the
factors that you must consi der when determ ning who will

di stribute access to your services:

o WII you be distributing access froma centralized
poi nt or at various points?

You can have a centralized distribution point to a distributed
system where various sites or departments independently authorize
access. The trade off is between security and conveni ence. The
nore centralized, the easier to secure.

o What nethods will you use for creating accounts and
term nating access?

From a security standpoint, you need to exam ne the nechani smthat
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you will be using to create accounts. |In the |least restrictive
case, the people who are authorized to grant access woul d be able
to go into the systemdirectly and create an account by hand or
through vendor supplied nechani sns. Generally, these mechani sms
pl ace a great deal of trust in the person running them and the
person running themusually has a | arge anount of privileges. |If
this is the choice you make, you need to sel ect soneone who is
trustworthy to performthis task. The opposite solution is to
have an integrated systemthat the people authorized to create
accounts run, or the users thenselves may actually run. Be aware
that even in the restrictive case of having a nmechani zed facility
to create accounts does not renpve the potential for abuse.

You shoul d have specific procedures devel oped for the creation of
accounts. These procedures should be well docunmented to prevent
confusion and reduce m stakes. A security vulnerability in the
account authorization process is not only possible through abuse,
but is also possible if a nistake is made. Having clear and well
docunent ed procedure will help ensure that these nistakes won't
happen. You shoul d al so be sure that the people who will be

foll owi ng these procedures understand them

The granting of access to users is one of the nmpbst vul nerabl e of
times. You should ensure that the selection of an initia
password cannot be easily guessed. You should avoid using an
initial password that is a function of the username, is part of
the user’s nane, or some algorithmically generated password that
can easily be guessed. |In addition, you should not permt users
to continue to use the initial password indefinitely. |If
possi bl e, you should force users to change the initial password
the first tinme they login. Consider that some users nay never
even login, |leaving their password vulnerable indefinitely. Sone
sites choose to disable accounts that have never been accessed,
and force the owner to reauthorize opening the account.

2.3.4 Who May Have System Administration Privil eges?

One security decision that needs to be nmade very carefully is who

wi Il have access to system adm nistrator privileges and passwords
for your services. Obviously, the system adm nistrators will need
access, but inevitably other users will request specia

privileges. The policy should address this issue. Restricting
privileges is one way to deal with threats fromlocal users. The
chall enge is to balance restricting access to these to protect
security with giving people who need these privileges access so
that they can performtheir tasks. One approach that can be taken
is to grant only enough privilege to acconplish the necessary

t asks.
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Addi tionally, people holding special privileges should be
accountable to sone authority and this should also be identified
within the site’'s security policy. |If the people you grant
privileges to are not accountable, you run the risk of losing
control of your systemand will have difficulty managi ng a
conprom se in security.

2.3.5 What Are The Users’ Rights and Responsibilities?

The policy should incorporate a statenment on the users’ rights and
responsi bilities concerning the use of the site’s conputer systens
and services. It should be clearly stated that users are
responsi bl e for understandi ng and respecting the security rules of
the systens they are using. The following is a list of topics
that you may wi sh to cover in this area of the policy:

o What guidelines you have regardi ng resource consunption
(whether users are restricted, and if so, what the
restrictions are).

o What night constitute abuse in terns of system performance.

o Whether users are pernitted to share accounts or |let others
use their accounts.

0o How "secret"” users should keep their passwords.

o How often users shoul d change their passwords and any ot her
password restrictions or requirenents.

o Whet her you provi de backups or expect the users to create
their own.

o Disclosure of information that nay be proprietary.

o Statenent on Electronic Mail Privacy (Electronic
Conmuni cati ons Privacy Act).

o Your policy concerning controversial mail or postings to
mailing lists or discussion groups (obscenity, harassnent,
etc.).

o Policy on electronic conmmunications: mail forging, etc.

The El ectronic Mail Association sponsored a white paper on the
privacy of electronic mail in conpanies [4]. Their basic
recomrendation is that every site should have a policy on the
protection of enployee privacy. They also recomrend that

organi zati ons establish privacy policies that deal with all nedia,
rather than singling out electronic mail

They suggest five criteria for evaluating any policy:

1. Does the policy comply with law and with duties to
third parties?

2. Does the policy unnecessarily conprom se the interest of
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the enpl oyee, the enployer or third parties?

3. Is the policy workable as a practical matter and likely to
be enforced?

4. Does the policy deal appropriately with all different
forns of conmunications and record keeping with the office?

5. Has the policy been announced in advance and agreed to by
all concerned?

2.3.6 What Are The Rights and Responsibilities of System
Admi ni strators Versus Rights of Users

There is a tradeoff between a user’s right to absolute privacy and
the need of system adm nistrators to gather sufficient informtion
to di agnose problens. There is also a distinction between a
systemadnministrator’s need to gather information to diagnose
probl ens and investigating security violations. The policy should
specify to what degree system adm ni strators can examni ne user
files to diagnose problens or for other purposes, and what rights
you grant to the users. You nmay also wish to make a statenent
concerning systemadm nistrators’ obligation to maintaining the
privacy of information viewed under these circunstances. A few
guestions that should be answered are:

o Can an administrator nonitor or read a user’'s files
for any reason?

o What are the liabilities?

o Do network administrators have the right to exam ne
network or host traffic?

2.3.7 VWhat To Do Wth Sensitive Information

Bef ore granting users access to your services, you need to
determ ne at what |evel you will provide for the security of data
on your systens. By determining this, you are determning the

| evel of sensitivity of data that users should store on your
systens. You do not want users to store very sensitive
informati on on a systemthat you are not going to secure very
well. You need to tell users who m ght store sensitive

i nformati on what services, if any, are appropriate for the storage
of sensitive information. This part should include storing of
data in different ways (disk, magnetic tape, file servers, etc.).
Your policy in this area needs to be coordinated with the policy
concerning the rights of system adm nistrators versus users (see
section 2.3.6).
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2.4 What Happens Wen the Policy is Violated

It is obvious that when any type of official policy is defined, be it
related to conputer security or not, it will eventually be broken.
The viol ati on may occur due to an individual’s negligence, accidenta
m st ake, having not been properly inforned of the current policy, or
not understanding the current policy. It is equally possible that an
i ndi vidual (or group of individuals) may knowi ngly performan act
that is in direct violation of the defined policy.

VWen a policy violation has been detected, the i mredi ate course of
action should be pre-defined to ensure pronpt and proper enforcenent.
An investigation should be perfornmed to deternm ne how and why the
viol ation occurred. Then the appropriate corrective action should be
executed. The type and severity of action taken varies dependi ng on
the type of violation that occurred.

2.4.1 Determning the Response to Policy Violations

Violations to policy nmay be conmmtted by a wide variety of users.
Sone may be | ocal users and others may be from outside the |oca
environnent. Sites may find it hel pful to define what it

consi ders "insiders" and "outsiders" based upon administrative,

| egal or political boundaries. These boundaries inply what type
of action nust be taken to correct the offending party; froma
witten reprimand to pressing | egal charges. So, not only do you
need to define actions based on the type of violation, you also
need to have a clearly defined series of actions based on the kind
of user violating your conputer security policy. This all seens
rat her conplicated, but should be addressed |ong before it becones
necessary as the result of a violation

One point to renenber about your policy is that proper education
is your best defense. For the outsiders who are using your
conputer legally, it is your responsibility to verify that these
i ndividuals are aware of the policies that you have set forth.
Havi ng this proof nmay assist you in the future if legal action
becones necessary.

As for users who are using your conputer illegally, the problemis
basically the same. Wat type of user violated the policy and how
and why did they do it? Depending on the results of your

i nvestigation, you may just prefer to "plug" the hole in your
conputer security and chalk it up to experience. O if a
significant amount of |oss was incurred, you may wi sh to take nore
drastic action.
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2.4.2 \What to do When Local Users Violate the Policy of a Renpte
Site

In the event that a local user violates the security policy of a
renote site, the local site should have a clearly defined set of
adm nistrative actions to take concerning that |ocal user. The
site should al so be prepared to protect itself against possible
actions by the renote site. These situations involve |egal issues
whi ch shoul d be addressed when form ng the security policy.

2.4.3 Defining Contacts and Responsibilities to Qutside
Organi zati ons

The | ocal security policy should include procedures for
interaction with outside organizations. These include |aw

enf orcenent agenci es, other sites, external response team

organi zations (e.g., the CERT, ClAC) and various press agenci es.
The procedure should state who is authorized to nake such contact
and how it should be handl ed. Sone questions to be answered

i ncl ude:

o Who may talk to the press?
VWhen do you contact |aw enforcenment and investigative agenci es?
o If a connection is made froma renpte site, is the
system nmanager authorized to contact that site?
o Can data be rel eased? What Kkind?

o

Detail ed contact information should be readily avail abl e al ong
with clearly defined procedures to foll ow

2.4.4 \What are the Responsibilities to our Neighbors and O her
Internet Sites?

The Security Policy Wrking Goup within the I ETF is working on a
docunent entitled, "Policy Cuidelines for the Secure Operation of
the Internet” [23]. It addresses the issue that the Internet is a
cooperative venture and that sites are expected to provide nutual
security assistance. This should be addressed when devel oping a
site’s policy. The major issue to be determ ned is how nuch

i nformati on should be released. This will vary fromsite to site
according to the type of site (e.g., mlitary, education
commercial) as well as the type of security violation that
occurred.

2.4.5 lssues for Incident Handling Procedures

Along with statenents of policy, the docunment being prepared
shoul d i nclude procedures for incident handling. This is covered
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in detail in the next chapter. There should be procedures
avail abl e that cover all facets of policy violation

2.5 Locking In or Cut

Whenever a site suffers an incident which nay conprom se computer
security, the strategies for reacting may be influenced by two
Oopposi Ng pressures.

I f management fears that the site is sufficiently vulnerable, it my
choose a "Protect and Proceed"” strategy. This approach will have as
its primary goal the protection and preservation of the site
facilities and to provide for normalcy for its users as quickly as
possible. Attenpts will be nmade to actively interfere with the

i ntruder’s processes, prevent further access and begin i mediate
damage assessment and recovery. This process may involve shutting
down the facilities, closing off access to the network, or other
drastic measures. The drawback is that unless the intruder is
identified directly, they nay conme back into the site via a different
path, or may attack another site.

The al ternate approach, "Pursue and Prosecute", adopts the opposite
phi | osophy and goals. The primary goal is to allow intruders to
continue their activities at the site until the site can identify the
responsi bl e persons. This approach is endorsed by | aw enforcenent
agenci es and prosecutors. The drawback is that the agencies cannot
exenpt a site from possible user lawsuits if damage is done to their
systens and dat a.

Prosecution is not the only outcone possible if the intruder is

identified. |If the culprit is an enployee or a student, the
organi zation may choose to take disciplinary actions. The computer
security policy needs to spell out the choices and how they will be

selected if an intruder is caught.

Careful consideration nust be nade by site nmanagenent regarding their
approach to this issue before the problemoccurs. The strategy
adopt ed mi ght depend upon each circunstance. O there may be a

gl obal policy which mandates one approach in all circunstances. The
pros and cons mnust be exam ned thoroughly and the users of the
facilities nust be nade aware of the policy so that they understand
their vulnerabilities no matter which approach is taken

The following are checklists to help a site deternine which strategy
to adopt: "Protect and Proceed" or "Pursue and Prosecute".
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Protect and Proceed
1. If assets are not well protected.

2. If continued penetration could result in great
financial risk.

3. If the possibility or willingness to prosecute
is not present.

4. |If user base is unknown.

5. If users are unsophisticated and their work is
vul ner abl e.

6. If the site is vulnerable to lawsuits fromusers, e.g.
if their resources are underni ned.

Pursue and Prosecute
1. If assets and systens are well protected.
2. |If good backups are avail abl e.
3. If the risk to the assets is outweighed by the
di sruption caused by the present and possibly future

penetrati ons.

4. If this is a concentrated attack occurring with great
frequency and intensity.

5. If the site has a natural attraction to intruders, and
consequently regularly attracts intruders.

6. If the siteis willing to incur the financial (or other)
risk to assets by allow ng the penetrator continue.

7. If intruder access can be controll ed.

8. If the nmonitoring tools are sufficiently well-devel oped
to nmake the pursuit worthwhile.

9. If the support staff is sufficiently clever and know edgabl e
about the operating system related utilities, and systens
to nake the pursuit worthwhile.

10. If there is willingness on the part of managenent to
prosecute.
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11. If the systemadmnitrators know i n general what kind of
evi dence woul d | ead to prosecution

12. If there is established contact with know edgeabl e | aw
enf or cenent .

13. If there is a site representative versed in the rel evant
| egal issues.

14. If the site is prepared for possible |egal action from
its own users if their data or systens become conprom sed
during the pursuit.

2.6 Interpreting the Policy

It is inportant to define who will interpret the policy. This could
be an individual or a committee. No matter how well witten, the
policy will require interpretation fromtime to tinme and this body

woul d serve to review, interpret, and revise the policy as needed.
2.7 Publicizing the Policy

Once the site security policy has been witten and established, a

vi gorous process should be engaged to ensure that the policy
statenent is widely and thoroughly dissem nated and di scussed. A
mai | ing of the policy should not be considered sufficient. A period
for comments shoul d be all owed before the policy becones effective to
ensure that all affected users have a chance to state their reactions
and di scuss any unforeseen ram fications. Ideally, the policy should
stri ke a bal ance between protection and productivity.

Meetings should be held to elicit these comrents, and also to ensure
that the policy is correctly understood. (Policy promulgators are
not necessarily noted for their skill with the | anguage.) These
nmeeti ngs shoul d invol ve hi gher nanagement as well as |ine enployees.
Security is a collective effort.

In addition to the initial efforts to publicize the policy, it is
essential for the site to maintain a continual awareness of its
conputer security policy. Current users nay need periodic rem nders
New users shoul d have the policy included as part of their site

i ntroduction packet. As a condition for using the site facilities,

it may be advisable to have themsign a statenment that they have read
and understood the policy. Should any of these users require |ega
action for serious policy violations, this signed statenent mnght
prove to be a val uabl e aid.
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3. Establishing Procedures to Prevent Security Probl ens

The security policy defines what needs to be protected. This section
di scusses security procedures which specify what steps will be used
to carry out the security policy.

3.1 Security Policy Defines Wiat Needs to be Protected

The security policy defines the WHAT' s: what needs to be protected,
what is nost inportant, what the priorities are, and what the genera
approach to dealing with security problens shoul d be.

The security policy by itself doesn’'t say HOWNthings are protected.
That is the role of security procedures, which this section

di scusses. The security policy should be a high | evel docunent,

gi ving general strategy. The security procedures need to set out, in
detail, the precise steps your site will take to protect itself.

The security policy should include a general risk assessnent of the
types of threats a site is nostly likely to face and the consequences
of those threats (see section 2.2). Part of doing a risk assessnent
will include creating a general list of assets that should be
protected (section 2.2.2). This information is critical in devising
cost-effective procedures.

It is often tenpting to start creating security procedures by
deciding on different nechanisns first: "our site should have | ogging
on all hosts, call-back nodens, and smart cards for all users."” This
approach could | ead to sone areas that have too much protection for
the risk they face, and other areas that aren’t protected enough
Starting with the security policy and the risks it outlines should
ensure that the procedures provide the right level of protect for al
assets.

3.2 ldentifing Possible Problens

To determne risk, vulnerabilities nmust be identified. Part of the
purpose of the policy is to aid in shoring up the vulnerabilities and
thus to decrease the risk in as nmany areas as possible. Several of
the nmore popul ar problem areas are presented in sections below. This
list is by no nmeans conplete. In addition, each site is likely to
have a few unique vul nerabilities.

3.2.1 Access Points
Access points are typically used for entry by unauthorized users.

Havi ng many access points increases the risk of access to an
organi zation’s conputer and network facilities.
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Network |inks to networks outside the organization all ow access
into the organization for all others connected to that externa
network. A network link typically provides access to a | arge
nunber of network services, and each service has a potential to be
conpr om sed

Dialup lines, depending on their configuration, nmay provide access
nerely to a login port of a single system |If connected to a
term nal server, the dialup line may give access to the entire

net wor k.

Term nal servers thenselves can be a source of problem Many
termi nal servers do not require any kind of authentication
Intruders often use termnal servers to disguise their actions,
dialing in on a |local phone and then using the terminal server to
go out to the local network. Some term nal servers are configured
so that intruders can TELNET [19] in from outside the network, and
then TELNET back out again, again serving to make it difficult to
trace them

3.2.2 M sconfigured Systens

M sconfigured systenms forma | arge percentage of security holes.
Today’ s operating systens and their associ ated software have
beconme so conpl ex that understandi ng how t he system works has
becorme a full-time job. Oten, systens managers will be non-
speci ali sts chosen fromthe current organization's staff.

Vendors are al so partly responsi ble for m sconfigured systens. To
nmake the systeminstallation process easier, vendors occasionally
choose initial configurations that are not secure in al

envi ronnents.

3.2.3 Software Bugs

Software will never be bug free. Publicly known security bugs are
conmon net hods of unauthorized entry. Part of the solution to
this problemis to be aware of the security problens and to update
the software when probl ens are detected. Wen bugs are found,
they should be reported to the vendor so that a solution to the
probl em can be inpl emented and di stri but ed.

3.2.4 "lInsider" Threats
An insider to the organization my be a considerable threat to the
security of the conputer systens. Insiders often have direct

access to the computer and network hardware conponents. The
ability to access the conponents of a system nakes npbst systens
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easi er to conpromise. Modst desktop workstations can be easily
mani pul ated so that they grant privileged access. Access to a

| ocal area network provides the ability to view possibly sensitive
data traversing the network.

3.3 Choose Controls to Protect Assets in a Cost-Effective Wy

After establishing what is to be protected, and assessing the risks
these assets face, it is necessary to decide how to inplenent the
controls which protect these assets. The controls and protection
mechani sns shoul d be selected in a way so as to adequately counter
the threats found during risk assessnent, and to inplenment those
controls in a cost effective manner. It nakes little sense to spend
an exorbitant sum of noney and overly constrict the user base if the
ri sk of exposure is very snall

3.3.1 Choose the Right Set of Controls

The controls that are sel ected represent the physical enbodi nent
of your security policy. They are the first and primary |ine of

defense in the protection of your assets. It is therefore nost
i mportant to ensure that the controls that you select are the
right set of controls. |If the major threat to your systemis

out side penetrators, it probably doesn’t nake nuch sense to use
bi ometric devices to authenticate your regular systemusers. On
the other hand, if the major threat is unauthorized use of
conputing resources by regular systemusers, you'll probably want
to establish very rigorous automated accounting procedures.

3.3.2 Use Commopn Sense

Conmon sense is the nost appropriate tool that can be used to
establish your security policy. Elaborate security schenes and
mechani sns are i npressive, and they do have their place, yet there
islittle point in investing nmoney and tine on an el aborate

i mpl enentation schene if the sinple controls are forgotten. For
exanpl e, no nmatter how el aborate a systemyou put into place on
top of existing security controls, a single user with a poor
password can still |eave your systemopen to attack

3.4 Use Miultiple Strategies to Protect Assets

Anot her nethod of protecting assets is to use multiple strategies.
In this way, if one strategy fails or is circunvented, another
strategy cones into play to continue protecting the asset. By using
several sinpler strategies, a systemcan often be made nore secure
than if one very sophisticated nethod were used in its place. For
exanpl e, dial -back nmodens can be used in conjunction with traditiona
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| ogon nechani sns. Many sinilar approaches coul d be devi sed that
provi de several |evels of protection for assets. However, it's very
easy to go overboard with extra mechanisnms. One nust keep in mnind
exactly what it is that needs to be protected.

3.5 Physical Security

It is a given in conputer security if the systemitself is not
physical ly secure, nothing el se about the system can be consi dered
secure. Wth physical access to a nmachine, an intruder can halt the
machi ne, bring it back up in privileged node, replace or alter the

di sk, plant Trojan horse prograns (see section 2.13.9.2), or take any
nunber of other undesirable (and hard to prevent) actions.

Critical conmunications |inks, inmportant servers, and other key

machi nes shoul d be | ocated in physically secure areas. Some security
systens (such as Kerberos) require that the machine be physically
secure

I f you cannot physically secure nachines, care should be taken about
trusting those nmachines. Sites should consider linmting access from
non- secure machines to nore secure machines. |In particular, allow ng
trusted access (e.g., the BSD Unix renote comuands such as rsh) from
these kinds of hosts is particularly risky.

For machi nes that seemor are intended to be physically secure, care
shoul d be taken about who has access to the machi nes. Renenber that
custodi al and mai nt enance staff often have keys to roons.

3.6 Procedures to Recogni ze Unauthorized Activity

Several sinple procedures can be used to detect nost unauthorized
uses of a computer system These procedures use tools provided with
the operating systemby the vendor, or tools publicly available from
ot her sources.

3.6.1 Mnitoring System Use

System nonitoring can be done either by a system adm nistrator, or
by software witten for the purpose. NMonitoring a systeminvol ves
| ooki ng at several parts of the system and searching for anything
unusual . Sonme of the easier ways to do this are described in this
section.

The nost inmportant thing about nonitoring systemuse is that it be
done on a regul ar basis. Picking one day out of the nonth to
nonitor the systemis pointless, since a security breach can be
isolated to a matter of hours. Only by mmintaining a constant
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vigil can you expect to detect security violations in time to
react to them

3.6.2 Tools for Minitoring the System

This section describes tools and nmethods for nonitoring a system
agai nst unaut hori zed access and use.

3.6.2.1 Logging

Most operating systenms store nunerous bits of information in
log files. Exam nation of these log files on a regular basis
is often the first line of defense in detecting unauthorized
use of the system

- Conpare lists of currently |logged in users and past
login histories. Mst users typically log in and out
at roughly the sane tine each day. An account | ogged
in outside the "nornmal" tine for the account may be in
use by an intruder

- Many systens maintain accounting records for billing
pur poses. These records can al so be used to determ ne
usage patterns for the system unusual accounting records
may i ndi cate unauthorized use of the system

- Systemlogging facilities, such as the UNI X "sysl og"
utility, should be checked for unusual error messages
fromsystem software. For exanmple, a |arge nunber of
failed login attenpts in a short period of tinme may
i ndi cate sonmeone trying to guess passwords.

- Operating system commands which list currently executing
processes can be used to detect users running prograns
they are not authorized to use, as well as to detect
unaut hori zed prograns whi ch have been started by an
i ntruder.

3.6.2.2 Mnitoring Software

O her nmonitoring tools can easily be constructed using standard
operating system software, by using several, often unrelated,
prograns together. For exanple, checklists of file ownerships
and pernission settings can be constructed (for exanple, wth
"I's" and "find" on UNIX) and stored off-line. These lists can
then be reconstructed periodically and conpared agai nst the
mast er checklist (on UNI X, by using the "diff" utility).

Di fferences may indicate that unauthorized nodifications have
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been nade to the system

Still other tools are available fromthird-party vendors and
public software distribution sites. Section 3.9.9 lists
several sources fromwhich you can | earn what tools are
avai | abl e and how to get them

3.6.2.3 Oher Tools

O her tools can also be used to nonitor systems for security
viol ations, although this is not their primary purpose. For
exanpl e, network nonitors can be used to detect and | og
connections from unknown sites.

3.6.3 Vary the Mnitoring Schedul e

The task of systemnonitoring is not as daunting as it may seem
System adm ni strators can execute nmany of the commands used for
noni toring periodically throughout the day during idle nonents
(e.g., while talking on the tel ephone), rather than spending fixed
peri ods of each day nonitoring the system By executing the

conmands frequently, you will rapidly become used to seeing
"normal " output, and will easily spot things which are out of the
ordinary. In addition, by running various nonitoring commands at

different tines throughout the day, you nmake it hard for an
intruder to predict your actions. For exanple, if an intruder
knows that each day at 5:00 p.m the systemis checked to see that
everyone has | ogged off, he will sinply wait until after the check
has conpl eted before logging in. But the intruder cannot guess
when a system adm nistrator mght type a conmmand to display al

| ogged-in users, and thus he runs a nuch greater risk of

det ecti on.

Despite the advantages that regul ar system nonitoring provides,
some intruders will be aware of the standard | oggi ng nechanisns in
use on systens they are attacking. They will actively pursue and
attenpt to disable nmonitoring nechanisns. Regular nonitoring
therefore is useful in detecting intruders, but does not provide
any guarantee that your systemis secure, nor should nonitoring be
considered an infallible nethod of detecting unauthorized use.

3.7 Define Actions to Take When Unaut hori zed Activity is Suspected
Sections 2.4 and 2.5 discussed the course of action a site should
take when it suspects its systens are being abused. The computer

security policy should state the general approach towards dealing
wi th these problens.
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The procedures for dealing with these types of problens should be
witten down. Wo has authority to deci de what actions will be
taken? Should | aw enforcenent be involved? Should your

organi zati on cooperate with other sites in trying to track down an
intruder? Answers to all the questions in section 2.4 should be
part of the incident handling procedures.

Whet her you decide to | ock out or pursue intruders, you should
have tools and procedures ready to apply. It is best to work up
these tools and procedures before you need them Don't wait unti
an intruder is on your systemto figure out howto track the
intruder’s actions; you will be busy enough if an intruder
strikes.

3.8 Conmunicating Security Policy

Security policies, in order to be effective, nmust be comunicated to
both the users of the systemand the system maintainers. This
section describes what these peopl e should be told, and how to tel

t hem

3.8.1 Educating the Users

Users shoul d be made aware of how the conputer systens are
expected to be used, and how to protect thenselves from
unaut hori zed users.

3.8.1.1 Proper Account/Wrkstation Use

Al'l users should be inforned about what is considered the
"proper" use of their account or workstation ("proper" use is
di scussed in section 2.3.2). This can nost easily be done at
the tinme a user receives their account, by giving thema policy
statement. Proper use policies typically dictate things such
as whet her or not the account or workstation may be used for
personal activities (such as checkbook bal ancing or letter
witing), whether profit-nmaking activities are allowed, whether
gane playing is permtted, and so on. These policy statenents
may al so be used to summarize how the conputer facility is

i censed and what software |icenses are held by the
institution; for exanple, many universities have educationa

i censes which explicitly prohibit comrercial uses of the
system A nore conplete list of itens to consider when witing
a policy statenment is given in section 2.3.

3.8.1.2 Account/Wrkstation Managenment Procedures

Each user should be told how to properly manage their account
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and workstation. This includes explaining howto protect files
stored on the system how to log out or lock the terminal or
wor kst ation, and so on. Mich of this information is typically
covered in the "begi nning user" docunentation provided by the
operating system vendor, although many sites elect to

suppl enent this material with local information.

If your site offers dial-up nodem access to the conputer
systens, special care nust be taken to informusers of the
security problems inherent in providing this access. |ssues
such as making sure to | og out before hanging up the nodem
shoul d be covered when the user is initially given dial-up
access.

Li kewi se, access to the systens via |local and w de-area
networks presents its own set of security problenms which users
shoul d be made aware of. Files which grant "trusted host" or
"trusted user" status to renpte systens and users shoul d be
careful |y expl ai ned.

3.8.1.3 Determ ning Account M suse

Users should be told how to detect unauthorized access to their
account. If the systemprints the last login tine when a user
logs in, he or she should be told to check that tinme and note
whether or not it agrees with the last tine he or she actually
| ogged in.

Conmand interpreters on some systems (e.g., the UNI X C shell)
mai ntain histories of the |ast several commands execut ed.
Users shoul d check these histories to be sure soneone has not
execut ed ot her commands with their account.

3.8.1.4 Problem Reporting Procedures

A procedure shoul d be devel oped to enable users to report
suspected mi suse of their accounts or other mnisuse they nay
have noticed. This can be done either by providing the nane
and tel ephone nunber of a system adm ni strator who nanages
security of the conputer system or by creating an electronic
mai | address (e.g., "security") to which users can address
their problens.

3.8.2 Educating the Host Administrators
In many organi zati ons, conmputer systens are administered by a wi de

variety of people. These adm nistrators nust know how to protect
their own systenms fromattack and unauthorized use, as well as how
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to comuni cate successful penetration of their systenms to other
admi ni strators as a warni ng.

3.8.2.1 Account Managenent Procedures

Care nmust be taken when installing accounts on the systemin
order to nmake them secure. When installing a systemfrom

di stribution nmedia, the password file should be exam ned for
"standard" accounts provided by the vendor. Many vendors
provi de accounts for use by systemservices or field service
personnel. These accounts typically have either no password or
one which is conmon knowl edge. These accounts shoul d be given
new passwords if they are needed, or disabled or deleted from
the systemif they are not.

Accounts wi t hout passwords are generally very dangerous since
they all ow anyone to access the system Even accounts which do
not execute a comrand interpreter (e.g., accounts which exist
only to see who is logged in to the systen) can be conpromn sed
if set up incorrectly. A related concept, that of "anonynous"
file transfer (FTP) [20], allows users fromall over the
network to access your systemto retrieve files from (usually)
a protected disk area. You should carefully weigh the benefits
that an account wi thout a password provi des agai nst the
security risks of providing such access to your system

If the operating system provides a "shadow' password facility
whi ch stores passwords in a separate file accessible only to
privileged users, this facility should be used. SystemV UNI X,
SunCS 4.0 and above, and versions of Berkeley UNI X after 4.3BSD
Tahoe, as well as others, provide this feature. It protects
passwords by hiding their encrypted val ues from unprivil eged
users. This prevents an attacker from copying your password
file to his or her machine and then attenpting to break the
passwords at his or her |eisure.

Keep track of who has access to privil eged user accounts (e.qg.
“root" on UNI X or "MAINT" on VMs5). Whenever a privil eged user

| eaves the organi zation or no | onger has need of the privileged
account, the passwords on all privileged accounts shoul d be
changed.

3.8.2.2 Configuration Managenent Procedures
When installing a systemfromthe distribution nmedia or when
installing third-party software, it is inmportant to check the

installation carefully. Many installation procedures assunme a
"trusted" site, and hence will install files with world wite
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perm ssi on enabl ed, or otherw se conpronise the security of
files.

Net wor k servi ces should al so be exami ned carefully when first
installed. WMany vendors provide default network perm ssion
files which inply that all outside hosts are to be "trusted"
which is rarely the case when connected to w de-area networks
such as the Internet.

Many intruders collect information on the vulnerabilities of
particul ar systemversions. The older a system the nore
likely it is that there are security problens in that version
whi ch have since been fixed by the vendor in a |ater rel ease.
For this reason, it is inportant to weigh the risks of not
upgrading to a new operating systemrel ease (thus |eaving
security hol es unpl ugged) against the cost of upgrading to the
new software (possibly breaking third-party software, etc.).
Bug fixes fromthe vendor should be weighed in a simlar
fashion, with the added note that "security" fixes froma
vendor usually address fairly serious security problens.

O her bug fixes, received via network mailing lists and the

i ke, should usually be installed, but not w thout carefu
exam nation. Never install a bug fix unless you're sure you
know what the consequences of the fix are - there’'s always the
possibility that an intruder has suggested a "fix" which
actually gives himor her access to your system

3.8.2.3 Recovery Procedures - Backups

It is inmpossible to overenphasi ze the need for a good backup
strategy. File system backups not only protect you in the
event of hardware failure or accidental deletions, but they

al so protect you agai nst unauthorized changes nade by an
intruder. Wthout a copy of your data the way it’s "supposed”
to be, it can be difficult to undo sonething an attacker has
done.

Backups, especially if run daily, can also be useful in
providing a history of an intruder’s activities. Looking
through ol d backups can establish when your systemwas first
penetrated. Intruders may | eave files around which, although
deleted later, are captured on the backup tapes. Backups can
al so be used to docunment an intruder’'s activities to |aw
enforcenent agencies if necessary.

A good backup strategy will dunmp the entire systemto tape at
| east once a nonth. Partial (or "increnental") dunps shoul d be
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done at |l east twice a week, and ideally they should be done
daily. Commands specifically designed for perfornming file
system backups (e.g., UN X "dunp" or VM5 "BACKUP') should be
used in preference to other file copying commands, since these
tools are designed with the express intent of restoring a
systemto a known state.

3.8.2.4 Problem Reporting Procedures

As with users, system adnministrators should have a defined
procedure for reporting security problens. 1In |large
installations, this is often done by creating an el ectronic
nmai |l alias which contains the names of all system

adnm nistrators in the organi zation. Qher nethods include
setting up some sort of response teamsimlar to the CERT, or
establishing a "hotline" serviced by an existing support group

3.9 Resources to Prevent Security Breaches

This section discusses software, hardware, and procedural resources
that can be used to support your site security policy.

3.9.1 Network Connections and Firewal | s

A"firewall" is put in place in a building to provide a point of
resistance to the entry of flames into another area. Simlarly, a
secretary’s desk and reception area provides a point of
controlling access to other office spaces. This sane technique
can be applied to a conputer site, particularly as it pertains to
net wor k connecti ons.

Sone sites will be connected only to other sites within the sane
organi zation and will not have the ability to connect to other
networks. Sites such as these are | ess susceptible to threats
fromoutside their own organization, although intrusions may stil
occur via paths such as dial-up nodens. On the other hand, many
ot her organizations will be connected to other sites via much

| arger networks, such as the Internet. These sites are
susceptible to the entire range of threats associated with a

net wor ked envi ronment .

The risks of connecting to outside networks nust be wei ghed

agai nst the benefits. It may be desirable to |limt connection to
out si de networks to those hosts which do not store sensitive
material, keeping "vital" machines (such as those which maintain
conpany payroll or inventory systems) isolated. |If there is a
need to participate in a Wde Area Network (WAN), consider
restricting all access to your |local network through a single
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system That is, all access to or fromyour own | ocal network
nmust be nmade t hrough a single host conmputer that acts as a
firewal | between you and the outside world. This firewall system
shoul d be rigorously controlled and password protected, and
external users accessing it should also be constrai ned by
restricting the functionality available to renpte users. By using
this approach, your site could relax sone of the internal security
controls on your local net, but still be afforded the protection
of a rigorously controlled host front end.

Note that even with a firewall system conprom se of the firewal
could result in conpromi se of the network behind the firewall
Wirk has been done in sone areas to construct a firewall which
even when conpromi sed, still protects the |Iocal network [6
CHESW CK] .

3.9.2 Confidentiality

Confidentiality, the act of keeping things hidden or secret, is
one of the primary goals of conputer security practitioners.
Several mechani snms are provided by npst nodern operating systens
to enable users to control the dissem nation of information.
Dependi ng upon where you work, you may have a site where
everything is protected, or a site where all information is
usual |y regarded as public, or sonething in-between. Mst sites
| ean toward the in-between, at |east until some penetration has
occurred.

CGenerally, there are three instances in which information is
vul nerabl e to disclosure: when the information is stored on a
conputer system when the information is in transit to another
system (on the network), and when the information is stored on
backup tapes.

The first of these cases is controlled by file perm ssions, access
control lists, and other simlar nmechanisns. The |ast can be
controlled by restricting access to the backup tapes (by | ocking
themin a safe, for exanple). Al three cases can be hel ped by
usi ng encryption mechani sms.

3.9.2.1 Encryption (hardware and software)

Encryption is the process of taking information that exists in
sonme readable formand converting it into a non-readable form
There are several types of comercially avail able encryption
packages in both hardware and software fornms. Hardware
encryption engi nes have the advantage that they are much faster
than the software equival ent, yet because they are faster, they
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are of greater potential benefit to an attacker who wants to
execute a brute-force attack on your encrypted information

The advant age of using encryption is that, even if other access
control mechani sms (passwords, file perm ssions, etc.) are
conprom sed by an intruder, the data is still unusable.

Natural ly, encryption keys and the |ike should be protected at

| east as well as account passwords.

Information in transit (over a network) may be vul nerable to
interception as well. Several solutions to this exist, ranging
fromsinply encrypting files before transferring them (end-to-
end encryption) to special network hardware which encrypts
everything it sends w thout user intervention (secure |inks).
The Internet as a whol e does not use secure links, thus end-
to-end encryption nust be used if encryption is desired across
the Internet.

3.9.2.1.1 Data Encryption Standard (DES)

DES is perhaps the nost w dely used data encryption

mechani smtoday. Many hardware and software inpl enentations
exi st, and some commercial computers are provided with a
software version. DES transforns plain text information
into encrypted data (or ciphertext) by neans of a specia

al gorithmand "seed" value called a key. So long as the key
is retained (or renenbered) by the original user, the

ci phertext can be restored to the original plain text.

One of the pitfalls of all encryption systens is the need to
renmenber the key under which a thing was encrypted (this is
not unlike the password probl em di scussed el sewhere in this
docunent). If the key is witten down, it becomes |ess
secure. |If forgotten, there is little (if any) hope of
recovering the original data

Most UNI X systens provide a DES conmand that enabl es a user
to encrypt data using the DES al gorithm

3.9.2.1.2 Crypt

Simlar to the DES command, the UNI X "crypt" conmmand al | ows
a user to encrypt data. Unfortunately, the algorithm used
by "crypt" is very insecure (based on the World War 11

"Eni gma" device), and files encrypted with this comuand can
be decrypted easily in a matter of a few hours. Generally,
use of the "crypt" command shoul d be avoided for any but the
nost trivial encryption tasks.
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3.9.2.2 Privacy Enhanced Mai

El ectronic mail normally transits the network in the clear
(i.e., anyone can read it). This is obviously not the optinma
solution. Privacy enhanced mail provides a means to
automatically encrypt electronic nmail nessages so that a person
eavesdropping at a mail distribution node is not (easily)
capabl e of reading them Several privacy enhanced nai

packages are currently being devel oped and depl oyed on the

I nternet.

The Internet Activities Board Privacy Task Force has defined a
draft standard, elective protocol for use in inplenenting
privacy enhanced mail. This protocol is defined in RFCs 1113,
1114, and 1115 [7,8,9]. Please refer to the current edition of
the "I AB Oficial Protocol Standards" (currently, RFC 1200
[21]) for the standardization state and status of these

pr ot ocol s.

3.9.3 Oigin Authentication

We nostly take it on faith that the header of an electronic nai
nmessage truly indicates the originator of a nessage. However, it
i seasy to "spoof", or forge the source of a nail nessage. Oigin
aut hentication provides a nmeans to be certain of the originator of
a nessage or other object in the same way that a Notary Public
assures a signature on a |egal docurment. This is done by means of
a "Public Key" cryptosystem

A public key cryptosystemdiffers froma private key cryptosystem
in several ways. First, a public key systemuses two keys, a
Public Key that anyone can use (hence the nane) and a Private Key
that only the originator of a message uses. The originator uses
the private key to encrypt the nmessage (as in DES). The receiver,
who has obtained the public key for the originator, may then
decrypt the nessage.

In this schene, the public key is used to authenticate the
originator’s use of his or her private key, and hence the identity
of the originator is nmore rigorously proven. The nost w dely
known i npl ementation of a public key cryptosystemis the RSA
system [26]. The Internet standard for privacy enhanced nai

nmakes use of the RSA system

3.9.4 Information Integrity

Information integrity refers to the state of information such that
it is conplete, correct, and unchanged fromthe last time in which
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it was verified to be in an "integral" state. The val ue of
information integrity to a site will vary. For exanple, it is
nore inmportant for military and governnment installations to
prevent the "disclosure"” of classified information, whether it is
right or wong. A bank, on the other hand, is far nore concerned
with whet her the account information maintained for its custoners
is conplete and accurate.

Nuner ous comput er system mechani sns, as well as procedura
controls, have an influence on the integrity of system
information. Traditional access control nechanisns maintain
controls over who can access systeminformation. These nechani sns
al one are not sufficient in sone cases to provide the degree of
integrity required. Sonme other nechanisns are briefly discussed
bel ow.

It should be noted that there are other aspects to maintaining
systemintegrity besides these nmechani snms, such as two-person
controls, and integrity validation procedures. These are beyond
the scope of this docunent.

3.9.4.1 Checksuns

Easily the sinplest nechanism a sinple checksumroutine can
conpute a value for a systemfile and conpare it with the |ast

known value. |If the two are equal, the file is probably
unchanged. If not, the file has been changed by sone unknown
means.

Though it is the easiest to inplenment, the checksum schene
suffers froma serious failing in that it is not very

sophi sticated and a determ ned attacker could easily add enough
characters to the file to eventually obtain the correct val ue

A specific type of checksum called a CRC checksum is

consi derably nore robust than a sinple checksum It is only
slightly nore difficult to inplenent and provides a better
degree of catching errors. It too, however, suffers fromthe
possibility of conmprom se by an attacker

Checksuns may be used to detect the altering of information
However, they do not actively guard agai nst changes bei ng nmade.
For this, other nechani sns such as access controls and
encryption shoul d be used.
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3.9.4.2 Cryptographic Checksuns

Crypt ographi c checksuns (al so called cryptosealing) involve
breaking a file up into smaller chunks, calculating a (CRC
checksum for each chunk, and adding the CRCs together
Dependi ng upon the exact algorithmused, this can result in a
nearly unbreakabl e nmet hod of deternining whether a file has
been changed. This nmechanismsuffers fromthe fact that it is
sonetines conputationally intensive and may be prohibitive
except in cases where the utnost integrity protection is
desired.

Anot her rel ated nechanism called a one-way hash function (or a
Mani pul ation Detecti on Code (MDC)) can al so be used to uniquely
identify a file. The idea behind these functions is that no
two i nputs can produce the sane output, thus a nodified file
wi Il not have the sanme hash value. One-way hash functions can
be i nmplenented efficiently on a wide variety of systens, naking
unbreakabl e integrity checks possible. (Snefru, a one-way hash
function available via USENET as well as the Internet is just
one exanple of an efficient one-way hash function.) [10]

3.9.5 Limting Network Access

The dom nant network protocols in use on the Internet, IP (RFC
791) [11], TCP (RFC 793) [12], and UDP (RFC 768) [13], carry
certain control information which can be used to restrict access
to certain hosts or networks wi thin an organi zati on.

The | P packet header contains the network addresses of both the
sender and recipient of the packet. Further, the TCP and UDP
protocols provide the notion of a "port", which identifies the
endpoi nt (usually a network server) of a comunications path. In
some instances, it may be desirable to deny access to a specific
TCP or UDP port, or even to certain hosts and networks altogether

3.9.5.1 Gateway Routing Tabl es

One of the sinplest approaches to preventing unwanted network
connections is to sinply renmove certain networks froma
gateway’'s routing tables. This makes it "inpossible” for a
host to send packets to these networks. (Most protocols
require bidirectional packet flow even for unidirectional data
flow, thus breaking one side of the route is usually
sufficient.)

Thi s approach is conmmonly taken in "firewal " systens by
preventing the firewall fromadvertising |local routes to the
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outside world. The approach is deficient in that it often

prevents "too nmuch" (e.g., in order to prevent access to one
systemon the network, access to all systems on the network is
di sabl ed).

3.9.5.2 Router Packet Filtering

Many comercially avail able gateway systens (nore correctly
called routers) provide the ability to filter packets based not
only on sources or destinations, but also on source-destination
conbi nati ons. This nechani smcan be used to deny access to a
specific host, network, or subnet from any other host, network,
or subnet.

Gat eway systenms from sone vendors (e.g., cisco Systens) support
an even nore conpl ex schene, allow ng finer control over source
and destination addresses. Via the use of address nasks, one
can deny access to all but one host on a particul ar network.
The cisco Systens al so al |l ow packet screening based on IP
protocol type and TCP or UDP port nunbers [14].

This can al so be circunvented by "source routing" packets
destined for the "secret"” network. Source routed packets may
be filtered out by gateways, but this may restrict other
legitimate activities, such as diagnosing routing probl ens.

3.9.6 Authentication Systens

Aut hentication refers to the process of proving a clainmed identity
to the satisfaction of sone perm ssion-granting authority.

Aut hentication systens are hardware, software, or procedura
nmechani sns that enable a user to obtain access to conputing
resources. At the sinplest level, the system admi nistrator who
adds new user accounts to the systemis part of the system

aut hentication nechanism At the other end of the spectrum
fingerprint readers or retinal scanners provide a very high-tech
solution to establishing a potential user’'s identity. Wthout
establishing and proving a user’s identity prior to establishing a
session, your site's computers are vul nerable to any sort of
attack.

Typically, a user authenticates hinmself or herself to the system

by entering a password in response to a pronpt.

Chal | enge/ Response mechani sns i nprove upon passwords by pronpting
the user for some piece of information shared by both the conputer
and the user (such as nother’s maiden name, etc.).
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3.9.6.1 Kerberos

Ker beros, named after the dog who in mythology is said to stand
at the gates of Hades, is a collection of software used in a

| arge network to establish a user’s clainmed identity.

Devel oped at the Massachusetts Institute of Technology (MT),
it uses a comnbination of encryption and distributed databases
so that a user at a canpus facility can login and start a
session fromany conputer |located on the canpus. This has

cl ear advantages in certain environnents where there are a

| arge nunber of potential users who may establish a connection
fromany one of a |arge nunber of workstations. Sone vendors
are now i ncorporating Kerberos into their systens.

It should be noted that while Kerberos nmakes several advances
in the area of authentication, some security weaknesses in the
protocol still remain [15].

3.9.6.2 Smart Cards

Several systems use "smart cards" (a snall calculator-Iike
device) to help authenticate users. These systens depend on
the user having an object in their possession. One such system
i nvol ves a new password procedure that require a user to enter
a value obtained froma "smart card" when asked for a password
by the computer. Typically, the host machine will give the
user sone piece of information that is entered into the

keyboard of the smart card. The smart card will display a
response whi ch nust then be entered into the conputer before
the session will be established. Another such systeminvolves

a smart card which displays a number whi ch changes over tine,
but which is synchronized with the authentication software on
the conputer.

This is a better way of dealing with authentication than with
the traditional password approach. On the other hand, sone say
it's inconvenient to carry the smart card. Start-up costs are
likely to be high as well.

3.9.7 Books, Lists, and Informational Sources

There are many good sources for information regardi ng conputer
security. The annotated bibliography at the end of this docunent
can provide you with a good start. In addition, information can
be obtained froma variety of other sources, sone of which are
described in this section.
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3.9.7.1 Security Mailing Lists

The UNI X Security mailing list exists to notify system

adm ni strators of security problens before they become common
know edge, and to provide security enhancenent information. It
is arestricted-access |list, open only to people who can be
verified as being principal systens people at a site. Requests
to join the list nmust be sent by either the site contact |isted
in the Defense Data Network’s Network Information Center’s (DDN
Nl C) WHO S dat abase, or fromthe "root" account on one of the
maj or site machines. You nust include the destination address
you want on the list, an indication of whether you want to be
on the nail reflector list or receive weekly digests, the

el ectronic mail address and voice tel ephone nunber of the site
contact if it isn't you, and the nane, address, and tel ephone
nunber of your organization. This information should be sent

t o SECURI TY- REQUEST@CPD. COM

The RI SKS digest is a conponent of the ACM Conmittee on
Conputers and Public Policy, noderated by Peter G Neunmann. |t
is a discussion forumon risks to the public in conmputers and
rel ated systens, and along with di scussing computer security
and privacy issues, has discussed such subjects as the Stark

i nci dent, the shooting down of the Iranian airliner in the
Persian @Gulf (as it relates to the conputerized weapons
systens), problens in air and railroad traffic control systens,
sof tware engi neering, and so on. To join the mailing Iist,
send a nmessage to Rl SKS-REQUEST@SL. SRI.COM This list is also
avail abl e in the USENET newsgroup "conp.risks".

The VIRUS-L list is a forumfor the discussion of computer

Vi rus experiences, protection software, and rel ated topics.
The list is open to the public, and is inplemented as a
noderated digest. Most of the information is related to
personal computers, although sone of it may be applicable to
| arger systens. To subscribe, send the line:

SUB VIRUS-L your full name

to the address LI STSERVWAEH | BML. Bl TNET@M TVMA. M T. EDU.  Thi s
list is also available via the USENET newsgroup "conp.virus".

The Conputer Underground Digest "is an open forum dedicated to
sharing informati on anmong conputerists and to the presentation
and debate of diverse views." Wile not directly a security
list, it does contain discussions about privacy and ot her
security related topics. The list can be read on USENET as
alt.society.cu-digest, or tojoin the mailing list, send mai
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to Gordon Myer (TKOJUT2%N U. bitnet@ritvna. nit. edu).
Submi ssions nmay be mailed to: cud@hi nacat. uni com com
3.9.7.2 Networking Mailing Lists

The TCP-IP mailing list is intended to act as a di scussion
forum for devel opers and nmi ntai ners of inplenentations of the

TCP/ I P protocol suite. It also discusses network-related
security problenms when they involve progranms providi ng network
services, such as "Sendmail". To join the TCP-1P list, send a

message to TCP-1P-REQUEST@NI SC. SRI.COM This list is also
avai l abl e in the USENET newsgroup "conp.protocols.tcp-ip".

SUN-NETS is a discussion list for itens pertaining to
networ ki ng on Sun systens. Mich of the discussion is related
to NFS, NIS (formally Yell ow Pages), and name servers. To
subscribe, send a nessage to SUN- NETS- REQUEST@JM ACS. UMD. EDU

The USENET groups msc.security and alt.security al so discuss
security issues. misc.security is a noderated group and al so
i ncl udes discussions of physical security and | ocks.
alt.security i s unnoderated.

3.9.7.3 Response Teans

Several organi zations have forned special groups of people to
deal with conputer security problens. These teans coll ect

i nformati on about possible security holes and disseminate it to
the proper people, track intruders, and assist in recovery from
security violations. The teans typically have both electronic
mail distribution |ists as well as a special tel ephone nunber
whi ch can be called for infornmation or to report a problem
Many of these teams are nenbers of the CERT System which is
coordi nated by the National Institute of Standards and
Technol ogy (NI ST), and exists to facilitate the exchange of

i nformation between the various teans.

3.9.7.3.1 DARPA Conputer Energency Response Team

The Conput er Energency Response Teani Coordi nati on Center
(CERT/ CC) was established in Decenber 1988 by the Defense
Advanced Research Projects Agency (DARPA) to address
conputer security concerns of research users of the
Internet. It is operated by the Software Engineering
Institute (SEI) at Carnegi e-Mellon University (CMJ). The
CERT can imedi ately confer with experts to di agnose and
sol ve security problenms, and al so establish and maintain
conmuni cations with the affected conmputer users and
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government authorities as appropriate.

The CERT/ CC serves as a clearing house for the
identification and repair of security vulnerabilities,

i nformal assessnents of existing systens, inprovenent of
ener gency response capability, and both vendor and user
security awareness. |In addition, the teamworks with
vendors of various systens in order to coordinate the fixes
for security problens.

The CERT/ CC sends out security advisories to the CERT-

ADVI SORY mai ling |ist whenever appropriate. They also
operate a 24-hour hotline that can be called to report
security problens (e.g., soneone breaking into your system,
as well as to obtain current (and accurate) information
about rumored security problens.

To join the CERT-ADVISORY mailing list, send a nmessage to
CERT@CERT. SEI . CMU. EDU and ask to be added to the nailing
list. The material sent to this list also appears in the
USENET newsgroup "conp.security.announce". Past advisories
are avail able for anonymous FTP fromthe host
CERT. SEI . CMJ. EDU.  The 24-hour hotline nunber is (412) 268-
7090.

The CERT/ CC al so naintains a CERT-TOOLS |ist to encourage

t he exchange of information on tools and techni ques that

i ncrease the secure operation of Internet systens. The
CERT/ CC does not review or endorse the tools described on
the list. To subscribe, send a nessage to CERT- TOOLS-
REQUEST@CERT. SEI . CMJU. EDU and ask to be added to the nailing
list.

The CERT/ CC mai ntai ns other generally useful security
i nformati on for anonynmous FTP from CERT. SEI . CMJ. EDU.  Get
the README file for a list of what is avail able.

For nore information, contact:
CERT
Sof tware Engineering Institute
Carnegie Mellon University
Pittsburgh, PA 15213-3890

(412) 268-7090
cert @ert.sei.cnu. edu.
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3.9.7.3.2 DDN Security Coordination Center

For DDN users, the Security Coordi nati on Center (SCC) serves
a function simlar to CERT. The SCCis the DDN s cl earing-
house for host/user security problens and fixes, and works
with the DDN Network Security O ficer. The SCC al so

di stributes the DDN Security Bulletin, which comrunicates

i nformati on on network and host security exposures, fixes,
and concerns to security and managerment personnel at DDN
facilities. It is available online, via kermt or anonynous
FTP, fromthe host NIC.DDN.M L, in SCC. DDN- SECURI TY- yy-

nn. TXT (where "yy" is the year and "nn" is the bulletin
nunber). The SCC provi des i medi ate assi stance with DDN

rel ated host security problens; call (800) 235-3155 (6:00
a.m to 5:00 p.m Pacific Tinme) or send email to
SCC@NI C. DDN. M L.  For 24 hour coverage, call the M LNET
Troubl e Desk (800) 451-7413 or AUTOVON 231-1713.

3.9.7.3.3 NI ST Conmputer Security Resource and Response Center

The National Institute of Standards and Technol ogy (N ST)
has responsibility within the U S. Federal CGovernnent for
conput er science and technol ogy activities. N ST has played
a strong role in organizing the CERT Systemand i s now
serving as the CERT System Secretariat. N ST al so operates
a Conputer Security Resource and Response Center (CSRC) to
provide help and information regardi ng conputer security
events and incidents, as well as to raise awareness about
conputer security vulnerabilities.

The CSRC team operates a 24-hour hotline, at (301) 975-5200.
For individuals with access to the Internet, on-Iline
publications and computer security information can be
obt ai ned via anonymous FTP fromthe host CSRC. NCSL. NI ST. GOV
(129.6.48.87). N ST al so operates a personal comnputer

bull etin board that contains infornation regarding conputer
viruses as well as other aspects of conputer security. To
access this board, set your nbdemto 300/ 1200/2400 BPS, 1
stop bit, no parity, and 8-bit characters, and call (301)
948-5717. Al users are given full access to the board

i medi ately upon registering.

NI ST has produced several special publications related to
conputer security and conmputer viruses in particular; sone
of these publications are downl oadable. For further

i nformation, contact NI ST at the foll owi ng address:
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Conputer Security Resource and Response Center
A-216 Technol ogy

Gai t her sbhurg, MD 20899

Tel ephone: (301) 975-3359

El ectronic Mil: CSRC@i st.gov

3.9.7.3.4 DOE Conputer Incident Advisory Capability (Cl AC

CIAC is the Department of Energy’'s (DOE s) Computer |ncident
Advi sory Capability. CIACis a four-person team of computer
scientists fromLawence Livernore National Laboratory
(LLNL) charged with the primary responsibility of assisting
DCE sites faced with conputer security incidents (e.qg.

i ntruder attacks, virus infections, worm attacks, etc.).
This capability is available to DCE sites on a 24-hour-a-day
basi s.

CIAC was forned to provide a centralized response capability
(including technical assistance), to keep sites infornmed of
current events, to deal proactively with conputer security
i ssues, and to maintain |iaisons with other response teans
and agencies. CIAC s charter is to assist sites (through
direct technical assistance, providing information, or
referring inquiries to other technical experts), serve as a
cl eari nghouse for information about threats/known

i nci dents/vulnerabilities, develop guidelines for incident
handl i ng, devel op software for responding to
events/incidents, analyze events and trends, conduct
training and awareness activities, and alert and advi se
sites about vulnerabilities and potential attacks.

Cl AC s busi ness hours phone nunber is (415) 422-8193 or FTS
532-8193. CIAC s e-mil address is Cl AC@l GER LLNL. GOv.

3.9.7.3.5 NASA Anes Conmputer Network Security Response Team

The Conputer Network Security Response Team (CNSRT) is NASA
Anmes Research Center’s |ocal version of the DARPA CERT.
Formed in August of 1989, the team has a constituency that
is primarily Ames users, but it is also involved in
assisting other NASA Centers and federal agencies. CNSRT
maintains liaisons with the DOE's Cl AC team and t he DARPA
CERT. It is also a charter nenber of the CERT System The
team may be reached by 24 hour pager at (415) 694-0571, or
by electronic mail to CNSRT@AMES. ARC. NASA. GOV.
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3.9.7.4 DDN Managernent Bulletins

The DDN Managenent Bulletin is distributed el ectronically by
the DDN NI C under contract to the Defense Commruni cati ons Agency
(DCA). It is a nmeans of comuni cating official policy,
procedures, and other information of concern to managenent
personnel at DDN facilities.

The DDN Security Bulletin is distributed electronically by the
DDN SCC, al so under contract to DCA, as a neans of

conmuni cating informati on on network and host security
exposures, fixes, and concerns to security and managenent
personnel at DDN facilities.

Anyone may join the mailing lists for these two bulletins by
sending a message to NIC@\N C. DDN. ML and asking to be placed on
the mailing lists. These nessages are al so posted to the
USENET newsgroup "ddn.ngt-bulletin". For additiona

i nformation, see section 8.7.

3.9.7.5 System Administration List

The SYSADM LIST is a list pertaining exclusively to UNI X system
adm nistration. Mil requests to be added to the list to
SYSADM LI ST- REQUEST@YSADM N. COM

3.9.7.6 Vendor Specific SystemlLists

The SUN- SPOTS and SUN- MANAGERS |ists are di scussion groups for
users and admi nistrators of systens supplied by Sun

M crosystens. SUN-SPOTS is a fairly general |ist, discussing
everything from hardware configurations to sinple UNI X
guestions. To subscribe, send a nessage to SUN SPOTS-
REQUEST@RI CE. EDU. This list is also available in the USENET
newsgroup "conp.sys.sun". SUN-MANAGERS is a discussion |ist
for Sun system administrators and covers all aspects of Sun
system adnministration. To subscribe, send a nessage to SUN
MANAGERS- REQUEST@ECS. NWJ. EDU

The APOLLO |i st discusses the HP/ Apollo systemand its
software. To subscribe, send a nessage to APOLLO
REQUEST@M X. CC. UM CH. EDU. APCOLLO-L is a simlar list which
can be subscribed to by sending

SUB APOLLO-L your full nane

to LI STSERV%ANVRVMVB. Bl TNET@/ML. NOCDAK. EDU
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HPM NI -L pertains to the Hew ett-Packard 9000 series and HP/ UX
operating system To subscribe, send

SUB HPM NI -L your full nane
to LI STSERVYAAFSYSB. Bl TNET@/ML. NODAK. EDU.

I NFO- | BMPC di scusses | BM PCs and conpati bles, as well as M-
DOS. To subscribe, send a note to | NFO | BMPC- REQUEST @\EVR-
S| MTEL20. ARWY. M L.

There are numerous other mailing lists for nearly every popul ar
conputer or workstation in use today. For a conplete |ist,
obtain the file "netinfo/interest-groups" via anonynous FTP
fromthe host FTP.N SC. SRl . COM

3.9.7.7 Professional Societies and Journal s

The | EEE Technical Comittee on Security & Privacy publishes a
quarterly magazi ne, "Cl PHER'.

| EEE Conput er Society,
1730 Massachusetts Ave. N. W
Washi ngton, DC 2036-1903

The ACM Si gSAC (Special Interest Goup on Security, Audit, and
Controls) publishes a quarterly magazi ne, "SI GSAC Review'.

Associ ation for Conputing Machinery
11 West 42nd St.
New York, N. Y. 10036

The Informati on Systems Security Association publishes a
quarterly magazine called "I SSA Access".

I nformati on Systens Security Association
P. 0. Box 9457
Newport Beach, CA 92658

"Conputers and Security" is an "international journal for the
pr of essi onal involved with conputer security, audit and
control, and data integrity."
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$266/ year, 8 issues (1990)

El sevi er Advanced Technol ogy
Journal | nformation Center
655 Avenue of the Americas
New Yor k, NY 10010

The "Data Security Letter" is published "to help data security
prof essi onal s by providing inside informati on and know edgabl e
anal ysis of devel oprments in conputer and comuni cati ons
security.”

$690/ year, 9 issues (1990)

Data Security Letter
P. O Box 1593
Pal o Alto, CA 94302

3.9.8 Problem Reporting Tools
3.9.8.1 Auditing

Auditing is an inportant tool that can be used to enhance the
security of your installation. Not only does it give you a
neans of identifying who has accessed your system (and nay have
done sonething to it) but it also gives you an indication of
how your systemis being used (or abused) by authorized users
and attackers alike. |In addition, the audit trai

traditionally kept by conputer systens can becone an inval uabl e
pi ece of evidence should your system be penetrated.

3.9.8.1.1 Verify Security

An audit trail shows how the systemis being used from day
to day. Depending upon how your site audit log is
configured, your log files should show a range of access
attenpts that can show what normal system usage shoul d | ook
like. Deviation fromthat normal usage could be the result
of penetration froman outside source using an old or stale
user account. Observing a deviation in |logins, for exanple,
could be your first indication that sonething unusual is
happeni ng.

3.9.8.1.2 Verify Software Configurations
One of the ruses used by attackers to gain access to a

systemis by the insertion of a so-called Trojan Horse
program A Trojan Horse program can be a programthat does
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sonet hing useful, or nerely sonething interesting. It
al ways does sonet hi ng unexpected, |ike steal passwords or
copy files w thout your know edge [25]. |Inmmgine a Trojan

| ogin programthat pronpts for username and password in the
usual way, but also wites that information to a specia
file that the attacker can cone back and read at wll.

I magi ne a Trojan Editor programthat, despite the file
perm ssi ons you have given your files, nakes copies of
everything in your directory space w thout you know ng about
it.

This points out the need for configuration nanagenent of the
software that runs on a system not as it is being

devel oped, but as it is in actual operation. Techniques for
doi ng this range from checki ng each conmmand every time it is
execut ed agai nst some criterion (such as a cryptoseal

descri bed above) or nerely checking the date and tine stanp
of the executable. Another technique m ght be to check each
conmand i n batch nbode at mi dnight.

3.9.8.2 Tools

COPS is a security tool for systemadm nistrators that checks

nunmer ous conmmon security problens on UNI X systens [27].

COPS is a collection of shell scripts and C prograns that can
easily be run on alnpbst any UNI X variant. Anmpong ot her things,
it checks the following items and sends the results to the
system adm ni strator:

- Checks "/dev/knmemt and ot her devices for world
read/ witability.

- Checks special or inportant files and directories for
"bad" modes (world witable, etc.).

- Checks for easily-guessed passwords.

- Checks for duplicate user ids, invalid fields in the
password file, etc..

- Checks for duplicate group ids, invalid fields in the
group file, etc..

- Checks all users’ hone directories and their ".cshrc"

“.login", ".profile", and ".rhosts" files for security

pr obl emns.

- Checks all commands in the "/etc/rc" files and "cron"
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files for world witability.

- Checks for bad "root" paths, NFS file systens exported
to the world, etc..

- Includes an expert systemthat checks to see if a given
user (usually "root") can be conprom sed, given that
certain rules are true.

- Checks for changes in the setuid status of programs on the
system

The COPS package is available fromthe "conp. sources. uni x"
archive on "ftp.uu.net", and also fromthe UN X- SWrepository
on the MLNET host "wsnr-sintel 20.army.m|".

3.9.9 Communi cati on Anmong Admi nistrators
3.9.9.1 Secure Qperating Systens

The following list of products and vendors is adapted fromthe
Nati onal Computer Security Center’s (NCSC) Eval uated Products
List. They represent those conpani es who have either received
an evaluation fromthe NCSC or are in the process of a product
evaluation. This list is not conplete, but it is
representative of those operating systens and add on conponents
avail able in the comercial marketpl ace.

For a nore detailed listing of the current products appearing
in the NCSC EPL, contact the NCSC at:

Nati onal Conmputer Security Center
9800 Savage Road

Fort George G Meade, MD 20755-6000
(301) 859-4458
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Ver si on Eval uati on
Eval uat ed Product Vendor Eval uated d ass
Secur e Communi cati ons Honeywel | I nformation 2.1 Al
Processor ( SCOWP) Systemns, Inc.
Mul tics Honeywel | I nfornmation MR11.0 B2
Systens, Inc.
System V/MLS 1.1.2 on UNI X AT&T 1.1.2 Bl
System V 3.1.1 on AT&T 3B2/500and 3B2/ 600
Cs 1100 Uni sys Corp. Security B1
Rel ease 1
MPE VI E Hewl ett - Packard Conputer G 03.04 2
Systens Division
ACS/ VS on W/ ECLI PSE seri es Data General Corp. 7.60 2
VM SP or VM SP HPO with CM5, | BM Cor p. 5 c2
RACF, DI RVAI NT, VMIAPE- VB,
| SPF
MWS/ XA with RACF | BM Cor p. 2.2,2.3 c2
AXI VNS Di gi tal Equi pment Corp. 4.3 c2
NCS Control Data Corp. NCS
Security C2
Eval Product
TOP SECRET CGA Sof t ware Products 3.0/163 2
G oup, Inc.
Access Control Facility 2 SKK, Inc. 3.1.3 c2
UTX/ 32S CGoul d, Inc. Computer 1.0 2
Systens Division
A Series MCP/AS with Uni sys Cor p. 3.7 2

I nfoGuard Security
Enhancenent s

Pri nos Prime Conputer, Inc. 21. 0. 1DODC2A C2

Resource Access Control | BM Cor p. 1.5 C1
Facility (RACF)
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Candi dat e
Cd ass

Boei ng MLS LAN

Trusted XEN X

VSLAN
System V/ MLS

VM SP wi th RACF
Wang SVS/CS with CAP

Boei ng Aer ospace

Trusted I nformation
Systens, Inc.

VERDI X Cor p.
AT&T

| BM Cor p. 5/1 2
1

. 8.
Wang Laboratories, Inc. .0

3.9.9.2 (Obtaining Fixes for Known Probl ens

B2

B2

B1

QR

It goes without saying that conmputer systens have bugs. Even
operating systens, upon which we depend for protection of our
And since there are bugs, things can be

br oken, both maliciously and accidentally. It is inmportant

data, have bugs.

t hat whenever

bugs are di scovered,
and i npl enented as soon as possi bl e.

exposure caused by the bug in the first place.

a should fix be identified
This should m nimze any

A corollary to the bug problemis: fromwhomdo | obtain the
fixes? Mst systems have sonme support fromthe manufacturer or

supplier.

qui ckly after

receipt.

Fi xes comng fromthat source tend to be inplenented
Fi xes for sonme problens are often

posted on the network and are left to the system adm nistrators

to incorporate as they can.

The problemis that one wants to

have faith that the fix will close the hole and not introduce

any ot hers.

Ve will

tend to trust that the manufacturer’s

fixes are better than those that are posted on the net.

3.9.9.3 Sun Custonmer Warning System

Sun M crosystens has established a Customer Warning System

(CWB) for handling security incidents.

process which includes:

- Having a well advertised point of contact in Sun

for reporting security probl ens.

- Pro-actively alerting customers of worms,

This is a forma

Vi ruses,

or other security holes that could affect their systemns.
- Distributing the patch (or work-around) as quickly
as possi bl e.
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They have created an electronic nail address, SECURI TY-
ALERT@UN. COM whi ch will enabl e custonmers to report security
problens. A voice-nmail backup is available at (415) 688-9081
A "Security Contact" can be designated by each custonmer site;
this person will be contacted by Sun in case of any new
security problens. For nore information, contact your Sun
representative.

3.9.9.4 Trusted Archive Servers

Several sites on the Internet maintain |arge repositories of
public-domain and freely distributable software, and make this
materi al avail able for anonynous FTP. This section describes
some of the larger repositories. Note that none of these
servers inplements secure checksums or anything el se
guaranteeing the integrity of their data. Thus, the notion of
"trust" should be taken as a somewhat limted definition

3.9.9.4.1 Sun Fixes on UUNET

Sun M crosystenms has contracted with UUNET Communi cati ons
Services, Inc., to make fixes for bugs in Sun software
avai |l abl e via anonynmous FTP. You can access these fixes by
using the "ftp" command to connect to the host FTP. UU. NET.
Then change into the directory "sun-dist/security", and
obtain a directory listing. The file "READVE' contains a
brief description of what each file in this directory
contains, and what is required to install the fix.

3.9.9.4.2 Berkeley Fixes

The University of California at Berkel ey al so nakes fi xes
avail abl e via anonynous FTP; these fixes pertain primarily
to the current release of BSD UNI X (currently, rel ease 4.3).
However, even if you are not running their software, these
fixes are still inportant, since many vendors (Sun, DEC,
Sequent, etc.) base their software on the Berkel ey rel eases.

The Berkel ey fixes are avail abl e for anonynous FTP fromthe
host UCBARPA. BERKELEY.EDU in the directory "4.3/ucb-fixes".
The file "INDEX" in this directory describes what each file
contains. They are also available from UUNET (see section

3.9.9.4.3).

Ber kel ey al so distributes new versions of "sendmail" and
"named" fromthis machine. New versions of these commands
are stored in the "4.3" directory, usually in the files
"sendmail .tar.Z" and "bind.tar.Z", respectively.
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3.9.9.4.3 Sintel-20 and UUNET

The two | argest general - purpose software repositories on the
Internet are the hosts WBVR- SI MTEL20. ARMY. M L and
FTP. UU. NET.

WEMR- SI MTEL20. ARMY. ML is a TOPS-20 machi ne operated by the
US Arny at Wiite Sands M ssile Range (WBMR), New Mexi co.
The directory "pd2: <uni x-c>" contains a |arge amunt of UNI X
software, primarily taken fromthe "conp. sources”

newsgroups. The directories "pdl: <nsdos>" and

"pd2: <msdos2>" contains software for | BM PC systens, and
"pd3: <maci nt osh>" contai ns software for the Apple Mcintosh.

FTP. UU. NET is operated by UUNET Conmuni cations Services,
Inc. in Falls Church, Virginia. This conpany sells Internet
and USENET access to sites all over the country (and
internationally). The software posted to the follow ng
USENET source newsgroups is stored here, in directories of

t he same nane:

conp. sour ces. ganes
conp. sour ces. m sc
conp. sour ces. sun
conp. sour ces. uni x
conp. sour ces. x

Nunerous ot her distributions, such as all the freely

di stributabl e Berkel ey UNI X source code, Internet Request
for Commrents (RFCs), and so on are also stored on this
system

3.9.9.4.4 Vendors

Many vendors nmake fixes for bugs in their software avail abl e
electronically, either via mailing lists or via anonynous
FTP. You shoul d contact your vendor to find out if they
offer this service, and if so, howto access it. Some
vendors that offer these services include Sun M crosystens
(see above), Digital Equi prent Corporation (DEC), the
University of California at Berkeley (see above), and Apple
Conputer [5, CURRY].
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4. Types of Security Procedures
4.1 System Security Audits

Most busi nesses undergo sone sort of annual financial auditing as a
regul ar part of their business life. Security audits are an

i mportant part of running any conputing environnent. Part of the
security audit should be a review of any policies that concern system
security, as well as the nechanisns that are put in place to enforce
them

4.1.1 Organi ze Scheduled Drills

Al t hough not sonething that woul d be done each day or week,
schedul ed drills may be conducted to determine if the procedures
defined are adequate for the threat to be countered. |If your
maj or threat is one of natural disaster, then a drill would be
conducted to verify your backup and recovery mechanisms. On the
other hand, if your greatest threat is fromexternal intruders
attenpting to penetrate your system a drill might be conducted to
actually try a penetration to observe the effect of the policies.

Drills are a valuable way to test that your policies and
procedures are effective. On the other hand, drills can be tine-
consum ng and disruptive to normal operations. It is inportant to
wei gh the benefits of the drills against the possible tinme |oss
whi ch may be associated with them

4.1.2 Test Procedures

If the choice is nade to not to use scheduled drills to examn ne
your entire security procedure at one tine, it is inportant to
test individual procedures frequently. Exami ne your backup
procedure to nake sure you can recover data fromthe tapes. Check
log files to be sure that information which is supposed to be

|l ogged to themis being | ogged to them etc..

When a security audit is mandated, great care should be used in
devising tests of the security policy. It is inmportant to clearly
identify what is being tested, howthe test will be conducted, and
results expected fromthe test. This should all be docunented and
included in or as an adjunct to the security policy docunent
itself.

It is inmportant to test all aspects of the security policy, both

procedural and automated, with a particul ar enphasis on the

aut omat ed nechani snms used to enforce the policy. Tests should be
defined to ensure a conprehensi ve exami nati on of policy features,
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that is, if atest is defined to exam ne the user |ogon process,
it should be explicitly stated that both valid and invalid user
nanes and passwords will be used to denonstrate proper operation
of the | ogon program

Keep in mnd that there is alinmt to the reasonabl eness of tests.
The purpose of testing is to ensure confidence that the security
policy is being correctly enforced, and not to "prove" the

absol uteness of the systemor policy. The goal should be to

obt ai n sone assurance that the reasonable and credible controls

i nposed by your security policy are adequate.

4.2 Account Managenent Procedures

Procedures to nmanage accounts are inportant in preventing

unaut hori zed access to your system It is necessary to decide
several things: Who may have an account on the systen? How |ong may
soneone have an account without renewing his or her request? How do
ol d accounts get renmoved fromthe systen? The answers to all these
guestions should be explicitly set out in the policy.

In addition to deciding who may use a system it may be inmportant to
det erm ne what each user nmay use the systemfor (is personal use

al l owed, for exanple). |If you are connected to an outside network,
your site or the network managenent may have rul es about what the
network may be used for. Therefore, it is inportant for any security
policy to define an adequate account managerent procedure for both
admi ni strators and users. Typically, the system adm nistrator would
be responsible for creating and del eti ng user accounts and generally
mai nt ai ni ng overall control of systemuse. To sone degree, account
managenent is also the responsibility of each systemuser in the
sense that the user shoul d observe any system nessages and events
that may be indicative of a policy violation. For exanple, a nessage
at logon that indicates the date and time of the last | ogon should be
reported by the user if it indicates an unreasonable tinme of |ast

| ogon.

4.3 Password Managenent Procedures

A policy on password nanagenment may be inportant if your site wi shes
to enforce secure passwords. These procedures may range from asking
or forcing users to change their passwords occasionally to actively
attenpting to break users’ passwords and then inform ng the user of
how easy it was to do. Another part of password nanagenent policy
covers who may distribute passwords - can users give their passwords
to other users?

Section 2.3 discusses sone of the policy issues that need to be
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deci ded for proper password nanagenent. Regardless of the policies,
password rmanagenent procedures need to be carefully setup to avoid
di scl osi ng passwords. The choice of initial passwords for accounts
is critical. |In some cases, users may never login to activate an
account; thus, the choice of the initial password should not be
easily guessed. Default passwords shoul d never be assigned to
accounts: always create new passwords for each user. |If there are
any printed |ists of passwords, these should be kept off-line in
secure |l ocations; better yet, don't list passwords.

4.3.1 Password Sel ection

Per haps the nost vul nerable part of any conputer systemis the
account password. Any conputer system no natter how secure it is
fromnetwork or dial-up attack, Trojan horse progranms, and so on
can be fully exploited by an intruder if he or she can gain access

via a poorly chosen password. It is inportant to define a good
set of rules for password selection, and distribute these rules to
all users. |If possible, the software which sets user passwords

shoul d be nodified to enforce as nmany of the rules as possible.
A sampl e set of guidelines for password selection is shown bel ow

- DON T use your login nane in any form (as-is,
reversed, capitalized, doubled, etc.).

- DON' T use your first, middle, or last name in any form

- DON T use your spouse’s or child s name.

- DON T use other information easily obtained about you.
This includes |icense plate nunbers, telephone nunbers,
soci al security nunbers, the make of your autonobile,

the nane of the street you live on, etc..

- DON T use a password of all digits, or all the sane
letter.

- DON' T use a word contained in English or foreign
| anguage dictionaries, spelling lists, or other
lists of words.

- DON T use a password shorter than six characters.

- DO use a password with nixed-case al phabeti cs.

- DO use a password wi th non-al phabetic characters (digits
or punctuation).
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- DO use a password that is easy to renenber, so you don’t
have to wite it down.

- DO use a password that you can type quickly, wthout
having to | ook at the keyboard.

Met hods of selecting a password which adheres to these guidelines
i ncl ude:

- Choose a line or tw froma song or poem and use the
first letter of each word.

- Alternate between one consonant and one or two vowels, up
to seven or eight characters. This provides nonsense
wor ds which are usually pronounceabl e, and thus easily
r emenber ed.

- Choose two short words and concatenate themtogether with
a punctuation character between them

Users should also be told to change their password periodically,
usual ly every three to six nonths. This nakes sure that an

i ntruder who has guessed a password will eventually | ose access,
as well as invalidating any |ist of passwords he/she may have
obt ai ned. Many systens enable the systemadm nistrator to force
users to change their passwords after an expiration period; this
software should be enabled if your system supports it [5, CURRY].

Sone systens provide software which forces users to change their
passwords on a regul ar basis. Mny of these systens al so include
password generators which provide the user with a set of passwords
to choose from The user is not permitted to nmake up his or her
own password. There are argunments both for and agai nst systens
such as these. On the one hand, by using generated passwords,
users are prevented fromsel ecting i nsecure passwords. On the

ot her hand, unless the generator is good at mmking up easy to
remenber passwords, users will begin witing themdown in order to
remenber them

4.3.2 Procedures for Changi ng Passwords
How password changes are handled is inportant to keepi ng passwords
secure. ldeally, users should be able to change their own
passwords on-line. (Note that password changi ng prograns are a
favorite target of intruders. See section 4.4 on configuration
managenment for further information.)

However, there are exception cases which nust be handl ed
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carefully. Users may forget passwords and not be able to get onto
the system The standard procedure is to assign the user a new
password. Care should be taken to make sure that the real person
is requesting the change and gets the new password. One comon
trick used by intruders is to call or nessage to a system

adm ni strator and request a new password. Some external form of
verification should be used before the password is assigned. At
sone sites, users are required to show up in person with ID

There may al so be times when many passwords need to be changed.

If a systemis conmprom sed by an intruder, the intruder may be
able to steal a password file and take it off the system Under
these circunstances, one course of action is to change al

passwords on the system Your site should have procedures for how
this can be done quickly and efficiently. What course you choose
may depend on the urgency of the problem |In the case of a known
attack with damage, you may choose to forcibly disable al

accounts and assign users new passwords before they cone back onto
the system In sone places, users are sent a nessage telling them
that they should change their passwords, perhaps within a certain
time period. |If the password isn’'t changed before the time period
expires, the account is |ocked.

Users should be aware of what the standard procedure is for
passwords when a security event has occurred. One well-known
spoof reported by the Conputer Energency Response Team ( CERT)

i nvol ved nmessages sent to users, supposedly fromlocal system
admi ni strators, requesting themto i nmedi ately change their
password to a new val ue provided in the nmessage [24]. These
nessages were not fromthe admnistrators, but fromintruders
trying to steal accounts. Users should be warned to i mediately
report any suspicious requests such as this to site

admini strators.

4.4 Configuration Managenment Procedures

Configurati on managenent is generally applied to the software

devel opnent process. However, it is certainly applicable in a
operational sense as well. Consider that the since many of the
system | evel prograns are intended to enforce the security policy, it
is inmportant that these be "known" as correct. That is, one should
not allow systemlevel prograns (such as the operating system etc.)
to be changed arbitrarily. At very least, the procedures should
state who is authorized to nake changes to systens, under what

ci rcunst ances, and how t he changes shoul d be docunent ed.

In some environnments, configuration managenent is al so desirable as
applied to physical configuration of equipnment. Miintaining valid
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and aut hori zed hardware configurati on should be given due
consi deration in your security policy.

4.4.1 Non-Standard Configurations

Cccasionally, it may be beneficial to have a slightly non-standard
configuration in order to thwart the "standard" attacks used by
sone intruders. The non-standard parts of the configuration m ght
i nclude different password encryption algorithms, different
configuration file locations, and rewitten or functionally
[imted system commuands.

Non- st andard configurations, however, also have their drawbacks.
By changing the "standard" system these nodifications make
software nmai ntenance nore difficult by requiring extra
docunentation to be witten, software nodification after operating
system upgrades, and, usually, someone with special know edge of

t he changes.

Because of the drawbacks of non-standard configurations, they are
often only used in environments with a "firewall" machi ne (see
section 3.9.1). The firewall nmachine is nodified in non-standard
ways since it is susceptible to attack, while internal systens
behind the firewall are left in their standard configurations.

5. Incident Handling
5.1 Overview

This section of the docunent will supply sone guidance to be applied
when a conputer security event is in progress on a nmachine, network,
site, or multi-site environment. The operative philosophy in the
event of a breach of conmputer security, whether it be an externa

i ntruder attack or a disgruntled enployee, is to plan for adverse
events in advance. There is no substitute for creating contingency
plans for the types of events described above.

Traditional conputer security, while quite inmportant in the overal
site security plan, usually falls heavily on protecting systens from
attack, and perhaps nonitoring systens to detect attacks. Little
attention is usually paid for how to actually handl e the attack when
it occurs. The result is that when an attack is in progress, nmany
deci sions are made in haste and can be damaging to tracking down the
source of the incident, collecting evidence to be used in prosecution
efforts, preparing for the recovery of the system and protecting the
val uabl e data contained on the system
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5.1.1 Have a Plan to Follow in Case of an Incident

Part of handling an incident is being prepared to respond before
the incident occurs. This includes establishing a suitable |eve
of protections, so that if the incident becones severe, the danage
which can occur is Iimted. Protection includes preparing

i nci dent handling guidelines or a contingency response plan for
your organization or site. Having witten plans elimnates nuch
of the ambiguity which occurs during an incident, and will lead to
a nore appropriate and thorough set of responses. Second, part of
protection is preparing a nethod of notification, so you will know
who to call and the rel evant phone nunbers. It is inportant, for
exanpl e, to conduct "dry runs," in which your conputer security
personnel, system adm nistrators, and managers sinul ate handling
an incident.

Learning to respond efficiently to an incident is inportant for
nunerous reasons. The nost inportant benefit is directly to human
bei ngs--preventing | oss of human life. Some conputing systens are
life critical systens, systens on which hunan |ife depends (e.g.
by controlling some aspect of life-support in a hospital or
assisting air traffic controllers).

An inportant but often overl ooked benefit is an econonic one.
Havi ng both techni cal and nanageri al personnel respond to an
i nci dent requires considerabl e resources, resources which could be
utilized nmore profitably if an incident did not require their

services. |If these personnel are trained to handl e an incident
efficiently, less of their time is required to deal with that
i nci dent .

A third benefit is protecting classified, sensitive, or
proprietary information. One of the major dangers of a computer
security incident is that information may be irrecoverable.
Efficient incident handling mnimzes this danger. Wen
classified information is involved, other governnent regul ations
may apply and nust be integrated into any plan for incident
handl i ng.

A fourth benefit is related to public relations. News about
conputer security incidents tends to be damaging to an

organi zation’s stature anong current or potential clients.
Efficient incident handling mnimzes the potential for negative
exposure.

A final benefit of efficient incident handling is related to | ega

issues. It is possible that in the near future organizations nmay
be sued because one of their nodes was used to | aunch a network
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attack. In a simlar vein, people who devel op patches or

wor karounds nmay be sued if the patches or workarounds are

i neffective, resulting in damage to systens, or if the patches or
wor kar ounds t hensel ves damage systems. Know ng about operating
system vul nerabilities and patterns of attacks and then taking
appropriate neasures is critical to circunventing possible | ega
pr obl ens.

5.1.2 Oder of Discussion in this Session Suggests an Order for
a Pl an

This chapter is arranged such that a list may be generated from
the Table of Contents to provide a starting point for creating a
policy for handling ongoing incidents. The main points to be
included in a policy for handling incidents are:

o Overview (what are the goals and objectives in handling the
i nci dent).

Eval uation (how serious is the incident).

Notification (who should be notified about the incident).
Response (what shoul d the response to the incident be).
Legal /I nvestigative (what are the | egal and prosecutori al

i mplications of the incident).

Docurent ati on Logs (what records shoul d be kept from before,
during, and after the incident).

OO0OO0OOo

o

Each of these points is inmportant in an overall plan for handling
incidents. The remainder of this chapter will detail the issues
i nvol ved in each of these topics, and provide some gui dance as to
what should be included in a site policy for handling incidents.

5.1.3 Possible Goals and | ncentives for Efficient |Incident
Handl i ng

As in any set of pre-planned procedures, attention nmust be pl aced
on a set of goals to be obtained in handling an incident. These
goals will be placed in order of inportance depending on the site,
but one such set of goals night be:

Assure integrity of (life) critical systemns.
Mai ntain and restore data.

Mai ntain and restore service

Fi gure out how it happened.

Avoi d escal ation and further incidents.
Avoi d negative publicity.

Find out who did it.

Puni sh the attackers.
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It is inmportant to prioritize actions to be taken during an
incident well in advance of the time an incident occurs.

Sonetimes an incident may be so conplex that it is inpossible to
do everything at once to respond to it; priorities are essenti al

Al t hough priorities will vary frominstitution-to-institution, the
foll owi ng suggested priorities serve as a starting point for
defining an organi zation’s response:

o Priority one -- protect human life and people’s
safety; human |ife always has precedence over al
ot her consi derations.

o Priority two -- protect classified and/or sensitive
data (as regul ated by your site or by governnent
regul ati ons).

o Priority three -- protect other data, including
proprietary, scientific, managerial and other data,
because | oss of data is costly in terns of resources.

o Priority four -- prevent damage to systenms (e.g., |loss
or alteration of systemfiles, damage to disk drives,
etc.); damage to systenms can result in costly down
time and recovery.

o Priority five -- mnimze disruption of computing
resources; it is better in many cases to shut a system
down or disconnect froma network than to risk danage
to data or systens.

An inportant inplication for defining priorities is that once
human |ife and national security considerations have been
addressed, it is generally nore inportant to save data than system
software and hardware. Although it is undesirable to have any
damage or |l oss during an incident, systems can be replaced; the

| oss or conpronise of data (especially classified data), however,
is usually not an acceptabl e outcone under any circunstances.

Part of handling an incident is being prepared to respond before
the incident occurs. This includes establishing a suitable |eve
of protections so that if the incident becones severe, the damage
which can occur is Iimted. Protection includes preparing

i nci dent handling guidelines or a contingency response plan for
your organization or site. Witten plans elimnate much of the

anbi guity which occurs during an incident, and will lead to a nore
appropriate and thorough set of responses. Second, part of
protection is preparing a nethod of notification so you will know

who to call and how to contact them For exanple, every nenber of
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the Departnment of Energy’'s CIAC Teamcarries a card with every

ot her team nenber’s work and home phone nunbers, as well as pager
nunbers. Third, your organization or site should establish backup
procedures for every machi ne and system Havi ng backups
elimnates much of the threat of even a severe incident, since
backups preclude serious data |loss. Fourth, you should set up
secure systens. This involves elimnating vulnerabilities,
establishing an effective password policy, and other procedures,

all of which will be explained later in this docunent. Finally,
conducting training activities is part of protection. It is
i mportant, for exanple, to conduct "dry runs,” in which your

conputer security personnel, system adm nistrators, and nanagers
simul ate handling an incident.

5.1.4 Local Policies and Regul ati ons Providi ng Gui dance

Any plan for responding to security incidents should be guided by
| ocal policies and regul ations. Governnent and private sites that
deal with classified material have specific rules that they nust
fol | ow.

The policies your site makes about how it responds to incidents
(as discussed in sections 2.4 and 2.5) will shape your response.
For exanple, it may nmake little sense to create nmechanisnms to
nonitor and trace intruders if your site does not plan to take
action against the intruders if they are caught. O her

organi zati ons may have policies that affect your plans. Tel ephone
conpani es often rel ease informati on about tel ephone traces only to
| aw enf or cement agenci es.

Section 5.5 also notes that if any legal action is planned, there
are specific guidelines that nust be followed to nake sure that
any information collected can be used as evidence.

5.2 Evaluation
5.2.1 Is It Real?

Thi s stage involves deternining the exact problem O course
many, if not nobst, signs often associated with virus infections,
systemintrusions, etc., are sinply anomalies such as hardware
failures. To assist in identifying whether there really is an
incident, it is usually hel pful to obtain and use any detection
sof tware which may be available. For exanple, w dely avail able
sof tware packages can greatly assist sonmeone who thinks there may
be a virus in a Macintosh conputer. Audit information is also
extremely useful, especially in determ ning whether there is a
network attack. It is extrenely inportant to obtain a system
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snapshot as soon as one suspects that sonething is wong. Many

i nci dents cause a dynamic chain of events to occur, and an initia
system snapshot may do nore good in identifying the problem and
any source of attack than nmpost other actions which can be taken at
this stage. Finally, it is inportant to start a | og book
Recordi ng system events, tel ephone conversations, tine stanps,
etc., can lead to a nore rapid and systematic identification of
the problem and is the basis for subsequent stages of incident
handl i ng.

There are certain indications or "synptons” of an incident which
deserve special attention

0 System crashes.

o New user accounts (e.g., the account RUMPLESTILTSKI N
has unexpl ai nedly been created), or high activity on
an account that has had virtually no activity for
nmont hs.

o New files (usually with novel or strange file nanes,
such as data.xx or k).

o Accounting discrepancies (e.g., in a UN X system you
m ght notice that the accounting file called
/fusr/adm n/lastlog has shrunk, sonething that should
nmake you very suspicious that there nay be an
i ntruder).

o Changes in file lengths or dates (e.g., a user should
be suspicious if he/she observes that the .EXE files in
an M5 DCS conput er have unexpl ai nedly grown
by over 1800 bytes).

o Attenpts to wite to system(e.g., a system nanager
notices that a privileged user in a VM5 systemis
attenpting to alter RIGHTSLI ST. DAT).

o Data nodification or deletion (e.g., files start to
di sappear) .

o Denial of service (e.g., a system nanager and al
ot her users becone | ocked out of a UNI X system which
has been changed to single user node).

o Unexpl ai ned, poor system perfornmance (e.g., system
response tine beconmes unusually sl ow).

o Anomalies (e.g., "GOTCHA" is displayed on a display
term nal or there are frequent unexpl ai ned "beeps").

0 Suspici ous probes (e.g., there are nunerous
unsuccessful login attenpts from anot her node).

0 Suspicious browsing (e.g., someone becones a root user
on a UNI X system and accesses file after file in one
user’s account, then another’s).

None of these indications is absolute "proof" that an incident is
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occurring, nor are all of these indications nornmally observed when
an incident occurs. |f you observe any of these indications,
however, it is inportant to suspect that an incident might be
occurring, and act accordingly. There is no fornula for
determining with 100 percent accuracy that an incident is
occurring (possible exception: when a virus detection package

i ndi cates that your machine has the nVIR virus and you confirm
this by exanining contents of the nVIR resource in your Macintosh
conputer, you can be very certain that your machine is infected).
It is best at this point to collaborate with other technical and
conputer security personnel to make a decision as a group about
whet her an incident is occurring.

5.2.2 Scope

Along with the identification of the incident is the eval uation of
the scope and inpact of the problem It is inportant to correctly
identify the boundaries of the incident in order to effectively
deal with it. 1In addition, the inpact of an incident wll
determne its priority in allocating resources to deal with the
event. Wthout an indication of the scope and inmpact of the
event, it is difficult to determ ne a correct response.

In order to identify the scope and inpact, a set of criteria
shoul d be defined which is appropriate to the site and to the type
of connections available. Sone of the issues are:

ols this anmlti-site incident?
o Are many computers at your site effected by this
i nci dent ?

o |Is sensitive information invol ved?

o What is the entry point of the incident (network,
phone line, local terminal, etc.)?

o Is the press invol ved?

o What is the potential damage of the incident?

o What is the estimated tine to close out the incident?

o What resources could be required

to handl e the incident?
5.3 Possible Types of Notification
When you have confirmed that an incident is occurring, the
appropriate personnel nmust be notified. Wwo and how this

notification is achieved is very inportant in keeping the event under
control both froma technical and enotional standpoint.
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5.3.1 Explicit

First of all, any notification to either local or off-site
personnel nust be explicit. This requires that any statenent (be
it an electronic mail message, phone call, or fax) provides

i nfornmati on about the incident that is clear, concise, and fully
qualified. Wen you are notifying others that will help you to
handl e an event, a "snobke screen” will only divide the effort and
create confusion. |If a division of |abor is suggested, it is

hel pful to provide information to each section about what is being
acconplished in other efforts. This will not only reduce
duplication of effort, but allow people working on parts of the
problemto know where to obtain other information that would help
themresolve a part of the incident.

5.3.2 Factual

Anot her inportant consideration when comuni cating about the
incident is to be factual. Attenpting to hide aspects of the

i nci dent by providing false or inconplete information may not only
prevent a successful resolution to the incident, but may even
worsen the situation. This is especially true when the press is

i nvol ved. Wen an incident severe enough to gain press attention
is ongoing, it is likely that any fal se informati on you provide
wi Il not be substantiated by other sources. This will reflect
badly on the site and nmay create enough ill-will between the site
and the press to damage the site’'s public relations.

5.3.3 Choice of Language

The choi ce of | anguage used when notifying people about the

i nci dent can have a profound effect on the way that information is
recei ved. Wen you use enotional or inflammtory ternms, you raise
the expectations of damage and negative outcones of the incident.
It is inmportant to remain calmboth in witten and spoken
notifications.

Anot her issue associated with the choice of |anguage is the
notification to non-technical or off-site personnel. It is

i mportant to accurately describe the incident w thout undue al arm
or confusing messages. Wiile it is nore difficult to describe the
incident to a non-technical audience, it is often nore inportant.
A non-technical description may be required for upper-I|eve
managenment, the press, or |aw enforcenment |iaisons. The

i mportance of these notifications cannot be underestimated and nay
make the difference between handling the incident properly and
escal ating to sonme higher |evel of damage.
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5.3.4 Notification of Individuals

o Point of Contact (POC) people (Technical, Adm nistrative,
Response Teams, |nvestigative, Legal, Vendors, Service
provi ders), and which POCs are visible to whom

o Wder conmunity (users).

o O her sites that mght be affected.

Finally, there is the question of who should be notified during
and after the incident. There are several classes of individuals
that need to be considered for notification. These are the
techni cal personnel, adm nistration, appropriate response teans
(such as CERT or ClAC), |aw enforcenent, vendors, and other
service providers. These issues are inportant for the centra
poi nt of contact, since that is the person responsible for the
actual notification of others (see section 5.3.6 for further
information). A list of people in each of these categories is an
i mportant tinme saver for the POC during an incident. It is much
nore difficult to find an appropriate person during an incident
when many urgent events are ongoi ng.

In addition to the people responsible for handling part of the
incident, there may be other sites affected by the incident (or
perhaps sinply at risk fromthe incident). A wider comunity of
users may al so benefit from know edge of the incident. COten, a
report of the incident once it is closed out is appropriate for
publication to the wi der user conmunity.

5.3.5 Public Relations - Press Rel eases

One of the nost inportant issues to consider is when, who, and how
much to release to the general public through the press. There
are many issues to consider when deciding this particular issue.
First and forenost, if a public relations office exists for the
site, it is inmportant to use this office as liaison to the press.
The public relations office is trained in the type and wording of
information rel eased, and will help to assure that the inmage of
the site is protected during and after the incident (if possible).
A public relations office has the advantage that you can

conmuni cate candidly with them and provide a buffer between the
constant press attention and the need of the POC to mmintain
control over the incident.

If a public relations office is not available, the information
rel eased to the press nmust be carefully considered. |f the
information is sensitive, it may be advantageous to provide only
m ni mal or overview information to the press. It is quite
possi bl e that any information provided to the press will be
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qui ckly reviewed by the perpetrator of the incident. As a
contrast to this consideration, it was discussed above that

m sl eadi ng the press can often backfire and cause nore damage than
rel easing sensitive informtion.

Wiile it is difficult to determ ne in advance what | evel of detai
to provide to the press, sone guidelines to keep in mind are:

o Keep the technical |evel of detail low Detailed
i nformati on about the incident nmay provide enough
i nformati on for copy-cat events or even damage the
site’'s ability to prosecute once the event is over.

o Keep the specul ation out of press statenents.
Specul ati on of who is causing the incident or the
notives are very likely to be in error and may cause
an inflamed view of the incident.

o Work with | aw enforcenent professionals to assure that

evidence is protected. |If prosecution is involved,
assure that the evidence collected is not divulged to
the press.

o Try not to be forced into a press interview before you are
prepared. The popul ar press is fanobus for the "2ant
interview, where the hope is to catch the intervi ewee off
guard and obtain information otherw se not avail abl e.

o Do not allow the press attention to detract fromthe
handl i ng of the event. Always remenber that the successfu
closure of an incident is of primary inportance.

5.3.6 Who Needs to Get Involved?

There now exi sts a nurmber of incident response teans (|RTs) such
as the CERT and the CIAC. (See sections 3.9.7.3.1 and 3.9.7.3.4.)
Teans exi sts for many nmaj or government agencies and | arge
corporations. |If such a teamis available for your site, the
notification of this team should be of primary inportance during
the early stages of an incident. These teans are responsible for
coordi nating conputer security incidents over a range of sites and
larger entities. Even if the incident is believed to be contained
to a single site, it is possible that the information avail abl e
through a response teamcould help in closing out the incident.

In setting up a site policy for incident handling, it may be
desirable to create an incident handling team (I HT), ruch like

those teans that already exist, that will be responsible for
handl i ng conputer security incidents for the site (or
organi zation). |If such a teamis created, it is essential that

conmuni cation |lines be opened between this team and ot her |HTs.
Once an incident is under way, it is difficult to open a trusted
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di al ogue between other I HTs if none has existed before.
5.4 Response

A major topic still untouched here is how to actually respond to an
event. The response to an event will fall into the genera
cat egories of containnent, eradication, recovery, and foll ow up

Cont ai nnent

The purpose of containnent is to limt the extent of an attack

For exanple, it is inportant to limt the spread of a worm attack
on a network as quickly as possible. An essential part of

contai nnent is decision making (i.e., determ ning whether to shut
a system down, to disconnect froma network, to nonitor system or
network activity, to set traps, to disable functions such as
renote file transfer on a UNIX system etc.). Sonetimes this
decision is trivial; shut the systemdown if the systemis
classified or sensitive, or if proprietary information is at risk!
In other cases, it is worthwhile to risk having sone danage to the
systemif keeping the systemup m ght enable you to identify an

i ntruder.

The third stage, containnent, should involve carrying out

predet ermi ned procedures. Your organi zation or site should, for
exanpl e, define acceptable risks in dealing with an incident, and
shoul d prescribe specific actions and strategi es accordingly.
Finally, notification of cognizant authorities should occur during
this stage.

Er adi cati on

Once an incident has been detected, it is inportant to first think
about containing the incident. Once the incident has been
contained, it is nowtine to eradicate the cause. Software may be
available to help you in this effort. For exanple, eradication
software is available to elimnate nost viruses which infect small
systens. |f any bogus files have been created, it is tine to
delete themat this point. 1In the case of virus infections, it is
i mportant to clean and reformat any di sks containing infected
files. Finally, ensure that all backups are clean. Many systens
infected with viruses becone periodically reinfected sinply
because people do not systenmatically eradicate the virus from
backups.

Recovery

Once the cause of an incident has been eradi cated, the recovery
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phase defines the next stage of action. The goal of recovery is
to return the systemto normal. |In the case of a network-based
attack, it is inportant to install patches for any operating
system vul nerability whi ch was expl oited.

Fol | ow up

One of the nost inportant stages of responding to incidents is

al so the nost often omitted---the followup stage. This stage is
i mportant because it hel ps those involved in handling the incident
devel op a set of "lessons | earned" (see section 6.3) to inprove
future performance in such situations. This stage al so provides

i nformati on which justifies an organi zation's conputer security
effort to managenent, and yields information which nmay be
essential in |egal proceedings.

The npst inportant el enent of the followup stage is performng a
postnortem anal ysis. Exactly what happened, and at what tinmes?
How wel |l did the staff involved with the incident perforn? Wat
kind of information did the staff need quickly, and how coul d they
have gotten that informati on as soon as possible? What would the
staff do differently next time? A followup report is valuable
because it provides a reference to be used in case of other
simlar incidents. Creating a formal chronol ogy of events
(including tinme stanps) is also inportant for |egal reasons.
Simlarly, it is also inportant to as quickly obtain a nonetary
estimate of the anpunt of danage the incident caused in terns of
any |l oss of software and files, hardware damage, and manpower
costs to restore altered files, reconfigure affected systenms, and
so forth. This estimate may becone the basis for subsequent
prosecution activity by the FBI, the U S. Attorney Ceneral’s
Ofice, etc..

5.4.1 What WII| You Do?

Rest ore control

Rel ation to policy.

Wi ch | evel of service is needed?
Monitor activity.

Constrain or shut down system

OO0Oo0OO0OOo

5.4.2 Consider Designating a "Single Point of Contact™

When an incident is under way, a nmajor issue is deciding who is in
charge of coordinating the activity of the nultitude of players.

A maj or m stake that can be made is to have a nunmber of "points of
contact” (POC) that are not pulling their efforts together. This

will only add to the confusion of the event, and will probably
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| ead to additional confusion and wasted or ineffective effort.

The single point of contact may or nay not be the person "in
charge" of the incident. There are two distinct rolls to fil
when deci di ng who shall be the point of contact and the person in
charge of the incident. The person in charge will nake decisions
as to the interpretation of policy applied to the event. The
responsibility for the handling of the event falls onto this
person. |In contrast, the point of contact rust coordi nate the
effort of all the parties involved with handling the event.

The point of contact must be a person with the technical expertise
to successfully coordinate the effort of the system nanagers and
users involved in nonitoring and reacting to the attack. Oten

t he managenment structure of a site is such that the adm nistrator
of a set of resources is not a technically conpetent person wth
regard to handling the details of the operations of the computers,
but is ultimately responsible for the use of these resources.

Anot her inportant function of the POC is to maintain contact with
| aw enf orcement and ot her external agencies (such as the Cl A DoD,
US. Arny, or others) to assure that multi-agency invol venent
occurs.

Finally, if legal action in the formof prosecution is involved,
the POC may be able to speak for the site in court. The
alternative is to have nmultiple witnesses that will be hard to
coordinate in a |legal sense, and will weaken any case agai nst the
attackers. A single POC may al so be the single person in charge
of evidence collected, which will keep the nunber of people
accounting for evidence to a mininum As a rule of thunb, the
nore people that touch a potential piece of evidence, the greater
the possibility that it will be inadmissible in court. The
section bel ow (Legal /I nvestigative) will provide nore details for
consi deration on this topic.

5.5 Legal/lnvestigative
5.5.1 Establishing Contacts with Investigative Agencies

It is inportant to establish contacts with personnel from

i nvestigative agencies such as the FBI and Secret Service as soon
as possible, for several reasons. Local |aw enforcenent and | oca
security offices or canpus police organizations should al so be

i nformed when appropriate. A primary reason is that once a major
attack is in progress, there is little tine to call various
personnel in these agencies to determ ne exactly who the correct
point of contact is. Another reason is that it is inportant to
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cooperate with these agencies in a manner that will foster a good
wor ki ng rel ationship, and that will be in accordance with the
wor ki ng procedures of these agencies. Knowi ng the working
procedures in advance and the expectations of your point of
contact is a big step in this direction. For exanple, it is

i nportant to gather evidence that will be adm ssible in a court of
law. |If you don’'t know in advance how to gat her adm ssible

evi dence, your efforts to collect evidence during an incident are
likely to be of no value to the investigative agency w th which
you deal. A final reason for establishing contacts as soon as
possible is that it is inpossible to know the particul ar agency
that will assume jurisdiction in any given incident. Making
contacts and finding the proper channels early will mnake
responding to an incident go considerably nore snoothly.

I f your organization or site has a |l egal counsel, you need to
notify this office soon after you learn that an incident is in
progress. At a mninum your |egal counsel needs to be involved
to protect the legal and financial interests of your site or
organi zation. There are nmany |egal and practical issues, a few of
whi ch are

1. Whether your site or organization is willing to risk
negative publicity or exposure to cooperate with | ega
prosecution efforts.

2. Downstreamliability--if you |l eave a conprom sed system
as is so it can be nonitored and anot her conputer is damaged
because the attack originated fromyour system your site or
organi zation may be |iable for danages incurred.

3. Distribution of information--if your site or organization
distributes informati on about an attack in which another
site or organization may be involved or the vulnerability
in a product that nmay affect ability to market that
product, your site or organization may again be liable
for any damages (i ncludi ng danage of reputation).

4. Liabilities due to nonitoring--your site or organization
may be sued if users at your site or el sewhere discover
that your site is nmonitoring account activity w thout
i nform ng users.

Unfortunately, there are no clear precedents yet on the
liabilities or responsibilities of organizations involved in a
security incident or who nmight be involved in supporting an

i nvestigative effort. Investigators will often encourage

organi zations to help trace and nmonitor intruders -- indeed, nost
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i nvesti gators cannot pursue conputer intrusions wthout extensive
support fromthe organizations involved. However, investigators
cannot provide protection fromliability claims, and these kinds
of efforts may drag out for nonths and may take lots of effort.

On the other side, an organization's |legal council nay advise
extreme caution and suggest that tracing activities be halted and
an intruder shut out of the system This in itself may not
provide protection fromliability, and nmay prevent investigators
fromidentifying anyone.

The bal ance between supporting investigative activity and limting
liability is tricky; you'll need to consider the advice of your
council and the danmge the intruder is causing (if any) in making
your deci sion about what to do during any particular incident.

Your | egal counsel should also be involved in any decision to
contact investigative agenci es when an incident occurs at your
site. The decision to coordinate efforts with investigative
agencies is nost properly that of your site or organization.

I nvol vi ng your |egal counsel will also foster the multi-Ieve
coordi nati on between your site and the particular investigative
agency involved which in turn results in an efficient division of
| abor. Another result is that you are likely to obtain guidance
that will help you avoid future | egal m stakes.

Finally, your |egal counsel should evaluate your site’'s witten
procedures for responding to incidents. It is essential to obtain
a "clean bill of health” froma |egal perspective before you
actually carry out these procedures.

5.5.2 Formal and Infornal Legal Procedures

One of the nost inportant considerations in dealing with

i nvestigative agencies is verifying that the person who calls
asking for information is a legitinmate representative fromthe
agency in question. Unfortunately, nany well intentioned people
have unknow ngly | eaked sensitive information about incidents,

al  owed unaut hori zed people into their systens, etc., because a
cal l er has masqueraded as an FBlI or Secret Service agent. A
simlar consideration is using a secure neans of commruni cation
Because many network attackers can easily reroute electronic nail
avoid using electronic nmail to conmunicate with other agencies (as
wel|l as others dealing with the incident at hand). Non-secured
phone lines (e.g., the phones normally used in the business world)
are also frequent targets for tapping by network intruders, so be
careful!
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There is no established set of rules for responding to an incident
when the U S. Federal Governnent becones involved. Except by
court order, no agency can force you to nonitor, to di sconnect
fromthe network, to avoid tel ephone contact with the suspected
attackers, etc.. As discussed in section 5.5.1, you should
consult the matter with your |egal counsel, especially before
taking an action that your organization has never taken. The
particul ar agency involved may ask you to | eave an attacked
machi ne on and to nonitor activity on this machine, for exanple.
Your complying with this request will ensure continued cooperation
of the agency--usually the best route towards finding the source
of the network attacks and, ultimately, term nating these attacks.
Additionally, you may need sone information or a favor fromthe
agency involved in the incident. You are likely to get what you
need only if you have been cooperative. O particular inmportance
i s avoi di ng unnecessary or unauthorized disclosure of informtion
about the incident, including any information furnished by the
agency involved. The trust between your site and the agency

hi nges upon your ability to avoid conpronising the case the agency
will build; keeping "tight |ipped" is inperative.

Soneti mes your needs and the needs of an investigative agency wll
differ. Your site may want to get back to nornmal business by
closing an attack route, but the investigative agency may want you
to keep this route open. Simlarly, your site may want to close a
conprom sed system down to avoid the possibility of negative
publicity, but again the investigative agency may want you to
continue nonitoring. Wen there is such a conflict, there may be
a conplex set of tradeoffs (e.g., interests of your site’'s
managenent, anount of resources you can devote to the problem
jurisdictional boundaries, etc.). An inportant guiding principle
is related to what might be called "Internet citizenship" [22,

| AB89, 23] and its responsibilities. Your site can shut a system
down, and this will relieve you of the stress, resource demands,
and danger of negative exposure. The attacker, however, is likely
to sinply nove on to another system tenporarily |eaving others
blind to the attacker’s intention and actions until another path
of attack can be detected. Providing that there is no danage to
your systems and others, the nobst responsible course of action is
to cooperate with the participating agency by | eaving your

conprom sed systemon. This will allow nmonitoring (and,
ultimately, the possibility of term nating the source of the
threat to systems just like yours). On the other hand, if there
is danage to conputers illegally accessed through your system the
choice is nore conplicated: shutting down the intruder may prevent
further damage to systems, but mght nake it inpossible to track
down the intruder. |If there has been damage, the decision about
whether it is inmportant to | eave systens up to catch the intruder
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shoul d involve all the organi zations effected. Further
conplicating the issue of network responsibility is the

consi deration that if you do not cooperate with the agency

i nvol ved, you will be less likely to receive help fromthat agency
in the future

5.6 Docunentation Logs

When you respond to an incident, docunent all details related to the
incident. This will provide valuable information to yourself and
others as you try to unravel the course of events. Docunenting al
details will ultimtely save you tine. |I|f you don't document every
rel evant phone call, for exanple, you are likely to forget a good
portion of information you obtain, requiring you to contact the
source of information once again. This wastes yours and ot hers’

time, sonething you can ill afford. At the sanme time, recording
details will provide evidence for prosecution efforts, providing the
case noves in this direction. Docunenting an incident also will help

you performa final assessnent of damage (somnething your managenent
as well as law enforcenment officers will want to know), and wil|
provide the basis for a foll owup analysis in which you can engage in
a val uabl e "l essons | earned" exerci se.

During the initial stages of an incident, it is often infeasible to
det erm ne whether prosecution is viable, so you should docunent as if
you are gathering evidence for a court case. At a mininum you
shoul d record

o All systemevents (audit records).

o All actions you take (tinme tagged).

o All phone conversations (including the person with whom
you tal ked, the date and tinme, and the content of the
conversation).

The npst straightforward way to nmaintain docunentation is keeping a

| og book. This allows you to go to a centralized, chronol ogica
source of information when you need it, instead of requiring you to
page t hrough individual sheets of paper. Mich of this information is
potential evidence in a court of law  Thus, when you initially
suspect that an incident will result in prosecution or when an

i nvestigative agency becones invol ved, you need to regularly (e.g.
every day) turn in photocopi ed, signed copies of your |ogbook (as
wel |l as nedia you use to record systemevents) to a docunent

cust odi an who can store these copied pages in a secure place (e.g., a
safe). Wien you submit information for storage, you should in return
receive a signed, dated receipt fromthe document custodian. Failure
to observe these procedures can result in invalidation of any

evi dence you obtain in a court of |aw
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6. Establishing Post-Incident Procedures
6.1 Overview

In the wake of an incident, several actions should take place. These
actions can be summarized as foll ows:

1. An inventory should be taken of the systens’ assets,
i.e., a careful examination should deternm ne how the
system was affected by the incident,

2. The lessons learned as a result of the incident
shoul d be included in revised security plan to
prevent the incident fromre-occurring,

3. Anewrisk analysis should be developed in |ight of the
i nci dent,

4. An investigation and prosecution of the individuals
who caused the incident should commence, if it is
deenmed desirabl e.

Al'l four steps should provide feedback to the site security policy
conmttee, leading to pronpt re-eval uation and anendnent of the
current policy.

6.2 Renoving Vulnerabilities

Renoving all vulnerabilities once an incident has occurred is
difficult. The key to renoving vulnerabilities is know edge and
under st andi ng of the breach. |n sone cases, it is prudent to renove
all access or functionality as soon as possible, and then restore
normal operation in linmted stages. Bear in mind that renoving al
access while an incident is in progress will obviously notify al
users, including the alleged problemusers, that the adnm nistrators
are aware of a problem this nmay have a del eterious effect on an

i nvestigation. However, allow ng an incident to continue nmay al so
open the likelihood of greater danmge, |oss, aggravation, or
[iability (civil or crimnal).

If it is determ ned that the breach occurred due to a flaw in the
systens’ hardware or software, the vendor (or supplier) and the CERT
shoul d be notified as soon as possible. |Including relevant telephone
nunbers (also electronic mail addresses and fax nunbers) in the site
security policy is strongly recomended. To aid pronpt

acknow edgnent and under st andi ng of the problem the flaw should be
described in as much detail as possible, including details about how
to exploit the flaw

Site Security Policy Handbook Working G oup [ Page 78]



RFC 1244 Site Security Handbook July 1991

As soon as the breach has occurred, the entire systemand all its
conponents shoul d be consi dered suspect. System software is the npst
probabl e target. Preparation is key to recovering froma possibly
tainted system This includes checksumming all tapes fromthe vendor
usi ng a checksum al gorithm which (hopefully) is resistant to
tampering [10]. (See sections 3.9.4.1, 3.9.4.2.) Assuning origina
vendor distribution tapes are available, an analysis of all system
files should commence, and any irregularities should be noted and
referred to all parties involved in handling the incident. It can be
very difficult, in sone cases, to decide which backup tapes to
recover from consider that the incident may have continued for
nonths or years before discovery, and that the suspect may be an

enpl oyee of the site, or otherw se have inti mate know edge or access
to the systens. 1In all cases, the pre-incident preparation wll

det erm ne what recovery is possible. At worst-case, restoration from
the original manufactures’ nmedia and a re-installation of the systens
will be the nost prudent sol ution.

Revi ew the | essons | earned fromthe incident and al ways update the
policy and procedures to reflect changes necessitated by the
i nci dent .

6.2.1 Assessing Damage
Bef ore cl eanup can begin, the actual system damage nust be

di scerned. This can be quite tinme consum ng, but should lead into
some of the insight as to the nature of the incident, and aid

i nvestigation and prosecution. It is best to compare previous
backups or original tapes when possible; advance preparation is
the key. |If the system supports centralized | ogging (nmost do), go
back over the logs and | ook for abnormalities. |f process

accounting and connect tine accounting is enabled, |ook for
patterns of systemusage. To a |esser extent, disk usage may shed
light on the incident. Accounting can provide nmuch hel pfu
information in an analysis of an incident and subsequent
prosecuti on.

6.2.2 Ceanup

Once the damage has been assessed, it is necessary to develop a
pl an for systemcleanup. In general, bringing up services in the
order of demand to allow a m ni num of user inconvenience is the
best practice. Understand that the proper recovery procedures for
the systemare extrenely inportant and should be specific to the
site.

It may be necessary to go back to the original distributed tapes
and recustom ze the system To facilitate this worst case
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scenario, a record of the original systens setup and each
custom zati on change shoul d be kept current with each change to
the system

6.2.3 Follow up

Once you believe that a system has been restored to a "safe"
state, it is still possible that holes and even traps could be
lurking in the system In the followup stage, the system shoul d
be monitored for itens that nay have been m ssed during the

cl eanup stage. It would be prudent to utilize some of the tools
nmentioned in section 3.9.8.2 (e.g., COPS) as a start. Renenber,
these tools don't replace continual systemnonitoring and good
systens admi ni stration procedures.

6.2.4 Keep a Security Log

As di scussed in section 5.6, a security |og can be nost val uable
during this phase of renmpbving vulnerabilities. There are two
consi derations here; the first is to keep logs of the procedures
that have been used to make the system secure again. This should
i ncl ude conmmand procedures (e.g., shell scripts) that can be run
on a periodic basis to recheck the security. Second, keep |ogs of
i nportant system events. These can be referenced when trying to
determ ne the extent of the danage of a given incident.

6.3 Capturing Lessons Learned
6.3.1 Understand the Lesson

After an incident, it is prudent to wite a report describing the
i nci dent, nethod of discovery, correction procedure, nonitoring
procedure, and a summary of |esson learned. This will aid in the
cl ear understanding of the problem Remenber, it is difficult to
learn froman incident if you don’t understand the source.

6.3.2 Resources
6.3.2.1 Oher Security Devices, Mthods

Security is a dynamc, not static process. Sites are dependent
on the nature of security available at each site, and the array
of devices and nethods that will help pronote security.

Keeping up with the security area of the conputer industry and
their methods will assure a security nanager of taking

advant age of the | atest technol ogy.
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6.3.2.2 Repository of Books, Lists, Information Sources

Keep an on site collection of books, lists, information
sources, etc., as guides and references for securing the
system Keep this collection up to date. Renenber, as systens
change, so do security nethods and probl ens.

6.3.2.3 Forma Subgroup

Form a subgroup of system adm nistration personnel that will be
the core security staff. This will allow discussions of
security problens and nultiple views of the site’'s security

i ssues. This subgroup can also act to develop the site
security policy and make suggested changes as necessary to
ensure site security.

6.4 Upgrading Policies and Procedures

6.4.1 Establish Mechanisns for Updating Policies, Procedures,

and Tool s

If an incident is based on poor policy, and unless the policy is
changed, then one is doonmed to repeat the past. Once a site has
recovered fromand incident, site policy and procedures shoul d be
revi ewed to enconpass changes to prevent simlar incidents. Even
wi thout an incident, it would be prudent to review policies and
procedures on a regular basis. Reviews are inperative due to
today’ s changi ng conputi ng environnents.

6.4.2 Problem Reporting Procedures

A problemreporting procedure should be inplenented to descri be,

in detail, the incident and the solutions to the incident. Each

i nci dent should be reviewed by the site security subgroup to allow
under st andi ng of the incident with possible suggestions to the
site policy and procedures.
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[15] Bellovin, S., and M Merritt, "Limtations of the Kerberos
Aut henti cation Systeni, Conputer Communi cati ons Revi ew, October
1990.

[16] Pfleeger, C., "Security in Conputing", Prentice-Hall, Englewood
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8.

adiffs, N.J., 1989.

[17] Parker, D., Swope, S., and B. Baker, "Ethical Conflicts:
I nformati on and Conputer Science, Technol ogy and Busi ness", QED
I nformati on Sciences, Inc., Wllesley, M

[18] Forester, T., and P. Mrrison, "Conputer Ethics: Tales and
Ethical Dilemas in Conputing", MT Press, Canbridge, M, 1990.

[19] Postel, J., and J. Reynolds, "Telnet Protocol Specification", RFC
854, USC/ Information Sciences Institute, My 1983.

[20] Postel, J., and J. Reynolds, "File Transfer Protocol", RFC 959,
USC/ I nformation Sciences Institute, October 1985.

[21] Postel, J., Editor, "IAB Oficial Protocol Standards", RFC 1200,
| AB, April 1991.

[22] Internet Activities Board, "Ethics and the Internet", RFC 1087,
Internet Activities Board, January 1989.

[23] Pethia, R, Crocker, S., and B. Fraser, "Policy Guidelines for
the Secure Operation of the Internet”, CERT, TIS, CERT, RFC in
prepar ati on.

[ 24] Conputer Energency Response Team ( CERT/ CC), "Unauthori zed
Password Change Requests", CERT Advisory CA-91:03, April 1991.

[ 25] Conputer Energency Response Team ( CERT/ CC), "TELNET Breakin
War ni ng", CERT Advi sory CA-89:03, August 1989.

[26] CCITT, Reconmendation X. 509, "The Directory: Authentication
Framewor k", Annex C.

[27] Farnmer, D., and E. Spafford, "The COPS Security Checker Systent,
Proceedi ngs of the Sunmer 1990 USEN X Conference, Anaheim CA,
Pgs. 165-170, June 1990.
Annot at ed Bi bl i ography

The intent of this annotated bibliography is to offer a

representative collection of resources of information that will help
the user of this handbook. It is neant provide a starting point for
further research in the security area. Included are references to

ot her sources of information for those who wi sh to pursue issues of
the conputer security environnent.
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8.1 Conputer Law

[ ABA89]
Arer i can Bar Associ ation, Section of Science and
Technol ogy, "CGuide to the Prosecution of Tel ecomunication
Fraud by the Use of Conputer Crinme Statutes", Anerican Bar
Associ ation, 1989.

[ BENDER]
Bender, D., "Conputer Law Evidence and Procedure”,
M Bender, New York, NY, 1978-present.

Kept up to date with suppl enents.

Years covering 1978-1984 focuses on: Computer |aw,

evi dence and procedures. The years 1984 to the current
focus on general conputer |aw.  Bibliographical

ref erences and i ndex incl uded.

[ BLOOVBECKER]
Bl oombecker, B., "Spectacular Conputer Crines", Dow Jones-
[ rwin, Homewood, IL. 1990.

[ CCH]
Commerce O earing House, "Guide to Computer Law', (Topical

Law Reports), Chicago, IL., 1989.

Court cases and decisions rendered by federal and state
courts throughout the United States on federal and state
conputer law. Includes Case Table and Topi cal I ndex.

[ CONLY]
Conly, C, "Organizing for Conputer Crine Investigation and
Prosecution", U S. Dept. of Justice, Ofice of Justice
Programs, Under Contract Number QJP-86-C- 002, National
Institute of Justice, Washington, DC, July 1989.

[ FENW CK]
Fenwi ck, W, Chair, "Conputer Litigation, 1985: Tri al
Tactics and Techni ques", Litigation Course Handbook
Series No. 280, Prepared for distribution at the
Conputer Litigation, 1985: Trial Tactics and
Techni ques Program February-March 1985.

[ GEM GNANI ]

Gemignani, M, "Viruses and Crimnal Law', Communi cations
of the ACM Vol. 32, No. 6, Pgs. 669-671, June 1989.
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[ HUBAND]
Huband, F., and R Shelton, Editors, "Protection of
Conput er Systens and Software: New Approaches for Conbating
Theft of Software and Unaut horized Intrusion", Papers
presented at a workshop sponsored by the National Science
Foundati on, 1986.

[ MCEVIEN]
McEwen, J., "Dedicated Conmputer Crime Units", Report
Contributors: D. Fester and H Nugent, Prepared for the
National Institute of Justice, U S. Departnent of Justice,
by Institute for Law and Justice, Inc., under contract nunber
QJP- 85- C- 006, Washi ngton, DC, 1989.

[ PARKER]
Parker, D., "Conputer Crime: Crimnal Justice Resource
Manual ", U.S. Dept. of Justice, National Institute of Justice,
O fice of Justice Programs, Under Contract Number
QJP- 86- C- 002, Washington, D.C., August 1989.

[ SHAW
Shaw, E., Jr., "Conputer Fraud and Abuse Act of 1986,
Congr essi onal Record (3 June 1986), Washington, D.C.,
3 June 1986.

[ TRI BLE]

Trible, P., "The Conputer Fraud and Abuse Act of 1986",
U S. Senate Committee on the Judiciary, 1986.

8.2 Conputer Security

[ CAELLI ]
Caelli, W, Editor, "Conputer Security in the Age of
I nformati on", Proceedings of the Fifth IFIP International
Conf erence on Conputer Security, |FIP/ Sec '88.

[ CARROLL]
Carroll, J., "Conmputer Security", 2nd Edition, Butterworth
Publ i shers, Stoneham MA, 1987.

[ COOPER]
Cooper, J., "Conputer and Conmuni cations Security:
Strategies for the 1990s", McGawH I, 1989.

[ BRAND)]

Brand, R, "Coping with the Threat of Computer Security
Incidents: A Priner from Prevention through Recovery",
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R. Brand, 8 June 1990.

As conputer security beconmes a nore inportant issue in
nodern society, it begins to warrant a systematic approach
The vast majority of the conputer security problenms and the
costs associated with them can be prevented with sinple

i nexpensi ve neasures. The nost inportant and cost
effective of these neasures are available in the prevention
and pl anni ng phases. These nethods are presented in this
paper, followed by a sinplified guide to incident

handl i ng and recovery. Available on-line from
cert.sei.cmnu. edu:/pub/infol/priner.

[ CHESW CK]
Cheswi ck, B., "The Design of a Secure Internet Gateway",
Proceedi ngs of the Sunmer Useni x Conference, Anaheim CA,
June 1990.

Brief abstract (slight paraphrase fromthe origina
abstract): AT&T maintains a |large internal Internet that
needs to be protected fromoutside attacks, while
provi di ng useful services between the two.

Thi s paper describes AT&T' s Internet gateway. This

gat eway passes nail and many of the common I nternet

servi ces between AT&T internal machines and the Internet.
This is acconplished without |P connectivity using a pair
of machines: a trusted internal machi ne and an untrusted
external gateway. These are connected by a private |ink.
The internal machine provides a few careful |l y-guarded
services to the external gateway. This configuration
hel ps protect the internal internet even if the externa
machine is fully conprom sed

This is a very useful and interesting design. Most
firewal | gateway systems rely on a systemthat, if
conprom sed, could all ow access to the nmachi nes behind
the firewall. Also, nost firewall systens require users
who want access to Internet services to have accounts on
the firewall nmachine. AT&T s design allows AT&T interna
i nternet users access to the standard services of TELNET and
FTP fromtheir own workstations w thout accounts on

the firewall machine. A very useful paper that shows
how to mai ntain some of the benefits of Internet
connectivity while still rmaintaining strong

security.
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Curry, D., "lInproving the Security of Your UN X Systent
SRl International Report |TSTD 721-FR-90-21, April 1990.

Thi s paper describes nmeasures that you, as a system

adm ni strator can take to nmake your UNI X systen{s) nore
secure. Oiented primarily at SunOS 4.x, nost of the

i nformati on covered applies equally well to any Berkel ey
UNI X systemwi th or wi thout NFS and/or Yellow Pages (N S)
Sone of the information can also be applied to SystemV,
although this is not a primary focus of the paper. A very
useful reference, this is also available on the Internet in
various |ocations, including the directory
cert.sei.cnmu. edu:/ pub/info.

Fites, M, Kratz, P. and A Brebner, "Control and
Security of Computer Information Systens", Conputer Science
Press, 1989.

Thi s book serves as a good guide to the issues encountered
in form ng conputer security policies and procedures. The
book is designed as a textbook for an introductory course
in informati on systens security.

The book is divided into five sections: R sk Management (1),
Saf eguards: security and control neasures, organizationa
and administrative (11), Safeguards: Security and Contro
Measures, Technical (111), Legal Environment and

Prof essionalism (1V), and Cl CA Conputer Control GCuidelines

).

The book is particularly notable for its straight-forward
approach to security, enphasizing that conmon sense is the
first consideration in designing a security program The
authors note that there is a tendency to | ook to nore
technical solutions to security problens while overl ooking
organi zati onal controls which are often cheaper and much
nore effective. 298 pages, including references and index.

[ GARFI NKEL]

Garfinkel, S, and E. Spafford, "Practical Unix Security",
OReilly & Associates, |SBN 0-937175-72-2, May 1991

Approx 450 pages, $29.95. Oders: 1-800-338-6887
(US & Canada), 1-707-829-0515 (Europe), enmail: nuts@ra.com

This is one of the npbst useful books avail able on Unix
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security. The first part of the book covers standard Uni x
and Uni x security basics, with particular enphasis on
passwords. The second section covers enforcing security on
the system O particular interest to the Internet user are
the sections on network security, which address many

of the common security problens that afflict Internet Unix
users. Four chapters deal with handling security incidents,
and the book concludes with discussions of encryption

physi cal security, and useful checklists and |lists of
resources. The book lives up to its nane; it is filled with
specific references to possible security holes, files to
check, and things to do to inprove security. This

book is an excellent conplenent to this handbook

[ GREENI A90]

Greenia, M, "Conputer Security Information Sourcebook",
Lexi kon Services, Sacranmento, CA, 1989.

A manager’s guide to computer security. Contains a
sour cebook of key reference materials including
access control and conputer crines bibliographies.

[ HOFFMVAN]

Hof fman, L., "Rogue Prograns: Viruses, Wrns, and
Troj an Horses", Van Nostrand Rei nhold, Ny, 1990.
(384 pages, includes bibliographical references and index.)

[ JOHNSON]

[ KENT]

Johnson, D., and J. Podesta, "Formulating A Conpany Policy
on Access to and Use and Disclosure of Electronic Mail on
Conmpany Conput er Systens”.

A white paper prepared for the EMA, witten by two experts
in privacy law. G ves background on the issues, and presents
some policy options.

Avail able from The Electronic Miil Association (EMA)
1555 Wl son Blvd, Suite 555, Arlington, VA, 22209.
(703) 522-7111.

Kent, Stephen, "E-Mail Privacy for the Internet: New Software
and Strict Registration Procedures will be Inplenented this
Year", Business Communi cations Review, Vol. 20, No. 1,

Pg. 55, 1 January 1990.
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[ PALMER]
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Lu, W, and M Sundareshan, "Secure Conmunication in
Internet Environnents: A Hierachical Key Managenent Schemne
for End-to-End Encryption", |EEE Transactions on

Conmuni cations, Vol. 37, No. 10, Pg. 1014, 1 Cctober 1989.

Lu, W, and M Sundareshan, "A Mddel for Miltilevel Security
in Computer Networks", |EEE Transactions on Software
Engi neering, Vol. 16, No. 6, Page 647, 1 June 1990.

Nati onal Security Agency, "Information Systens Security
Products and Services Catal og", NSA, Quarterly Publication.

NSA' s cat al ogue contai ns chapter on: Endorsed Cryptographic
Products List; NSA Endorsed Data Encryption Standard (DES)

Products List; Protected Services List; Evaluated Products

List; Preferred Products List; and Endorsed Tool s List.

The catal ogue is avail able fromthe Superintendent of
Docurents, U.S. Government Printing Ofice, Washington,
D.C. One may pl ace tel ephone orders by calling:

(202) 783-3238.

United States Congress, Ofice of Technol ogy Assessnent,
"Def endi ng Secrets, Sharing Data: New Locks and Keys for
El ectronic Information", OTA-Cl T-310, Cctober 1987.

This report, prepared for congressional comrttee considering
Federal policy on the protection of electronic information, is
i nteresting because of the issues it raises regarding the

i mpact of technol ogy used to protect information. It also
serves as a reasonable introduction to the various encryption
and information protection nechanisns. 185 pages. Available
fromthe U S. Governnment Printing Ofice

Palmer, 1., and G Potter, "Conputer Security Ri sk
Management”, Van Nostrand Rei nhold, NY, 1989.

[ PFLEEGER]

Pfl eeger, C, "Security in Conputing", Prentice-Hall
Engl ewood Ciffs, NJ, 1989.

A general textbook in conputer security, this book provides an
excel l ent and very readable introduction to classic conputer
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security problens and solutions, with a particular enphasis on
encryption. The encryption coverage serves as a good
introduction to the subject. Oher topics covered include
bui | di ng secure progranms and systens, security of database,
personal computer security, network and conmuni cati ons
security, physical security, risk analysis and security

pl anni ng, and | egal and ethical issues. 538 pages including

i ndex and bi bl i ography.

[ SHI REY]
Shirey, R, "Defense Data Network Security Architecture"
Conput er Comuni cation Review, Vol. 20, No. 2, Page 66,
1 April 1990.

[ SPAFFORD
Spafford, E., Heaphy, K., and D. Ferbrache, " Computer
Viruses: Dealing with El ectronic Vandali sm and Programred
Threats", ADAPSO 1989. (109 pages.)

This is a good general reference on conputer viruses and
rel ated concerns. In addition to describing viruses in
some detail, it also covers nmore general security issues,
| egal recourse in case of security problens, and includes
lists of laws, journals focused on conputers security,
and other security-rel ated resources.

Avail able from ADAPSO, 1300 N. 17th St, Suite 300,
Arlington VA 22209. (703) 522-5055.

[ STOLL88]
Stoll, C, "Stalking the WIly Hacker", Conmuni cations
of the ACM Vol. 31, No. 5, Pgs. 484-497, ACM
New Yor k, NY, My 1988

This article describes sone of the technical neans used
to trace the intruder that was |later chronicled in
"Cuckoo’'s Egg" (see bel ow).

[ STOLL89]
Stoll, C., "The Cuckoo’s Egg", |SBN 00385-24946- 2,
Doubl eday, 1989.

Cifford Stoll, an astrononmer turned UNI X System

Admi nistrator, recounts an exciting, true story of how he
tracked a conputer intruder through the maze of Anmerican
mlitary and research networks. This book is easy to
understand and can serve as an interesting introduction to
the world of networking. Jon Postel says in a book review,
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"[this book] ... is absolutely essential reading for anyone
that uses or operates any conputer connected to the Internet
or any other conputer network."

[ VALLA]
Val | abhaneni, S., "Auditing Conputer Security: A Manual with
Case Studies", Wley, New York, Ny, 1989
8.3 Ethics
[ CPSR89]

Conput er Professionals for Social Responsibility, "CPSR
Statement on the Computer Virus", CPSR, Comunications of the
ACM Vol. 32, No. 6, Pg. 699, June 1989.

This memp is a statement on the Internet Conputer Virus
by the Conmputer Professionals for Social Responsibility
(CPSR)

[ DENNI NG
Denni ng, Peter J., Editor, "Conputers Under Attack
Intruders, Worns, and Viruses", ACM Press, 1990.

A collection of 40 pieces divided into six sections: the

enmer gence of worl dwi de conputer networks, electronic breakins,
wor ms, viruses, counterculture (articles examning the world
of the "hacker"), and finally a section discussing soci al

| egal , and et hical considerations.

A thoughtful collection that addresses the phenonenon of
attacks on conputers. This includes a nunber of previously
publ i shed articles and some new ones. The previously
publ i shed ones are well chosen, and include sonme references
that m ght be otherwise hard to obtain. This book is a key
reference to conputer security threats that have generated
much of the concern over conputer security in recent years.

[ ERVANN]
Ermann, D., Wllians, M, and C. CGutierrez, Editors,
"Conmputers, Ethics, and Society", Oxford University Press,
NY, 1990. (376 pages, includes bhibliographical references).

[ FORESTER]
Forester, T., and P. Morrison, "Conputer Ethics: Tales and
Ethical Dilemmas in Conputing", MT Press, Canbridge, MA
1990. (192 pages including index.)
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Fromthe preface: "The aimof this book is two-fold: (1) to
descri be sonme of the problens created by society by conputers,
and (2) to show how these probl enms present ethical dilenmas
for conputers professionals and conputer users.

The problens created by conmputers arise, in turn, fromtwo
mai n sources: from hardware and software mal functi ons and
fromm suse by human beings. W argue that conputer systens
by their very nature are insecure, unreliable, and

unpredi ctable -- and that society has yet to cone to termns
with the consequences. W also seek to show how society

has beconme newly vul nerable to human m suse of conputers in
the formof conmputer crine, software theft, hacking, the
creation of viruses, invasions of privacy, and so on."

The eight chapters include "Conputer Crine", "Software

Theft", "Hacking and Viruses", "Unreliable Conmputers”,
"The Invasion of Privacy", "Al and Expert Systens",
and "Conputerizing the Wrrkplace." |ncludes extensive

notes on sources and an i ndex.

Gould, C., Editor, "The Information Web: Ethical and Socia
| mpli cations of Conputer Networking"”, Westview Press,
Boul der, CO, 1989.

Internet Activities Board, "Ethics and the Internet",
RFC 1087, | AB, January 1989. Also appears in the
Conmuni cations of the ACM Vol. 32, No. 6, Pg. 710,
June 1989.

This menmo is a statement of policy by the Internet
Activities Board (I AB) concerning the proper use of

the resources of the Internet. Available on-line on

host ftp.nisc.sri.com directory rfc, filenane rfcl087.1txt.
Al so avail able on host nis.nsf.net, directory RFC,

filename RFC1087. TXT- 1.

Martin, M, and R Schinzinger, "Ethics in Engineering”,
MG aw Hill, 2nd Edition, 1989.

Massachusetts I nstitute of Technol ogy, "Teaching Students
About Responsi ble Use of Computers”, MT, 1985-1986. Also
reprinted in the Communications of the ACM Vol. 32, No. 6,
Pg. 704, Athena Project, MT, June 1989.
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This meno is a statenment of policy by the Massachusetts
Institute of Technology (MT) on the responsible use
of computers.

[ NI ST]
National Institute of Standards and Technol ogy, " Conputer
Viruses and Rel ated Threats: A Managenent QGuide", N ST
Speci al Publication 500-166, August 1989.

[ NSF88]
Nati onal Sci ence Foundation, "NSF Poses Code of Networking
Et hi cs", Conmmunications of the ACM Vol. 32, No. 6, Pg. 688,
June 1989. Also appears in the mnutes of the regular
nmeeting of the Division Advisory Panel for Networking and
Conmuni cati ons Research and Infrastructure, Dave Farber
Chair, November 29-30, 1988.
This menp is a statenment of policy by the National Science
Foundati on (NSF) concerning the ethical use of the Internet.

[ PARKER90]

Parker, D., Swope, S., and B. Baker, "Ethical Conflicts:
I nformati on and Conputer Science, Technol ogy and Busi ness”,
QED Information Sciences, Inc., Wllesley, MA (245 pages).

Addi ti onal publications on Ethics:
The University of New Mexico (UNM

The UNM has a col l ection of ethics docunents. |Included are
| egi slation fromseveral states and policies from many
institutions.

Access is via FTP, | P address ariel.um.edu. Look in the
directory /ethics.

8.4 The Internet Wrm

[ BROCK]
Brock, J., "Novenmber 1988 Internet Conmputer Virus and the
Vul nerability of National Tel econmunications Networks to
Conputer Viruses", GAQ T-I1 MIEC- 89-10, Washi ngton, DC
20 July 1989.

Testinpnial statenment of Jack L. Brock, Director, U S

Government I nformation before the Subcomrttee on
Tel ecomuni cati ons and Finance, Comittee on Energy and
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Conmer ce, House of Representatives.

[ El CHI N89]
Eichin, M, and J. Rochlis, "Wth M croscope and Tweezers:
An Analysis of the Internet Virus of Novermber 1988"
Massachusetts Institute of Technol ogy, February 1989.

Provides a detailed dissection of the worm program The
paper di scusses the major points of the worm programthen
reviews strategies, chronol ogy, |essons and open issues,
Acknowl edgrents; al so included are a detail ed appendi x

on the worm program subroutine by subroutine, an

appendi x on the cast of characters, and a reference section

[ EI SENBERG39]
Ei senberg, T., D. Gies, J. Hartmanis, D. Hol conb,
M Lynn, and T. Santoro, "The Computer Worni, Cornel
University, 6 February 1989.

A Cornell University Report presented to the Provost of the
University on 6 February 1989 on the Internet Wrm

[GAQ
U S. General Accounting Ofice, "Conputer Security - Virus
Hi ghl i ghts Need for Inproved Internet Managenent"”, United
States General Accounting O fice, Washington, DC, 1989.

This 36 page report (GAQ | MTEC-89-57), by the U. S
CGovernment Accounting O fice, describes the Internet worm
and its effects. It gives a good overview of the various
U S. agencies involved in the Internet today and their
concerns vis-a-vis conmputer security and networking.

Avai l abl e on-line on host nnsc.nsf.net, directory
pub, filename GAO RPT; and on nis.nsf.net, directory nsfnet,
filename GAO RPT. TXT.

[ REYNOLDS89]
The Hel minthiasis of the Internet, RFC 1135,
USC/ I nformation Sciences Institute, Mrina del Rey,
CA, Decenber 1989.

This report | ooks back at the helm nthiasis (infestation
with, or disease caused by parasitic worns) of the

Internet that was unl eashed the evening of 2 Novermber 1988.
Thi s docunent provides a glinpse at the infection,its
festering, and cure. The inpact of the wormon the Internet
conmunity, ethics statenents, the role of the news nedia
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crime in the conputer world, and future prevention is

di scussed. A docunentation review presents four publications
that describe in detail this particular parasitic conputer
program Reference and bi bliography sections are al so

i ncluded. Available on-line on host ftp.nisc.sri.com
directory rfc, filenane rfcll135.txt. Al so available on

host nis.nsf.net, directory RFC, filenane RFCL135. TXT-1

[ SEELEY89]

Seeley, D., "A Tour of the Wornm', Proceedings of 1989
W nter USEN X Conference, Usenix Association, San D ego, CA
February 1989.

Details are presented as a "wal k thru" of this particular
worm program The paper opened with an abstract,

i ntroduction, detail ed chronol ogy of events upon the

di scovery of the worm an overview, the internals of the
wor m personal opinions, and concl usion

[ SPAFFORDSS]

Spafford, E., "The Internet Worm Program An

Anal ysi s", Conputer Communication Review, Vol. 19,

No. 1, ACM SI GCOM January 1989. Also issued as Purdue
CS Techni cal Report CSD-TR-823, 28 Novenber 1988.

Describes the infection of the Internet as a worm
programthat exploited flaws in utility progranms in

UNI X based systenms. The report gives a detail ed
description of the components of the worm program

data and functions. Spafford focuses his study on two
conpl etely i ndependent reverse-conpilations of the

worm and a version disassenbl ed to VAX assenbly | anguage.

[ SPAFFORDB9]

Spafford, G, "An Analysis of the Internet Wrnf
Proceedi ngs of the European Software Engi neering
Conference 1989, Warwi ck Engl and, Septenber 1989.
Proceedi ngs published by Springer-Verlag as: Lecture
Notes in Computer Science #387. Al so issued

as Purdue Technical Report #CSD TR-933.

8.5 National Conmputer Security Center (NCSC

Al'l NCSC publications, approved for public release, are avail able
fromthe NCSC Superintendent of Docunents.

NCSC = National Conputer Security Center
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9800 Savage Road
Ft Meade, MD 20755-6000

CSC = Computer Security Center:
an ol der nane for the NCSC

NTI SS = National Tel ecommuni cati ons and
Informati on Systens Security

NTI SS Conmittee, National Security Agency
Ft Meade, MD 20755-6000

Depart nent of Defense, "Password Managenent Gui deline",
CSC- STD-002-85, 12 April 1985, 31 pages.

The security provided by a password system depends on

the passwords being kept secret at all times. Thus, a
password is vul nerable to conprom se whenever it is used,
stored, or even known. In a password-based authentication
mechani sm i npl enented on an ADP system passwords are

vul nerabl e to conpromi se due to five essential aspects

of the password system 1) a password nust be initially
assigned to a user when enrolled on the ADP system

2) a user’s password nust be changed periodically;

3) the ADP system nmust nmintain a 'password

dat abase’; 4) users nust renenber their passwords; and

5) users nust enter their passwords into the ADP system at
authentication tine. This guideline prescribes steps to be
taken to minimze the vulnerability of passwords in each of
t hese circunst ances.

NCSC, "A @Quide to Understanding AUDIT in Trusted Systens",
NCSC- TG 001, Version-2, 1 June 1988, 25 pages.

Audit trails are used to detect and deter penetration of
a conputer systemand to reveal usage that identifies

m suse. At the discretion of the auditor, audit trails
may be limted to specific events or may enconpass all of
the activities on a system Although not required by

the criteria, it should be possible for the target of the
audit mechanismto be either a subject or an object. That
is to say, the audit nechani sm shoul d be capabl e of
nonitoring every time John accessed the systemas well as
every time the nucl ear reactor file was accessed; and

i kewi se every time John accessed the nucl ear reactor
file.
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NCSC, "A Quide to Understandi ng DI SCRETI ONARY ACCESS CONTROL
in Trusted Systens", NCSC- TG 003, Version-1, 30 Septenber
1987, 29 pages.

Di scretionary control is the nost comobn type of access
control nechani sminplenmented in conputer systens today.
The basis of this kind of security is that an individua
user, or program operating on the user’s behalf, is
allowed to specify explicitly the types of access other
users (or progranms executing on their behalf) may have to
i nformati on under the user’s control. [...] Discretionary
controls are not a replacenment for mandatory controls. In
any environnent in which information is protected,

di scretionary security provides for a finer granularity of
control within the overall constraints of the nandatory

pol i cy.

NCSC, "A Quide to Understandi ng CONFI GURATI ON MANAGEMENT
in Trusted Systens", NCSC- TG 006, Version-1, 28 March 1988,
31 pages.

Configuration managenent consists of four separate tasks:
identification, control, status accounting, and auditing.
For every change that is made to an autonated data
processi ng (ADP) system the design and requirenments of the
changed version of the system should be identified. The
control task of configuration nanagenent is performnmed

by subjecting every change to docunentation, hardware, and
software/firmvare to revi ew and approval by an authorized
authority. Configuration status accounting is responsible
for recording and reporting on the configuration of the
product throughout the change. Finally, though the process
of a configuration audit, the conpl eted change can be
verified to be functionally correct, and for trusted
systens, consistent with the security policy of the system

NTI' SS, "Advi sory Memorandum on OFfice Automation Security
Gui del i ne", NTI SSAM CONPUSEC/ 1-87, 16 January 1987,
58 pages.

Thi s docunent provi des guidance to users, managers, security
officers, and procurenent officers of O fice Automation
Systenms. Areas addressed include: physical security,
personnel security, procedural security, hardware/software
security, emanations security (TEMPEST), and comuni cati ons
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security for stand-al one OA Systens, QA Systens

used as term nals connected to nai nframe conputer systens,
and OA Systems used as hosts in a Local Area Network (LAN).
Differentiation is made between those O fice Automation
Systens equi pped with renovabl e storage nedia only (e.g.,
fl oppy disks, cassette tapes, renovable hard di sks) and
those O fice Automati on Systens equi pped with fixed nedia
(e.g., Wnchester disks).

NCSC Publ i cati ons:

Nati onal Conmputer Security Center, "d ossary of Conputer
Security Terns", NCSC-TG 004, NCSC, 21 COctober 1988.

Nati onal Computer Security Center, "Trusted
Conput er System Eval uation Criteria", DoD 5200. 28- STD,
CSC- STD- 001- 83, NCSC, Decenber 1985.

Nati onal Computer Security Center, "Cuidance for

Applyi ng the Departnent of Defense Trusted Conputer System
Eval uation Criteria in Specific Environnents",

CSC- STD- 003- 85, NCSC, 25 June 1985.

Nati onal Computer Security Center, "Technical Rationale
Behi nd CSC- STD- 003-85: Computer Security Requirements”,
CSC- STD- 004- 85, NCSC, 25 June 85.

Nati onal Computer Security Center, "Magnetic Renmanence
Security Cuideline", CSC STD- 005-85, NCSC, 15 November 1985.

This guideline is tagged as a "For Oficial Use Only"
exenption under Section 6, Public Law 86-36 (50 U. S. Code
402). Distribution authorized of U S. Government agencies
and their contractors to protect unclassified technical,
operational, or admnistrative data relating to operations
of the National Security Agency.

Nati onal Conmputer Security Center, "Cuidelines for Fornal
Verification Systens", Shipping list no.: 89-660-P, The
Center, Fort George G Meade, MD, 1 April 1990.
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[ NCSC11]
Nati onal Computer Security Center, "d ossary of Conputer
Security Terns", Shipping |list no.: 89-254-P, The Center,
Fort George G Meade, MD, 21 COctober 1988.

[ NCSC12]
Nati onal Computer Security Center, "Trusted UN X Wirking
Goup (TRUSI X) rationale for selecting access control
list features for the UNI X systent, Shipping Iist no.:
90-076-P, The Center, Fort CGeorge G Meade, MD, 1990.

[ NCsC13]
Nati onal Conmputer Security Center, "Trusted Network
Interpretation", NCSC TG 005, NCSC, 31 July 1987.

[ NCSC14]
Tinto, M, "Conputer Viruses: Prevention, Detection, and
Treatnment", National Conputer Security Center Cl
Techni cal Report C1-001-89, June 1989.

[ NCSC15]
Nati onal Computer Security Conference, "12th Nati onal
Conput er Security Conference: Baltinmore Convention Center,
Baltinore, MD, 10-13 Cctober, 1989: Information Systens
Security, Solutions for Today - Concepts for Tonorrow',
National Institute of Standards and National Conputer
Security Center, 1989.

8.6 Security Checklists

[ AUCO N|
Aucoin, R, "Computer Viruses: Checklist for Recovery",
Conputers in Libraries, Vol. 9, No. 2, Pg. 4,
1 February 1989.

[ WOOD .
Wod, C., Banks, W, Quarro, S., Grcia, A, Hanpel, V.,
and H Sartorio, "Conputer Security: A Conprehensive Controls

Checklist", John Wley and Sons, Interscience Publication,
1987.

8.7 Additional Publications
Def ense Data Network’s Network Information Center (DDN NI C)

The DDN NI C mai ntains DDN Security bulletins and DDN Managenent
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bull etins online on the machine: NIC.DDN.M L. They are avail able
via anonynous FTP. The DDN Security bulletins are in the
directory: SCC, and the DDN Management bulletins are in the
directory: DDN- NEWS

For additional information, you may send a nessage to:
NI C@NIl C.DDN.M L, or call the DDN NIC at: 1-800-235-3155.

[ DDN88]
Def ense Data Network, "BSD 4.2 and 4.3 Software Probl em
Resol ution", DDN MGT Bulletin #43, DDN Network | nformation
Center, 3 Novenber 1988.

A Defense Data Network Managenent Bull etin announcenent
on the 4.2bsd and 4. 3bsd software fixes to the Internet
Wor m

[ DDN89]
DCA DDN Def ense Conmuni cations System "DDN Security
Bulletin 03", DDN Security Coordi nation Center,
17 COctober 1989.

| EEE Proceedi ngs

[ | EEE]
"Proceedi ngs of the | EEE Synposium on Security
and Privacy", published annually.

| EEE Proceedi ngs are avail able from

Conput er Society of the | EEE
P. O Box 80452

Wor | dway Postal Center

Los Angeles, CA 90080

O her Publications:

Conput er Law and Tax Report

Conputers and Security

Security Managenent Magazi ne

Journal of Information Systenms Managenent
Dat a Processi ng & Comuni cations Security
SIG Security, Audit & Control Review
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Security Considerations

If security considerations had not been so widely ignored in the
Internet, this menmo woul d not have been possi bl e.
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