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1. Overview

This menmo is a revision of RFC 1095 - "The Conmon Managenent

I nformati on Services and Protocol over TCP/IP" [27]. It defines a
net wor k management architecture that uses the Internationa

Organi zation for Standardization’s (1SO Common Managenent

I nformati on Services/ Cormon Managenent |nformation Protoco
(CMS/ICMP) inthe Internet. This architecture provides a neans by
whi ch control and nonitoring information can be exchanged between a
manager and a renote network element. In particular, this meno
defines the neans for inplenenting the International Standard (IS)
version of CMS/CMP on top of both |P-based and OSI-based I nternet
transport protocols for the purpose of carrying managenent
informati on defined in the Internet-standard managenment information
base. Together with the relevant |SO standards and the conpani on
RFCs that describe the initial structure of nanagement information
and managenent information base, these docunents provide the basis
for a conprehensive architecture and system for managi ng both | P-
based and OSl-based internets, and in particular the Internet.

In creating this revision of RFC 1095, the followi ng technical and
editorial changes were made:

1) The tutorial section on CSI Managenent included in RFC 1095
has been renmpved fromthis docunent. After sone revisions,
the tutorial material may be published as anot her RFC.

2) The sections in RFC 1095 which di scussed the semantics of how
to interpret requests in the context of Internet MBs has been
renoved fromthis protocol docunent. This topic is now
di scussed in the OMMB-I1 draft docunent. This protoco
shoul d be useable with MB-1 or MB-1I. But, it will also be
able to exploit the new features of the OMMB-I1.

3) This docunent is based on the final International Standards
for CMS/CMP (ISO 9595/9596) rather than the Draft
I nternational Standards.

4) Many of the original agreenents defined in RFC 1095 have been
accepted and included in the OWNMSIG inmplenmenters agreenents.
Rat her than duplicating these agreenents, they have been renoved
fromthis meno. This docunent should be read in conjunction
with | SO 9595/9596 (CM S/ICM P) and the O W Stabl e Agreenents
document .

5) The Associ ation Negotiation describe in RFC 1095 has been

changed to align with current international and nationa
agreenments. But, it has retai ned backwards conpatibility with

Warrier, Besaw, LaBarre & Handspicker [ Page 2]



RFC 1189 CMOT and CM P Oct ober 1990

the assignment of an Application Context Name which is identical
to the Application Context Nane specified in RFC 1095.

2. | nt roducti on

This menpo is the output of the CSI Internet Managerment Working G oup
of the Internet Engineering Task Force (IETF). As directed by the
Internet Activites Board (1AB) in RFC 1052, it addresses the need for
a long-term network nanagenment system based on ISOCMS/CMP. This
meno contains a set of protocol agreements for inplenenting a network
managenment system based on these | SO Managenent standards. Now that
CM S/CM P has been voted an International Standard (1S), it has
beconme a stable basis for product devel opnent. This profile
specifies howto apply CM P to nmanagenent of both |P-based and OSI -
based I nternet networks. Network nmanagenment using | SO CM P to nmanage
| P-based networks will be refered to as "CM P CQver TCP/IP" (CMJI).
Net wor k management using SO CM P to manage OSl-based networks wil |
be refered to as "CMP'. This neno specifies the protocol agreenents
necessary to inplenent CM P and acconpanying | SO protocols over OSl,
TCP and UDP transport protocols.

This menmo nmust be read in conjunction with |1SO and I nternet docunents
defining specific protocol standards. Docunents defining the
following | SO standards are required for the inplenentor: Abstract
Syntax Notation One (ASN. 1) [5, 6], Association Control (ACSE) [7,
8], Rempte Operations (ROSE) [9, 10], Common Managenent |nformation
Services (CMS) [11] and Common Managenent |nformation Protocol
(CMP) [12] with their addenda [32-35]. The specification of a

i ghtwei ght presentation |layer protocol is required for use with the
CMOT section of this profile (see RFC 1085 [13]). The SM (see RFC
1065 [2]), the MB-1 (see RFC 1066 [3]), the MB-Il (see RFC 1156
[28]), and the OMMB-I1 (see [29]) are used with this managenent
system

This menmp is divided into sections for each of the protocols for
whi ch i npl enentors’ agreenents are needed: CM SE, ACSE, ROSE, and,
for CMOT, the |ightweight presentation protocol. The protoco
profile defined in this meno draws on the technical work of the OS|
Net wor k Managerment Forum [ 14] and the Network Managenent Specia
Interest Goup (NMSIG of the National Institute of Standards and
Technol ogy (NI ST) (fornerly the National Bureau of Standards) [30].
Wher ever possible, an attenpt has been nade to either directly
reference or renmain consistent with the protocol agreenents reached
by these groups.
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3. Protocol Overview

This part of the docurment is a specification of the protocols of the
O Marchitecture. Contained herein are the agreenents required to

i mpl enent i nteroperabl e network managenment systens using these
protocols. The protocol suite defined by these inplenentors’
agreenments will facilitate comunication between equi pnent of
different vendors, suppliers, and networks. This will allow the
emer gence of powerful multivendor network managenment based on | SO
nodel s and protocol s.

The choice of a set of protocol standards together with further
agreenments needed to i nplenent those standards is commonly referred
to as a "profile." The selection policy for this profile is to use
exi sting standards fromthe international standards conmmnity (ISO
and CCITT) and the Internet community. Existing |ISO standards and
draft standards in the area of OSI network managenent formthe basis
of this profile. Oher |1SO application |ayer standards (RCSE and
ACSE) are used to support the | SO nanagenent protocol (CMP). To
ensure interoperability, certain choices and restrictions are nmade
here concerni ng vari ous opti ons and paraneters provided by these

st andar ds. I nternet standards are used to provide the underlying
network transport. These agreenents provide a precise statenent of
the inplenmentation choices made for inplenenting | SO network
managenent standards in | P-based and OS|-based internets.

In addition to the O Mworking group, there are at |east two other
bodi es actively engaged in defining profiles for interoperable OSI
net wor k management: the OSI | nplenmentors Wrkshop (OW and the OS
Net wor k Managenent Forum Both of these groups are simlar to the
O Mworking group in that they are each defining profiles for using
| SO standards for network managenent. Both differ in that they are
speci fying the use only of underlying |ISO protocols, while the O M
wor ki ng group is concerned with using OSI nmanagenent in both OSI and
TCP/ 1P networks. In the interest of greater future compatibility,
the OMworking group has attenpted to nake this profile conform as
closely as possible to the ongoi ng work of these two bodies.

This section will describe the CMOT Protocol Suite, the CMP Protoco
Suite and Conformance Requirements common to both CMOT and CM P.
Later sections will specify the inplenmenters agreenents for specific
| ayer protocols that conprise the CMOT and CM P Protocol Suites.
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3.1. The CMOT Protocol Suite

The foll owi ng seven protocols conpose the CMOT protocol suite: |SO
ACSE, 1SO DS ROSE, I1SO CMP, the |ightweight presentation protocol
(LPP), UDP, TCP, and IP. The relation of these protocols to each
other is briefly sumarized in Figure 2.

o m e e e e e e e e e e e e e e e e e ee e eaa oo +
Managenent Application Processes
o m m e e e e e e e e e e e e e e e e e e e e e aa e +
i +
CM SE
| SO 9595/ 9596
o e e e oo s +
oo o - + oo - - +
ACSE RCSE
I SO 1S 8649/ 8650 | SO DI'S 9072-1/2
o e e e oo + o e e e e +
o +
Li ght wei ght Presentati on Protocol (LPP)

RFC 1085
o m m e e e e e e e e e e e e e e e e e e e e e meee—oa s +
o e e oo + o e e e e e ok +

TCP uDP
RFC 793 RFC 768
oo oo - + oo - - +
o m e e e e e e e e e e e e e e e e e e e e e meem oo +
| P

RFC 791

oo o e e e e e e e e e e e e e e e e e e e e m o= +

Figure 2. The CMOT Protocol Suite

Warrier, Besaw, LaBarre & Handspicker [ Page 5]



RFC 1189 CMOT and CM P Oct ober 1990

3.2. The CMP Protocol Suite

The foll owing six protocols conpose the CMP protocol suite: |SO
ACSE, 1SO DS ROSE, |1SO CMP, |SO Presentation, 1SO Session and | SO
Transport. The relation of these protocols to each other is briefly
sunmari zed in Figure 3.

o m e e e e e e e e e e e e e e e e e ee e eaa oo +
Managenent Application Processes
o m m e e e e e e e e e e e e e e e e e e e e e aa e +
i +
CM SE
| SO 9595/ 9596
o e e e oo s +
oo o - + oo - - +
ACSE RCSE
| SO 8649/ 8650 | SO DI'S 9072-1/2
o e e e oo + o e e e e +
o +
| SO Presentation
| SO
o m m e e e e e e e e e e e e e e e e e e e e e meee—oa s +
o m e e e e e e e e e e e e e e e e e e e e ee oo +
| SO Session
| SO
oo o o e e e e e e e e e e e e e oo oo - +
o m e e e e e e e e e e e e e e e e e e e e e meem oo +
| SO Transport
| SO
oo o e e e e e e e e e e e e e e e e e e e e m o= +

Figure 3. The CM P Protocol Suite
3.3. Confornmance Requirenents
A CMOT- conf ormant system nust inplement the foll ow ng protocols:
ACSE, ROSE, CM P, LPP, and IP. A CMOT-conformant system nust support
the use of the LPP over either UDP or TCP. The use of the LPP over
both UDP and TCP on the sane system nay be supported.

A CM P-conformant system nmust inplement the follow ng protocols:
ACSE, ROSE, CM P, SO Presentation, |SO Session and | SO Transport.
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4. Common Managenent | nformation Service El enent

The Conmmon Managenent | nfornmation Service Elenent (CMSE) is
specified in two | SO docunents. The service definition for the
Conmon Management Information Service (CMS) is given in |SO 9595
[11]. The protocol specification for the Conrmon Managenent
Information Protocol (CMP) is found in I1SO 9596 [12]. |In addition,
the addenda for add/renpve support in MSET [32, 34] nust be
supported for both CMOT and CM P. The addenda for M CANCEL- GET [ 33,
35] may be supported by an inplenmentation, but it’'s use is negotiated
as part of association negotiation.

4.1. Association Policies

The foll owi ng ACSE services are required by CM SE: A- ASSCCI ATE, A-
RELEASE, A- ABORT, and A-P-ABORT. The rest of the CM P protocol uses
the RO I NVOKE, RO RESULT, RO ERROR, and RO REJECT services of ROSE

There are four types of association that may be negoti ated between
managi ng and nanaged systens. These types are:

Event M EVENT- REPORTs may be sent by the
managed systent no other CM P PDUs
are all owed

Event / Moni t or same as Event type except that, in
addi ti on, the managi ng system nay
al so i ssue M GET requests and
recei ve M GET responses over the
associ ati on

Moni t or/ Cont r ol managi ng system may i ssue M GET,
M SET, M CREATE, M DELETE and
M ACTI ON requests over the
associ ation; no event reporting is
al | oned

Ful | Mgr/ Agent all functions nust be supported

A conformant system nust support at |east one of these Association
types. Note that a system may play both managi ng and managed system
rol es, but not on the sane association.

The negotiation process uses the A-ASSOC|I ATE and A- RELEASE servi ces.
Application Context Name is used to determine the requestor’s "role"
in an association (as managi ng or managed systen) and to determ ne
the type of the association.
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The foll owi ng val ues for Application Context Nanme are registered for
for CMOT and CM P:

{iso(1) identified-organization(3) dod(6)
internet(1) mgnt(2) mb(1l) oim9) acn(1l)
cnot 1095(1) }
(for backwards conpatible negotiation with RFC 1095 CMOT
i mpl ement ati ons)

{iso(1) identified-organization(3) dod(6)
internet(1) mgnt(2) mb(1l) oim9) acn(1l)
nmanager - event - associ ati on(2)}

{iso(1) identified-organization(3) dod(6)
internet(1l) ngnt(2) mb(l) oim9) acn(1)
manager - event - moni t or - associ ati on(3)}

{iso(1) identified-organization(3) dod(6)
internet(1) mgnt(2) mb(1l) oim9) acn(1l)
manager - noni t or - control - associ ation(4)}

{iso(1) identified-organization(3) dod(6)
internet(1) mgnt(2) mb(1l) oim9) acn(1l)
manager - ful | -associ ati on(5)}

{iso(1) identified-organization(3) dod(6)
internet(1l) ngnt(2) mb(l) oim9) acn(1)
agent - event - associ ati on(6)}

The foll owi ng negotiation rules are to be used:

1. A managed system may only request an Event
association and, in fact, nust create an Event
association if it has an event to report and no
sui tabl e associ ation al ready exists.

2. Managi ng systens may request any association type.

3. An association is created by the requesting system
i ssui ng an A- ASSOCI ATE request with the
requestor’s AE-TITLE and the desired application
context. The respondi ng systemthen returns
either 1) an A- ASSOCI ATE response with the
requestor’s AE-TITLE and the application context
which it wishes to accept or 2) an A- ASSOCI ATE
response rejecting the association.
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4, Managed systens may negotiate "downward" from
Full to Monitor/Control, Event/Mnitor or Event by
returning the new application context in the
A- ASSOCI ATE response to the managi ng system during
the association creation process. In the sane
fashi on, managed systens nmay negotiate from
Event/Mnitor to Event.

5. When a managi ng system receives an application
context in an A- ASSCCl ATE response that differs
fromthe context sent in an A- ASSCCI ATE request it
may either proceed with the new context or refuse
the new context by issuing an A- RELEASE request.

A- RELEASE is used when the requestor does not agree with the new
context. A-ABORT is used for invalid negotiation. |f A ABORT were
to be used to term nate an association, there exists the potenti al
for loss of information, such as pending events or confirmations.
A- ABORT nust be used, however, when a protocol violation occurs or
where an association is not yet established.

4.2. CMS Services
4.2.1 General Agreenments on Users of CMS

The general agreements on users of CM S shall be as specified in the
O W St abl e Agreenents [30] section 18.6. 2.

The foll owi ng additional agreenents are specified.

o0 A systemneed only inplenment the services and service
primtives required for the association types (section 4.1)
that it supports.

o Current/Event times shall be fields shall use 1 mllisecond
granularity. |f the system generating the PDU does not have
the current time, yet does have the tinme since |ast boot, then
CGeneral i zedTi me can be used to encode this information. The
time since last boot will be added to the base tine "0001
Jan 1 00: 00: 00. 00" using the Gregorian cal endar al gorithm
(I'n the Gregorian cal endar, all years have 365 days except
those divisible by 4 and not by 400, which have 366.) The use
of the year 1 as the base year will prevent any confusion
with current tinme.

If no neaningful tine is available, then the year 0 shall be
used in CeneralizedTinme to indicate this fact.
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4.2.2 Specific Agreenents on Users of CM S

The specific agreenents on users of CM S shall be as specified in the
O W St abl e Agreenents [30] section 18.6. 3.

The foll owi ng additional agreenents are specifi ed:
o Event time shall be mandatory for all events.

o Both the "managed hject C ass" and "managed Object
I nst ance” paraneters nust be present in the following CMS
Servi ce Response/ Confirmation primtives: the
M EVENT- REPORT Confirmed, the M CET, the M SET, the
M ACTI ON, the M CREATE, and the M DELETE.

4.3. CMP Agreenents

The CM'S and CM P i npl enenters agreenents docunented in the AW
Stabl e | npl enenters Agreenents [30] plus those nmandated by the CM P
standard will be used for both CMOT and CMP. |In addition to these
i mpl enenters agreenents, the follow ng specific agreements nust be
observed:

0 An inplementation is required to support all filter itens
except subset Of, supersetOf, nonNul |l Setlntersection, and
substrings.

o The "nmanagedObj ectl nstance" field nust be present in the
Processi ngFailure Error PDU. The "managedObj ect Cl ass”
field nmust be present in the NoSuchArgunent Error PDU.

[ Temporary Note: The CM S/ P inplenenters agreenents have reach a
fairly stable status in the O Wworking agreenents docunent. It is
expected that the CM S/ P agreenents (18.6.2 and 18.6.3) will be
recommended to be noved into the stabl e agreenents docunment during

ei ther the June 1990 neetings. Reference [30] points to the presuned
June 1990 updated version of the stable agreenents docunent.]

5. Services Required by CMP

The services required by CM P shall be as specified in the OWStable
| mpl enentors Agreenents [30] section 18.6.5.

The foll owi ng additional agreenents are specified:

0 ASCE Requirenments: Application contexts shall be as defined
in section 4.1 of these agreenents. The values and defaults
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of paraneters to the ACSE paraneters given to the presentation
service are specified in RFC 1085 [13] for CMOT and in the NI ST
Stabl e | nmpl enenters Agreenents [30] for CMP.

o Presentation Requirenments: CMOT inplenentations shall be
supported by the Lightwei ght Presentation Protocol (LPP)
[13]. The LPP nmay use either TCP or UDP. When UDP is used,
an i nplenmentation need not accept LPP PDUs whose | ength
exceeds 484 octets.

0 Session Requirenents: CMOT inplenentations will not
require the session protocol.
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