Net wor k Wor ki ng Group U Varrier
Request for Comments: 1095 Uni sys Cor porati on
L. Besaw

Hew et t - Packar d

April 1989

The Conmmon Managenent | nformation Services and Protocol over TCP/IP
(cMor)

Tabl e of Contents

1. Status of this MemD .. ... ... . 3
2. INtroduCti On . ... 4
Part 1: Concepts and Models ... ... ... 7
3. The CSI Management Framework . ........ ... ..., 7
3.1. Architectural Overvi ewW ........ ... e 7
3.2. Management Mddel s .. ... 8
3.2.1. The Organi zational Mdel ........ .. .. . . . . . 8
3.2.2. The Functional Mdel ...... . .. . . ... 8
3.2.3. The Information NModel ...... ... . . . . . . .. . 9
3.3. I1SO Application Protocols ........ ... .. . . . .. 9
3. 3. L. ACSE .o 10
3.3. 2. ROSE ... 10
3.3.3. CM SE .. 10
3.3.3.1. Managenent Association ServicCes ............ ..., 11
3.3.3.2. Managenent Notification Services ............. ... .. . 12
3.3.3.3. Managenent Qperation ServicCes .............uuiiininnnn.. 12
4. The CMOT Architecture ....... ... e 13
4. 1. Management Mddel s ... ... 13
4.1.1. The Organizational Mdel ........ ... .. .. . . .. . . . . . .. 13
4.1.2. The Functional Mdel ... ... . .. . . .. 14
4.1.3. The Information Mdel ........ .. . . . . . . 14
4.2. Protocol Architecture ........ . ... e 14
4.2.1 The Lightweight Presentation Layer .......................... 15
4.2.2 The Quality of Transport Service ............ ... 16
4.3. Proxy Management ... ... ... 17
4.4, DIreCtory ServiCe .. ... e e e 18
5. Managenent Information ...... ... ... . .. 18
5.1. The Structure of Managenent Information ...................... 19
5.1.1. The 1SO SM .. 19
5.1.1.1. Managed Objects and Attributes .......... ... .. ... .. ....... 19
5.1.1.2. Managenent Information Hierarchies ....................... 20
5.1.1.2.1 The Registration Hierarchy ......... .. ... .. .. .. ... ... .... 20
5.1.1.2.2. The Containnent Hierarchy ......... .. ... . . .. . .. .. ... .... 20
5.1.1.2.3. The Inheritance Herarchy ......... ... ... .. ... .. ....... 22
5.1.2. The Internet SM ... ... 22
5.2. The Managenent Information Base .............. .. .. ... 23

Warrier & Besaw [ Page 1]



RFC 1095 cMoT April 1989
5.3. An Interpretation of the Internet SM ........................ 24
5.3.1. Object Cass and Attributes .......... . ... . . . . . .. 25
5.3. 1.1, jeCt € assS ..ottt 25
5.3.1.2. Attribute Identifier .... ... . . . .. . .. 26
5.3.2. Management Information Herarchies ......... ... ... ... ...... 26
5.3.2.1. The Registration Herarchy .......... ... ... ... ... ......... 26
5.3.2.2. The Containnent Herarchy ........... ... ... .. . . . . . ... 26
5.3.2.3. The Inheritance Herarchy ....... ... ... . . .. . .. . .. 28
5.4. Scoping, Filtering, and Synchronization ...................... 28
5.4, 1. SCOPINQ ottt 28
5.4.2. Filtering ... 29
5.4.3. Synchroni zati on .. ... ... .. . e 29
5.4.4. Linked Replies ... ... e 29
5.5. Accessing Tabl es .. ... .. 29
5.5.1. Accessing Whole Tables ...... .. .. . .. 30
5.5.2. Accessing Table Entries ........ ... ... 30
Part 11: Protocol Agreements .. ...... ... ... 32
6. CMOT Protocol Overvi eW . ... ... e e 32
6.1. The CMOT Protocol Suite ........ ... i 32
6.2. Conformance ReqUiremeNnt S . ... ... e 33
6.3. Abstract Syntax Notation ......... ... .. ... . . .. . . . .. . . . 33
7. Common Managenent |Information Service Element .................. 34
7.1, CM S SBIVI CBS . ittt ittt e e e e e e e e 34
7.1.1. CM S Services OVerVi BW . ..ottt e e e e 34
7.1.2. Functional Units ... ... .. 34
7.1.3. Functional Unit G oUPS . ...ttt e e 36
7.1.4. MINTIALISE Paramet ers . ... ... e 37
7.1.4.1. Functional Units ...... .. ... 37
7.1.4.2. User Information ...... ... .. 39
7.1.4.3. Access Control . ... 39
7.2, SUPPOrtinNg ServViCeS ...ttt e e e e 39
7.3. CM P AgreemBNt S . .o 39
7.3.1. Invoke ldentifier ..... ... .. . . . . 39
7.3.2. QOjeCt CassS ...ttt 40
7.3.3. Qbject INStance .. ... ... 40
7.3.4. Access Control . ... 41
7.3.5. Synchroni zati On ... ... ... e 41
7. 3. B, SCOPE . .t 41
7. 3. 7. Fi Lt er 41
7.3.8. Attribute Identifier ... ... . .. . . ... 42
7.3.9. Bvent Type ldentifier ...... .. .. ... . 42
7.3.10. Action Type ldentifier ...... ... . . . . . . . i, 42
7.3.11. Time Fields ... 43
7.3.12. Response PDUS ... ... ... 43
7.3.13. Error PDUS . ... 43
8. Association Control Service Element .............. .. ... .. ....... 43
8. 1. ACSE SeIVi CBS . ittt ittt e e e e e e 44
8.2. SUPPOrting ServiCeS ... i e e e e e 44

Warrier & Besaw [ Page 2]



RFC 1095 ool Apri |

.3, ACSE Protocol . ...
.3.1. Application Context Name ........ ... ..,
.3.2. User Information ... ... .
.3.3. Presentation Service Parameters ........... ... ...
Renote Operations Service Element ......... ... .. ... ... ... ... ....
L. ROSE SerVi CBS o vttt
L2, SUPPOrtiNg SerViCeS ittt e e
.3, ROSE Protocol . ... ..
2301 Operation O asSs ...
L3 2 P Or ity
10. Lightweight Presentation ......... ... .. . .. .. ...
10. 1. Lightweight Presentation Services ................ ...
10. 2. SUPPOrtiNg SerVi CeS .. v ittt e e e e e
10. 3. Lightweight Presentation Protocol ...........................
11. AcknOW edgemBnt S ... ..o
12, Ref ereNCeS . ..
Appendi X A - The CMOT GrOUP .ottt et e e e e e e e e e e e
Appendi x B - Managenent Information Sunmmary .......................
Appendi x C - Sanmple Protocol Exchanges ............................

1. Status of this Menp

This menmo defines a network managenment architecture that uses the
I nternational Organization for Standardi zation's (1SO Combn
Managenent | nformati on Servi ces/ Conmon Managenent | nfornmation
Protocol (CMS/CMP) in a TCP/IP environment. This architecture

provi des a means by which control and nmonitoring information can be

exchanged between a nanager and a renpte network element. In

particular, this menmo defines the neans for inplenenting the Draft
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International Standard (DI'S) version of CMS/CMP on top of Internet

transport protocols for the purpose of carrying managenent

information defined in the Internet-standard nmanagenment information
base. DISCMS/CMP is suitable for deployment in TCP/IP networks

while CM S/CM P noves toward becom ng an International Standard.

Together with the rel evant | SO standards and the conpani on RFCs t hat

describe the initial structure of managenent information and

managenent i nformati on base, these docunents provide the basis for a

conprehensive architecture and system for managi ng TCP/ | P- based
internets, and in particular the Internet.

The Internet Activities Board (1AB) has designated two different

net wor k managenent protocols with the sane status of "Draft Standard"

and "Recomended".

The two protocols are the Common Managemnent |nformation Services and

Prot ocol over TCP/IP (CMOT) (this nenp) and the Sinple Network
Management Protocol (SNWP) [4].
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The 1 AB i ntends each of these two protocols to receive the attention
of inmplementers and experinenters. The | AB seeks reports of
experience with these two protocols from system buil ders and users.

By this action, the | AB reconmends that all |IP and TCP

i npl enent ati ons be network nmanageable (e.g., inplement the Internet
MB [3], and that inplenentations that are network nmanageable are
expected to adopt and inplenent at |east one of these two Internet
Draft Standards.

Distribution of this menpo is unlimted.
2. Introduction

As reported in RFC 1052, "1 AB Recommendations for the Devel opnent of
I nternet Network Management Standards" [1], the Internet Activities
Board (1 AB) has directed the Internet Engineering Task Force (IETF)
to coordinate the work of three working groups in the area of network
managenent. First, the M B working group was charged with the
specification and definition of elenents to be included in the
Management | nformati on Base (M B). Second, the SNMP working group
was charged with defining the nmodifications to the Sinple Network
Management Protocol (SNVP) necessary to acconmpbdate the short-term
needs of the network vendor and operations communities. Third, the
Net man wor ki ng group was directed to neet the |onger-term needs of
the Internet comunity by devel opi ng a network nanagenent system
based on ISOCMS/CMP. Both the Netman working group and the SNWP
wor ki ng group were directed to align their work with the output of
the M B working group in order to ensure conpatibility of managenent
i nfornmati on between the short-termand | ong-term approaches to the
managenent of TCP/|P-based internets. This will enable a snooth
transition fromthe short-term protocol (SNWP) to the long-term
protocol (CMP).

The M B wor ki ng group has produced two nenmps. RFC 1065 [2] defines
the Structure of Managenment Information (SM) that is necessary for
nam ng and defini ng managed objects in the MB. RFC 1066 [3] defines
the list of managed objects contained in the initial TCP/IP MB. The
SNWVP wor ki ng group has produced a nmeno [4] giving the protocol
specification for SNMP and providi ng the SNVMP protocol -specific
interpretation of the Internet-standard M B defined in RFC 1066.

This menp is the output of the Netrman working group. As directed by
the 1AB in RFC 1052, it addresses the need for a |ong-term network
management system based on 1SO CMS/CM P. The network managenent
approach of using 1SO protocols in a TCP/IP environnent to nanage
TCP/ 1 P networ ks can be described as "CM P Over TCP/IP" (CMOT). This
meno specifies the CMOT architecture and the protocol agreenents
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necessary to inplenent CM P and acconpanying | SO protocols over the
TCP and UDP transport protocols. In addition, this nmenpo provides an
interpretation of RFC 1066 that nmkes it possible to use CMP to
convey nmanagemnent information defined in the Internet-standard M B.

There is w despread vendor support for the CMOT approach to network
managenent. This is anply shown by the Netnman denonstration of
prototype CMOT inplenentations at the Interop '88 TCP/IP
Interoperability Conference. The denonstration also showed the
feasibility and power of the CMS/CM P franmework for nultivendor

net wor k management. Now that CM S/CM P has been voted a Draft
International Standard (DI'S), many vendors feel that the | SO standard
has becone a stable basis for product devel opnment. The clear need to
standardi ze this devel opnment has led to the present profile of CMP.
It is expected that this profile will not change while the |1 SO
standard noves fromDIS status to International Standard (I1S) status.
[f, however, the standard does change unexpectedly, the Netman
wor ki ng group will review such changes for appropriate action.

Anot her rationale for the CMOT approach is that it will facilitate
the early use of |SO network nanagenment standards in |arge
operational networks. This will nake it possible for the Internet
conmunity to make val uabl e recomendations to 1SO in the | anguage of
CSlI managenent based on actual experience with the use and

i mpl enentati on of these standards. There is continuing network
managenment standards devel opnent work in | SO where such contributions
woul d be val uabl e.

The CMOT architecture is based on the Open Systens Interconnection
(0sl) managenent franmework and nodel s devel oped by SO This nenp
contains a set of protocol agreenents for inplenmenting a network
managenment system based on this architecture. The protocol agreenent
sections of this nenp nust be read in conjunction with | SO and

I nternet docunents defining specific protocol standards. Documents
defining the follow ng |1 SO standards are required for the

i npl enentor: Abstract Syntax Notation One (ASN. 1) [5, 6], Association
Control (ACSE) [7, 8], Renpte Operations (ROSE) [9, 10], Common
Managenent | nformation Services (CMS) [11], and Commpbn Managenent
Information Protocol (CMP) [12]. RFC 1085 [13] is required for the
specification of a |lightweight presentation |ayer protocol used in
this profile. 1In addition, RFC 1065 [2] and RFC 1066 [3] are
required for a definition of the initial SM and MB to be used with
the CMOT managenent system

This menmo is divided into two main parts. The first part presents
concepts and nodel s; the second part contains the protocol agreenents
necessary for inplementation of the CMOT network managenent system
The first part of the nenp is divided into three sections: section 3
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contains tutorial information on the OSI nanagenent franmework;
section 4 defines the basic CMOT approach; and section 5 discusses
the area of management information and specifies how the abstract
management i nformation defined in the Internet-standard SM and M B
map into CMP. The second part of this menmo is divided into sections
for each of the protocols for which inplementors’ agreenents are
needed: CM SE, ACSE, ROSE, and the |ightweight presentation protocol.
The protocol profile defined in this part draws on the technical work
of the OSI Network Managenent Forum [14] and the Network Managenent
Special Interest Goup (NVMSIG of the National Institute of Standards
and Technology (NI ST) (formerly the National Bureau of Standards).
Wher ever possible, an attenpt has been nade to remain consistent with
the protocol agreenents reached by these groups.
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3.

3.

Part |: Concepts and Mddel s
The OSI Managenent Franmework

The OSI managenent franmework [15] presents the basic concepts and
nodel s required for devel opi ng network nanagenent standards. OS
nmanagenent provides the ability to nonitor and control network
resources, which are represented as "managed objects." The follow ng
el enents are essential for the description of a network managenent
architecture and the standardi zati on of a network management system
a nodel or set of nodels for understandi ng managenent; a conmpbn
structure of managenent information for registering, identifying, and
defi ni ng managed objects; detailed specifications of the nanaged
objects; and a set of services and related protocols for performng
renpt e managenent operations.

1. Architectural Overview

The basi c concepts underlying OSI network managenent are quite sinple
[16]. There reside application processes called "nmanagers" on
managi ng systems (or nmanagement stations). There reside application
processes called "agents" on managed systens (or network el enents
bei ng managed). Network managenent occurs when managers and agents
conspire (via protocols and a shared conceptual schenmm) to exchange
noni toring and control information useful to the nanagenent of a
network and its conponents. The terns "manager" and "agent" are al so
used in a | oose and popul ar sense to refer to the managi ng and
managed system respectively.

The shared conceptual schema nentioned above is a priori know edge
about "nanaged objects" concerning which information is exchanged.
Managed objects are system and networking resources (e.g., a nodem a
protocol entity, an I[P routing table, a TCP connection) that are

subj ect to managenent. Managenent activities are effected through the
mani pul ati on of managed objects in the managed systens. Using the
managenent services and protocol, the manager can direct the agent to
perform an operation on a nanaged object for which it is responsible.
Such operations might be to return certain values associated with a
managed object (read a variable), to change certain val ues associ ated
with a managed object (set a variable), or performan action (such as
self-test) on the managed object. In addition, the agent may al so
forward notifications generated asynchronously by nanaged objects to
the manager (events or traps).

The terms "manager" and "agent" are used to denote the asymetric
rel ati onshi p between managenent application processes in which the
manager plays the superior role and the agent plays the subordinate.
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However, the specification of the nanagenent protocol (CM P) defines
a peer protocol relationship that nmakes no assunpti ons concer ning

whi ch end opens or closes a connection, or the direction of
management data transfer. The protocol mechani sms provided are fully
symmetric between the nanager and the agent; CM S operations can
originate at either the manager or agent, as far as the protocol is
concerned. This allows the possibility of symmetric as well as
asymmetric rel ati onshi ps bet ween nanagenment processes. Mst devices
wi || contain managenent applications that can only assune the agent
role. Applications on nanagi ng systenms, however, may well be able to
play both roles at the same time. This makes possible "manager to
manager" commruni cation and the ability of one manager to nanage

anot her.

3.2. Managenent Mbdel s

Net wor k management may be nodeled in different ways. Three nodels
are typically used to describe OSI nmanagenent [17, 18]. An

organi zati onal nodel describes ways in which managenent can be

adm nistratively distributed. The functional nodel describes the
managenent functions and their relationships. The information nodel
provi des gui delines for describing managed objects and their
associ at ed managenent information.

3.2.1. The Organizational Mde

The organi zational nodel introduces the concept of a nanagenent
"domain." A domain is an administrative partition of a network or
internet for the purpose of network nmanagenent. Domai ns may be
useful for reasons of scale, security, or admnistrative autonony.
Each domain may have one or nore managers nonitoring and controlling
agents in that domain. |n addition, both managers and agents nay
bel ong to nore than one managenent domain. Domains allow the
construction of both strict hierarchical and fully cooperative and
di stributed network nanagenment systens.

3.2.2. The Functional Mde

The OSI Managenent Franmework [15] defines five facilities or
functional areas to neet specific managenent needs. This has proved
to be a hel pful way of partitioning the network managenment probl em
froman application point of view These facilities have cone to be
known as the Specific Managenent Functional Areas (SMFAs): fault
managenment, configuration nanagenent, perfornance nmanagenent,
accounti ng managenent, and security managenment. Fault managenent
provides the ability to detect, isolate, and correct network

probl ems. Configuration managenent enabl es network nanagers to
change the configuration of renote network el enents. Performance
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managenent provides the facilities to nmonitor and eval uate the
performance of the network. Accounting nmanagenent makes it possible
to charge users for network resources used and to limt the use of
those resources. Finally, security managenent is concerned with
managi ng access control, authentication, encryption, key nanagemnent,
and so on.

3.2.3. The Information Mdde

The OSI Managenent Franmework considers all information relevant to
net wor k managenment to reside in a Management |nformati on Base (M B),
which is a "conceptual repository of nanagenent information."
Information within a systemthat can be referenced by the nanagenent
protocol (CMP) is considered to be part of the MB. Conventions for
descri bing and uniquely identifying the MB information allow
specific MB information to be referenced and operated on by the
management protocol. These conventions are called the Structure of
Managenent Information (SM). The information nodel is described
nore fully in section 5.

3.3. 1SO Application Protocols

The follow ng | SO application services and protocols are necessary
for doi ng network managenent using the OSI framework: ACSE, ROSE, and
CMS/CMP. Al three of these protocols are defined using ASN.1 [5].
The ASN. 1 nodul es defining each of these protocols are found in the
rel evant standards docunents. The encoding rules for ASN. 1 [6]
provi de a nmachi ne-i ndependent network representation for data.

A brief overview of the term nol ogy associated with the CSI
application |ayer structure is presented here. A conplete treatnent
of the subject can be found in the OSI Application Layer Structure
document [22].

In the OSI environment, comruni cation between "application processes”
i s nodel ed by communi cati on between application entities. An
"application entity" represents the comruni cation functions of an
application process. There nay be nmultiple sets of OSI comunication
functions in an application process, so a single application process
may be represented by multiple application entities. However, each
application entity represents a single application process. An
application entity contains a set of communi cation capabilities
called "application service elenments." An application service el enent
is a coherent set of integrated functions. These application service
el ements may be used i ndependently or in conbination. Exanples of
application service elenents are X 400, FTAM ACSE, ROSE, and CM SE

When comunication is required between two application entities, one
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or nore "application associations" are established between them

Such an association can be viewed as a connection at the |level of the
application layer. An "application context" defines the set of
application service elenents which my be invoked by the user of an
application association. The application context may prescribe one
or nore application service el ements.

CGeneral ly, an "application |layer protocol" is realized by the use of
the functionality of a nunmber of application service elenments. This
functionality is provided by the specification of a set of
application protocol data units (APDUs) and the procedures governing
their use. 1|In general, the operation of an application |ayer
protocol may require the conbination of APDUs fromdifferent
application service elenments. The application entity nakes direct
use of presentation context identifiers for the specification and
identification of APDUs.

3.3.1. ACSE

The Association Control Service Elenent (ACSE) is used to establish
and rel ease associ ati ons between application entities. Before any
management operations can be performed using CMP, it is necessary
for the two application entities involved to form an associ ation
Ei ther the manager or the agent can initiate association
establishnent. ACSE all ows the manager and agent to exchange
application entity titles for the purpose of identification and
application context nanes to establish an application context. As
stated above, an application context defines what service el enents
(for instance, ROSE and CM SE) may be used over the association
After the association is established, ACSE is not used again unti
the association is rel eased by the nmanager or agent.

3.3.2. RCSE

The Renote Operation Service Elenent (ROSE) is the |ISO equival ent of
renote procedure call. ROSE allows the invocation of an operation to
be performed on a renpte system The Renpte Qperation protoco
contains an invoke identifier for correlating requests and responses,
an operation code, and an argunent field for parameters specific to
the operation. ROSE can only be invoked once an application
associ ati on has been established. CMP uses the transaction-oriented
services provided by ROSE for all its requests and responses. CMP
al so uses the error response facilities provided by ROSE

3.3.3. CMSE

The Conmon Managenent | nformation Service Elenent (CMSE) is the
service elenent that provides the basic nmanagenent services. The
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CMSE is a user of both ROSE and ACSE. The CM SE provi des both
confirmed and unconfirned services for reporting events and
retrieving and mani pul ati ng managenent data. These services are used
by manager and agent application entities to exchange nanagenent
information. Table 1 provides a list of the CM SE services. In
addition, the CM SE al so provides the ability to issue a series of
(multiple) linked replies in response to a single request.

o e e e e oo - Fom e e e e e e aao - +
| Service | Type |
o e e e e e oo o e e e e e e oo oo +
| MINTIALISE | confirned |
| M TERM NATE | confirned |
| M ABORT | non-confirned |
| M EVENT- REPORT | confirnmed/ non-confirnmed |
| M CGET | confirned |
| M SET | confirnmed/ non-confirmed |
| M ACTION | confirnmed/ non-confirmed |
| M CREATE | confirned |
| ™M DELETE | confirned |
o e e e e oo - Fom e e e e e e aao - +

Table 1. CM SE Service Sumary

CM S services can be divided into two nain classes: managenent

associ ation services and information transfer services. Furthernore,
there are two types of information transfer services: managenent
notification services and nanagenent operation services. 1In addition
to the other CM S services, the CM SE provides facilities that enable
mul tiple responses to confirned operations to be linked to the
operation by the use of a linked identification paraneter.

3.3.3.1. Managenent Associ ation Services

CM S provi des services for the establishment and rel ease of
application associations. These services control the establishnent
and nornmal and abnornal rel ease of a managenent association. These
services are sinmply pass-throughs to ACSE

The M INITIALISE service is invoked by a CM SE-service-user to
establish an association with a renote CM SE-service-user for the
pur pose of exchangi ng managenent information. A reply is expected.
(A CM SE-service-user is that part of an application process that
makes use of the CM SE.)

The M TERM NATE service is invoked by a CM SE-servi ce-user to rel ease
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an association with a renote CM SE-service-user in an orderly nanner.
Areply is expected.

The M ABORT service is invoked by a CM SE-service-user or a CM SE-
service-provider to release an association with a renote CM SE-
service-user in an abrupt nanner.

3.3.3.2. Managenent Notification Services

The definition of notification and the consequent behavi or of the
conmuni cating entities is dependent upon the specification of the
managed obj ect which generated the notification and is outside the
scope of CMS. CM S provides the follow ng service to convey
managenment i nformati on applicable to notifications.

The M EVENT- REPORT service is invoked by a CM SE-service-user to
report an event about a managed object to a renpte CM SE-service-
user. The service may be requested in a confirned or a non-confirned
node. In the confirnmed node, a reply is expected.

3.3.3.3. Managenent QOperation Services

The definition of the operation and the consequent behavior of the
conmuni cating entities is dependent upon the specification of the
nmanaged object at which the operation is directed and is outside the
scope of CMS. However, certain operations are used frequently
within the scope of managenent and CM S provi des the foll ow ng
definitions of the commopn services that may be used to convey
management i nformation applicable to the operations.

The M GET service is invoked by a CM SE-servi ce-user to request the
retrieval of nanagenent information froma renpte CM SE-service-user
The service may only be requested in a confirned node. A reply is
expect ed.

The M SET service is invoked by a CM SE-servi ce-user to request the
nodi ficati on of managenment infornmation by a renote CM SE-service-
user. The service may be requested in a confirned or a non-confirnmned
node. In the confirmed node, a reply is expected.

The M ACTION service is invoked by a CM SE-service-user to request a
renote CM SE-service-user to performan action. The service may be
requested in a confirnmed or a non-confirnmed node. |In the confirnmed
node, a reply is expected.

The M CREATE service is invoked by a CM SE-service-user to request a

renote CM SE-service-user to create another instance of a managed
object. The service may only be requested in a confirned node. A
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reply i s expected.

The M DELETE service is invoked by a CM SE-service-user to request a
renote CM SE-service-user to delete an instance of a managed object.
The service may only be requested in a confirned node. A reply is
expect ed.

4. The CMOT Architecture

The CMOT (CM P Over TCP/IP) architecture is based on the OSl
management framework [15] and the nodels, services, and protocols
devel oped by |1SO for network managenent. The CMOT architecture
denonstrates how the CSI nanagenent framework can be applied to a
TCP/ 1 P environnent and used to nmanage objects in a TCP/IP network.
The use of 1SO protocols for the management of wi dely depl oyed TCP/IP
networks will facilitate the ultimate mgration fromTCP/IP to |1SO
protocols. The concept of proxy managenent is introduced as a usefu
extension to the architecture. Proxy nmanagenent provides the ability
to nanage network el enents that either are not addressabl e by neans
of an Internet address or use a network managenent protocol other
than CM P.

The CMOT architecture specifies all the essential conmponents of a
net wor k managenent architecture. The OSI managenent framework and
nodel s are used as the foundation for network managenent. A

prot ocol - dependent interpretation of the Internet SM [2] is used for
defi ni ng managenent information. The Internet MB [3] provides an
initial list of managed objects. Finally, a means is defined for
usi ng |1 SO managenent services and protocols on top of TCP/IP
transport protocols. Managenent applications thenselves are not

i ncluded within the scope of the CMOT architecture. Wat is
currently standardi zed in this architecture is the m ni mumrequired
for building an interoperable multivendor network managenment system
Applications are explicitly left as a conpetitive issue for network
devel opers and providers.

4.1. Managenent Model s

The foll owi ng sections indicate how the CMOT architecture applies the
OSlI nmanagenents nodel s and point out any limtations the CMOT
architecture has as it is currently defined in this meno.

4.1.1. The Organi zational Mde
It is beyond the scope of this menp to define the relations and
i nteractions between different nanagenment domains. The current CMOT

architecture concerns itself only with the operations and
characteristics of a single domain of nanagenment. The extension of
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the nmechani sns defined here to include nultiple donains is left for
further study.

4.1.2. The Functional Mbde

The CMOT architecture provides the foundation for carrying out
managenent in the five functional areas (fault, configuration
performance, accounting, and security), but does not address
specifically how any of these types of managenent are acconpli shed.
It is anticipated that nost functional requirements can be satisfied
by CMS. The greatest inmpact of the functional requirements in the
various areas will likely be on the definition of nanaged objects.

4.1.3. The Information Mde

There are two different SM specifications that are inportant to the
CMOT architecture. The first is the SM currently being defined by
ISO[19]. This SM is inportant to the CMOT approach because the |1SO
nmanagenent protocol CM P has been designed with the | SO nodel of
managenent information in nmind. The second SM of inportance is the
that defined by the ETF M B working group for use in defining the
Internet MB [3]. This Internet SM, which is |oosely based on a
simplified version of the SO SM, is inmportant because the managed
obj ects defined for TCP/IP networks to be used by CMOT are defined in
terns of it. Thus, in order to nake the CMOT architecture conplete,
it will be necessary to show how the Internet SM maps into CMP in
such a way as to enable it to convey the managenent information
defined in the Internet MB. This is done in the section devoted to
management i nformation (section 5).

4.2. Protocol Architecture

The objective of the CMOT protocol architecture is to map the OS
management protocol architecture into the TCP/IP environment. The
nodel presented here follows the OSI npodel at the application |ayer,
while using Internet protocols at the transport layer. The |ISO
application protocols used for network managenment are ACSE, ROSE, and
CMP. Instead of inplenenting these protocols on top of the |ISO
presentation, session, and transport |ayer protocols, the protoco
data units (PDUs) for ACSE, ROSE, and CM P are carried using the
Internet transport protocols UDP [20] and TCP [21]. This is made
possi bl e by means of the |ightweight presentation protocol defined in
RFC 1085 [13] that nmaps ROSE and ACSE onto TCP/UDP/IP. The use of
Internet transport protocols is transparent to network managenent
applications, since they are presented with real |SO services.
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4.2.1. The Lightweight Presentation Layer

Gven that it is desired to put |SO application protocols on top of
TCP/ 1P, how is this best acconplished? It is necessary sonehow to
fill the "gap" between the |1SO protocols (ACSE and ROSE) and the
Internet protocols (UDP and TCP). Two basic approaches were
consi der ed.

One possi bl e approach [23] is to extend the 1SO portion of the
protocol stack down to the transport layer. The |ISO Transport
Protocol Class O (TP 0) then uses TCP instead of an | SO network
protocol. Effectively, this treats TCP as a reliable network
connection anal ogous to X. 25. This approach allows us to operate
"standard" | SO applications over TCP regardl ess of their service

requi rements, since all 1SO services are provided. In this case,
net wor k management is just another such application. The mgjor
drawback with this approach is that full 1SO presentation, session

and transport |layers are expensive to inplenent (both in terns of
processing tine and nenory).

Anot her approach is presented in RFC 1085. Since the service

el ements required for network nmanagenent (ACSE, ROSE, CM SE) do not
require the use of full 1SO presentation |ayer services, it is
possible to define a "streanlined" presentation |ayer that provides
only the services required. This |ightweight presentation protoco
(LPP) allows the use of |1SO presentation services over both TCP and
UDP. This approach elimnates the necessity of inplenmenting | SO
presentation, session, and transport protocols for the sake of doing
| SO networ k managenment in a TCP/IP environnent. This mninm
approach is justified because this non-1SO presentation protocol used
is very small and very sinple. Thus, the LPP defined in RFC 1085
provi des a conpact and easy to inplenent solution to the problem
The resulting CMOT protocol stack is shown in Figure 1
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Figure 1. The CMOT Protocol Architecture

It is inmportant to note that the presentation services provided by
the LPP are "real" (but minimal) |SO presentation services [24].
This provides a clear migration path to "full 1SO in the future.
Such a migration woul d be acconplished by substituting | SO protocols
for the Internet protocols TCP, UDP, and |IP [25], and replacing the

LPP with | SO presentation and session protocols. No changes wll be
required in the 1SO application |layer protocols. For this reason
i nvestments in application devel opnent will be well preserved.

4.2.2. The Quality of Transport Service

The quality of transport service needed for network managenent
applications is an issue that has caused nuch controversy, yet it has
never been resolved. There are two basic approaches: datagram
oriented and connection-oriented. There are advantages and

di sadvantages to both of these two approaches. Wile the datagram
oriented approach is sinple, requires mniml code space, and can
operate under conditions where connections nmay not be possible, the
connection-oriented approach offers data reliability and provides
guar ant eed and consi stent service to the driving application.

This meno does not take sides on this issue. Rather it passes such
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resol ution to the network nanagenent applications, which are
ultimately the point where the requirenments fromthe underlying
service need to be determ ned. As such, the CMOT protoco
architecture provides both services. The presentation |ayer service
allows the application to select either high or low quality service
for the underlying transport. Depending on this choice, the LPP will
use either UDP (low quality) or TCP (high quality) to establish the
application association and carry the application data. It is

i mportant, however, for the application to be aware of the quality of
service that it is using: low quality means |low quality! The use of
an unreliable transport |ike UDP necessarily puts nore burden on the
appl i cation.

4.3. Proxy Managenent

Proxy is a termthat originated in the | egal conmunity to indicate an
entity empowered to perform actions on behal f of another. In our
context, a proxy is a manager enpowered to perform actions on behal f
of another manager. This may be necessary because the nmanager cannot
conmuni cate directly with the nanaged devices either for security or
ot her administrative reasons or because of inconpatible comunication
mechani sns or protocols. In either case, the proxy assumes the agent
role with respect to the requesti ng manager and the nanager role with
respect to the nmanaged devi ce.

Sone network el ements, such as nodens or bridges, may not be able to
support CM P and all the associated protocols. In addition, such
devi ces may not have Internet addresses. Such devices are called
"limted systems”. It may be possible to manage t hese devices using
proprietary mechani sns or other standard protocols (such as the | EEE
802. 1 managenent protocol for nmanaging bridges). |n cases where it
is desirable to integrate the managenent of such devices with the
overall CMOT managenent of an internet, it isS necessary to use proxy
management. Sone network el enents that are not "limted systenms" as
descri bed above may still benefit fromthe use of proxy nanagenent.

I f the managenent protocol supported by such a systemis proprietary
or sonme standard protocol other than CM P (such as SNWP), then CMOT
proxy managenent can be used to integrate the nmanagenent of such
syst ens.

A proxy operates in the followi ng manner. Wen a CMOT nanager wants
to send a request to a managed device that it cannot conmunicate with
directly, it routes the request to the proxy. The proxy naps the
CM P request into the information schena understood by the nanaged
devi ce and sends the appropriate request to the managed devi ce using
the native nmanagenment protocol of the device. When the proxy

recei ves the response fromthe nanaged device, it uses CMP to return
the information to the manager that made the original request.
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The use of proxy nanagenent can be |argely transparent to the
requesti ng manager, which appears to be exchanging information
directly with the selected device. The only thing that is known to
the manager is that additional "instance" information is required to
sel ect a particul ar device nanaged by the proxy. Each proxy nmay
support many managed devi ces, using the "instance" infornation to
mul tiplex CMP requests and responses anbng them The nappi ng

bet ween a specific instance and an actual nanaged device is a |oca
matter. (The use of the CMP (bject Instance field to select a
particul ar systemto nmanage by proxy is explained below in section
5.3.2.2.)

A proxy nmay al so serve as an "internedi ate manager" in another |ess
transparent sense. The proxy manager nmay be requested to cal cul ate
summary statistics on information gathered from nany different
managed systens (e.g., the average number of PDUs transmitted or the
distribution of PDUs transmtted over tinme). The proxy may be
requested to log events transmtted by the nmanaged systens under its
control and to send to the requesting nmanager only those events of
specific types. Wen this use of proxy nanagenment is nade, the
conceptual schema for managed objects known to both the requesting
manager and proxy nust include definitions of these aggregate managed
objects (i.e., objects that do not belong to any one managed system.
How t he aggregate statistics would be cal culated and | oggi ng
perfornmed based on information fromthe di fferent devi ces managed by
the proxy would be part of the definition of these aggregate nanaged
obj ect s.

4.4. Directory Service

RFC 1085 specifies the use of a minimal (or "stub") directory
service. It specifies how the service nane for an OSlI application
entity is converted into an "application entity title." The
application entity title is then napped into a presentati on address.
The form of a service nane, an application entity title, and a
presentation address can be found in RFC 1085.

5.  Managenent | nfornmation

The description of nanagenent information has two aspects. First, a
structure of managenent information (SM) defines the |ogica
structure of managenent information and how it is identified and
descri bed. Second, the managenent information base (MB), which is
specified using the SM, defines the actual objects to be managed.
The purpose of this sectionis to show how CMP is used in the CMOT
architecture to convey information defined in the Internet MB.
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5.1. The Structure of Managenent |nformation

The SM supplies the nodel for understandi ng nmanagenment information,
as well as templates and ASN. 1 macros that can be used for defining
actual management information. The follow ng sections discuss the
SO SM, the Internet SM, and a way of interpreting the Internet SM
interns of the SO SM so that CMP can be used to carry nmanagenent
information defined in ternms of the Internet SM.

5.1.1. The 1SO SM

The 1SO SM [19] is based on the abstraction of a "nmanaged object"
and the various kinds of relationships objects can be involved in
The foll owi ng di scussion does not purport to be a conplete and
accurate description of the latest 1SO SM work. It is intended to
be a clear presentation of the basic 1SO SM concepts essential for
understanding the CM P-specific interpretation of the Internet SM
presented in section 5.3.

5.1.1.1. WManaged Objects and Attributes

Management | nformation i s nodel ed using object-oriented techniques.
Al "things" in the network that are to be managed are represented in
terns of managed objects. A "nmmnaged object"” is an abstraction (or

| ogi cal view) for the purposes of network managenent of a
"“manageabl e" physical or |ogical resource of the network. In this
context, "manageabl e" neans that a particular resource can be nanaged
by using CM P. Exanples of nanaged objects are protocol entities,
nodens, and connecti ons.

Each nanaged obj ect belongs to a particul ar object class. An "object
cl ass" represents a collection of managed objects with the sanme, or
simlar, properties. A particular nanaged object existing in a
particul ar network is defined as an "object instance" of the object
class to which it belongs. Thus, an object instance represents an
actual realization of an object class (i.e., a nanaged object of a
particul ar class bound to specific values). An exanple of an object
class is "transport connection.” In an actual network, there are a
nunber of nanaged objects (specific transport connections) that are

i nstances of this class. |In sunmary, a managed object type, which is
called an "object class,"” is the collection of all actual and
potential instances of that type.

Managed objects are fully defined by specifying the "attributes" or
properties the object has, the CMS operations that can be perforned
on the object (e.g., MSET, M CREATE) and any constraints on those
operations, specific actions (e.g., self-test) that can be performed
on the object, events that the object can generate, and information
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about various relationships the object may be involved in. Al of
this information relevant to a managed object is typically provided
by filling in an object tenplate.

Managed obj ects contain properties that are referred to as
attributes. Attributes are atomc itens of information that can only
be mani pul ated as a whole. An exanple of an attribute is a counter
providing a specific piece of information, such as the nunber of
packets retransmtted.

Each object class and attribute is assigned a unique identifier (an
ASN. 1 OBJECT | DENTI FI ER) for purposes of namng by a registration
aut hority.

5.1.1.2. Managenent |Information H erarchies

Managed objects participate in relationships with each other. There
are two relationships that are of particular inportance for
managenent i nformation: the containment relationship and the

i nheritance relationship. These relationships can be used to
construct hierarchies of nanaged objects. In addition, there is

anot her hi erarchy defined by the registration process for registering
identifiers for object classes and attri butes.

5.1.1.2.1. The Registration Hi erarchy

The registration hierarchy is determ ned by the ASN.1 registration
tree [5] for assigning OBJECT | DENTIFIERs. An OBJECT IDENTIFIER is
an adm nistratively assigned name conposed of a series of integers
traversing a path fromthe root of the ASN. 1 registration tree to the
node or leaf to be identified. For exanple, the sequence of integers
{ iso(1l) standard(0) ips-o0si-mps(9596) cmip(2) } (1.0.9596.2) can be
used to uniquely identify the CMP standard. Each node of this tree
has an associ ated registration authority that determ nes how nunbers
in the subtree defined by that node are allocated. In the context of
managenent, these OBJECT | DENTI FIERs are used for identifying object
classes and attributes. The registration hierarchy is not based on
any particular relationship between nanaged objects or between
managed objects and their attributes. 1t is independent of both the
i nheritance and contai nnent rel ationshi ps described below. Its
purpose is sinply to generate universally unique identifiers.

5.1.1.2.2. The Contai nnent Hierarchy
The contai nment hierarchy is constructed by applying the rel ationship
"is contained in" to objects and attributes. (Objects of one class

may contain objects of the same or different class. bjects may al so
contain attributes. Attributes cannot contain objects or other
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attributes. For exanple, objects of the class "transport entity" may
contain objects of the class "transport connection"; an object of the
cl ass "nmanagenment donmi n" may contain objects of the class "node." An
obj ect class that contains another object class is called the
"superior" object class; an object class that is contained in another
object class is called the "subordi nate" object class. The

contai nnent rel ationships that an object nay participate in are part
of the definition of the object class to which that nmanaged object

bel ongs. Al object classes (except the topnost) nust have at | east
one possible superior in the containnent tree. The definition of a
class may permt it to have nore than one such superior. However,

i ndi vi dual instances of such a class are neverthel ess contained in
only one instance of a possible containing class.

The contai nnent hierarchy is inportant because it can be used for
identifying instances of a managed object. For exanple, assume there
is an object class "domai n" that contains an object class "node" that
contains an object class "transport entity" that contains an object
class "transport connection." A particular instance of a transport
connection can be identified by the concatenation of "instance

i nformati on" for each object class in the containnent path: {

domai n="or gani zati on," node="herakl es," transport entity=tp4,
transport connecti on=<TSAP- Addr essA, TSAP- AddressB> }.

What constitutes appropriate "instance information" for each object
class is part of the definition of that object class and is known as
the "distinguished attribute(s)." A distinguished attribute is
conposed of an OBJECT | DENTI FI ER nami ng the attribute and the val ue
of the attribute. For each object class, the distinguished
attributes that differentiate instances of that class are
collectively called the "relative distinguished nanme." A sequence of
rel ative distingui shed names (one for each class in the containnent
path) is the "distinguished name" of a nanaged object. The exanple
gi ven above represents the distinguished nane of a transport
connection. The containment hierarchy is sometines referred to as
the "naming tree", because it is used to "name" a particular instance
of a managed obj ect.

The contai nnent relationship also defines an exi stence dependency
anong its conponents; an object or attribute can "exist" only if the
contai ni ng object also "exists." Deletion of an object may result in
deletion of all objects and attributes contained within it.

Al ternately, depending on the definition of the nanaged object,

del eti on may be refused until all contai ned nmanaged objects have been
del et ed.
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5.1.1.2.3. The Inheritance Hierarchy

The inheritance hierarchy is constructed by applying the relationship
"inherits properties of" to object classes. An object class my
inherit properties of another object class; refinenent is obtained by
addi ng additional properties. 1In this relationship, the parent class
is called the "superclass" and the inheriting class the "subclass."
For exanple, the class "layer entity" may be a superclass of "network
entity," which in turn is a superclass of "X 25 network entity."
Attributes defined for "network entity" (e.g., the number of packets
sent) are automatically defined for "X 25 network entity” without
having to explicitly include themin the definition for the class

"X. 25 network entity." Thus, inheritance serves as a shorthand for
defini ng object classes using object-oriented nethodol ogy. Each

cl ass (except the topnost) has at | east one superclass, but may have
zero, one, or many subcl asses. Subclasses may in turn have further
subcl asses, to any degree. A special object called "top" is the
ultimate superclass. It has no properties of its own.

The inheritance hierarchy has no rel evance to the naming of object
instances. It is useful only insofar as it |eads to a nanageabl e and
ext ensi bl e technique for the definition of object classes.

5.1.2. The Internet SM

The Internet SM [2] is designed to be a protocol -i ndependent SM
that can be used with both SNMP and CM P. For this reason, it is
necessary for any nanagenent protocol that uses this SM to show how
it isto be interpreted in a protocol-specific manner. This is done
for CMP in this meno.

The Internet SM indicates both how to identify nanaged objects and
how to define them The Internet SM defines a registration subtree
rooted at { iso(l) org(3) dod(6) internet(1l) } for the sake of

regi stering OBJECT | DENTIFIERs to be used for uniquely identifying
managed objects. The current Internet SM specifies the format for
defining objects in terns of an "object type" tenplate and an

associ ated OBJECT-TYPE ASN. 1 nmacro. An object type definition
contains five fields: a textual name, along with its corresponding
OBJECT I DENTI FIER; an ASN.1 syntax; a definition of the semantics of
the object type; an access (read-only, read-wite, wite-only, or
not - accessi ble); and a status (nmandatory, optional, or obsolete).
The current Internet SM does not provide any nmechani sm for defining
actions or events associated with a nanaged object.

I n describing managenment information, the current Internet SM does

not use the notions of "object class" and "attribute"” found in the
ISOSM. Only the concepts of "object type" and "object instance"

Warrier & Besaw [ Page 22]



RFC 1095 ool April 1989

are used. The Internet SM shows how to define object types; it

| eaves the specification of object instances as a protocol-specific
matter. The current Internet structure of managenent information is
sinmpler and less rich than the corresponding | SO structure. The |1SO
SM nmakes a distinction between sinple "attributes,” which can be
viewed as "leaf objects" that are the | owest el enments of the

contai nnent hi erarchy, and conposite "nanaged objects" that belong to
an "object class" and have a structure associated with them (that is,
can contain attributes). The Internet SM does not draw this

di stinction; both sinple and conposite "objects" are defined as
"object types.” Wiat structure is associated with objects in the
Internet SM is defined through the deliberate attenpt to structure
the I ower part of the Internet registration tree according to

contai nnent principles. (Objects that are considered "attributes" of
ot her containing objects are defined directly below themin the
object registration tree.) This results in a certain |ack of
flexibility, since the registration hierarchy is inplicitly used to
define the contai nment hierarchy. This means that the Internet SM
does not contain a nmechanismfor defining contai nnent rel ati onshi ps
that do not happen to coincide with the registration hierarchy. In
interpreting the Internet SM for use with CMP, it is necessary to
overcome this limtation.

5.2. The Managenent |nformation Base

The Managenent |Information Base (MB) is a "conceptual repository of
managenent information." It is an abstract view of all the objects in
the network that can be nanaged. Note that the MB is conceptual in
that it does not carry any inplications whatsoever about the physica
storage (nmain nenory, files, databases, etc.) of managenent
information. The SM provides the guidelines for defining objects
contained in the MB.

The CMOT approach will use the Internet MB based on the Internet SM
descri bed above. The first version of the Internet MB, which is the
product of the IETF M B working group, is defined in RFC 1066 [ 3].

It contains objects divided into eight groups: system interfaces,
address translation, IP, 1CW, TCP, UDP, and EGP. In addition, the
Internet SM provides for future versions of the Internet MB and a
means for otherw se extending the M B through the registration of
managed obj ects under "private" and "experinmental" branches of the
object registration tree. Appendix B provides a protocol-specific
interpretation of the first version of the TCP/IP MB defined in [3]
so that it can be used with CMOT. This interpretation is based on a
straightforward mappi ng of the current Internet SM to the | SO SM
(section 5.3).

The initial version of the Internet MB concentrates on defining
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obj ects associated with various Internet protocols. It is expected
that future versions of the Internet MB and various extensions wll
provide a nmuch richer set of objects to manage, includi ng managenent

i nformati on about a variety of network devices and systens. Thus, an
expanded M B wi Il allow w de-rangi ng and powerful managenent using
the CMOT approach

5.3. An Interpretation of the Internet SM

In order to use CMP to convey information defined in terms of the
Internet SM, it is necessary to show how object instances are
specified and to provide the necessary structure for differentiating
object class and attributes. These objectives are both net by
separating the contai nnent hierarchy used for naning objects fromthe
regi stration hierarchy and by inposing an "object class" structure on
the Internet SM. Using the technique of inposing an object class
structure does not replace or redefine the object definitions in the
Internet MB; it nerely provides a necessary gloss or conmentary on a
M B defined in terns of the Internet SM. For exanple, Appendix B
ref erences the "object type" definitions found in [3], but inposes
additional structure on them

Thi s object class definition derives froma sinplified version of the
OBJECT- CLASS nmacro defined in the 1SOSM [19]. The nore conpl ex
definition is not needed for present purposes. (The object class
definition presented here could be extended in the future to show
what actions and events are associated with a managed object.) The
object class definition has the follow ng fields:

OBJECT CLASS:

A textual nanme, terned the OBJECT CLASS DESCRI PTOR, for the object
class, along with its correspondi ng OBJECT | DENTI FI ER

Definition:
A textual description of the object class.

Subcl ass O :
The OBJECT CLASS DESCRI PTOR of the object class that is the
superclass of this object class. This field is used for indicating
the inheritance relationship

Superi ors:
A list of OBJECT CLASS DESCRI PTORs of the possible superior object
classes of this object class. This field is used for indicating
the contai nnent relationship
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Names:
A list of OBJECT DESCRI PTORs identifying the OBJECT TYPES that are
the distinguished attributes of this object class. (The OBJECT-
TYPE macro is defined in RFC 1065). Attributes listed here wll
normal ly be present in the Attribute field of the object class
definition. This field is used for indicating what attributes
nmust be present in the relative distinguished nane that indicates
an instance of this object class.

Attributes:
A list of OBJECT DESCRI PTORs identifying the OBJECT TYPES that are
attributes of this object class. (The OBJECT-TYPE macro is defined
in RFC 1065). This field is used for indicating the attributes
that are contained in this object class.

Thi s object class definition satisfies our objectives for
interpreting the Internet SM for use by CMP. The Attributes
field shows what attributes are contained in this object class;
this makes the necessary distinction between object classes and
attributes required by CMP. Instead of referencing an
"attribute" def inition (as is done in the 1SO SM), the
Attributes field references the "object type" definition found in
RFC 1065 and used to define the Internet-standard M B in RFC 1066.
The nane, syntax, and access information required for attributes
is contained in the "object type" definition. Two things are
required for specifying an instance of a nmanaged object: a

contai nnent rel ationship determ ning a sequence of object classes
and a means for specifying the distinguished attributes for an
object class. The Superiors field makes the contai nnment
relationship explicit; it is no longer nerely a function of the
registration tree. The Nanes field nakes it possible to indicate
the distinguished attributes for an object class required for
giving instance information. Thus, the object class definition
makes it possible to specify an object instance using CM P.

5.3.1. nject Cass and Attributes

The mappi ng of managenent information to the CM S paraneters Minaged
Obj ect Cass and Attribute Identifier List now becones apparent.

5.3.1.1. bject dass
The CM S Managed Object C ass paraneter is the OBIJECT | DENTI FI ER
assigned to the particular object class. For exanple, the Managed
hject Cass for the object class "ip" (as defined in Appendix B) is

{ nib4} =1.3.6.1.2.1.4.
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5.3.1.2. Attribute Identifier

The CM S Attribute Identifier List paranmeter is a list of Attribute
Identifiers. An Attribute Identifier can be either global or |ocal
If it is global, then it is the OBJECT | DENTIFlI ER assigned to the
attribute (i.e., "object type") that is being indicated. For
exanpl e, the global Attribute Identifier for the attribute

"i pForwardi ng" (as defined in [3]) is

{ipl} =136.1.2.1.4.1.

If the Attribute lIdentifier is local, it is an integer that is the
| ast conponent in the OBJECT | DENTIFIER identifying the object. For
i pForwardi ng, the local Attribute Identifier is 1. 1In the case where

the local identifier is used, the |eading conponents of the OBJECT
| DENTI FI ER for the attribute nust be the OBJECT | DENTIFI ER of the
contai ning object class. This is true for the interpreted Internet
M B defined in Appendix B, but nmay not be true generally. The loca
identifier is intended to be interpreted relative to the Managed
hject Cass field of the CMP PDU. Wen a local Attribute
Identifier is encountered in a CMP PDU, the gl obal formof the
identifier is formed by prepending the OBJECT |IDENTIFIER in the
Managed Object Class field to the local identifier. This is valid
only when scoping is not used (i.e., scoping is "baseject"). |If
scoping is used, then the global formof the Attribute Identifier
must be used instead of the local form

5.3.2. Managerent Information Hierarchies

The foll owi ng sections show how the three managenent information
hi erarchies are to be understood for the interpreted Internet SM.

5.3.2.1. The Registration Hierarchy

The registration hierarchy is the global object registration tree
described in [2]. It is used nerely for assigning identifiers for
obj ect classes and attributes (i.e., "object types" in RFC 1065).

5.3.2.2. The Containment Hierarchy

As described above, the containment hierarchy is used to specify an
obj ect instance. The Nanes field of the object class definition
contains the distinguished attributes for the object class. The
OBJECT | DENTI FI ER naming the "attribute" together with its value is
called an attribute value assertion. A set of attribute val ue
assertions (one for each distinguished attribute) is the relative
di stingui shed nanme associated with that object class. The sequence
of relative distinguished nanes for each of the object classes in the
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contai nnent hierarchy to which a nanaged object belongs is the
di stingui shed nane of the object. An object instance is fully
specified by a distingui shed namne.

Let us take a concrete exanple from Appendi x B. How would we
represent an instance of an entry in the IP routing table? W begin
by exami ning the object class in question (ipRouteEntry) and use the
Superiors field to find the superior class in the contai nnent

hi erarchy (ipRoutingTable). This process continues until we
construct the follow ng contai nment path of object classes: system

i p, ipRoutingTable, ipRouteEntry. Now for each of these object

cl asses, we inspect the Nanes field to find the distinguished
attribute for that object class. |If no Nanes field is present (as is
the case for "ip" and "i pRoutingTable"), then no instance infornmation
is required at that level. Both "systeni and "i pRouteEntry" have
Nane fields to show what information is expected at that level. Wth
this information, we can construct the follow ng distinguished nane
specifying an instance of an IP routing table entry:

baseManagedj ect | nst ance {
di stingui shedNane {
rel ativeDi stingui shedNane { -- system
attribut eval ueAssertion {
attributeType { cnotSystenm D }
attri but eval ue "gatewayl. acrne. cont

}
b
rel ativeDi stingui shedNane { -- i pRouteEntry
attribut eval ueAssertion {
attributeType { ipRouteDest }
attributeVal ue 10.0.0.51
}
}

If the systeminstance information is not present, then it is assumed
to be the systemw th which the managenent association is established
(i.e., the systemreceiving the request).

Note that the object instance tree can contain conponents of the

di stingui shed nane that are outside the managed system (node). This
enabl es referenci ng of objects across nanagenent donains (there could
be an object class "domain") and across a collection of nodes. 1In a
networ k where several intermedi ate managers may be involved in a
request, each internedi ate manager can use the "systent portion of
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the nanme to deternine where to send a request or result. This
techni que of naming treats each internediate nanagi ng systemas a
proxy manager. The proxy nanager resolves the address of the next
node in the chain and may use a different protocol to transfer the
request or result. Thus, the "systenf instance information can be
used to nane devi ces bei ng managed by proxy.

5.3.2.3. The Inheritance Hierarchy

The Internet SM does not use the inheritance relationship. The
"Subclass O" field is present in the object class definition to show
how the inheritance relationship would be represented and to all ow
for future extensibility. It is not used for any of the object

cl asses defined in Appendix B

5.4. Scoping, Filtering, and Synchronization

Wthin sonme services, CMS provides additional capabilities that are
related to the SM. These are the scoping, filtering,

synchroni zation, and linked-reply facilities. The presence of these
facilities are indicated by the Miultiple Cbject Selection Functiona
Unit defined in CMS [11].

These facilities provide the manager with the ability to operate on a
col l ection of managed objects, rather than a single object. The

sel ection of multiple objects occurs in two phases: scoping and
filtering. Scoping is used to identify the managed objects to which
afilter is to be applied. Then filtering is used to select a subset
of managed objects that satisfy certain conditions. |[If scoping is
not used, only the "base" nanaged object indicated by the CMS
Managed Object C ass paraneter is inplied. An exanple of the use of
scoping and filtering for selecting a particular managed object (a
table entry) is given in one of the sanple protocol exchanges found

i n Appendi x C.

5.4.1. Scoping

Scoping is meant to be understood in ternms of the contai nnment

hi erarchy. A position at a certain level of the containnent tree is
defined by the CM S Managed Object C ass paranmeter. The CM S Scope
paranmeter is then interpreted relative to this "base" managed object
(defined by both object class and object instance). The Scope
paranmeter can be used to select the base object alone, all managed
objects in the entire subtree (of the contai nment tree) belowthe
base object, or all managed objects in the "n"th level (n =1, 2,
3,...) below the base object.
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5.4.2. Filtering

Wthin the objects selected as a result of the scope paraneter, it is
possible to further refine the selection of nanaged objects through
the use of filtering. Filtering provides the ability to select a
subset of these objects based on conditions applied to attributes
(e.g., IProuting table entries with the "i pRouteAge > 100") and

| ogi cal operations (and, or, not).

5.4.3. Synchronization

When mul ti pl e managed obj ects have been sel ected usi ng scopi ng and
filtering, the question of synchronization across object instances
(such as nmultiple IP routing table entries) arises. The two possible
choices are "best effort” and "atonmic." If "best effort”

synchroni zation is selected, the failure to apply an operation (e.g.
M SET) to one instance of an object does not affect the effort to
apply this operation to other instances of the object. |[If "atom c"
synchroni zation is selected, then the operation is either perforned
on all object instances selected or none. The default

synchroni zation is best effort.

5.4.4. Linked Replies

If the reply to a single request for a set of managed objects results
in nmore than one managed obj ect being returned, all of these nmanaged
obj ects cannot be returned together in a single CMP response PDU
The reason for this is that the structure of the CMP response PDU
only has a single field for containing object instance information

Si nce each managed object has its own instance information, each
nmanaged obj ect nust be returned in a separate CMP PDU. In such a
case, the CM P Linked Reply PDU is used. The Linked Reply PDU

provi des a neans of associating each of the nultiple replies with the
original request that generated them Thus, a single CMP GCet
Request PDU that uses scoping and filtering would result in zero or
nore CM P Linked Reply PDUs being returned before a final CMP Get
Result PDU

A linked reply can also be used to segnment a CM P response pertaining
to a single managed object. This would only be necessary if UDP is
bei ng used as the underlying transport and it is not possible to
return all the information requested about the nanaged object in a
single response PDU subject to the size |limtations described in
section 10. 2.

5.5. Accessing Tables

This section explains howto use the interpreted Internet SM and MB
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to access tabl es.
5.5.1. Accessing Wole Tables

A whol e table is accessed by specifying the object class of the
table, indicating a scoping |level of one, and not providing an
attribute identifier list. The CMS standard [11] specifies that if
the attribute identifier paraneter is not present, then all attribute
identifiers are assunmed. The following CMS paraneters woul d be used
to return the entire TCP connection table:

hj ect Cass: { tcpConnTable }

oj ect Instance: "enpty" (unless proxy nmanagenent is used)
Scope: oneLevel (1)

Filter: not present

Attribute Identifier List: not present

By scoping one | evel below "tcpConnTable," all nanaged objects of the
class "tcpConnEntry" are selected. (The object class "tcpConnEntry"
is the only object class one |evel bel ow the object class
"tcpConnTabl e" in the containnment hierarchy.) The absence of an
attribute identifier list signals that all attributes of the managed
object are to be returned (i.e., all fields of the TCP connection
table entry).

In reply to this request, each entry of the table will be returned in
a separate CM P PDU (either a Linked Reply PDU or a Get Result PDU).
Each reply CM P PDU will specify the Object Cass "tcpConnEntry" and
the appropriate Object Instance information for that entry, as well
as an Attribute List giving the values of each of the fields of the
table entry.

5.5.2. Accessing Table Entries

An entire table entry is accessed by specifying the object class of
the table entry, providing a distinguished nane specifying the
instance of the table entry, and not providing an attribute
identifier list. As seen above, the absence of the attribute
identifier list paraneter indicates that all attributes are assuned.
The absence of a scope paraneter indicates that the base managed
object class is intended. The following CMS paraneters woul d be
used to return the entire IP routing table entry for which the field
"i pRout eDest" has the value 10.0.0.51

hject Cass: { ipRouteEntry }

nj ect Instance: { ipRouteDest, 10.0.0.51 }
Scope: not present

Filter: not present
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Attribute Identifier List: not present

The result is returned in a single CMP Get Result PDU with an
attribute list consisting of all of the attributes (i.e., fields) of
the table entry and their correspondi ng val ues.

If the object class field refers to a table entry and no instance

information is provided to select a particular entry, then a
"noSuchbj ect I nstance” CM P error shoul d be returned.
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Part I11: Protocol Agreenents
6. CMOT Protocol Overview

This part of the document is a specification of the protocols of the
CMOT architecture. Contained herein are the agreenents required to

i mpl enent interoperabl e network managenment systens using these
protocols. The protocol suite defined by these inplenmentors’
agreenments will facilitate comunication between equi pnent of

di fferent vendors, suppliers, and networks. This will allow the
emer gence of powerful multivendor network managenment based on | SO
nodel s and protocols.

The choice of a set of protocol standards together with further
agreements needed to inplenment those standards is commonly referred
to as a "profile." The selection policy for the CMOT profile is to
use existing standards fromthe international standards comunity
(I1'SO and CCITT) and the Internet comunity. Existing |ISO standards
and draft standards in the area of OSI network managenment formthe
basis of this CMOT profile. Oher |SO application |ayer standards
(ROSE and ACSE) are used to support the | SO managenment protoco
(CMP). To ensure interoperability, certain choices and restrictions
are nmade here concerning various options and paraneters provi ded by
t hese standards. Internet standards are used to provide the
underlying network transport. These agreenents provide a precise
statenment of the inplenentation choices nmade for inplenenting |ISO
net wor k managenment standards in TCP/IP-based internets.

In addition to the Netman working group, there are at |east two ot her
bodi es actively engaged in defining profiles for interoperable CSI
net wor k managenent: the National Institute of Science and Technol ogy
(NI ST) Network Managenment Special Interest Goup (NVBIG and the OS
Net wor k Managenment Forum Both of these groups are simlar to the
Net man wor ki ng group in that they are each defining profiles for
using |1 SO standards for network managenment. Both differ in that they
are specifying the use of underlying | SO protocols, while the Netman
wor ki ng group is concerned with using OSI nanagenent in TCP/IP
networks. In the interest of greater future conpatibility, the

Net man wor ki ng group has attenpted to make the CMOT profile conform
as closely as possible to the ongoing work of these two bodies.

6.1. The CMOT Protocol Suite
The foll owi ng seven protocols conpose the CMOT protocol suite: |SO
ACSE, 1SOD S ROSE, ISOD S CMP, the lightweight presentation

protocol (LPP), UDP, TCP, and IP. The relation of these protocols to
each other is briefly summarized in Figure 2.
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Figure 2. The CMOT Protocol Suite
6.2. Confornmance Requirenents

A CMOT- conf ormant system nust inplement the foll owi ng protocols:

ACSE, ROSE, CM P, LPP, and IP. A conformant system nmust support the
use of the LPP over either UDP or TCP. The use of the LPP over both
UDP and TCP on the sane system nay be supported. A conformant system
need not support all CMS operations. A conformant system nust,
however, support at |east one of the functional unit groups
(indicating a set of supported services) defined in section 7.1.3.

The service and protocol selections are described in greater detail

in the followi ng sections.

6.3. Abstract Syntax Notation
The abstract syntax notation for all of the application service

el ements of the CMOT protocol suite is Abstract Syntax Notation One
(ASN. 1) [5]. The LPP is also defined using ASN.1. The basic
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encoding rules used for ASN.1 are specified in [6]. Both definite-
l ength and i ndefinite-length encodings are expressly permitted.

7. Common Managenent I nformation Service El ement

The Common Managenent | nformation Service Elenent (CMSE) is
specified in two | SO docunments. The service definition for the
Common Managenent | nformation Service (CMS) is given in ISODIS
9595-2 [11]. The protocol specification for the Conmon Managenent
Information Protocol (CMP) is found in I1SO DS 9596-2 [12].

7.1. CMS Services
7.1.1. CMS Services Overview

All of the CMS services listed in Table 1 are allowed with the CMOT
approach: MIN TIALI SE, M TERM NATE, M ABORT, M EVENT- REPORT, M GET,
M SET, M ACTI ON, M CREATE, and M DELETE. The specific services
supported by a systemw ||l be deternmined by the functional unit group
or groups to which a system bel ongs.

7.1.2. Functional Units

The CM S services supported are designated in terns of functional
units [11]. Each functional unit corresponds to the invoker or
performer aspect of a particular service. (The terms "invoker" and
"perforner" are taken from ROSE and refer to the caller of and
responder to a renote operation, respectively.) The "stand al one"
functional units associated with each of the nanagement services are
given in Table 2 as functional units 0-17. The nunber follow ng the
nane of each functional unit in the table is defined by CMP [12] to
identify that particular functional unit. The functional units are
used by the CM SE-service-user at the time of association
establishnment to indicate which services it is willing to support.
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. e S +
| Functional Unit | Service Primtives | Mode
' T oo +
| conf. event report invoker(0) | M EVENT- REPORT Req/ Conf| C |
| conf. event report performer(1l) | MEVENT-REPORT Ind/Rsp | C |
| event report invoker(2) | M EVENT- REPORT Req | U |
| event report perforner(3) | M EVENT- REPORT | nd | U |
| confirned get invoker(4) | M GET Reg/ Conf | NA
| confirnmed get performer(5) | MGET Ind/ Rsp | NA
| confirnmed set invoker(6) | M SET Regq/ Conf | C |
| confirned set performer(7) | M SET Ind/ Rsp | C |
| set invoker(8) | M SET Req | U |
| set perforner(9) | MSET Ind | U |
| confirnmed action invoker(10) | M ACTI ON Req/ Conf | C |
| confirnmed action performer(11) | MACTION I nd/ Rsp | C |
| action invoker(12) | M ACTI ON Req | U |
| action performer(13) | M ACTION I nd | U |
| confirmed create invoker(14) | M CREATE Req/ Conf | NA
| confirnmed create perforner(15) | M CREATE Ind/ Rsp | NA
| confirmed del ete invoker(16) | M DELETE Req/ Conf | NA
| confirned delete performer(17) | M DELETE Ind/Rsp | NA
| multiple reply(18) | Linked ldentification | NA
| multiple object selection(19) | Scope, Filter, Sync. | NA
| extended service(20) | Extended Presentation | NA

C = confirmed, U = non-confirmed, N A = not applicable
Table 2. Functional Units

In addition to the stand al one functional units, there are three

addi tional functional units. |If any of these additional functiona
units are selected, then at |east one of the stand al one functiona
units must be selected. The multiple reply functional unit nakes
avail abl e the use of the linked identification paraneter in the

sel ected stand al one functional units. This makes possible the use
of linked reply (multiple CMP PDU responses to a single request).
The nmul tiple object selection functional unit nmakes avail abl e the use
of the scope, filter, and synchronization paraneters in the selected
stand al one functional units. |If the nultiple object selection
functional unit is selected, then the multiple reply functional unit
must al so be sel ected. The extended services functional unit makes
avai | abl e presentation | ayer services in addition to the P-DATA
service. Selecting this functional unit has no effect in the context
of CMOT, since the |ightweight presentation |ayer provides only

m ni mal |1 SO presentati on services.
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7.1.3. Functional Unit G oups

In order to assist in the reduction of code size and conplexity for

di fferent types of devices, a number of "functional unit groups" have
been defined. Each of these groups indicates a set of services
defined for either a manager or an agent. The "negotiation"
concerni ng whi ch functional unit groups are supported is done by
nmeans of the Functional Units paraneter of the MIN TIALI SE service
(see section 7.1.4.1). There are five functional unit groups for
managers: Event Monitor, Monitoring Manager, Sinple Manager

Control ling Manager, and Full Manager. Each functional unit group is
a superset of the preceding group. There are five functional unit
groups for agents: Event Sender, Mnitored Agent, Sinple Agent,
Control |l ed Agent, and Full Agent. Again, each functional unit group
is a superset of the preceding group. The operations supported for
each functional unit group are sunmmarized in Table 3.

Fom e e e e e oo Fomm o +o-m o - +o-m o - Fomm o - Fomm o +o-m o - Fomm o +
| | Event | Get | Set |Create/|Action|Milt.|Mlt. |
| Functi onal Unit | Report | | | Del ete | | Repl y| Qbj ect |
| G oups | | | | | | | Sel ect |
o e e e oo S R, +--m - - +--m - - Fomm - S R, +--m - - S R, +
| 1. Event MNonitor | U | no | no | no | no | no | no
| 2. Event Sender | U | no | no | no | no | no | no
| 3. Monitoring Myr. | U | yes | no | no | no | no | no
| 4. Monitored Agent | U | yes | no | no | no | no | no
| 5. Sinple Manager | U | yes | C | no | no | yes | no*
| 6. Sinple Agent | U | yes | C | no | no | yes | no*
| 7. Controlling Myr.| U | yes | UWC | yes | no | yes | yes
| 8. Controlled Agent| U | yes | UC| yes | no | yes | yes
| 9. Full Manager | WC | yes | UWC| yes | UC | yes | yes |
| 10. Full Agent | WC | yes | UWC | yes | UC | yes | yes
Fom e e e oo Fomm e o - Fo-m - - Fo-m - - S Fomm e o - Fo-m - - Fomm e o - +

C = confirmed, U = non-confirmed

* Sinple Managers and Agents nust support "onelLevel" scoping for al
and only those cases where it is required to access a whole table
and may support synchronization other than "best effort"; no support
for filtering is required.

Table 3. Functional Unit G oups

A conformant system nust support at |east one of these functiona
unit groups. A system nay support both a manager group and an agent
group. A systemonly needs to inplenent the services and service
primtives required for the groups that it supports. |In addition, a
system nmay support services that are not required by any group that
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it supports.
7.1.4. MINTIALI SE Paraneters
The M INITIALISE service is provided by the ACSE A- ASSOCI ATE servi ce

The paraneters for the MIN TIALI SE service are defined in [11] and
sunmmari zed in Table 4.

o m e e e e e oo S S +
| Paraneter Nane | Reqg/Ind | Rsp/ Conf
o e e e oo SR SR +
| Functional Units | Mandatory | Mandatory |
| User Information | Optional | Optional
| Access Control | Optional | Optional
o m e e e e e oo S S +

Table 4. MIN TIALI SE Paraneters

Notice that the further agreenent has been made that the Functiona
Units paraneter is mandatory at all times. The MIN TIALISE
paranmeters are conveyed as ACSE user information in the ACSE request
PDU.

7.1.4.1. Functional Units

The exchange of functional units between the initiating CM SE-

servi ce-user and the responding CM SE-service-user is required. This
allows the CM S-service-users to informeach other which functiona
units are supported. CMP [12] defines a 21-bit BIT STRINGto
comuni cate which functional units are supported. A functional unit
is supported if the corresponding bit in this bit string is one. The
correspondence between functional units and functional unit groups is
given in Table 5. The left colum gives the functional unit
corresponding to a particular bit position. The nunbers al ong the top
of the table indicate the functional unit group (the nunbers of the
functional unit groups are given in Table 3). The various columms

i ndi cate the value of each bit for a particular functional unit

group.
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| Functional Unit

| conf. event

| conf.

report invoker(0)
event report perf. (1)

| event report invoker(2)

| event report perforner(3)

| confirmed get invoker(4)

| confirmed get perforner(5)

| confirmed set invoker(6)

| confirmed set perfornmer(7)

| set invoker(8)

| set perforner(9)

| confirmed action invoker(10)

| confirmed action perforner(11)
| acti on invoker (12)

| acti on perfornmer(13)

| confirmed create invoker(14)

| confirmed create perforner(15)
| confirmed del ete invoker(16)

| confirmed del ete perforner(17)
| mul'tiple reply(18)

| mul ti ple object selection(19)
| ext ended servi ce(20)
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wi th the protocol
7.1.4.2. User Information

The User Information parameter is optional. No entity is required to
send this paraneter, but all entities are expected to tolerate
recei pt of it.

One possible use of the User Information paranmeter is to convey

i nformation describing MB extensions supported by the nanager or
agent. This can be viewed as a further way of refining the
application context. The nmechanismfor doing this is not defined at
this tinme.

7.1.4.3. Access Contro

The CM'S MI N TIALI SE Access Control parameter is optional. Access
control is supported on a per association basis using ACSE. It is
recommended (but not required) that the access control paraneter be
used for each A-ASSCCI ATE request (via MIN TIALI SE)

Access control is also possible on a per request basis with the CM S
Access Control paraneter. This paranmeter m ght be used to inplenent
security simlar to the comunity access rights nechani sm provi ded by
SNWP [4]. It is expected that the Access Control paranmeter will be
used to inplenent the standard TCP/ | P aut henti cati on nmechani sm once
this has been defined.

7.2. Supporting Services

The MI NI TIALI SE, M TERM NATE, and M ABORT servi ces assune the use of
ACSE. The foll owing ACSE services are required: A-ASSCClI ATE, A-
RELEASE, A- ABORT, and A-P-ABORT. The rest of the CM P protocol uses
the RO I NVOKE, RO-RESULT, RO ERROR, and RO REJECT services of ROSE

7.3. CM P Agreenents

The foll owing sections contain specific CMP agreenents in addition
to those specified in the CMP standard [12].

7.3.1. | nvoke ldentifier

It is required that there be a unique invoke identifier (present in

the ROSE PDU) for successive invocations on the same association

The invoke identifier is provided by the invoking CM SE-service-user
I nvoke identifiers should increase nonotonically during the lifetine
of an association. Semantically, the invoke identifier is a Counter
as defined in [2]. Unique identifiers will allow the detection of
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| ost and duplicate requests.
7.3.2. nject dass

The object class field of all CMP PDUs shall be limted to the
"gl obal Fort' choi ce:

hjectd ass ::=
CHO CE {
gl obal Form [0] IMPLICIT OBJECT | DENTI FI ER
}

7.3.3. nject Instance

The object instance field of all CMP PDUs is Iimted to the
"di sti ngui shedNane" choi ce:

oj ectlnstance :: =
CHO CE {
di stingui shedNane [2] IMPLICI T Distingui shedName
}

The definition for DistinguishedNane is inmported fromCC TT X. 500 and
| SO DI S 9594-2 [26]:

Di stingui shedNane ::= RDNSequence
RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane
Rel ati veDi stingui shedNanme ::= SET OF Attri buteVal ueAssertion

The definition for AttributeVal ueAssertion is contained in CMP [12]:

AttributeVal ueAssertion ::= SEQUENCE { Attributeld, AttributeValue }
Attributeld ::=
CHO CE {
gl obal I d [0] IMPLICIT OBJECT | DENTIFI ER
| ocal I d [1] IMPLICI T | NTEGER

}
AttributeValue ::= ANY DEFINED BY attributeld
Those attributes to be used as the distinguished attributes of a
managed object are defined at the tine of registration of the object

class and are identified in the NAMES cl ause of the OBJECT- CLASS
Macr o.
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When there is no instance information to convey about a nmanaged
object, then the followi ng "enpty" object instance shall be used: The
"di sti ngui shedNane" choi ce of Objectlnstance shall be an RDNSequence
consi sting of a SEQUENCE of one Rel ativeDi stingui shedName. That

Rel ati veDi sti ngui shedNane shall be an enpty SET of

Attri but eVal ueAssertions.

7.3.4. Access Contro

The access control parameter is optional. The receipt of this
paranmeter nust be tolerated (i.e., gracefully accepted), but a
receiving entity is free to ignore this information. The Access
Control field is defined in [12] as EXTERNAL. Until a nore
sophi sti cated access control mechanismis defined, sinple

aut hentication can be acconplished by using an unencrypted password
in the access control field. The definition of this EXTERNAL is the
same as that for the ACSE Access Control field (section 8.3.2).

7.3.5. Synchroni zation

Support for "best effort" synchronization is required. Atomc
synchroni zati on may al so be supported, but is not required.

7.3.6. Scope

Scoping is supported if the nultiple object selection functional unit
is selected. |If scoping is supported, all values of the scope field
shal | be support ed.

7.3.7. Filter

Filtering is supported if the nultiple object selection functiona
unit is selected. |If filtering is supported, it is not required that
all features of filtering be supported. The follow ng are the
mnimal filtering requirements for any systemthat supports
filtering. Inthe CMP field CMSFilter, at |east two instances of
the binary operators ("and," "or") mnust be supported. Support for
additional instances of these operators is not required. Double
"not" need not be supported. In Filterltem the arithnetic
operations ("equality", "greaterOrEqual," "lessO Equal") nust be
supported. The "present” choice of Filterltem nust al so be
supported. It is not required to support string operations (nanely,
the "substrings" choice of the Filterltemtype). Thus, the m ninal
requirenments for filtering yield this restricted definition of
Filterltem
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Filterltem::=

CHO CE {
equal ity [0] AttributeVal ueAssertion
greaterOrEqual [2] AttributeVal ueAssertion
| essOr Equal [3] AttributeVal ueAssertion
pr esent [4] AttributelD

}

7.3.8. Attribute ldentifier

Both choices for the CMP Attributeld field are all owed:

Attributeld ::=
CHO CE {
globalld [0] IMPLICIT OBJECT I DENTIFI ER
| ocal I d [1] IMPLICI T | NTEGER
}

The "global Id" formof Attributeld is required if scoping is used
(i.e., the value of the scope field is other than "base(hject").

7.3.9. Event Type ldentifier

Both choices for the CM P Event Typeld field are all owed:

Event Typeld :: =

CHOI CE {
globalld [6] IMPLICIT OBJECT | DENTIFI ER,
localld [7] IMPLICIT I NTEGER

}

7.3.10. Action Type ldentifier
Both choices for the CM P ActionTypeld field are all owed:
ActionTypeld ::=
CHO CE {

globalId [2] IMPLICIT OBJECT I DENTIFIER
localld [3] IMPLICIT I NTEGER
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The "global Id" formof ActionTypeld is required if scoping is used
(i.e., the value of the scope field is other than "baseject").

7.3.11. Time Fields

The "event Time" field of the mEvent Report |Invoke PDU and the m
Event ConfirnmedReport | nvoke PDU nust be present.

The "currentTine" field of the follow ng PDUs nust be present: the
m Event Report Confirmed Result PDU, the m Get Result PDU, the m Set
Result PDU, the mAction Confirnmed Result PDU, the m Create Result
PDU, the mDelete Result PDU, the GetListError Error PDU, and the
Set Li stError Error PDU.

All CMP tine fields shall use the ASN. 1 CeneralizedTi me type defined
in[5] with 1 millisecond granularity.

If the system generating the PDU does not have the current tine, yet
does have the time since |ast boot, then GeneralizedTine can be used
to encode this information. The time since |ast boot will be added
to the base time "0001 Jan 1 00: 00: 00. 00" using the G egorian

cal endar algorithm (In the Gregorian cal endar, all years have 365
days except those divisible by 4 and not by 400, which have 366.) The
use of the year 1 as the base year will prevent any confusion with
current tine.

If no neaningful tine is available, then the year 0 shall be used in
CeneralizedTinme to indicate this fact.

7.3.12. Response PDUs

Both the "nmanagedObj ect d ass" and "managedObj ect | nstance" fiel ds nust
be present in the following CMP response PDUs: the m Event Report
Confirmed Result PDU, the mGet Result PDU, the m Set Result PDU, the
m Action Confirned Result PDU, the mCreate Result PDU, the mDelete
Result PDU, the GetListError Error PDU, and the SetListError Error
PDU. The "managedObj ectlnstance" field nust be present in the
ProcessingFailure Error PDU. The "managedObj ect d ass" field nust be
present in the NoSuchArgument Error PDU.

7.3.13. Error PDUs

The "global Id" formof Attributeld is required for the
NoSuchAttributeld Error PDU and the InvalidAttributeVal ue Error PDU.

8. Association Control Service El enent

The Associ ation Control Service El enent (ACSE), which is necessary
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for establishing and rel easing application associations, is defined
in[7] and [8].

8.1. ACSE Services

The ACSE service descriptionis detailed in 1SO 8649 [7]. Al of the
defi ned ACSE services are nmandatory:

0 A-ASSOCI ATE: This confirned service is used to initiate an
application associ ati on between application entities.

0 A-RELEASE: This confirned service is used to rel ease an
application association between application entities without
| oss of information.

0o A-ABORT: This unconfirned service causes the abnornml rel ease
of an association with a possible |oss of information.

0 A-P-ABORT: This provider-initiated service indicates the
abnormal rel ease of an application association by the
underlying presentation service with a possible |oss of
i nf or mati on.

Mappi ngs of the ACSE services to presentation services and ACSE APDUs
are shown in Table 6, along with a section reference to | SO 8649 [7].

Fom e e e e oo - Fomm e oo - o m e e e a e oo Fom e e e e oo - +
| ACSE | 1SO 8649 | Rel at ed | Associated |
| Servi ce | Reference | Presentation Service | APDUs |
U Fom ek o e e e e U +
| A- ASSOCI ATE | 9.1 | P- CONNECT | AARQ AARE |
| A-RELEASE | 9.2 | P- RELEASE | RLRQ RLRE |
| A- ABORT | 9.3 | P- U- ABORT | ABRT |
| A-P-ABORT | 9.4 | P- P- ABORT | (none) |
S S o e e e e e oo S +

Table 6. Mapping of ACSE Services

8.2. Supporting Services
ACSE wi Il make use of the followi ng | SO presentation |ayer services:

P- CONNECT, P- RELEASE, P-U ABORT, and P-P- ABORT. These presentation
services will be provided by the LPP [13].
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8.3. ACSE Protoco

The ACSE protocol specification is found in | SO 8650 [8]. Al five
ACSE APDUs specified in the standard are mandatory.

8.3.1. Application Context Nane

The Application Context Nanme takes the formof an OBJECT | DENTI FI ER
The val ue of this OBJECT | DENTIFI ER includes both the version of CMOT
bei ng used for this association and the version nunber of the highest
version of the Internet-standard M B supported by the manager or
agent. The application context name has the follow ng generic form

{ iso(1l) org(3) dod(6) internet(1l) mgnt(2) m b(n)
crmot (9) cnot Version(1l) version-nunber(v) }

where n
Y,

hi ghest M B versi on supported and
versi on of CMOT supported

For the version of CMOT defined in these agreenents, "version-number"
has the value of one (1). This version of CMOT inplies the versions
of the 1SO protocols specified in this meno (see Figure 2).

8.3.2. User Information

The followwng CMS MIN Tl ALI SE paranmeters are all nmapped onto the

ACSE User Information paraneter: Functional Units, User Information
and Access Control. (See section 7.1.4 for nore information on the
CMS MINTIALI SE paraneters.) ACSE User Infornation is defined in

| SO 8650 as foll ows:

Associ ation-information ::= SEQUENCE OF EXTERNAL
The ASN. 1 defined type EXTERNAL, which is defined in section 35 of
| SO 8824 [5], requires both an OBJECT | DENTIFIER for identification
and an associ ated ASN. 1 encodi ng.
The OBJECT | DENTI FI ER and syntax associated with the ACSE Functi ona
Units EXTERNAL definition are found in [12]. The OBJECT IDENTIFIER is
defined as { iso(1l) standard(0) ips-osi-mps(9596) cm p(2) version(l)
acse(0) functional-units(0) } and the syntax is a BIT STRI NG

The EXTERNAL definition for User Information is left unspecified at
this tinme; it will be defined in a future meno.

If some form of access control is required, a sinple unencrypted
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password can be used. The EXTERNAL for this sinple access contro
will use the OBJECT | DENTI FI ER { cnot AcseAccessControl } (Appendix A)
and the syntax OCTET STRING A nore sophisticated authentication
mechani smw || be defined with another EXTERNAL definition in a
future nmeno.

8.3.3. Presentation Service Paramneters

The val ues and defaults of parameters to the ACSE prinitives that are
given to the presentation service are specified in RFC 1085 [13].

For the Presentation Context Definition List paraneter to the P-
CONNECT service [13, p. 10], the value of the Abstract Syntax Nane
associated with the Presentation Context ldentifier of value one (1)
shall be identical to the OBJECT | DENTI FI ER used for the Application
Cont ext Name (section 8.3.1).

The Quality of Service paraneter shall have the value of either
"tcp-based" or "udp-based."

9. Renpte Operations Service El enent

The Renote Operations Service El ement (ROSE), which provides the
ability to invoke renote operations, is specified in SO 9072-1 [9]
and 9072-2 [10]. ROSE can only be used once an associ ati on has been
est abl i shed between two application entities. ROSE is used to
support CM SE; it is not intended to be used directly by managenent
application processes.

9.1. ROSE Servi ces

The ROSE service definition is detailed in 1SO 9072-1 [9]. Al of
the defined ROSE services are mandatory:

0 RO INVCKE: This unconfirmed service is used by an invoking
ROSE- user to cause the invocation of an operation to be
perfornmed by an i nvoked ROSE-user

0 RO RESULT: This unconfirned service is used by an invoked
ROSE-user to reply to a previous RO I NVOKE indication in the
case of a successfully performed operation

0 RO ERROR This unconfirnmed service is used by an invoked
ROSE-user to reply to a previous RO I NVOKE indication in the
case of an unsuccessfully performed operation

0 RO REJECT-U: This unconfirmed service is used by a ROSE-user
to reject a request (RO INVOKE indication) of the other
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ROSE-user if it has detected a problem It nay al so be used
by a ROSE-user to (optionally) reject a reply (RO RESULT
i ndi cation, RO ERROR indication) fromthe other ROSE-user

0 RO REJECT-P: This provider-initiated service is used to advise
a ROSE-user of a problemdetected by the ROSE-provider

Mappi ngs of ROSE services to | SO presentation services and ROSE APDUs
are shown in Table 7, along with a section reference to | SO 9072-1

[9].

U Fom ek o e e e e U +
| ROSE | 1SO 9072-1 | Rel at ed | Associ ated

| Service | Reference | Presentation Service | APDUs

Fom e e e e oo - Fomm e oo - o m e e e a e oo Fom e e e e oo - +
| RO-INVOKE | 10.1 | P- DATA | RO V

| RO-RESULT | 10.2 | P- DATA | RORS

| RO ERROR | 10.3 | P- DATA | ROER

| RO REJECT-U | 10. 4 | P- DATA | RORJ |
| RO REJECT-P | 10.5 | P- DATA | RORJ |
Fom e e e e oo - Fomm e oo - o m e e e a e oo Fom e e e e oo - +

Table 7. Mapping of ROSE Services

9.2. Supporting Services

ROSE wi Il only nmake use of the presentation |ayer service P-DATA
This service is provided by the LPP. The following restrictions are
a consequence of the use of the LPP: First, mappings to the Reliable
Transfer Service Element (RTSE) are not possible, since no RTSE is
present. Second, no data token is used with the presentation

servi ces.

9.3. ROCSE Protoco

The protocol specification for ROSE shall follow I SO 9072-2 [10].

Al four APDUs specified in the standard are nandatory. |In addition
the ability to support the correct origination and reception of the
linked-id protocol elenment is required if the multiple reply
functional unit has been selected (section 7.1.2).

9.3.1. Operation Cd ass

Since no turn managenent is required by ROSE, the Operation O ass
par amet er nmay be ignored.
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9.3.2. Priority

ROSE wil | deliver each APDU in a "first in, first out" manner. Since
no turn managenment is required by ROSE, the Priority paraneter may be
i gnor ed.

10. Lightweight Presentation

The specification for the |ightweight presentation protocol (LPP) is
contained in RFC 1085, "I1SO Presentation Services on top of TCP/IP-
based internets” [13]. The services defined in that meno are the

m ni mal set of |SO presentation services required to support ACSE and
ROSE. The protocol specified to provide these services is a

repl acenent for the | SO presentation protocol

10.1. Lightweight Presentation Services

Al of the 1SO presentation services provided by the LPP are
mandat ory: P- CONNECT, P- RELEASE, P-U ABORT, P-P-ABORT, and P- DATA.

10. 2. Supporting Services

Depending on the quality of service indicated in the P-CONNECT
request, the LPP will use either UDP (low quality) or TCP (high
quality) as the underlying transport protocol. UDP provides an
unreliabl e datagram service, while TCP provides a reliable
connection-oriented transport service.

Practically speaking, there are two ways to di scover whether a renote
system supports the LPP over UDP or TCP. The first is to use sone
undefined formof directory service. This might be nothing nore than
a local table. The second way is sinply to attenpt to establish an
association with the renote application entity using the desired

quality of service. |If the transport for that service is unavail abl e
on the renpte system then the | ocal presentation-service-provided
will issue a negative P-CONNECT. CONFI RMATION primtive. This will be

interpreted by ACSE as a failure to establish an association with the
desired quality of service

The foll owi ng well-known UDP and TCP port nunbers are defined:

cnot nmanager 163/tcp
cnot manager 163/ udp
cnot agent 164/ tcp
cnot agent 164/ udp

VWhen UDP is used, an inplenentation need not accept a |ightweight
presentati on PDU whose | ength exceeds 484. The purpose of this
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10.

11.

12.

restriction is to ensure that CM P requests and responses can be
transmtted in a single unfragnmented | P datagram

3. Lightweight Presentation Protocol

No further agreements are needed for the |ightweight presentation
protocol defined in RFC 1085.
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Appendi x A - The CMOT Group
CMOT DEFINITIONS ::= BEG N
| MPORTS OBJECT- TYPE FROM RFC1065- SM ;
| MPORTS mi b FROM RFC1066- M B;
cnot  OBJECT IDENTIFIER ::={ nmb 9}

-- The foll owi ng assignnents are nade for the purpose of
-- identification within CMOT and do not refer to M B objects.

cnot Ver si on OBJECT IDENTIFIER ::= { crot 1}
cnot Acsel nfo OBJECT IDENTIFIER ::={ cnot 2}
cnot AcseAccessContr ol OBJECT IDENTIFIER ::= { cnotAcselnfo 1}

-- The following definition is made for use in referencing a
-- managed system (for the purpose of proxy managenent) in the
-- CMP hject Instance field. It does not represent a MB

-- object.

cnot System D OBJECT- TYPE
SYNTAX Cnot Systen D
ACCESS not-accessible
STATUS opti onal

::={ crmot 3}

Cmot System D :: = CHO CE {
arbitrary [0] IMPLICIT OCTET STRI NG
proxyl ndex [1] IMPLICI T | NTEGER,
i net Addr [2] IMPLICIT | pAddress,
domai nName [3] IMPLICIT OCTET STRI NG,
mac802Addr [4] IMPLICIT OCTET STRI NG,
x121Addr [5] IMPLICIT OCTET STRI NG,
nsap [6] IMPLICIT OCTET STRI NG,
net bi osName [7] IMPLICIT OCTET STRI NG,
snaNane [8] IMPLICIT CCTET STRI NG
adm nl d [9] IMPLICIT OBJECT | DENTI FI ER

}

-- Al addresses shoul d be conveyed in network-byte order.
END
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Appendi x

ool

B - Managenent Information Summary

RFC1066- M B- | NTERPRETATI ON

Varri er

{ iso org(3) dod(6)

DEFI NI TI ONS :

= BEG N

internet(1) mgnmt(2) 1 }

April 1989

| MPORTS ngnt, OBJECT- TYPE FROM RFC1065- SM ;

mb

system

i nterfaces
at

ip

icnp

tcp

udp

egp

OBJECT | DENTI FI ER ::

OBJECT | DENTI FIER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FIER : :
OBJECT | DENTI FI ER ::

latn Yot Yot Vet X ane Vann Vo Vo ) —~

-- definition of object class

OBJECT- CLASS MACRO ::=

BEG N
TYPE NOTATI ON

VALUE NOTATI ON :

Subd assOf
Superiors
Names
Attributes
Superi or Li st
Superi or

AttributelList
Attribute

END

Superior | Superior
val ue( OBJECT- CLASS)

val ue( OBJECT- TYPE)

-- the System group

& Besaw

mgnt 1 }

mb
mb
mb
mb
mb
mb
mb
mb

O~NO O WNE
e e e e e e (e

Subd assOf Superiors Names Attributes
val ue( VALUE OBJECT | DENTI FI ER)

" SUBCLASS OF" val ue( OBJECT- CLASS)

| enpty .
::= "SUPERI ORS" "{" SuperiorList "}"
| enpty
ci= "NAMES" "{" AttributeList "}"

| enpty ,

::= "CONTAINS" "{" AttributeList "}"
| enmpty

Superi or Li st

Attribute | Attribute "," Attributelist
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Varri er

syst em OBJECT- CLASS

NAMES { cnotSystem D }
CONTAINS {
sysDescr,
sysObj ect | D,
sysUpTi ne

}
o= { mb 1}

-- the Interfaces group

i nterfaces OBJECT- CLASS

i f Tabl e

i fEntry

& Besaw

}
.::{

SUPERI ORS { system}
CONTAINS { ifNunber }
= { mb 2}

OBJECT- CLASS
SUPERIORS { interfaces }
::={ interfaces 2}

OBJECT- CLASS
SUPERIORS { ifTable }
NAMES { iflndex }
CONTAINS {
i f1ndex,
i f Descr,
i f Type,
i fMu,
i f Speed,
i f PhysAddress,
i f Adm nSt at us,
i f Oper St at us,
i f Last Change,
i flnCctets,
i fl nUcast Pkt s,
i f1 nNUcast Pkt s,
i f1nDi scards,
i flnErrors,
i f1 nUnknownPr ot os,
i fQutCctets,
i f Qut Ucast Pkt s,
i f Qut NUcast Pkt s,
i f Qut Di scards,
i fQutErrors,
i fQut QLen

ifTable 1 }

-- Appendi x A
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Varri er

ool

-- the Address Transl ation group

at OBJECT- CLASS
SUPERI ORS { system}
c:={ mb 3}

at Tabl e OBJECT- CLASS

SUPERI ORS { at }
o= { at 11}

at Entry OBJECT- CLASS

-- the I P group

i p OBJECT- CLASS
SUPERI ORS { system}
CONTAI NS

& Besaw

}
CONTAI NS

SUPERI ORS { atTable }

at | f 1 ndex,
at Net Addr ess

{

at | f 1 ndex,
at PhysAddr ess,
at Net Addr ess

}
c:={ atTable 1}

{
i pForwar di ng,
i pDefaul t TTL,
i pl nRecei ves,
i pl nHdr Errors,
i pl nAddr Errors,
i pFor wDat agr ans,
i pl nUnknownPr ot os,
i pl nDi scards,
i pl nDel i vers,
i pQut Request s,
i pQut Di scards,
i pQut NoRout es,
i pReasnli nmeout ,
i pReasnReqds,
i pReasnMXKs,
i pReasnfail s,
i pFragCKs,
i pFragFail s,
i pFragCreates
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c:={ mb 4}
-- the IP Interface table

i pAddr Tabl e OBJECT- CLASS
SUPERIORS { ip }

o={ ip 20}

i pAddr Ent ry OBJECT- CLASS

SUPERI ORS { i pAddrTable }
NAMES { i pAdEnt Addr }
CONTAINS {

i pAdENnt Addr

i pAdENt | f I ndex,

i pAdENt Net Mask,

i pAdEnt Bcast Addr

}
.= { ipAddrTable 1 }
-- the 1P Routing table

i pRout i ngTabl e OBJECT- CLASS
SUPERIORS { ip }

= {ip 21}

i pRout eEntry OBJECT- CLASS
SUPERI ORS { i pRoutingTabl e }
NAMES { ipRouteDest }
CONTAI NS {
i pRout eDest ,
i pRout el f I ndex,
i pRout eMetricl,
i pRout eMetric2,
i pRout eMetri c3,
i pRout eMetri c4,
i pRout eNext Hop,
i pRout eType,
i pRout ePr ot o,
i pRout eAge
}
::={ ipRoutingTable 1 }

-- the I CWP group
i cnp OBJECT- CLASS
SUPERI ORS { system}

CONTAINS {
i cnpl nMsgs,
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Varri er

-- the TCP group

ool

i cnpl nErrors,

i cnpl nDest Unr eachs,

i cnpl nTi neExcds,

i cnpl nPar nPr obs,

i cnpl nSr cQuenchs,

i cnpl nRedi rects,

i cnpl nEchos,

i cnpl nEchoReps,

i cnpl nTi nest anps,

i cnpl nTi mest anpReps,
i cnpl nAddr Masks,

i cnpl nAddr MaskReps,
i cmpQut Megs,

i cnpQutErrors,

i cnpCQut Dest Unr eachs,
i cnpCQut Ti meExcds,

i cnpCQut Par nPr obs,

i cnpCQut SrcQuenchs,

i cnpQut Redirects,

i cnmpQut Echos,

i cnmpQut EchoReps,

i cnpCQut Ti mest anps,

i cnpCQut Ti mest anpReps,
i cnpCQut Addr Masks,

i cnpQut Addr MaskReps

}
= { mb 5}

tcp OBJECT- CLASS

& Besaw

SUPERI ORS { system}
CONTAINS {

t cpRt oAl gorithm
tcpRt oM n,

t cpRt oM,

t cpMaxConn,

t cpActi veQpens,
t cpPassi veQpens,
tcpAttenpt Fail s,
t cpEst abReset s,
t cpCurr Est ab,

t cpl nSegs,

t cpQut Segs,

t cpRet r ansSegs

}
c:={ mb 6}
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-- the TCP connections table

t cpConnTabl e OBJECT- CLASS
SUPERIORS { tcp }
:={ tcp 13}

tcpConnEntry OBJECT- CLASS
SUPERI ORS { tcpConnTabl e }
NAMES {
t cpConnLocal Addr ess,
t cpConnLocal Port,
t cpConnRenmAddr ess,
t cpConnRenPor t

}
CONTAINS {
tcpConnSt at e,
t cpConnLocal Addr ess,
t cpConnLocal Port,
t cpConnRemAddr ess,
t cpConnRenPor t

}
::={ tcpConnTable 1 }
-- the UDP group

udp OBJECT- CLASS
SUPERI ORS { system}
CONTAI NS {
udpl nDat agr ars,
udpNoPort s,
udpl nErrors,
udpQut Dat agr ans

}
:={ mb 7}

-- the EGP group

egp OBJECT- CLASS
SUPERI ORS { system}
CONTAI NS {
egpl nMsgs,
egpl nErrors,
egpQut Msgs,
egpQut Errors

}
:={ mb 8}
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-- the EGP Nei ghbor table

egpNei ghTabl e OBJECT- CLASS
SUPERIORS { egp }

::={ egp 5}

egpNei ghEnt ry OBJECT- CLASS
SUPERI ORS { egpNei ghTabl e }
NAMES { egpNei ghAddr }
CONTAI NS {
egpNei ghSt at e,
egpNei ghAddr

}
::= { egpNeighTable 1}

END
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Appendi x C - Sanmpl e Protocol Exchanges

The foll owi ng are sanpl e protocol exchanges between a manager and an
agent. The nmanager establishes an association with the agent,
requests the nunber of |IP address and header errors, requests the
type of route corresponding to the destination address 10.0.0.51
requests the TCP connection with the well-known port for FTP, and
then rel eases the association. Al of these sanples show the

['i ghtwei ght presentation protocol being used over TCP

-- the nanager sends an ACSE associ ation request carried in a
-- presentation connect request PDU

{
connect Request { -- LPP

version version-1,
reference {
cal I i ngSSUser Ref erence "sri-nic.arpa",
conmonRef erence "8808212225317"
3
asn 1.3.6.1.2.1.9.1.1,
user-data { -- ACSE
pr ot ocol -version versionl
application-context-nane 1.3.6.1.2.1.9.1.1,
user-information {
functional Units {
direct-reference 1.0.9596.2.1.0.0,
encodi ng {
singl e- ASN1-type '010110101010101010110B
-- Full Manager

-- the agent sends an ACSE associ ation response carried in a
-- presentation connect response PDU

{

connect Response { -- LPP
user-data {

Warrier & Besaw [ Page 60]



RFC 1095 ool April 1989

user-information { -- ACSE
functional Units {
direct-reference 1.0.9596.2.1.0.0,
encodi ng {

si ngl e- ASN1-t ype '101001010101010101110B
-- Full Agent

-- the nmanager sends a get request to read the val ues of
-- iplnHdrErrors and iplnAddrErrors

{
userData { -- LPP

ro- 1 nvoke { -- ROSE
i nvokel D 10,
operation-val ue m Get (3),
argunent { -- CMP
baseManagedObj ect C ass {
global Formip { 1.3.6.1.2.1.4}
b

baseManagedj ect | nst ance {
di stingui shedNane {
rel ativeDi stingui shedNane {}
}
} H

attributeldList {
attributeld {
localID 4 -- iplnHdrErrors

} y
attributeld {

localID 5 -- iplnAddrErrors
}
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-- the agent replies with a get response indicating that
-- iplnHdrErrors = 0 and iplnAddrErrors = 2

{
userData { -- LPP

ro-Result { -- ROSE
i nvokel D 10,
{
oper ation-val ue m Get (3),
argunent { -- CMP
baseManagedj ect C ass {
global Formip { 1.3.6.1.2.1.4}
b

baseManagedj ect | nst ance {
di stingui shedNane {
rel ativeDi stingui shedNane {}
}
H

current Ti me "19880821222541. 300000Z",
attributeList {
attribute {
attributeld {
local ID 4 -- iplnHdrErrors
H

attributevalue 0O

}1
attribute {

attributeld {
localID 5 -- iplnAddrErrors
}1

attributevVal ue 2

-- the nanager sends a get request to discover the ipRouteType for
-- the IProuting entry with i pRouteDest = 10.0.0.51

Warrier & Besaw [ Page 62]



RFC 1095 ool April 1989

{
userData { -- LPP
ro- I nvoke { -- ROSE
i nvokel D 11,
operation-value mGet (3),
argunent { -- CMP
baseManagedOhj ect C ass {
gl obal Form i pRouteEntry { 1.3.6.1.2.1.4.21.1 }
b
baseManagedj ect | nst ance {
di stingui shedNane {
rel ativeDi stingui shedNane {
attri but eval ueAssertion {
attribut eType i pRout eDest
{ 1.3.6.1.2.1.4.21.1.1 },
attributeval ue 10.0.0.51
}
}
}
H
attributeldList {
attributeld {
| ocal ID 8 -- 1 pRout eType
}
}
}
}
}
}
-- the agent replies with a get response indicating the appropriate
-- route type
{
userbData { -- LPP
ro-Result { -- ROSE
i nvokel D 11,
{

operation-val ue m Get (3),
argunent { -- CMP
baseManagedObj ect C ass {
gl obal Form i pRouteEntry { 1.3.6.1.2.1.4.21.1 }
b

baseManagedj ect | nst ance {
di stingui shedNane {
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rel ativeDi stingui shedNane {
attri buteVal ueAssertion {
attribut eType i pRout eDest
{ 1.3.6.1.2.1.4.21.1.1 },
attributeval ue 10.0.0.51

} }
current Ti me " 19880821222613. 780000Z2",
attributeList {

attribute {
attributeld {
local ID 8 -- i pRout eType
b
attributevalue "direct”
}
}
}
}
}
}
}
-- the nanager sends a get request to read the TCP connection with
-- the well-known port for FTP.
{
userbData { -- LPP
ro- I nvoke { -- ROSE
i nvokel D 12,
operation-val ue m Get (3),
argunent { -- CMP

baseManagedj ect C ass {
gl obal Form tcpConnTable { 1.3.6.1.2.1.6.13 }
}1

baseManagedj ect | nst ance {
di stingui shedNane {
rel ativeDi stingui shedNane { }

}
}1
scope onelLevel (1),
filter {

item {
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equal ity {
attributeType tcpConnLocal Port
{ 1.3.6.1.2.1.6.13.1.3 }

attributeval ue 21 -- ftp
}
}
attributeldList { } -- an enpty list nmeans all attributes
}
}
}
}
-- the agent replies with a get response providing the desired TCP
-- connection information. If nore than one TCP connecti on had
-- satisfied the filter condition, a series of one or nore |inked
-- reply PDUs woul d have been returned before the final get response.
{
userData { -- LPP
ro-Result { -- ROSE
i nvokel D 12,
{

operation-val ue m Get (3),
argunent { -- CMP
baseManagedbj ect C ass {
gl obal Form tcpConnEntry { 1.3.6.1.2.1.6.13.1 }
b

baseManagedoj ect | nst ance {
di sti ngui shedNane {
rel ativeDi stingui shedNane {

attri but eval ueAssertion {
attributeType { tcpConnLocal Address },
attributeVal ue 128.10.0. 34

H

attributeVal ueAssertion {
attributeType { tcpConnLocal Port },
attri buteval ue 21

b

attribut eval ueAssertion {
attributeType { tcpConnRemAddress },
attributevValue 0.0.0.0

b

attri but eval ueAssertion {
attributeType { tcpConnRenPort },
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attributevalue 0O
} H

} }
chrrentTine "19880821222541. 300000Z",
attributeList {

attribute {
attributeld {
localld 1 -- tcpConnState
}y
attri buteVal ue LI STEN
}1
attribute {
attributeld {
localld 2 -- tcpConnLocal Address
}y
attri buteVal ue 128.10.0. 34
}1
attribute {
attributeld {
localld 3 -- tcpConnLocal Port
}y
attri buteval ue 21
}1
attribute {
attributeld {
localld 4 -- tcpConnRenAddr ess
}y
attributevValue 0.0.0.0
}1
attribute {
attributeld {
localld 5 -- tcpConnRenPort
}y
attributeValue 0
}
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-- the nanager sends a presentation rel ease request

{
rel easeRequest { --
user-data { --
reason norme
}
}
}
-- the agent sends a presentation rel ease response
{
rel easeResponse { --
user-data { --
reason nor nal
}
}
}
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