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TCP AND | P BAKE OFF
Status of This Meno

This meno descri bes sone of the procedures, scoring, and tests used
in the TCP and I P bake offs held in the early devel opnment of these

protocols. These procedures and tests nmay still be of use in testing
newly inplemented TCP and I P nodules. Distribution of this neno is
unl i mted.

| ntroducti on

In the early days of the devel opment of TCP and I P, when there were
very few i nplenentati ons and the specifications were still evolving,
the only way to determine if an inplenentation was "correct” was to
test it against other inplementations and argue that the results
showed your own inplenmentation to have done the right thing. These
tests and di scussions could, in those early days, as |likely change
the specification as change the inplenentation

There were a few tines when this testing was focused, bringing
together all known inpl enentations and running through a set of tests
i n hopes of denonstrating the N squared connectivity and correct

i mpl ement ation of the various tricky cases. These events were called
"Bake OFfs".

An early version of the list of tests included here appears in | EN-69
of October 1978. A denonstration of four TCP inpl enentations was
hel d at the Defense Communi cation Engi neering Center in Reston,
Virginia on 4 Decenmber 1978, and reported in | EN-70 of Decenber 1978.
A bake of f of six inplenmentations was held 27-28 January 1979 at

USC- I nformation Sciences Institute in Marina del Rey, California and
reported in EN-77 of February 1979. And a distributed bake of f was
held in April 1980 over the network and reported in | EN-145 of May
1980.

The foll owi ng section reproduces (with very slight editing) the
procedure, tests, and scoring of the April 1980 Bake O f.
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Pr ocedur e

This is the procedure for the TCP and | P Bake O f. Each inplenentor
of a TCP and IPis to performthe following tests and to report the
results. In general, this is done by using a test program or user
Tel net programto open connections to your own or other TCP

i mpl enent ati ons.

Sone test are made nore interesting by the use of a "flakeway". A
fl akeway is a purposely flakey gateway. It should have control
paranmeters that can be adjusted while it is running to specify a
percentage of datagrans to be dropped, a percentage of datagrans to
be corrupted and passed on, and a percentage of datagrans to be
reordered so that they arrive in a different order than sent.

Many of the follow ng apply for each distinct TCP contacted (for
exanple, in the Mddl eweight Division there is a possibility of 20
points for each other TCP in the Bake O f).

Not e Bene: Checksuns nust be enforced. No points will be awarded if
the checksumtest is disabled.

Feat herwei ght Di vi si on
1 point for talking to yourself (opening a connection).

1 point for saying sonething to yourself (sending and receiving
dat a) .

1 point for gracefully ending the conversation (closing the
connection wi thout crashing).

2 points for repeating the above without reinitializing the
TCP.

5 points for a conplete conversation via the testing gateway.
M ddl ewei ght Di vi si on
2 points for talking to someone el se (opening a connection).

2 points for saying sonething to sonmeone el se (sendi ng and
receiving data).

2 points for gracefully ending the conversation (closing the
connection w thout crashing).
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4 points for repeating the above without reinitializing the
TCP.

10 points for a conplete conversation via the testing gateway.
Heavywei ght Di vi si on

10 points for being able to talk to nore than one other TCP at
the sane tine (multiple connections open and active
simul taneously with different TCPs).

10 points for correctly handling urgent data.
10 points for correctly handling sequence nunber w aparound.

10 points for correctly being able to process a "Kam kaze"
packet (AKA nastygram christmas tree packet, |anmp test

segnent, et al.). That is, correctly handle a segnent with the
maxi mum conbi nati on of features at once (e.g., a SYN URG PUSH
FI N segnent with options and data).

30 points for KOG ng your opponent with |l egal blows. (That is,
operate a connection until one TCP or the other crashes, the
surviving TCP has KCed the other. Legal blows are segnents
that neet the requirenents of the specification.)

20 points for KO ng your opponent with dirty blows. (Dirty
bl ows are segnents that violate the requirements of the
specification.)

10 points for showi ng your opponents checksumtest is faulty or
di sabl ed.

Host & Gateway | P Division

25 poi

nts for doing fragnentation and reassenbly.

15 points for doing | oose source route option

15 poi

nts for doing strict source route option.

10 points for doing return route option

10 poi

nts for using source quench nessages.

10 poi

nts for using routing advice nessages.

5 points for doing sonething with the type of service.
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5 points for doing sonething with the security option

5 points for doing something with the tinmestanp option

5 points for show ng that a gateway forwards datagrans w t hout
decreasing the tine to live (showing a gateway is faulty).

5 points for showing that a gateway forwards datagranms with the
time to live equal zero (showing a gateway is faulty).

10

poi nts for show ng that a gateway or hosts checksumtest is

faulty or disabled (showing a gateway is faulty).

Bonus

10

20

30

40

50

Poi nt s

points for the best excuse.

points for the fewest excuses.

points for the | ongest conversation

points for the nost simultaneous connections.

points for the nost sinmultaneous connections with distinct

TCPs.

Tests

The following tests have been identified for checking the
capabilities of a TCP i nplenentation. These may be useful in
attenpting to KO an opponent.

1

Post el

Si ngl e connection. Open & close a single connection many
tinmes.

Mul ti connections. Open several connections
si mul taneously. Two connections to the same socket
(i.e., a-b and a-c) check proper separation of data

Hal f Open Connection. Open a connection, crash |local TCP
and attenpt to open sane connection again
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Pi ggy-back Loop. Open connections via Tel net.

user telnet--->TCP--->|P--->net--->P--->TCP--->server telnet

|
Vv

server telnet<---TCP<---|P<---net<---1P<---TCP<---user telnet

I
\%

user telnet--->..

5.

10.

11.

12.

13.
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Maxi mum connecti ons. Open connections between a pair of
TCP until refused or worse.

Ref used connection. Open a connection to a non-accepting
socket, does it get refused?

Zero Wndow. Try to send data to a TCP that is presenting
a zero wi ndow.

Fire Hose. Make many connections to data source ports, or
connections to a data sink and send as fast as you can

Urgent Test. Try to send data to a user programthat only
recei ves data when in urgent node.

Kam kazi Segnent. Send and receive nastygrans. A
nastygramis a segnent with SYN, EOL, URG and FIN on and
carrying one octet of data.

Sequence Waparound. Test proper functioni ng when sequence
nunbers (a) pass 2**31 (i.e., go fromplus to "m nus") and
(b) pass 2**32 (i.e., go from2**32-1 to 0).

Buf fer size. Wth buffer size not equal to one, send data
in segments of various sizes, use urgent occasionally.

Send a nastygraminto a half open connection when the
sequence nunber is about to wap around.
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New | deas
The above tests check for basic operation and handling of sonme of the
tricky cases. They do not consider performance in any way, or check
to see if some of the recently devel oped i deas have been inpl enent ed.
New Mechani smns

1. The John Nagel Procedures (RFC-896).

2. The Van Jacobson Procedures (slow start, RTT neasurenents,
etc).

3. The SQuI D Procedures (RFC 1016).

Per f ormance Tests
Performance tests are difficult to specify because the results
depend so nmuch on the state of the environnment of the test.

Here are a few possibilities:

1. FTP Throughput: Send a 1 nmegabyte file to a locally nearby
machi ne on an Ethernet neasuring the el apsed tine.

2. FTP Throughput: Send a 1 negabyte file to a locally nearhby
machi ne on an ARPANET neasuring the el apsed tine.

3. NETBLT Throughput: Send a 1 negabyte file to a locally
near by machi ne on an Ethernet neasuring the el apsed tine.

4. NETBLT Throughput: Send a 1 negabyte file to a locally
near by machi ne on an ARPANET measuring the el apsed tine.

5. Character Test: Use a test programto send a character via
TCP to the Echo Server (RFC-862), time the round trip (from

the tine the character is sent until the echo is returned
to the test program.

Appendi x
For History Buffs Only:

The following itemwas in the original 1980 tests, but has been
noved to this appendix since it no | onger applies.

10 points for correctly handling rubber baby buffer bunpers in
both directions (End of Letter sequence nunber adjustments).
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