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A SURVEY OF DATA REPRESENTATI ON STANDARDS

Status of This Menp

Thi s RFC di scusses data representation conventions in the
ARPA- | nt ernet and suggests possible resolutions. No proposals in
this docunent are intended as standards for the ARPA-Internet at this
time. Rather, it is hoped that a general consensus will energe as to
the appropriate approach to these issues, |eading eventually to the
adopti on of ARPA-Internet standards. Distribution of this neno is
unlimted.

1. Introduction

This report is a conparison of several data representation standards
that are currently in use. The standards, or systemtype
definitions, that will be discussed are the CCTT X 409
recomendati on, the NBS Conputer Based Message System ( CBMVS)
standard, DARPA Miultimedia Mail system the Courier renpte procedure
call protocol, and the SUN Renote Procedure Call package.

One purpose of this report is to determ ne how the CCl TT standard,

whi ch is gaining wide acceptance internationally, conpares with sone
of the other standards that have been devel oped in the areas of
electronic mail, distributed interprocess comrunication, and renote
procedure call. The CCITT X. 409 recomrendation, which is entitled
"Presentation Transfer Syntax and Notation" is an internationa
standard which is a part of the X 400 series Message Handling Systens
(MHS) specifications [1]. It has been adopted by both the NBS and

the 1 SO standards organi zations. In addition, sonme comercia
organi zati ons have announced intentions to support a CCITT interface
for electronic mail. The NBS Conputer Based Message System ( CBVS)

standard was devel oped previously and was published as a Federa

I nformati on Processing Standard (FIPS Publication 98) in 1983 [3].
The DARPA Multinmedia Mail systemis an experinental electronic mail
systemwhich is in use in the DARPA Internet [2,4,5]. It is used to
create and distribute nessages that incorporate text, graphics,
stored speech, and i mages and has been inplemented on on several very
di fferent machines. Courier is the XEROX network systems renpte
procedure call protocol [7]. The SUN Renote Procedure Call package

i mpl enents "network pipes" between UNI X nmachi nes [6].
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2. Background

This section presents a brief overview of the basic term nol ogy and
approach of each data representation standard.

2.1. Interprocess Comuni cati on Standards

The standards that are oriented towards distributed interprocess
conmuni cati on or renote procedure call, between |ike machines,
general ly favor the use of types that map easily into the types
defined in the progranmm ng | anguage in use on the system For
exanpl e, the types defined for the XEROX Courier systemresenble
the types found in the Mesa progranm ng | anguage. Simlarly, the
SUN Renpte Procedure Call systemtypes resenble the types found in
the C progranmm ng | anguage. An advantage of a system i npl enented
using like machines is that the external data representation can
be defined in such a way that the conversion to and fromthe | oca
format is mnimal.

2.1.1. Courier

The Courier standard data types are used to define the data
obj ects which are transported bi-directionally between system
el enents that are running the Courier renmote procedure cal
protocol. The "standard representation” of a type is the
encodi ng of the data which is transmtted. The "standard
notation" refers to the conventions for the interpretation of
the data by higher-level applications. The standard
representation of a data object encodes the val ue of the
object, but the type of the object is determ ned by the
software that generates or interprets the representation.

2.1.2. SUN Renpte Procedure Call Package

The SUN Renote Procedure Call package includes routines which
all ow a process on one UNI X nachi ne to consune data produced by
a process on another UNI X machine. This is called a "network
pi pe" and is an extension of the standard UNI X pi pe. The
"eXternal Data Representation (XDR)" standard defines the
routines that are used to encode or "serialize" data for

transm ssion, or to decode or "deserialize" data for |oca
interpretation. The syntax suggests that perhaps it should be
called "renpte interprocess conmuni cation" rather than "renote
procedure call".
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2.2. Message Standards

The nessage oriented standards, including DARPA Miltinedia Mail
NBS CBMS, and the CCITT X 409 standards, seemto favor nore
general, highly extensible type definitions. This may have
sonmething to do with the expectation that a systemw |l include
many di fferent machi nes, progranmred using nmany different

pr ogramm ng | anguages.

2.2.1. DARPA Multimedia Mi
The DARPA Multinmedia Mail system was devel oped for use in DoD

Internet conmunity. The set of data el enents used in the
Mul ti nmedi a Message Handling Facility (MVHF) is referred to as

its "presentation transfer syntax". The encoding of these data
el ements varies with the data type being represented. Each
begins with a one-octet "el enent-code". Sone data elenents are

of a pre-determined |l ength. For exanple, the |INTEGER data

el ement occupies five octets, one for the el ement-code, and
four which contain the "value conponent”. Oher data el enents,
however, may vary in length. For exanple, the TEXT data

el ement, is nade up of a one-octet elenent-code, a three-octet
count of the characters to follow, and a variable nunber of
octets, each containing one right-justified seven bit ASCI
character. The elenment-code and the length constitute the
conmponent .

tag

A "base data elenment” is self contained, while a "structured
data elenment" is forned using other data elements. The LIST
data element is used to create structures conposed of other

el ements. The tag component of a LIST is made up of a
one-octet el enent-code, a three-octet count of the nunber of
octets to follow, and a two-octet count of the nunber of

el ements that follow. The PROPLI ST data elenent is used to
create a structure that consists of a set of unordered
nane-val ue pairs. The tag conmponent of a PROPLIST is nade up
of a one-octet elenent-code, a three-octet count of the nunber
of octets to follow, and a one-octet count of the nunber of
nane-val ue pairs in the PROPLIST. Both the LIST and the
PROPLI ST el emrents are followed by an ENDLI ST data el enment.

2.2.2. NBS Computer Based Message System
The NBS Comput er Based Message System (CBMS) standard was
devel oped to specify the format of a nmessage at the interface

bet ween di fferent conputer-based nessage systenms. Each data
el enent consists of a series of "conponents". The five
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possi bl e types of conponent are the "identifier octet", the

"l ength code", the "qualifier"”, the "property-list" conponent,
and the "data el enent contents". Every data el enent contains
an identifier octet and a Il ength code. The identifier octet
contains a one-bit flag that signifies whether the data el enent
contains a property-list, and a code identifying the data

el ement and signifying whether it contains a qualifier. In the
NBS standard, the property-list is associated with a data

el ement and contains properties such as a "printing-nane" or a
"comment". The neaning of the qualifier depends on the data
el ement code. The length code indicates the nunber of octets
followi ng, and is between one and three octets in |ength.

Each data el enent is inherently a "primtive data el ement"”,
whi ch contains a basic itemof information, or a "constructor
data el ement", which contains one or nore data elements. The
"field" data elenment (itself a constructor) uses a qualifier
conponent, which contains a "field identifier" to indicate
whi ch specific field is being represented within a message.

2.2.3. CCTT Recommendati on X. 409

DeSchon

The CCI TT reconmendati on X. 409 defines the notation and the
representati onal technique used to specify and to encode the
Message Handling System (MHS) protocols. The following is a
description of the CCITT approach to encodi ng type definitions.
A data el ement consists of three conponents, the "identifier"
(type), the "length", and the "contents". An elenent and its
conponents consi st of a sequence of an integral nunber of
octets. An identifier consists of a "class" ("universal",
"application-w de", "context-specific", or "private-use"), a
"form ("primtive" or "constructor"”), and the "id code".

There is a convention defined for both single-octet and
multi-octet identifiers. The length specifies the |length of
the contents in octets, and is itself variable in |ength.

There is also an "indefinite" value defined for the |ength;
this means that no length for the contents is specified, and
the contents is terminated with the the "end-of-contents” (ECC)

element. In X 409 it is possible to determ ne whether a data
element is a primtive or a constructor fromthe form part of
the identifier. |In addition it is possible to "tag" the data

by attaching neaning to an id code within the context of a
speci fic application.
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3.

Implicit Versus Explicit Representation

In both the SUN Renpte Procedure Call system and the XEROX Couri er
systemthe type definitions of external data are inplicit. This

neans that for a given type of call, or nessage, the type definitions
which is to be used to interpret the data, are agreed upon by the
sender and the receiver in advance. In other words, parameters (or

nmessage fields) are assumed to be in a predefined order. Each
paranmeter is assunmed to be of a predefined type. This neans the data
cannot be refornated into the local formuntil it reaches a process
that knows about the types of specific paranmeters. At this point,
the conversion can be acconplished using systemroutines that know
how to convert fromthe external format to the local format. |If the
systemis honbgeneous there may be very little conversion required.
In addition, no extra overhead of sending the type definitions with
the data is incurred.

In the DARPA Miultinmedia Mail system the NBS CBM5 standard, and the
CC TT X. 409 recomendation, type definitions are explicit. 1In this
case the type definitions are encoded into the message. There are
several advantages to this approach. One advantage is that it allows
a low level receiver process in the destination host to convert the
data fromthe standard formto a formappropriate for the |ocal host,
as it received. This can increase efficiency if it allows the
destinati on host to avoid passing around data that does not conform
to the local word boundaries. Another advantage is that it provides
flexibility for future expansion. Since the overall length is a part
of the type definition, it allows a host to deal with or ignore data
of types that it does not necessarily understand. Since the
interpretation of the data is not dependent on its position, nessage
fields (or parameters) can be reordered, or optionally omtted. The
di sadvant ages of this approach are as follows. Assum ng that no
field could be omtted, the external representation of the nessage
may be |onger than it would have been if an inplicit representation

had been used. 1In addition, extra time nmay be consuned by the
conversion between external format and | ocal format, since the
external format alnmost certainly will not match the | ocal format for

any of the participants.
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4. Data Representation Standards Scorecard

The following table is a conparison of the data el enents defined for
the various standards being discussed. It is provided in order to
give a general idea of the types defined for each standard, but it
shoul d be noted that the grouping of these types does not indicate
one type corresponds exactly to any other. Were it is applicable,
the identifier code appears in parantheses follow ng the name of the
data el enent. Under "NUMBER', "S" stands for signed, "U' stands for
unsi gned, "V' stands for variable, and the nunber represents the
nunber of bits. For exanple, "Integer S16" neans a "signed 16-bit

i nteger"”.

Type CaTT MVM NBS XEROX Sun

END | End-of - | ENDLI ST | End-of - | -- | --
| Contents | (11) | Constructor |
AN AR |

PAD | Null (5) | NOP (0) | No-Op (0) | -- | --
| | PAD (1) | Paddi ng | |
| | Y |

RECORD | Set (17) | PROPLIST | Set (11) | -- | --

14

I Sequence I LIgT 29) I Sequence I Sequence I Structure
| (16) | | (10) | |
| | | | Record
| | | Message | |
| | | (77) | |
| -- | -- | -- | Array | Fixed Array
| | | | | Counted Array
| "Choice" | -- | -- | Choice | Di scri m nat ed-
| "Any" | | | | Uni on
I "Tagged" I "name" I Field (76) I -- I --
| | | Uni que- 1 (9) | |
| -- | SHARE- TAG | -- | -- | --
| | (12) | | |
| | SHARE- REF | | |
| | (13) | | |
| | | | |
| -- | -- | Conpressed | -- | --
| | | (70) | |
| -- | ENCRYPT | Encrypted | -- | --
| | (14) | (71) | |
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BOOLEAN|

NUMBER

Bl T-

STRI NG

STRI NG
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Bool ean(1) |

I nt eger (2)
SYY

(3)
Cct et -
String(4)

| A5 (22)

Nurreri c
(18)
Pri nt abl e
(19)
T.61 (20)
Vi deot ex

|
|
|
|
|
|
|
|
|
|
|
|
|
|
Bit String
|
|
|
|
|
|
|
|
|
|
|
|
|
(21) |

EPl (5)
sV

| NDEX ( 3)
U16

| NTEGER( 4)
S32

FLOAT (15)
64

Bl TSTR( 6)

TEXT (8)

NAME (7)

Bit-String
(67)

ASCl | -
String (2)

XEROX Sun
| Bool ean | Bool ean
I I
| I nteger | I nteger
| S16 | S32
| Cardinal | Unsigned Int
| ule | U32
| Unspeci fi ed| Enuner ati on
| 16 | 32
| Long Int | Hyper Integer
| S32 | S64
| Long Card | Uns Hyper Int
| u32 | Ue4
| Doubl e Prec
| 64
| -- Fl oat Pt
| 32
I
| - - - -
I
| - - Opaque
I
I
I
| Byte String
I
I
I
I
I
I
I
I

I
I
I
I
I
I
I
I
I
String | Count ed-
I
I
I
I
I
I
I
I
I
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Type caTT MW NBS XEROX Sun
OTHER | UTC Tine | - - | Date (40) | - - | - -
| (23) | | | |
| Gen Time | | | |
| (24) | | | |
- 1 .- ] Property- | -- ] -

| | | List (36)] |
I -- I -- IProperty(69)I -- I --
| -- | -- | -- | Procedure | --
I -- I -- I Vendor - I -- I --
| | | Defined | |
| | | (127) | |
| | | Extension | |
| | | (126) | |

5. Concl usi ons

O the standards discussed in this survey, the CCI TT approach (X 409)
has al ready gai ned wi de acceptance. For a systemthat will include a
nunber of dissimlar hosts, as nmight be the case for an Internet
application, a standard that enploys explicit representation, such as
the CCATT X 409, would probably work well. Using the CCITT X 409
standard it is possible to construct nost of the data el ements that
are specified for the other standards, with the possible exception of
the "floating point" type. However, some of the flexibility that has
been built into this standard, such as the "private-use class" may
lead to anbiguity and a | ack of coordination between inplenmentors at
different sites. |If a standard such as the CCTT were to be used in
an Internet experiment a fully defined (but |arge) subset would
probably have to be sel ected.
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