Net wor k Wor ki ng G oup J. Poste
Request for Comments: 840 | Sl
April 1983

O ficial Protocols

This RFC identifies the docunents specifying the official protocols used
inthe Internet. Annotations identify any revisions or changes pl anned.

To first order, the official protocols are those in the Internet

Prot ocol Transition Wrkbook (IPTW dated March 1982. There are severa
protocols in use that are not in the IPTW A few of the protocols in
the | PTWhave been revised these are noted here. In particular, the
mai | protocols have been revised and i ssued as a volune titled "Internet
Mai | Protocol s" dated Novenber 1982. There is a volunme of protoco
related information called the Internet Protocol |nplenenters CGuide
(IPIG dated August 1982. A few of the protocols (in particular the

Tel net Options) have not been revised for many years, these are found in
the ol d ARPANET Protocol Handbook (APH) dated January 1978.

Thi s docunment is organized as a sketchy outline. The entries are
protocols (e.g., Transmi ssion Control Protocol). 1In each entry there
are notes on status, specification, conmrents, other references,
dependenci es, and cont act.

The status is one of: required, recommended, elective, or
experinmental .

The specification identifies the protocol defining docunments.

The coments describe any differences fromthe specification or
problens with the protocol.

The other references identify docunents that comrent on or expand on
the protocol

The dependenci es indicate what other protocols are called upon by
this protocol

The contact indicates a person who can answer questions about the
pr ot ocol
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In particular, the status may need sone further clarification
required
- all hosts nust inplenent the required protocol
recomrended

- all hosts are encouraged to inplenent the recomended
pr ot ocol

el ective
- hosts may inmplenent or not the el ective protocol,

experi ment al
- hosts should not inplenment the experinmental protocol unless
they are participating in the experinment and have coordi nated
their use of this protocol with the contact person, and

none
- this is not a protocol.

Overvi ew
Cat enet Mdde

STATUS: None

SPECI FI CATION: |1 EN 48 (in I PTW

COMVENTS:

G ves an overview of the organi zation and principles of the
I nt ernet.

Coul d be revised and expanded.
OTHER REFERENCES:
DEPENDENCI ES:

CONTACT: Postel @QJSC-1SIF
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Net wor k Level
Internet Protocol (IP)
STATUS: Required
SPECI FI CATION:  RFC 791 (in |IPTW
COMVENTS:
A few m nor problens have been noted in this docunent.
The nost serious is a bit of confusion in the route options.
The route options have a pointer that indicates which octet of

the route is the next to be used. The confusion is between the
phrases "the pointer is relative to this option" and "the

snmal | est | egal value for the pointer is 4". |If you are
confused, forget about the relative part, the pointer begins
at 4.

Anot her inmportant point is the alternate reassenbly procedure
suggested in RFC 815.

Note that ICVWP is defined to be an integral part of IP. You
have not conpleted an inplenmentation of IPif it does not
i ncl ude 1 CvP.
OTHER REFERENCES:
RFC 815 (in IPIG - |P Datagram Reassenbly Al gorithms
RFC 814 (in IPIG - Nanmes, Addresses, Ports, and Routes
RFC 816 (in IPIG - Fault Isolation and Recovery

RFC 817 (in IPIG - Mdularity and Efficiency in Protocol
| npl enent ati on

DEPENDENCI ES:

CONTACT: Postel @Q)SC-| SI F
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Internet Control Message Protocol (1 CWP)

STATUS: Required

SPECI FI CATION: RFC 792 (in | PTW

COMMVENTS:
A few mnor errors in the docunment have been noted.
Suggesti ons have been made for additional types of redirect
nessage and additional destination unreachabl e nessages.

OTHER REFERENCES:

DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @QJSC-| SI F

Host Level

User Dat agram Protocol (UDP)

Post el

STATUS: Recomended

SPECI FI CATION: RFC 768 (in | PTW

COMMVENTS:
The only change noted for the UDP specification is a m nor
clarification that if in computing the checksum a paddi ng octet
is used for the conputation it is not transmitted or counted in
the | ength.

OTHER REFERENCES:

DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @QJSC-1SIF
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Transm ssion Control Protocol (TCP)

Post el

STATUS: Recommended
SPECI FI CATION:  RFC 793 (in I PTW

COMMVENTS:

Many coments and corrections have been received for the TCP
specification docunent. These are prinarily docunment bugs
rat her than protocol bugs.

Event Processing Section: There are many ni nor corrections and
clarifications needed in this section.

Push: There are still sonme phrases in the docunent that give a
"record mark" flavor to the push. These should be further
clarified. The push is not a record mark

Li stening Servers: Several coments have been received on
difficulties with contacting listening servers. There should
be sone discussion of inplenentation issues for servers, and
sone notes on alternative nodels of system and process

organi zation for servers.

Maxi mum Segment Size: The maxi num segment size option should
be generalized and clarified. It can be used to either

i ncrease or decrease the maxi num segnent size fromthe default.
The default should be established nore clearly. The default is
based on the default maximum I nternet Datagram size which is
576 octets counting the I P and TCP headers. The option counts
only the segnent data. For each of IP and TCP the m ni mum
header is 20 octets and the maxi mum header is 60 octets. So the
default maxi mum data segment is could be anywhere from 456 to
536 octets. The current proposal is to set it at 536 data
octets.

I dl e Connections: There have been questions about
automatically closing idle connections. 1dle connections are
ok, and should not be closed. There are several cases where
i dl e connections arise, for exanple, in Telnet when a user is
thinking for a long time following a nessage fromthe server
conputer before his next input. There is no TCP "probe"
mechani sm and none is needed.

Queued Receive Data on Closing: There are several points where
it is not clear fromthe description what to do about data
received by the TCP but not yet passed to the user

particul arly when the connection is being closed. In general
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the data is to be kept to give to the user if he does a RECV
call.

Qut of Order Segnents: The description says that segments that
arrive out of order, that is, are not exactly the next segnent
to be processed, may be kept on hand. It should also point out
that there is a very large perfornmance penalty for not doing
so.

User Tinme Qut: This is the tinme out started on an open or send
call. If this user tinme out occurs the user should be
notified, but the connection should not be closed or the TCB
del eted. The user should explicitly ABORT the connection if he
wants to give up.

OTHER REFERENCES:

RFC 813 (in IPIQ

W ndow and Acknowl edgement Strategy in TCP

RFC 814 (in IPIG Nanes, Addresses, Ports, and Routes

RFC 816 (in IPI G

Fault |solation and Recovery

RFC 817 (in IPIQ
| npl enent ati on

Modul arity and Efficiency in Protocol

DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @QJSC-| SI F

Host Monitoring Protocol (HW)

STATUS: El ective

SPECI FI CATION: | EN 197

COMMVENTS:

This is a good tool for debuging protocol inplenmentations in
smal |l renpotely | ocated conputers.

This protocol is used to nonitor Internet gateways and the
TACs.

OTHER REFERENCES:

DEPENDENCI ES: | nt ernet Protocol

CONTACT: H nden@BBN- UNI X

Post el
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Cross Net Debugger (XNET)
STATUS: El ective
SPECI FI CATI ON: | EN 158
COMVENTS:
Thi s specification should be updated and rei ssued as an RFC
OTHER REFERENCES:
RFC 643
DEPENDENCI ES: | nternet Protocol
CONTACT: Postel @QJSC-1 SI F
Exterior Gateway Protocol (EGP)
STATUS: Experi nent al
SPECI FI CATI ON:  RFC 827
COMVENTS:

Pl ease di scuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @QJSC-1 SI F
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Gat eway Gat eway Protocol (GGP)
STATUS: Experinenta
SPECI FI CATI ON:  RFC 823
COMVENTS:

Pl ease di scuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:

DEPENDENCI ES: | nternet Protocol

CONTACT: Bresci a@BN UNI X

Mul ti pl exi ng Protocol

STATUS: Experi nent al

SPECI FI CATION: | EN 90

COMMVENTS:
No current experiment in progress. There is sone question as
to the extent to which the sharing this protocol envisions can
actually take place. Also, there are sonme issues about the
i nformati on captured in the nultipl exi ng header being (a)

insufficient, or (b) over specific.

Pl ease di scuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @QJSC-1SIF
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St ream Prot ocol (ST)
STATUS: Experi nent al
SPECI FI CATION: | EN 119
COMMVENTS:
The inpl enentation of this protocol has evolved and may no
| onger be consistent with this specification. The docunent

shoul d be updated and issued as an RFC.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol
CONTACT: For gi e@BN

Net wor k Voi ce Protocol (NVP-11)
STATUS: Experi nent al
SPECI FI CATI ON: RFC xxx
COMVENTS:

The specification is an ISl Internal Memo which shoul d be
updated and i ssued as an RFC.

Pl ease di scuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol, Stream Protocol

CONTACT: Casner @QJSC-| SI B
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Tel net Protocol (TELNET)

STATUS: Recommended

SPECI FI CATI ON

COMMVENTS:

A few m nor typographical

RFC 764 (in | PTW

O ficial

Apr i

clarification of the SYNCH nechani sm shoul d be nmade.

OTHER REFERENCES:

DEPENDENCI ES: Transmi ssion Control Protoco

CONTACT: Postel @QJSC-1| SI F

Tel net Options (TELNET)

734

Nunber Nare
0 Bi nary Transm ssion
1 Echo
2 Reconnecti on
3 Suppress Go Ahead
4 Approxi mat e Message Size Negotiation
5 St at us
6 Ti m ng Mark
7 Renote Controlled Trans and Echo
8 Qut put Line Wdth
9 Qut put Page Size
10 Qut put Carriage-Return Disposition
11 Qut put Hori zontal Tabstops
12 Qut put Horizontal Tab Disposition
13 Qut put Fornfeed Di sposition
14 Qut put Vertical Tabstops
15 Qut put Vertical Tab D sposition
16 Qut put Li nefeed Disposition
17 Ext ended ASCI
18 Logout
19 Byt e Macro
20 Data Entry Term na
21 SUPDUP
22 SUPDUP Qut put
23 Send Location
255 Ext ended- Opti ons- Li st

Post el

651
726

652
653
654
655
656
657
658
698
727
735
732
736
749
779

APH
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

no

no
yes

[ Page
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errors should be corrected and some

USE
yes
yes
no
yes
no
yes
yes
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
yes
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STATUS: Elective
SPECI FI CATION:  (in APH)
COMMENTS:
There is an open question about some of these. Mst of the
options are inplenented by so few hosts that perhaps they
shoul d be elimnated. These should all be studied and the

useful ones reissued as RFCs.

The last colum (USE) of the table above indicates which
options are in general use.

The foll owi ng are reconmended: Binary Transm ssion, Echo,
Suppress Go Ahead, Status, Timng Mark, and Extended Options
Li st.
Many of these nust be revised for use with TCP

OTHER REFERENCES:

DEPENDENCI ES: Tel net

CONTACT: Postel @QJSC-1SIF

File Transfer Protocol (FTP)

STATUS: Recomended

SPECI FI CATION:  RFC 765 (in | PTW

COMMVENTS:
There are a nunber of mnor corrections to be made. A mmjor
change is the deletion of the nail commuands, and a mmj or
clarification is needed in the discussion of the nmanagenent of
the data connection. Also, a suggestion has been nmade to
i ncl ude sone directory nanipul ati on comands (RFC 775).
Event hough the MAIL features are defined in this docunent, they
are not to be used. The SMIP protocol is to be used for al
mail service in the Internet.
Dat a Connecti on Managenent :

a. Default Data Connection Ports: Al FTP inplenentations

nmust support use of the default data connection ports, and
only the User-Pl may initiate the use of non-default ports.
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b. Negotiating Non-Default Data Ports: The User-Pl may
specify a non-default user side data port with the PORT
conmand. The User-Pl may request the server side to
identify a non-default server side data port with the PASV
conmand. Since a connection is defined by the pair of
addresses, either of these actions is enough to get a

di fferent data connection, still it is permitted to do both
conmands to use new ports on both ends of the data
connecti on.

c. Reuse of the Data Connection: When using the stream
node of data transfer the end of the file must be indicated
by closing the connection. This causes a problemif
multiple files are to be transfered in the session, due to
need for TCP to hold the connection record for a tinme out
period to guarantee the reliable communication. Thus the
connection can not be reopened at once.

There are two solutions to this problem The first is to
negotiate a non-default port (as in (b) above). The
second is to use another transfer node.

A coment on transfer nodes. The streamtransfer node is
i nherently unreliable, since one can not determine if the
connection closed prematurely or not. The other transfer
nodes (Bl ock, Conpressed) do not close the connection to
indicate the end of file. They have enough FTP encodi ng
that the data connection can be parsed to determ ne the
end of the file. Thus using these nbdes one can | eave
the data connection open for nultiple file transfers.

Wy this was not a problemwith the old NCP FTP:

The NCP was designed with only the ARPANET in m nd.
The ARPANET provides very reliable service, and the

NCP counted on it. |[If any packet of data from an NCP
connection were | ost or damaged by the network the NCP
could not recover. It is atribute to the ARPANET

designers that the NCP FTP worked so well.

The TCP is designed to provide reliable connections
over many different types of networks and

i nterconnections of networks. TCP nust cope with a
set of networks that can not prom se to work as well
as the ARPANET. TCP must make its own provisions for
end-to-end recovery from|lost or damaged packets.
This leads to the need for the connection phase-down
time-out. The NCP never had to deal with

acknow edgenents or retransm ssions or nany other
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things the TCP nmust do to nmake connection reliable in
a nore conpl ex worl d.
LI ST and NLST:
There is sone confusion about the LIST an NLST comands, and
what is appropriate to return. Some clarification and
notivation for these commands shoul d be added to the
speci fication.
OTHER REFERENCES:
RFC 678 - Document File Format Standards
DEPENDENCI ES: Transm ssi on Control Protoco

CONTACT: Postel @QJSC-| SI F

Trivial File Transfer Protocol (TFTP)

STATUS: El ective
SPECI FI CATION:  RFC 783 (in I PTW
COMVENTS:

No known problens with this specification. This is in use in
several |ocal networks.

OTHER REFERENCES:
DEPENDENCI ES: User Dat agram Pr ot oco

CONTACT: Postel @QJSC-1 SI F

Sinple Mail Transfer Protocol (SMIP)

Post el

STATUS: Recommended

SPECI FI CATION:  RFC 821

COMMENTS:
Thi s has been revised since the IPTW it is in the "Internet
Mai | Protocol s" volunme of Novenber 1982. RFC 788 (in IPTW is

obsol et e.

There have been many m sunderstandings and errors in the early
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i mpl ement ati ons. Sone docunentati on of these problens can be

found in the file [ISIF] <SMIP>NAI L. ERRORS.

Some m nor differences between RFC 821 and RFC 822 shoul d be

resol ved.
OTHER REFERENCES:

RFC 822 - Muil Header Format Standards

This has been revised since the IPTW it
Mai | Protocol s" vol unme of Novenber 1982.

is in the "Internet
RFC 733 (in I PTW

is obsolete. Further revision of RFC 822 is needed to

correct sonme mnor errors in the details of the

speci fication.
DEPENDENCI ES: Transni ssion Control Protocol
CONTACT: Postel @QJSC-1SIF
Renote Job Entry (RIE)

STATUS: El ective
SPECI FI CATI ON: RFC 407 (in APH)
COMVENTS:

Sone changes needed for use with TCP.

No known active inplenmentations.
OTHER REFERENCES:

DEPENDENCI ES: Fil e Transfer Protocol
Transm ssi on Control Protocol

CONTACT: Postel @QJSC-1SIF

Post el
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Renote Job Service (NETRIS)

STATUS: El ective
SPECI FI CATION: RFC 740 (in APH)
COMVENTS:

Used with the UCLA | BM CS system

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

Revi sion in progress.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol

CONTACT: Braden@JSC-1 SI A

Rermot e Tel net Service

STATUS: El ective

SPECI FI CATI ON:  RFC 818

COMMENTS:

OTHER REFERENCES:

DEPENDENCI ES: Tel net, Transm ssion Control Protocol

CONTACT: Postel @QJSC-1 SI F

Graphi cs Protocol

Post el

STATUS: El ective

SPECI FI CATION: NI C 24308 (in APH)

COMMENTS:
Very m nor changes needed for use with TCP.
No known active inplenentations.

OTHER REFERENCES:

1983
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DEPENDENCI ES: Tel net, Transmi ssion Control Protocol
CONTACT: Postel @QUSC-1 SI F
Echo Protocol
STATUS: Recommended
SPECI FI CATI ON:  RFC 347
COMVENTS:

Thi s specification should be revised for use with TCP and
rei ssued.

OTHER REFERENCES:

DEPENDENCI ES: Transni ssion Control Protocol
or User Datagram Protocol

CONTACT: Postel @QUSC-1 SI F
Di scard Protocol

STATUS: El ective

SPECI FI CATI ON:  RFC 348

COMVENTS:

Thi s specification should be revised for use with TCP and
rei ssued.

OTHER REFERENCES:

DEPENDENCI ES: Transni ssion Control Protocol
or User Datagram Protocol

CONTACT: Postel @QJSC-1SIF
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Character Cenerator Protocol
STATUS: El ective
SPECI FI CATI ON:  RFC 429
COMVENTS:

Thi s specification should be revised for use with TCP and
rei ssued.

OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Protocol

CONTACT: Postel @QJSC-1 SI F
Quote of the Day Protocol

STATUS: El ective

SPECI FI CATI ON: RFC xXxx

COMVENTS:
Open a connection to this server, it sends you a quote (as a
character string), and closes the connection. This should be
described in an RFC

OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Protocol

CONTACT: Postel @QJSC-1 SIF
Active Users Protocol
STATUS: El ective
SPECI FI CATI ON: RFC xXxx
COMVENTS:
Qpen a connection to this server, it sends you a list of the

currently logged in users (as a character string), and cl oses
the connection. This should be described in an RFC.
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OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Protocol

CONTACT: Postel @QJSC-I| SI F

Fi nger Protocol

STATUS: El ective
SPECI FI CATION:  RFC 742 (in APH)
COMVENTS:
Sone extensions have been suggested.
Sone changes are are needed for TCP.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol

CONTACT: Postel @QJSC-I| SI F

NI CNAME Pr ot ocol

Post el

STATUS: El ective
SPEC! FI CATI ON: RFC 812 (in I PTW

COMMVENTS:

Accesses the ARPANET Directory database.

OTHER REFERENCES:
DEPENDENCI ES: Transm ssi on Control Protocol

CONTACT: Feinler @R -N C

O ficial

April 1983
Pr ot ocol s
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HOSTNAME Pr ot ocol
STATUS: El ective
SPECI FI CATION: RFC 811 (in |IPTW
COMVENTS:
Accesses the Registered Internet Hosts database (HOSTS. TXT).
OTHER REFERENCES:
RFC 810 - Host Tabl e Specification
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Feinler @R -N C
Host Name Server Protocol
STATUS: Experi nent al
SPECI FI CATION: I EN 116 (in I PTW
COMVENTS:
Thi s specification has significant problenms: 1) The nane
syntax is out of date. 2) The protocol details are anbi guous,
in particular, the length octet either does or doesn’'t include
itself and the op code. 3) The extensions are not supported by

any known i npl enentati on.

Wirk is in progress on a significant revision. Further
i npl enentations of this protocol are not advised.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: User Dat agram Pr ot ocol

CONTACT: Postel @QJSC-1| SI F
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CSNET Mai | box Nanme Server Protocol

STATUS: Experi nent al
SPECI FI CATI ON: CS-DN-2
COMMENTS:

Pl ease di scuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: Transm ssi on Control Protocol

CONTACT: Sol onbn@MW SC

Dayti ne Prot ocol

STATUS: Elective

SPECI FI CATI ON: RFC xxx

COMVENTS:
Open a connection to this server, it sends you the date and
time (as a character string), and cl oses the connection. This
shoul d be described in an RFC

OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Protocol

CONTACT: Postel @Q)SC-| SI F

Ti me Server Protocol

Post el

STATUS: Recommended

SPECI FI CATION: | EN 142

COMMENTS:
Open a connection to this server, it sends you the date and
time (as a 32-bit nunber), and cl oses the connection. O send

a user datagramand it send back a datagram containing the date
and time (as a 32-bit nunber).
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No known probl enms. Specification should be reissued as an RFC

OTHER REFERENCES:

DEPENDENCI ES: Transmi ssion Control Protocol
or User Datagram Protocol

CONTACT: Postel @QJSC-1 SI F
DCNET Time Server Protocol (Internet C ock Service)
STATUS: El ective
SPECI FI CATION: RFC 778
COMVENTS:
OTHER REFERENCES:
DEPENDENCI ES: | nternet Control Message Protocol
CONTACT: M || s@.| NKABI T- DCN6
SUPDUP Pr ot ocol
STATUS: El ective
SPECI FI CATION: RFC 734 (in APH)
COMMENTS:
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Adni n. MRC@U- SCORE
I nternet Message Protocol (MPM
STATUS: Experi nent al
SPECI FI CATION: RFC 753
COMVENTS:

This is an experinental nultinedia nmail transfer protocol. The
i npl enentation is called a Message Processi ng Mbdul e or MPM
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Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
RFC 767 - Structured Docunment Formats

DEPENDENCI ES: Transmi ssion Control Protocol

CONTACT: Postel @QJUSC-1 SI F

Appendi ces
Assi gned Nunbers

STATUS:  None

SPECI FI CATION:  RFC 820

COMVENTS:
Describes the fields of various protocols that are assigned
specific values for actual use, and lists the currently
assi gned val ues.
| ssued January 1983, replaces RFC 790 in | PTW

OTHER REFERENCES:

CONTACT: Postel @QJSC-1 SIF

Pre-enption

STATUS: El ective

SPECI FI CATION:  RFC 794 (in | PTW

COMVENTS:
Descri bes how to do pre-enption of TCP connections.

OTHER REFERENCES:

CONTACT: Postel @QJSC-1SIF
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Servi ce Mappi ngs

STATUS: None
SPECI FI CATION:  RFC 795 (in | PTW
COMMVENTS:

Descri bes the mapping of the IP type of service field onto the
par anmeters of some specific networks.

CQut of date, needs revision.
OTHER REFERENCES:

CONTACT: Postel @QJSC-1 SI F

Addr ess Mappi ngs

Post el

STATUS: None
SPECI FI CATION:  RFC 796 (in |IPTW
COMVENTS:

Descri bes the mapping of the IP address field onto the address
field of sone specific networks.

CQut of date, needs revision.
OTHER REFERENCES:

CONTACT: Postel @QJSC-1SIF
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