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Wongful Termination of Internet Protocol (IP) Packets
Abst r act

Rout ers and mi ddl eboxes terninate packets for various reasons. In
some cases, these packets are wwongfully terminated. This meno
descri bes sone of the nbst common scenarios of wongful term nation
of Internet Protocol (IP) packets and presents reconmmendations for
mtigating them
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Thi s docunent is not an Internet Standards Track specification; it is
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i mpl enentati on or deployment. Docunents approved for publication by
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1. Introduction
| P packets are often term nated by network devices. 1In sone cases,

control -pl ane packets are term nated and processed by the |oca
device, while in other cases packets are term nated (discarded) due
to a packet filtering mechanism Packet filtering is widely enployed
in network devices for sanity checking, policy enforcenment, and
security. |P routers and m ddl eboxes, such as firewalls, often

term nate packets that do not conply with a predefined policy.
Unfortunately, sonme filtering policies cause fal se positive or
unnecessary packet termnation. Mreover, these w ongful

term nations are sonetinmes biased and di scrim nate agai nst packets
based on their color, age, origin, length, or IP version

This menmo di scusses sone of the nobst common scenarios of w ongful
term nation of |IP packets and presents recommendati ons for preventing
such discrimnation

2. Abbreviations
I P I nternet Protoco

TTL Time To Live

OAM  Operations, Administration, and M ntenance
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3. Wongful Termination Scenari os
3.1. Col or-Based Term nation
Synopsi s
| P packets are term nated due to their color.
Descri ption
Routers often enploy netering nmechani sms [ RFC4115]. These
nmechani sns often support a col or-aware nbde, in which the packet’s
color (green, yellow, or red) is used as a criterion in the
metering algorithm This node has been known to prefer green
packets over red and yel |l ow packets.

Recomendat i on

Use of color-blind netering is reconmended, as it allows equa
opportunity for packets of different col ors.

3.2. Age-Based Term nation
Synopsi s
| P packets are term nated based on their TTL.
Descri ption

The I Pv4 TTL field [RFC791] and the IPv6 Hop Limt field [ RFC8200]
are used for | oop prevention. These fields essentially represent
the packet’s age. A router that receives an I P packet with a TTL
value of 0 or 1 typically termi nates the packet. In this
docunent, packets with a TTL or Hop Limt of O or 1 are referred
to as ’senior packets’.

Reconmrendat i on

When possible, the practice of reverse discrinnation is
recormended. Notably, senior packets have been known to be highly
effective for OAMtasks, such as Hello [RFC2328] and Traceroute

[ RFC2151]. Therefore, senior packets should not be easily

di smissed; to the extent possible, senior packets should be used
in control -plane protocols.
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3.3. Oigin-Based Term nation
Synopsi s

| P packets are term nated based on their origin (source |IP address
prefix).

Descri ption

Rout ers and m ddl eboxes often perform | P address filtering.
Packets are often di scarded based on the prefix of their source IP
address. In this nmeno, prefix-based source address filtering is
referred to as origin-based filtering. Wile source |P address
filtering is an acceptable technique for preventing security
attacks perfornmed by known attackers, filtering an entire prefix
may | ead to unnecessary termnation of legitimate traffic.

Reconmrendat i on

Oigin-based filtering should be linted, to the extent possible,
so as not to punish an entire autononous systemfor the crime of a
single host. Individual address-based filtering should be
preferred in cases where the address of the potential threat is
wel I known.

3.4. Length-Based Terni nation
Synopsi s
Short | P packets are wongfully term nated due to their |ength.
Descri ption

The mi ni mum perm ssible size of an | Pv4 [ RFC791] packet is 20
octets, and the mninumsize of an I Pv6 [ RFC3200] packet is 40
octets. However, due to the size |limts of Ethernet, it is often
the case that | P packets that are shorter than 46 octets are

di scarded. This is because the minimal Ethernet frame size is 64
octets, the minimal Ethernet header size is 14 octets, and the

Et hernet Frame Check Sequence is 4 octets long (i.e., 64 - 14 - 4
= 46). In the context of this neno, legitimate |IP packets that are
| ess than 46 octets long are referred to as 'short |P packets’.

Recomrendat i on
Short | P packets should not be discarded. The Ethernet frane

| ength shoul d be enforced at the Ethernet layer, while the IP
| ayer should avoid discrimnation of short |P packets.
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3.5. I P-Version-Based Termnation
Synopsi s
| Pv6 packets are term nated due to their version
Descri ption

Many routers and middl eboxes are configured to process only |Pv4
[ RFC791] packets and to reject |Pv6 [ RFC8200] packets.

Reconmendat i on
It is quite unsettling that there are still networks in which | Pv6
packets are deened unwanted in the second decade of the 21st
century. Indeed, |IPv6 packets have a slightly shorter payl oad
than I Pv4 packets. However, they are essential to the future
growmh of the Internet. It is tine for operators to finally give
I Pv6 its well-deserved opportunity.

3.6. Flag-Based Terni nation
Synopsi s

| Pv4 packets are terminated because their Mre Fragnents (M) flag
is set.

Descri ption

Many routers and m ddl eboxes are configured to discard fragnented
packets.

Reconmendat i on
A packet should not be discarded on the grounds of a flag it
supports. Al flags should be respected, as well as the features
they represent.
4. Security Considerations
This meno proposes to practice liberality with respect to I P packet
filtering in routers and m ddl eboxes. Arguably, such a libera
approach may conprom se security in sone cases. Not only nust
security be done; it nmust also be seen to be done.
5. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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6. Concl usion

This menmo reconmends that every router and m ddl ebox be an Equal
Qpportunity Device, which does not discrimnate on the basis of
actual or perceived rate, color, age, origin, length, IP version,
fragnentation characteristics, higher-layer protocols, or any other
| P characteristic.
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