I nt ernet Engi neering Task Force (1 ETF) P. Pfister

Request for Comments: 7695 B. Paterson
Cat egory: Standards Track Ci sco Systens
| SSN: 2070-1721 J. Arkko

Eri csson

Novenmber 2015

Distributed Prefix Assignment Al gorithm

Abst ract

Thi s docunent specifies a distributed algorithmfor dividing a set of
prefixes in a manner that allows for automatic assignment of sub-
prefixes that are uni que and non-overl apping. Used in conjunction
with a protocol that provides flooding of informati on anong a set of
partici pating nodes, prefix configuration within a network may be

aut omat ed.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7695

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Pfister, et al. St andards Track [ Page 1]



RFC 7695 Prefix Assignnent Al gorithm

Tabl e of Contents

1
2.

bl

DD

*‘@?*9’@

1.

| ntroducti on
Definitions .

.1.  Subroutine- SpeC|f|c Tern1no|ogy :

Applicability Statenment
Al gorithm Specification .

.1. Prefix Assignment Algor|thn18ubrout|ne .
.2. Overriding and Destroying EX|st|ng AGS|gnnents
.3. Oher Events .

Prefix Sel ection Cbn5|derat|ons . .

| mpl enment ati on Capabilities and Node BehaV|or
Al gorithm Paraneters

Security Considerations .

Ref er ences

11. 1. Nor mati ve References .

11.2. Informative References . .
Appendi x A.  Static Cbnf|gurat|on Exanple .
Acknowl edgnent s
Aut hors’ Addr esses

1. I nt

roducti on

November 2015

2
3
6
7
9
9
12
13
14
16
17
17
18
18
18
19
20
20

Thi s docunent specifies a distributed algorithmfor automatic prefix
gnnent. The algorithm provides a generic alternative to
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net wor k prefix
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able priority assignnents, and can therefore be used in fully
autonomc as well as configured networks. This docunent focuses on
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ng a new assignnent) are out of scope.
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The algorithmis given a set of delegated prefixes and ensures that
the followi ng assertions are satisfied after a finite convergence
peri od:

1. At nost one prefix fromeach del egated prefix is assigned to each
i nk.

2. Assigned prefixes are non-overlapping (i.e., an assigned prefix
never includes another assigned prefix).

3. Assigned prefixes do not change in the absence of topol ogy or
configuration changes.

In the rest of this docunent, the two first conditions are referred
to as the correctness conditions of the algorithm while the third
condition is referred to as its convergence condition.

Each assignnment has a priority specified by the node nmaking the
assignment, allow ng for custom assignnent policies. Wen nultiple
nodes assign different prefixes fromthe sane del egated prefix to the
sane |link, or when multiple nodes assign overlapping prefixes (to the
same link or to different links), the assignhment with the greatest
priority is kept and other assignments are renopved.

The prefix assignnent algorithmrequires that participating nodes
share information through a flooding nechanism |If the flooding
mechani sm ensures that all nmessages are propagated to all nodes
within a given time w ndow, the algorithm al so ensures that al
assigned prefixes used for networking operations (e.g., host
configuration) remai n unchanged, unless another node assigns an
over |l apping prefix with a higher assignnment priority, or the topol ogy
changes and renunberi ng cannot be avoi ded.

2. Definitions

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMMENDED', "MNAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

Thi s docunent nakes use of the follow ng term nology. The terns
defined here are ordered in such a way as to try to avoid forward
references, and therefore are not sorted al phabetically.

Node: An entity executing the algorithmspecified in this docunent

and able to comunicate with other Nodes using the Flooding
Mechani sm
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Fl oodi ng Mechani sm A mechani small owi ng participating Nodes to
reliably share information with all other participating Nodes.

Li nk: An object to which the distributed algorithmw |l assign
prefixes. A Node may only assign prefixes to Links to which it is
directly connected. A Link is either Shared or Private.

Shar ed Li nk: A Link to which nultiple Nodes may be connected. Mbst
of the tine, a Shared Link is a multi-access link or point-to-
point link, virtual or physical, requiring prefixes to be assigned

toit.
Private Link: A Private Link is an abstract concept defined for the
sake of this docunent. It allows Nodes to make assignnents for

their private use or delegation. For instance, every DHCPv6-PD
[ RFC3633] requesting router may be considered as a different
Private Link.

Del egat ed Prefi x: A prefix provided to the algorithmand used as a
prefix pool for Assigned Prefixes.

Node | D: A value identifying a given participating Node. The set
of identifiers MIST be strictly and totally ordered (e.g., using
the al phanuneric order). The nechani smused to assign Node | Ds,
whet her manual or automated, is out of scope for this docunent.

Fl oodi ng Del ay: A val ue that MUST be provided by the Fl ooding
Mechani sm and SHOULD be a deterministic or likely upper bound on
the informati on propagation del ay anmong partici pati ng Nodes.

Advertised Prefix: A prefix advertised by anot her Node and
delivered to the |ocal Node by the Flooding Mechanism [t has an
Advertised Prefix Priority and, when assigned to a directly
connected Shared Link, is associated with that Shared Link.

Advertised Prefix Priority: A value that defines the priority of an
Advertised Prefix received fromthe Flooding Mechanismor a
publ i shed Assigned Prefix. Wenever multiple Advertised Prefixes
are conflicting (i.e., overlapping or fromthe sane Del egated
Prefix and assigned to the same link), all Advertised Prefixes but

the one with the greatest priority will eventually be removed. In
case of a tie, the assignnent advertised by the Node with the
greatest Node IDis kept, and others are renoved. In order to

ensure convergence, the range of priority values MJST have an
upper bound.
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Assi gned Prefix: A prefix included in a Del egated Prefix and
assigned to a Shared or Private Link. It represents a |oca
decision to assign a given prefix froma given Del egated Prefix to
a given Link. The algorithmensures that there is never nore than
one Assigned Prefix per Del egated Prefix and Link pair. Wen
destroyed, an Assigned Prefix is set as not applied, ceases to bhe
advertised, and is renoved fromthe set of Assigned Prefixes.

Applied (Assigned Prefix): When an Assigned Prefix is applied, it
MAY be used (e.g., for host configuration, routing protoco
configuration, prefix delegation). Wen not applied, it MJST NOT
be used for any purpose outside of the prefix assignnent
algorithm Each Assigned Prefix is associated with a tiner (Apply
Timer) used to apply the Assigned Prefix. An Assigned Prefix is
unappl i ed when destroyed.

Publ i shed (Assigned Prefix): The Assigned Prefix is advertised
through the Fl oodi ng Mechani smas assigned to its associated Link
A published Assigned Prefix MJST have an Advertised Prefix
Priority. It will appear as an Advertised Prefix to other Nodes,
once received fromthe Floodi ng Mechani sm

Destroy (an Assigned Prefix): Local action of renoving an Assigned
Prefix fromthe set of Assigned Prefixes. |If applied, the prefix
is unapplied. |If published, the prefix stops being advertised

t hrough the Fl oodi ng Mechani sm

Prefix Adoption: VWhen an Advertised Prefix that does not conflict
with any other Advertised Prefix or published Assigned Prefix
stops being advertised, any other Node connected to the sane Link
may, after sone random del ay, start advertising the sanme prefix.
This procedure is called adoption and provi des seam ess assi gnnent
transfer froma Node to another, e.g., in case of Node failure.

Backof f Tiner: Every Del egated Prefix and Link pair is associated
with a tinmer counting down to zero. By delaying the creation of
new Assi gned Prefixes or the advertisement of adopted Assigned
Prefixes by a random anount of time, it reduces the probability of
col I'i di ng assi gnments nade by nultipl e Nodes.

Renumber i ng: Event occurring when an Assigned Prefix that was

applied is destroyed. Renunmbering is undesirable as it usually
i mplies reconfiguring routers or hosts.
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2.1. Subroutine-Specific Term nol ogy

In addition to the terns defined in Section 2, the subroutine
specified in Section 4 makes use of the follow ng terns.

Current Assignment: For a given Del egated Prefix and Link, the
Current Assignment is the Assigned Prefix (if any) included in the
Del egated Prefix and assigned to the given Link by the Node
executing the algorithm At some point in time, the Current
Assignnment from different Nodes may differ, but the algorithm
ensures that, eventually, all Nodes directly connected to a Shared
Li nk have the same Current Assignnment for any given Del egated
Prefix.

Precedence: An Advertised Prefix takes precedence over an Assigned
Prefix if and only if one of the follow ng conditions is net:

* The Assigned Prefix is not published.

* The Assigned Prefix is published, and the Advertised Prefix
Priority fromthe Advertised Prefix is strictly greater than
the Advertised Prefix Priority fromthe Assigned Prefix.

* The Assigned Prefix is published, the priorities are identical
and the Node ID fromthe Node advertising the Advertised Prefix
is strictly greater than the | ocal Node ID.

Best Assi gnment: For a given Del egated Prefix and Link, the Best
Assignnment is conputed as the unique Advertised Prefix (if any)
t hat :

* Includes or is included in the Del egated Prefix (i.e., the
Advertised Prefix is a sub-prefix of the Del egated Prefix, or
the Delegated Prefix is a sub-prefix of the Advertised Prefix).

* |s assigned on the given Link

* Has the greatest Advertised Prefix Priority anpbng Adverti sed
Prefixes fulfilling the two preceding conditions (and, in case
of atie, the prefix advertised by the Node with the greatest
Node I D anong all prefixes with greatest priority).

* Takes precedence over the Current Assignnent associated with
the same Link and Del egated Prefix (if any).
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3.

Valid (Assigned Prefix): An Assigned Prefix is valid if and only if
the following two conditions are net:

* No Advertised Prefix including or included in the Assigned
Prefix takes precedence over the Assigned Prefix.

* No Advertised Prefix including or included in the sane
Del egated Prefix as the Assigned Prefix and assigned to the
sane Link takes precedence over the Assigned Prefix.

Applicability Statenment

Al t hough the algorithmwas primarily designed as an autonom c prefix
assi gnment tool for hone networks, it is applicable to other areas.
In particular, it can operate w thout any kind of configuration as
wel | as use advanced prefix assignnent rules. Additionally, it can
be applied to any address space and can be used to manage multiple
address spaces sinmultaneously. For instance, an inplenentation can
nmake use of |Pv4-mapped | Pv6 addresses [ RFC4291] in order to manage
both 1 Pv4 and | Pv6 prefix assignnent using a single prefix space.

Each Node MUST have a set of non-overl appi ng Del egated Prefixes
(i.e., that do not include each other). This set MAY change over
time and be different fromone Node to another at sone point, but
Nodes MJUST eventual |y have the sanme set of non-overl appi ng Del egat ed
Prefixes.

G ven this set of non-overl appi ng Del egated Prefixes, Nodes may
assign avail able prefixes fromeach Del egated Prefix to the Links
they are directly connected to. The algorithmensures that at nost
one prefix froma given Delegated Prefix is assigned to any given
Link. Prefixes may al so be assigned for private use. For exanple,
an assigned prefix may be delegated to sone other entity that does
not inplement this algorithm|[RFC3633], or associated with a high
priority in order to prevent other nodes from assigning any
over | appi ng prefix [ RFC6603].

The al gorithm supports dynam cally changi ng topol ogi es and therefore
will converge if the topology renmains unnodified for a | ong enough
period of time. (That time depends on the Floodi ng Mechani sm
properties.) Neverthel ess, some topol ogy changes may i nduce
renunbering, while others do not. |In particular, Nodes joining the
set of participating Nodes do not cause renunbering. Sinilarly,
Nodes | eaving the network may be handl ed wi t hout renumnbering by using
the prefix adoption procedure. On the other hand, Links that nerge
or split may break correctness conditions, and therefore cause

r enumber i ng.
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Al'l Nodes MJUST run a comon Fl oodi ng Mechanismin order to share
publ i shed Assigned Prefixes. The set of participating Nodes is
defined as the set of Nodes participating in the Flooding Mechani sm

The Fl oodi ng Mechani sm MJST:

o Provide a way to flood Assigned Prefixes assigned to a directly
connected Link along with their respective Advertised Prefix
Priority and the Node ID of the Node that is advertising them

o Specify whether an Advertised Prefix is assigned to a directly
connected Shared Link, and if so, which one. This information
al so needs to be updated in case of Links that nerge or split.

o Provide a Flooding Delay val ue, which SHOULD represent a
determ nistic or |likely upper bound on the information propagation
del ay anong participati ng Nodes. Wenever the Fl oodi ng Mechani sm
is unable to adhere to the provided Fl oodi ng Del ay, renunbering
may happen. As such, a delay often depends on the size of the
network, it MAY change over time and MAY be different from one
Node to another. Furthernore, the process of selecting this value
is subject to a tradeoff between convergence speed and | ower
renunbering probability (e.g., the value 0O may be used when
renunbering is harmess), and is therefore out of scope for this
document .

The al gorithm ensures that whenever the Flooding Delay is provided
and held, and in the absence of any topol ogy change or Del egated
Prefix renoval, renunbering only happens when a Node deliberately
overrides an existing assignnent. In the absence of such deliberate
override, the algorithmconverges wthin an absol ute worst-case

ti mespan of (2 * Flooding Delay * L) seconds, where L is the nunber
of links.

Each Node MUST have a Node ID. In the situation where multiple nodes
have the sanme Node ID, the algorithmw Il not suffer, assumng there
are no colliding assignnments. However, in order for collisions to be
resol ved, that situation MJST be transient.

Finally, |eaving the Flooding Mechanismor Node |D assi gnnent process
unsecured nakes the network vul nerable to denial -of-service attacks,
as detailed in Section 8. Additionally, as this algorithmrequires
all Nodes to know which Node has nade which assignnent, it nmay be
unsui t abl e dependi ng on privacy requirenents anong participating
Nodes.
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4. Al gorithm Specification

This section specifies the behavior of Nodes inplenenting the prefix
assignment algorithm The terns 'Current Assignnent’, ’'Precedence’
"Best Assignment’, and 'Valid are used as defined in Section 2.1.

4.1. Prefix Assignnent Al gorithm Subroutine

This section specifies the prefix assignment al gorithm subroutine.

It is defined for a given Delegated Prefix and Link pair and takes a
Backof f Tri ggered bool ean as paramneter (indicating whether the
subroutine execution was triggered by the Backoff Tinmer or by another
event). The subroutine also makes use of the two follow ng
configuration paraneters: ADOPT_MAX DELAY and BACKOFF_MAX DELAY

whi ch are defined in Section 7.

For a given Del egated Prefix and Link pair, the subroutine MJST be
run with the BackoffTriggered bool ean set to fal se whenever:

0 An Advertised Prefix including or included in the considered
Del egated Prefix is added or renoved.

0 An Assigned Prefix included in the considered Del egated Prefix and
associated with a different Link than the considered Link was
destroyed, while there is no Current Assignnent associated with
the given pair. This case MAY be ignored if the creation of a new
Assigned Prefix associated with the considered pair is not
desired.

o The considered Del egated Prefix is added.

0 The considered Link is added.

o The Node ID is nodified.

0 An Assigned Prefix included in the considered Del egated Prefix and
associated with the considered Link is destroyed outside of the
context of the subroutine, as specified in Section 4.2.

Furthernore, for a given Delegated Prefix and Link pair, the

subroutine MJUST be run with the BackoffTri ggered bool ean set to true

whenever :

0 The Backoff Tinmer associated with the considered Del egated Prefix

and Link pair fires while there is no Current Assignment associ ated
with the given pair.
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When such an event occurs, a Node MAY del ay the execution of the
subroutine instead of executing it inmediately, e.g., while receiving
an update fromthe Flooding Mechanism or for security reasons (see
Section 8). Even if other events occur in the neantinme, the
subroutine MUST be run only once. It is also assuned that if one of
these events is the firing of the Backoff Tinmer while there is no
Current Assignment associated with the given pair, the subroutine is
executed with the BackoffTriggered bool ean set to true.

In order to execute the subroutine for a given Del egated Prefix and
Link pair, first get the Current Assignnent and compute the Best
Assi gnnent associated with the Del egated Prefix and Link pair, then
execute the steps depending on the foll ow ng cases:

1. If there is no Best Assignment and no Current Assignnent: Decide
whet her the creation of a new assignment for the given Del egated
Prefix and Link pair is desired. (As any result would be valid,
the process of making this decision is out of scope for this
docunent.) And, do the foll ow ng:

* |f it is not desired, stop the execution of the subroutine.

* Else if the Backoff Timer is running, stop the execution of
t he subrouti ne.

* Else if the BackoffTriggered boolean is set to false, set the
Backoff Tiner to some random del ay between ADOPT_MAX DELAY and
BACKOFF_MAX_DELAY (see Section 7) and stop the execution of the
subrouti ne.

* Else, continue the execution of the subroutine.

Select a prefix for the new assignment (see Section 5 for

gui dance regarding prefix selection). This prefix MJST be
included in or be equal to the considered Del egated Prefix and
MUST NOT include or be included in any Advertised Prefix. |If a
suitable prefix is found, use it to create a new Assigned Prefix:
* Assigned to the considered Link

* Set as not applied.

* The Apply Tinmer set to (2 * Flooding Del ay).

* Published with sonme sel ected Advertised Prefix Priority.
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2. If there is a Best Assignnment but no Current Assignnment: First,
check if the Best Assignnment is equal to or included in the
Del egated Prefix. |If not, stop the execution of the subroutine.

O herwi se, cancel the Backoff Timer and use the prefix fromthe
Best Assignment to create a new Assigned Prefix:

* Assigned to the considered Link
* Set as not applied.
* Wth the Apply Timer set to (2 * Flooding Del ay) .
* Set as not published.
3. If there is a Current Assignment but no Best Assignnent:
* |f the Current Assignnment is not valid, destroy it, and
execute the subroutine again with the Backof fTri ggered bool ean

set to fal se

* |f the Current Assignnment is valid and published, stop the
execution of the subroutine.

* |f the Current Assignnent is valid and not published, the Node
MUST either:

+ Adopt the prefix by canceling the Apply Tinmer and set the
Backoff Tiner to some random del ay between 0 and
ADOPT_MAX_DELAY (see Section 7). This procedure is used to
avoi d renunberi ng when the Node advertising the prefix |eft
the Shared Link, and it SHOULD therefore be preferred.

+ Destroy it and go to case 1, allowing a different prefix to
be assigned, or the prefix to be renoved. When the Current
Assignnment is applied, this causes renunbering.

4. |If there is a Current Assignnent and a Best Assignhnent:
* Cancel the Backoff Timer.
* |f the two prefixes are identical, set the Current Assignnent
as not published. |[If the Current Assignnent is not applied
and the Apply Tinmer is not set, set the Apply Tiner to (2 *
Fl oodi ng Del ay).

* |f the two prefixes are not identical, destroy the Current
Assi gnnent and go to case 2.
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When the prefix assignnment al gorithm subroutine requires an
assignment to be created or adopted, any Advertised Prefix Priority
val ue can be used. Oher documents MAY provide restrictions over
this val ue depending on the context in which the algorithmis
operating or leave it as inplenentation specific.

4.2. Overriding and Destroyi ng Exi sting Assignnents

In addition to the behaviors specified in Section 4.1, the foll ow ng
procedures MAY be used in order to provide additional behavior
options (Section 6).

Overriding Existing Assignnments: For any given Link and Del egat ed
Prefix, a Node MAY create a new Assigned Prefix using a chosen
prefix and Advertised Prefix Priority such that:

* The chosen prefix is included in or is equal to the considered
Del egat ed Prefi x.

* The Current Assignment, if any, as well as all existing
Assigned Prefixes that include or are included inside the
chosen prefix are destroyed.

* It is not applied.
* The Apply Tinmer is set to (2 * Flooding Del ay).
* It is published.

* The Advertised Prefix Priority is greater than the Advertised
Prefix Priority fromall Advertised Prefixes that include or
are included in the chosen prefix.

* The Advertised Prefix Priority is greater than the Advertised
Prefix Priority fromall Advertised Prefixes that include or
are included in the considered Del egated Prefix and are
assigned to the considered Link.

In order to ensure al gorithm convergence:

* Such overriding assignments MJUST NOT be created unless there
was a change in the Node configuration, a Link was added, or an
Advertised Prefix was added or renoved.

* The chosen Advertised Prefix Priority for the new Assi gned
Prefix SHOULD be greater than all priorities fromthe destroyed
Assigned Prefixes. |If not, sinple topologies with only two
Nodes may not converge. Nodes that do not adhere to this rule
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MUST i npl enent a mechani smthat detects if the distributed

al gori thm does not converge and, when this occurs, they MJST

stop creating overriding Assigned Prefixes that do not adhere
to this rule. The specifications for such safety procedures

are out of scope for this docunent.

Renovi ng an Assi gned Prefix: A Node MAY destroy any Assigned Prefix
that is published. Such an event reflects the desire of a Node to
not assign a prefix froma given Delegated Prefix to a given Link
anynore. In order to ensure algorithm convergence, such a
procedure MUST NOT be executed unless there was a change in the
Node configuration. Furthernore, whenever an Assigned Prefix is
destroyed in this way, the prefix assignment al gorithm subroutine
MUST be run for the Del egated Prefix and Link pair associated with
the destroyed Assigned Prefix.

The two procedures specified in this section are OPTIONAL. They
could be used for various purposes, e.g., for providing custom prefix
assi gnment configuration or reacting to prefix space exhaustion (by
overriding short Assigned Prefixes and assigning | onger ones).

4.3. Oher Events

When the Apply Tinmer fires, the associated Assigned Prefix MJST be
appl i ed.

When the Backoff Tinmer associated with a given Del egated Prefix and
Link pair fires while there is a Current Assignnent associated with
the sanme pair, the Current Assignment MJST be published with sone
associ ated Advertised Prefix Priority and, if the prefix is not
applied, the Apply Tinmer MJUST be set to (2 * Floodi ng Del ay).

When a Del egated Prefix is renoved fromthe set of Del egated Prefixes
(e.g., when the Del egated Prefix expires), all Assigned Prefixes
i ncluded in the renpved Del egated Prefix MJST be destroyed.

When one Del egated Prefix is replaced by another one that includes or
is included in the del eted Del egated Prefix, all Assigned Prefixes
that were included in the deleted Del egated Prefix but are not

i ncluded in the added Del egated Prefix MJST be destroyed. O hers MAY
be kept.

When a Link is renmpoved, all Assigned Prefixes assigned to that Link
MJUST be destroyed.
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5.

Prefi x Sel ecti on Consi derations

When the prefix assignment al gorithm subroutine specified in
Section 4.1 requires a new prefix to be selected, the prefix MJST be
sel ected either:

o Anong prefixes included in the considered Del egated Prefix that
were previously assigned and applied on the considered Link. For
that purpose, Applied Prefixes may be stored in stable storage
along with their associated Link.

o Randomy, picked froma set of prefixes, where the set is of at
| east RANDOM SET_SI ZE (see Section 7). The prefixes are those
i ncluded in the considered Del egated Prefix and not including or
i ncluded in any Assigned or Advertised Prefix. |If less than
RANDOM SET_SI ZE candi dates are found, the prefix MJST be picked
among all candi dat es.

o Based on sone custom sel ection process specified in the
configurati on.

A sinmple inplementati on MAY randomy pick the prefix anong al
avail abl e prefixes, but this strategy is inefficient in terns of
address space use as a few |long prefixes nay exhaust the pool of
avai | abl e short prefixes.

The rest of this section describes a nore efficient approach that MAY
be applied any time a Node needs to pick a prefix for a new
assignment. The two follow ng definitions are used:

Avai |l abl e prefix: The prefix of the form Prefix/PrefixLength is
available if and only if it satisfies the three foll ow ng
condi tions:

* It is included in the considered Del egated Prefix.

* |t does not include and is not included in any Assigned or
Advertised Prefix.

* It is equal to the considered Del egated Prefix or
Prefix/ (PrefixLength-1) includes an Assigned or Advertised
Prefix.

Candi dat e prefix: A prefix of desired length that is included in or
is equal to an avail able prefix.

The procedure described in this section takes the three follow ng
criteria into account:
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Prefix Stability: In sone cases, it is desirable that the sel ected
prefix should remain the sanme across executions and reboots. For
this purpose, prefixes previously applied on the Link or
pseudor andom prefi xes generated based on Node- and Link-specific
val ues may be consi dered.

Randommess: When no stored or pseudorandom prefix is chosen, a
prefix may be randomy pi cked anbng RANDOM SET S| ZE candi dat es of
desired length. |If |ess than RANDOM SET_SI ZE candi dates can be
found, the prefix is picked anobng all candi dates.

Addr essi ng- space usage efficiency: In the process of assigning
prefixes, a snall set of badly chosen |ong prefixes may prevent
any shorter prefix frombeing assigned. For this reason, the set
of RANDOM SET_SI ZE candi dates is created from avail abl e prefixes
with longest prefix lengths, and, in case of a tie, nunmerically
smal | prefix values are preferred.

When executing the procedure, do as foll ows:

1. For each prefix stored in stable storage, check if the prefix is
included in or equal to an available prefix. |If so, pick that
prefix and stop.

2. For each prefix length, count the nunber of avail able prefixes of
the given | ength.

3. If the desired prefix Iength was not specified, select one. The
avail abl e prefixes count conmputed previously may be used to help
pick a prefix length such that:

* There is at | east one candi date prefix.

* The prefix length is chosen | arge enough to not exhaust the
addr ess space.

Let N be the chosen prefix |ength.

4. lterate over available prefixes starting with prefixes of |ength
N down to length O and create a set of RANDOM SET_SI ZE candi dat e
prefixes of length exactly N included in or equal to avail able
prefixes. The end goal here is to create a set of
RANDOM SET_SI ZE candi date prefixes of length Nincluded in a set
of avail able prefixes of nmaximzed prefix length. In case of a
tie, smaller prefix values (as defined by the bit-w se
| exi cographi cal order) are preferred.
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5. GCenerate a set of prefixes of desired | ength, which are
pseudor andom y chosen based on Node- and Link-specific val ues.
For each pseudorandom prefix, check if the prefix is equal to a
candi date prefix. |If so, pick that prefix and stop.

6. Choose a random prefix fromthe set of selected candi dates.

The conplexity of this procedure is equivalent to the conplexity of
iterating over avail able prefixes. Such operation may be
acconplished in linear tine, e.g., by storing Advertised and Assi gned
Prefixes in a binary tree

6. Inplenentation Capabilities and Node Behavi or

| mpl ement ati ons of the prefix assignment algorithmmay vary fromvery
basic to highly custonizable, enabling different types of fully

i nt eroperabl e behaviors. The three follow ng behaviors are given as
exanpl es:

Li st ener: The Node only acts upon assignnents nmade by ot her Nodes,
i.e, it never creates new assignments nor adopts existing ones.
Such behavi or does not require the inplenmentation of the
consi derations specified in Section 4.2 or 5. The Node never
checks the validity of existing assignnents, which nakes this
behavi or particularly suited to |ightweight devices that can rely
on nore capabl e nei ghbors to nmake assignments on directly
connected Shared Links.

Basi c: The Node is capabl e of assigning new prefixes or adopting
prefixes that do not conflict with any other existing assignnent.
Such behavi or does not require the inplenentation of the
consi derations specified in Section 4.2. It is suited to
situations where there is no preference over which prefix should
be assigned to which Link, and there is no priority between
di fferent Links.

Advanced: The Node is capabl e of assigning new prefixes, adopting
exi sting ones, nmking overriding assignnents, and destroying
exi sting ones. Such behavior requires the inplenmentation of the
consi derations specified in Sections 4.2 and 5. It is suitable
when the administrator desires sonme particular prefix to be
assigned on a given Link, or sonme Link to be assigned prefixes
with a greater priority when there are not enough prefixes
avai l abl e for all Links.

Note that if all Nodes directly connected to sone Link are |istener

Nodes or none of these Nodes are willing to nake an assignment from a
gi ven Del egated Prefix to the given Link, no prefix fromthe given
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Del egated Prefix will ever be assigned to the Link. This situation
may be detected by nonitoring whether any prefix froma given

Del egated Prefix has been assigned to the Link for |onger than
BACKOFF_MAX_DELAY plus the Fl oodi ng Del ay.

7. Al gorithm Paraneters

Thi s docunent does not provide val ues for ADOPT_ MAX DELAY
BACKOFF_MAX_DELAY, and RANDOM SET_SI ZE. The al gorithm ensures
convergence and correctness for any chosen val ues, even when these
are different from Node to Node. They MAY be adjusted dependi ng on
the context, providing a tradeoff between convergence tine, efficient
addressing, control traffic (generated by the Fl oodi ng Mechani sm,
and col l'i sion probability.

ADOPT_MAX_DELAY represents the maxi mum backoff time a Node may wait
bef ore adopting an assignment; BACKOFF_MAX_DELAY represents the

maxi mum backoff tine a Node may wait before naking a new assi gnnment.
BACKOFF_MAX DELAY MUST be greater than or equal to ADOPT_MAX DELAY.
The greater ADOPT_MAX_DELAY and ( BACKOFF_MAX_DELAY -
ADOPT_MAX_DELAY), the lower the collision probability and the |esser
the ampbunt of control traffic, but the greater the convergence tinme.

RANDOM SET_SI ZE represents the desired size of the set fromwhich a
random prefix will be picked. The greater RANDOM SET Sl ZE, the
better the convergence tinme and the |ower the collision probability,
but the worse the addressi ng-space usage efficiency.

8. Security Considerations

The prefix assignnent al gorithmfunctions on top of two distinct
mechani sns, the Fl oodi ng Mechani sm and the Node | D assi gnment
mechani sm

An attacker able to publish Advertised Prefixes through the
Fl oodi ng Mechani sm may performthe follow ng attacks:

* Publish a single overriding assignnent for a whol e Del egated
Prefix or for the whol e address space, thus preventing any Node
from assi gning prefixes to Links.

* Quickly publish and renmove Advertised Prefixes, generating
traffic at the Flooding Mechani sm | ayer and causing nmultiple
executions of the prefix assignnent algorithmin al
partici pati ng Nodes.

* Publish and renove Advertised Prefixes in order to prevent the
convergence of the algorithm
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An attacker able to prevent other Nodes from accessing a portion
or the whole set of Advertised Prefixes may conpromise the
correctness of the algorithm

An attacker able to cause repetitive Node |ID changes may cause
traffic to be generated in the Flooding Mechanismand nultiple
executions of the prefix assignnment algorithmin all participating
Nodes.

An attacker able to publish Advertised Prefixes using a Node ID
used by another Node may inpede the ability to resolve prefix
assi gnment col |l i sions.

Whenever the security of the Fl oodi ng Mechani sm and Node | D

assi gnment nechani sm cannot be ensured, the convergence of the

al gorithm may be prevented. |In environments where such attacks nmay
be performed, the execution of the prefix assignment algorithm
subroutine SHOULD be rate limted, as specified in Section 4. 1.
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Appendi x A, Static Configuration Exanple

This section describes an exanple of how custom configuration of the
prefix assignnent al gorithm may be inpl emented.

The Node configuration is specified as a finite set of rules. Arule
is defined as:

o A prefix to be used.
o A Link on which the prefix may be assigned.

0 An Assigned Prefix Priority (the smallest possible Assigned Prefix
Priority if the rule nay not override other Assigned Prefixes).

o Arule priority (0 if the rule may not override existing
Advertised Prefixes).

In order to ensure the convergence of the algorithm the Assigned
Prefix Priority MUST be an increasing function (not necessarily
strictly) of the configuration rule priority (i.e., the greater the
configuration rule priority is, the greater the Assigned Prefix
Priority must be).

Each Assigned Prefix is associated with a rule priority. Assigned
Prefixes that are created as specified in Section 4.1 are given a
rule priority of O.

VWhenever the configuration is changed or the prefix assignnment

al gorithm subroutine is run, for each Link/Del egated Prefix pair

| ook for the configuration rule with the greatest configuration rule
priority such that:

o The prefix specified in the configuration rule is included in the
consi dered Del egated Prefix.

o The Link specified in the configuration rule is the considered
Li nk.

o Al the Assigned Prefixes that would need to be destroyed in case
a new Assigned Prefix is created fromthat configuration rule (as
specified in Section 4.2) have an associated rule priority that is
strictly lower than the one of the considered configuration rule.

o The assignnment woul d be valid when published with an Adverti sed

Prefix Priority equal to the one specified in the configuration
rul e.
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If arule is found, a new Assigned Prefix is created based on that
rule as specified in Section 4.2. The new Assigned Prefix is
associated with the Advertised Prefix Priority and the rule priority
specified in the considered configuration rule.

Note that the use of rule priorities ensures the convergence of the
al gorithm
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