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1. | NTRODUCTI ON
1.1. Motivation

A need arose in the Packet Radi o project for specification of an

i nterface between Packet Radio units and other equipnent. This paper is
to neet BBN s responsibility to supply that specification. It is our
hope that it will find application in other areas as well.

1.2. Historical Relationship to 1822

The ARPANET enpl oys a network of switching nodes, called | MPs, to

provi de interconnecti on anong user equi pment, called hosts. A uniform
neans of connecting a host to an IMP is specified in BBN Report Nunber
1822. Consequently, this interface has becone known as an 1822
interface.

As the need to interconnect new types of devices has grown, it has
beconme attractive to inplenent an 1822-1ike interface on each end of
pairs of devices which are to communicate. The devices are then
connected electrically, and comruni cation can take place in spite of

di fferences in processing speed, word | ength, signal levels and so forth
in the two devices. A part of Report 1822 reads as foll ows.

"The technique of transferring information between the Host and the

IMP is identical in each direction; we will, therefore, refer to the
sender and the receiver w thout specifying the Host or | M
explicitly."

[ BBN Report Nunber 1822, 12/75 revision, page 4-2.]

Unfortunately, Report 1822 does not specify a conpletely symetrica
interface. Although there is a high degree of symetry, sone aspects
are peculiar to the | MP side and sone to the host side. Therefore, two
interfaces constructed to connect to I MPs nay not function connected to
each other. |In what follows, the unsymetrical aspects are respecified
in a way which will accomplish full interchangeability.

The interface specified here is called the JANUS interface, to
distinguish it fromthe Report 1822 interface.
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1.3. Term nol ogy

The terns, "IMP" and "host," are not relevant in the present context.
Sections of Report 1822 such as Appendix B are conveniently
re-interpreted by substituting "foreign interface" and "hone interface,"”
respectively.

2.  SPECI FI CATI ONS

Report 1822 addresses two aspects of the connection of a host to the
ARPANET, the hardware requirenents and the software protocols. Since
the JANUS interface will typically be used in applications other than
connection to the ARPANET, the higher |evel software protocols are
beyond the scope of this paper. They are properly addressed by
docunent ati on specific to each application. Concern here is only for
el ectrical specification of the JANUS interface. The various areas
which differ from Report 1822 are as foll ows.

2.1. Lowlevel Protoco

Certain aspects of the JANUS interface and its operation may be

i mpl enented in hardware, software of a m xture of the two. W refer to
these aspects as "low | evel protocol." They are to be distinguished
from such "high-level protocol" aspects as header definitions and data
formats.

2.1.1. Padding

Requi r enent :
Recei ved nmessages are padded out to a full word (of the home device's
size), if necessary, with zeros only.

Di scussi on

A one-bit to mark the end of received data, as | MPs enploy, is NOT used.
The mark bit has not proved very useful, although the ARPANET | MPs do
use it to generate the nessage length field in the new format header

Rat her, counts at one or another |evel of protocol are generally used,
so the conplication of a mark bit can be elimnated. It is the author’s
i npression that the ARPANET will not inplenment this aspect of

symmetrical interfaces, so hosts communicating through the ARPANET wil |
continue to see the narker one-bit appended by the source | MP regardl ess
of whether the hosts have 1822 or JANUS interfaces.

2.1.2. Message Length
Requi r enent :

A JANUS interface nust accept nessages up to and including 8160 bits
| ong.
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Excepti on:

If the interface is absolutely never intended for use in

ARPANET- conpati bl e applications, this requirenent nay be relaxed in any
of three ways. A smaller maxi mum |l ength nay be inplenented; a |arger
maxi mum | engt hbe i npl emented; or the maxi mum |l ength nay be so |arge as
to be in practice infinite.

Di scussi on

A JANUS interface may di scard nessages |onger than 8160 bits when used
with the ARPANET. This constraint can be enforced in software rather
than in hardware, if desired.

2.1.3. Four-way Handshake

Requi r enent :

The interface nust use the four-way handshake. That is, the receiver
must wait until the incom ng There' s-Your-Bit drops before turning on
Ready- For - Next -Bi t .

Di scussi on

The two-way handshake, presented as an option in Report 1822, nust not
be used. Experience has shown that it is vulnerable to various
failures. First, if the off period in RFNB is not seen by the sender
(due to noise or its being too short), a deadl ock occurs and no nore
data is transferred. Second, a two-way receiver cannot talk with a
strictly four-way sender, since the sender’s next assertion of TYB may
depend on seeing the RFNB transition to on. And third, the two-way
handshake is overly sensitive to transitions, and nmay be activated by
noi se pul ses. Transitions in the twd-way handshake may be ni ssed
altogether in a sender inplenmentati on which sanples the RFNB line only
at certain intervals. The superiority of the nore positive four-way
handshake is inportant in applications where neither of the

conmuni cating interfaces is necessarily constructed to particular

st andar ds.

2.1.4. Contact Bounce

Requi r enent :

Each interface, considered together with the software driving it, nust
prevent data fromflowi ng across the interface in either direction while
its Ready relay contacts may be bouncing. Thus, for 1/10 second after
rai sing Ready, the outgoing signhals There’s-Your-Bit and
Ready- For - Next -Bit must not be asserted.

Di scussi on

This may be acconplished either in hardware or software, as discussed in
Report 1822 section B.3. The delay of 1/10 second is specified here to
resol ve an anbiguity in Report 1822, concerning whether a shorter del ay
was acceptable if the relay was known to solidly finish closing sooner
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Report 1822 specified a 1/2 second del ay, but nodern reed rel ays
reliably finish closing in 1/10 second.

2.1.5. RFNB, TYB Mnimum O f Tine

Requi r enent :

Ready- For- Next-Bit must be off for at |east 50 nanoseconds for |oca

host connections, and at least 1 mcrosecond for distant host
connections, as seen by the receiver of the signal (who is the sender of
data). Note that this neans that RFNB at the cable driver nay have to
be of f for sonewhat |onger than this mininumif deterioration of the
signal waveformalong the cable is anticipated. There’'s-Your-Bit nust
simlarly be off for at |east 50 nanoseconds for |ocal host connections,
and at least 1 microsecond for distant host connections, as seen by the
recei ver of the signal

Di scussi on
This extends the Report 1822 requirenments for signals received by the
IMP, to both interfaces in a JANUS interface pair

2.1.6. Deskew ng

Requi r enent :

The outgoing data bit nust be on the line and the Last-Bit |evel correct
at | east 500 nanoseconds before the sender turns on the There’s-Your-Bit
signal. The sender must turn off TYB before changing either the data or
the LB.

Di scussi on

The responsibility for deskewi ng signals rests with the sender in each
interface. This applies the Report 1822 | MP sender behavior to each
JANUS interface as a requirement. Note that the receiver may count on
the Last-Bit signal being valid during, and only during, the assertion
of There's-Your-Bit. Specifically, Last-Bit nmust be asserted during
transm ssion of the last data bit. Report 1822 was slightly ambi guous
in this regard.

2.1.7. Transm ssion O der

Requi r enent :
"The high-order bit of each word is transnmitted first." (Report 1822,
section 4.1.)

Di scussi on

If a conputer has addressi ng nodes other than word addressing, such
units or bytes are not used as units of transm ssion by the interface.
For exanple, the first bit transmitted fromor received into a PDP-11 is
bit 15, the leftnmost bit of a 16-bit word. This is repeated here to
bring it especially to the attention of designers.
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2.2. Distant Host Electrical Requirements

Di scussi on

The paragraphs bel ow specify a Di stant Host option of the JANUS
interface which differs substantially fromthe 1822 Di stant Host
interface. Several considerations pronpted this change. Report 1822
specifies transformer coupling at the receiver, so requirenments on
signal rise tine and hold times were made. To relax these, and to

achi eve greater tolerance to differences in ground potential, optica
isolators are now often used, even in 1822 interfaces. Neither the
Report 1822 Di stant Host driver, nor the driver adopted for JANUS
generate nore than 1.0 volt. Comonly avail able optical isolators
require at least 1.1 volts to overcone their forward drop before they
will operate. Thus an optical isolator driver is needed in both the
1822 and the JANUS receivers. The ground potential difference between
the communicating interface may exceed the maxi mumratings of the input
anplifier, so the input circuit nmust be powered froma floating power
supply. Appropriate DC-DC converters for this purpose are avail able at
reasonabl e cost.

2.2.1. DH Signal Timng

Requi r enent :

Receiver circuits in distant host interfaces shall be inplemented with
optical isolators or other means which are not sensitive to rise and
hold tinmes, as transforner coupling is. Therefore, the requirenents for
rise and hold times on distant host signals appearing in Report 1822 are
suspended.

2.2.2. DH Signal Levels and Waveforns

Requi r enent :

Signal levels and waveforns at the driver and the receiver shall follow
the specifications in ElIA standard RS-422. |n particular, the driver
nmust supply a differential of at least 2 and not nore than 6 volts; and
the receiver nust operate correctly on as small a differential as 0.2
vol ts.

2.2.3. DH Electrical Isolation

Requi r enent :

The receiver circuit nmust operate correctly over a conmon node voltage
range of -100 to +100 volts, and nust not be permanently damaged by a
common node voltage of from-300 to +300 volts.
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Excepti on:

If the interface is absolutely never intended for use in an environnment
where comon node vol tage exceeds 7 volts in nagnitude, or where the
voltage fromeither signal wire to the signal ground exceeds 10 volts in
magni tude, then the electrical isolation required in this paragraph may
be suspended, and the correspondi ng requirements of ElIA specification
RS-422 applied in its place. Such an inplenmentation is explicitly an
exceptional JANUS interface, and is not the standard JANUS interface.

Di scussi on

A suggested way to achieve this isolation is an RS-422 receiver chip
such as the Motorola MC3487 or the Advanced M cro Devices AnR6LS32,
foll owed by an LED driver as needed, followed by an optical isolator
such as the Hewl ett-Packard 5082-4360. The receivers and LED drivers
for all input Iines may be powered from one source, but this power nust
be floated with respect to ground of the hone interface.

2.2.4. DH Cable Shield G ounding

Requi r enent :

At each end the cable shield in a distant host connection shall be
connected through a circuit described below to signal ground. The
circuit consists of two conponents connected in parallel. (1) A 100K,
1/8 watt resistor provides a path to | eak off slow accumnul ati ons of
static charge

(2) A .01 nfd, 600 V ceram c capacitor bypasses sharp noi se spikes.

Excepti on:
In cases of severe noise, one end of the shield or the other (but not
both!) may have to be tied directly to ground, sacrificing the synmetry.

Di scussi on

Grounding the cable shield only at the host end, as in Report 1822, is
undefined when the interface is symetrical. |Instead, the circuit above
will be used.

2.2.5. DH Cable

Requi r enent :

Cabl e requirenments in EIA specification RS-422 nust be followed with
respect to quality and el ectrical characteristics, and those in Report
1822 with respect to number of conductors. In particular, at |least 10
twisted pairs with inpedance of approxi mately 100 ohns nust be suppli ed.
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Di scussi on

A suitable cable is PE-39, described in REA Bulletin 345-67. This cable
is simlar to that mass produced for tel ephone cable, which is of good,
uniformaquality, and readily avail able at reasonable cost. The cable
specified in Report 1822 is not as desirable. Note the change in

speci fied characteristic inpedance: Report 1822 specified 120 ohns,
while the JANUS interfaces follow RS-422 with 100 ohns.

2.2.6. DH Cable Term nation

Requi r enent :

Termination shall be as specified in RS-422, in particular at the
receiver. Termination as in Report 1822, at the driver, shall NOT be
used.

Di scussi on

The source-end termination specified in Report 1822 was to elininate the
vol tage drop caused by the cable's series resistance. RS-422 explicitly
allows for this sort of signal attenuation as a part of the

speci fication.

3. STRONG RECOMVENDATI ONS
3.1. Local Host Signal Levels

Suggested voltage levels for |ocal host drivers and receivers are given
bel ow. The levels below are a conbination of Report 1822 |evels for
316/516 and Pluribus nmachines. The intent here is to be conpatible with
readi |y available TTL conponents. Suggested chips are the 7440 for a
driver and the 7420 for a receiver. Note that signals nay go up to 6
volts, which may danmage receiving circuits constructed of normal 5-volt

l ogic. Such receivers should have a voltage divider on their inputs.

driver output voltage
with input = O: - mn, 0.35 max (0.07 typical)
with input = 1: 3.5 mn, 6.0 mx (5.0 typical)
recei ver input voltage
to assunme a binary O: 0.6 mn (0.9 typical)
to assune a binary 1: 2.5 max (1.7 typical)
maxi mum i nput rating: 6.0 max

Cabl e i npedance and termination circuits are covered in Report 1822.
Wth properly chosen cable and well|l designed circuits, and with

i npedances mat ched, |ocal host connections may operate considerably
farther than the 30 feet given in Report 1822. Cables as |ong as 300
feet are in use comunicating with ARPANET | MPs. For exanple, 300 foot
cabl es have worked using 7440's as drivers, standard TTL gates as
receivers, cable termnation (on all signal lines) of a diode to ground
and a diode to +3 volts, and RGL74/U cable. RGL74/U is 50 ohm coax, and
a 100 ohmcoax is preferred, to reduce ringing.
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3.2. Use of the Ready Line

It is strongly reconmended that the Ready Line provided by the hardware
be used by the software in a manner simlar or identical to that
described in Report 1822. Report 1822 sections 3.2, 4.4 and Appendix B
especially bear on this topic. |In particular, the software design
shoul d provide for the follow ng:

(1) Aready indicator (relay) which tells the foreign interface that
the honme interface and software are ready to conmuni cate.

(2) An "error" flip-flop which tells the hone software that the
foreign interface has been not ready.

(3) NOP nessages which are used to purge the conmunication "pipe"
after the ready line has "fl apped" down and back up

4. ADVI CE ON DELAYS TO LIM T BANDW DTH

It is advisable to include adjustable delays whose functionis to limt
the maxi mum bandwi dth of transfers, as discussed in Report 1822. Only
when the details (such as cable characteristics, nmenory speed, and
acceptabl e nmenory utilization) of a specific application guarantee that
an unregul ated transfer rate will be acceptable can these del ays be
omtted. Two delays are involved, one in the sender circuit and one in
the receiver circuit. The sender delays up to 10 m croseconds

(adj ustable) fromwhen the foreign interface drops Ready-For-Next-Bit,
before again turning on There's-Your-Bit. (This is the sumof delays C
and Din Report 1822 Fig. B-1.) The receiver delays up to 10

m croseconds (adjustable) fromwhen the foreign interface asserts
There’ s-Your-Bit, before again turning on Ready-For-Next-Bit. (This is
the sum of delays A and B in Report 1822 Fig. B-2.) Wen delivered,

i nterfaces should have these del ays set at approximately the nmaxi num
delay. The timing is shown bel ow.
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sender’s TYB ! ! ! !

foreign RFNB _ ! ! ! !
I <--del ay- - >!

foreign TYB ! ! ! !

recei ver’'s RFNB ! ! ! !
I <--del ay- - >!

5. I NTER-OPERABI LI TY WTH 1822 | NTERFACES

Prot ocol specifications have been chosen which are conpatible with
Report 1822. Actually, the protocol areas discussed above are further
clarification of Report 1822, rather than any change fromit. The

el ectrical specifications differ only slightly fromthe 1822 interface.
The | ocal host |evels chosen are 1822 conpatible. The potentia
difficulties in using a JANUS interface cabled to an 1822 interface
arise with the distant host interface.

The distant host cable for a JANUS interface is 100 ohns nom na

i npedance, conpared to 120 ohns for the 1822 interface. This difference
is small enough that nost applications will work with either cable, or
even with sone 100 ohm cabl e and sonme 120 ohm cabl e.

The 1822 distant host interface does not provide as much electrica

i solation as the standard JANUS di stant host interface. Thus, in cases
of severe common node noi se or ground potential difference, two JANUS
interfaces mght operate correctly, but an 1822 interface m ght

nm sbehave or burn out.

The JANUS di stant host driver yields 2 to 6 volts output, and its
receiver requires 0.2 volts input; the 1822 distant host driver vyields
1.0 volt output, and its receiver requires 0.1 volt input. Unless there
is asignificant signal loss in the cable, the 1822 driver will drive a
JANUS receiver acceptably. On the other hand, the nmaxi muminput to an
1822 receiver is 4.0 volts. Thus a JANUS driver might overdrive an 1822
receiver. The sinmplest fix for this is to put a (bal anced) voltage

di vider at the 1822 receiver, or at the JANUS driver. The divider
shoul d cut down the maxi numvoltage from6 volts to 4 volts, or a
reduction of 1/3.
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The above differences are relatively mnor, so in nost applications an
i nterconnected 1822 interface and a JANUS interface shoul d operate
correctly. Attention nust be paid to the electrical isolation
susceptibility of the 1822, and to its maxi numinput voltage.

6. M LITARY COVPATI BI LI TY

The El A specification RS-422 chosen as a base for the JANUS interface
di stant host electrical characteristics is conpatible with nmlitary
specification M L-188-114.

The common node vol tage tol erance of the JANUS interface provides
significant protection against widely varying ground potentials in field
equi prent separated by di stances of thousands of feet.
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