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Generation Networks necessitates that SIP networks provide adequate
control mechani snms to maintain transaction throughput by preventing
congestion collapse during traffic overloads. A |oss-based solution
to renmedy known vulnerabilities of the SIP 503 (Service Unavail abl e)
overl oad control nechani sm has al ready been proposed. Using the sane
signaling, this docunment proposes a rate-based control scheme to
conpl emrent the | oss-based control schene.
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1. Introduction

The use of SIP [RFC3261] in | arge-scal e Next Ceneration Networks
requi res that SIP-based networks provide adequate control nechani sns
for handling traffic growth. |In particular, SIP networks nust be
able to handle traffic overloads gracefully, maintaining transaction
t hroughput by preventing congestion coll apse.

A prom sing SIP-based overload control solution has been proposed in
[ RFC7339]. That solution provides a conmunication scheme for
overload control algorithns. It also includes a default | oss-based
overload control algorithmthat makes it possible for a set of
clients to linmt offered | oad towards an overl oaded server. However,
such a loss control algorithmis sensitive to variations in |load so
that any increase in |oad would be directly reflected by the clients
in the offered | oad presented to the overl oaded servers. More

i mportantly, a |oss-based control scheme cannot guarantee an upper
bound on the load fromthe clients towards an overl oaded server and
requires frequent updates that nay have inplications for stability.

In accordance with the framework defined in [RFC7339], this docunent
proposes an alternate overload control schene: the rate-based

overl|l oad control scheme. The rate-based control algorithm guarantees
an upper bound on the rate, constant between server updates, of
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3.

3.

requests sent by clients towards an overl oaded server. The trade-off
isinterms of algorithmc conplexity, since the overloaded server is
nore likely to use a different target (maximumrate) for each client
than the | oss-based approach

The proposed rate-based overl oad control algorithmmtigates
congestion in SIP networks while adhering to the overload signaling
schene in [RFC7339] and presenting a rate-based control schenme as an
optional alternative to the default | oss-based control schene in

[ RFC7339] .

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Unl ess ot herwi se specified, all SIP entities described in this
docunent are assuned to support this specification

Rat e- Based Al gorithm Schene
1. Overview

The server is the one protected by the overload control algorithm
defined here, and the client is the one that throttles traffic
towards the server.

Fol | owi ng the procedures defined in [ RFC7339], the server and clients
si gnal one anot her support for rate-based overload control

Then, periodically, the server relies on internal nmeasurenments (e.g.
CPU utilization or queueing delay) to evaluate its overload state and
estimate a target maxi num SIP request rate in nunber of requests per
second (as opposed to target percent loss in the case of |oss-based
control).

When in overload, the server uses the "oc" paraneter in the Via
header field [ RFC7339] of SIP responses in order to informclients of
its overload state and of the target maxi mum SIP request rate for
that client.

Upon receiving the "oc" paraneter with a target nmaxi num SI P request
rate, each client throttles new SIP requests towards the overl oaded
server.
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3.2. Via Header Field Paraneters for Overload Contro

Four Via header paraneters are defined in [RFC7339] and are
sumrari zed bel ow.

0 oc: Used by clients in SIP requests to indicate support for
overl oad control per [RFC7339] and by servers to indicate the | oad
reducti on amount in the | oss-based algorithmand the maxi numrate,
i n messages per second, for the rate-based al gorithm described
her e.

0 oc-algo: Used by clients in SIP requests to adverti se supported
overl oad control algorithns and by servers to notify clients of
the algorithmin effect. Supported values are |oss (default) and
rate (optional).

o oc-validity: Used by servers in SIP responses to indicate an
interval of tinme (in mlliseconds) that the | oad reduction should
be in effect. A value of 0 is reserved for the server to stop

overload control. A non-zero value is required in all other
cases.
0 o0c-seq: A sequence nunber associated with the "oc" paraneter.
Consult Section 4 for an illustration of the usage of the "oc"

paranmeter in the Via header field.
3.3. dient and Server Rate-Based Control Al gorithm Selection

Per [RFC7339], new clients indicate supported overload contro
algorithnms to servers by inserting "oc" and "oc-al go", with the nanes
of the supported algorithnms, in the Via header field of SIP requests
destined to servers. The inclusion by the client of the token "rate"
i ndicates that the client supports a rate-based al gorithm

Conversely, servers notify clients of the selected overl oad contro

al gorithmthrough the "oc-al go" paranmeter in the Via header field of
SIP responses to clients. The inclusion by the server of the token
"rate" in the "oc-al go" paraneter indicates that the rate-based

al gorithm has been sel ected by the server.

Support of rate-based control MJUST be indicated by clients including
the token "rate" in the "oc-algo" list. Selection of rate-based
control MJST be indicated by servers by setting "oc-al go" to the
token "rate".
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3.4. Server Qperation

The actual al gorithmused by the server to deternmine its overl oad
state and estinmate a target maxi num SIP request rate is beyond the
scope of this docunent.

However, the server MJST periodically evaluate its overload state and
estimate a target SIP request rate beyond which it woul d becone

over|l oaded. The server mnust determine howit will allocate the
target SIP request rate anong its client. The server may set the
same rate for every client or may set different rates for different
clients.

The maxi mumrate deternined by the server for a client applies to the
entire stream of SIP requests, even though throttling nay only affect
a particul ar subset of the requests, since as per [RFC7339] and REQ

13 of [RFC5390], request prioritization is a client’s responsibility.

When setting the maximumrate for a particular client, the server may
need to take into account the workload (e.g., CPU | oad per request)
of the distribution of nessage types fromthat client. Furthernore,
because the client may prioritize the specific types of nmessages it
sends whil e under overload restriction, this distribution of nessage
types may be different fromthe message distribution for that client
under non-overload conditions (e.g., it could have either higher or

| ower CPU | oad).

Note that the "oc" paraneter for the rate-based algorithmis an upper
bound (in nessages per second) on the traffic sent by the client to
the server. The client nay send traffic at a rate significantly

| ower than the upper bound for a variety of reasons.

In other words, when nultiple clients are being controlled by an
over| oaded server, at any given time, sonme clients nay receive
requests at a rate below their target (maxinmum SIP request rate
whil e others above that target rate. But the resulting request rate
presented to the overl oaded server will converge towards the target
SIP request rate.

Upon detection of overload and the determ nation to invoke overl oad
controls, the server MJST follow the specifications in [RFC7339] to
notify its clients of the allocated target SIP request rate and to
notify themthat rate-based control is in effect.

The server MUST use the "oc" paraneter defined in [RFC7339] to send a
target SIP request rate to each of its clients.
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When a client supports the default | oss-based al gorithm and not the
rate-based algorithm the client would be handled in the same way as
in Section 5.10.2 of [RFC7339].

3.5. dient Qperation
3.5.1. Default Al gorithm

In determ ning whether or not to transmit a specific nmessage, the
client may use any algorithmthat linmts the message rate to the "oc
paranmeter in units of nmessages per second. For ease of discussion
we define T = 1/["oc" paraneter] as the target inter-SIP request
interval. The algorithmmay be strictly deterministic, or it may be
probabilistic. It may, or may not, have a tolerance factor to all ow
for short bursts, as long as the long-termrate renains below 1/T.

The al gorithm may have provisions for prioritizing traffic in
accordance with REQ 13 of [RFC5390].

If the algorithmrequires other paraneters (in addition to "T", which
is 1/["oc" paraneter]), they may be set autononmously by the client,
or they may be negotiated between client and server independently of
the SIP-based overload control solution

In either case, the coordination is out of the scope of this
docunent. The default algorithns presented here (one with and one
wi t hout provisions for prioritizing traffic) are only exanpl es.

To throttle new SIP requests at the rate specified by the "oc"
paranmeter sent by the server to its clients, the client MAY use the
proposed default algorithmfor rate-based control or any other

equi val ent algorithmthat forward nmessages in confornmance with the
upper bound of 1/ T messages per second.

The default |eaky bucket algorithm presented here is based on
[ITU-T-1.371], Appendix A 2. The algorithmnakes it possible for
clients to deliver SIP requests at a rate specified by the "oc"
paranmeter with the tol erance paraneter TAU (preferably configurable).

Conceptual Iy, the | eaky bucket algorithmcan be viewed as a finite
capacity bucket whose real -valued content drains out at a continuous
rate of 1 unit of content per tinme unit and whose content increases
by the increment T for each forwarded SIP request. T is computed as
the inverse of the rate specified by the "oc" paraneter, nanely
T=1/ ["oc" paraneter].
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Not e that when the "oc" paraneter is O with a non-zero "oc-validity",
then the client should reject 100% of SIP requests destined to the
over|l oad server. However, when the "oc-validity" value is 0, the
client should inmediately stop throttling.

If, at a new SIP request arrival, the content of the bucket is |ess
than or equal to the limt value TAU, then the SIP request is
forwarded to the server; otherwi se, the SIP request is rejected.

Note that the capacity of the bucket (the upper bound of the counter)
is (T + TAU).

The tol erance paraneter TAU determ nes how cl ose the | ong-term
admitted rate is to an ideal control that would admit all SIP
requests for arrival rates less than 1/ T and then admt SIP requests
precisely at the rate of 1/ T for arrival rates above 1/T. In
particular, at nean arrival rates close to 1/T, it determ nes the
tolerance to deviation of the inter-arrival time fromT (the |arger
TAU, the nore tolerance to deviations fromthe inter-departure
interval T).

This deviation fromthe inter-departure interval influences the
admtted rate burstiness or the nunmber of consecutive SIP requests
forwarded to the server (burst size proportional to TAU over the
di fference between 1/ T and the arrival rate).

In situations where clients are configured with sone know edge about
the server (e.g., operator pre-provisioning), it can be beneficial to
choose a val ue of TAU based on how many clients will be sending
requests to the server.

Servers with a very large nunber of clients, each with a relatively
smal | arrival rate, will generally benefit froma smaller value for
TAU in order to limt queuing (and hence response times) at the
server when subjected to a sudden surge of traffic fromall clients.
Conversely, a server with a relatively small nunber of clients, each
with a proportionally larger arrival rate, will benefit froma |arger
val ue of TAU

Once the control has been activated, at the arrival tine of the k-th
new SI P request, ta(k), the content of the bucket is provisionally
updated to the val ue

X = X- (ta(k) - LCT)

where X is the value of the | eaky bucket counter after arrival of the

| ast forwarded SIP request, and LCT is the time at which the last SIP
request was forwarded.
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If X is less than or equal to the Iimt value TAU, then the new SIP
request is forwarded, the | eaky bucket counter X is set to X (or to
0if X is negative) plus the increment T, and LCT is set to the

current time ta(k). |If X is greater than the linmt value TAU, then
the new SIP request is rejected, and the values of X and LCT are
unchanged.

When the first response fromthe server has been received indicating
control activation (oc-validity>0), LCT is set to the tine of
activation, and the | eaky bucket counter is initialized to the

par ameter TAUO (preferably configurable), which is 0 or |arger but

| ess than or equal to TAU.

TAU can assunme any positive real nunber value and is not necessarily
bounded by T.

TAU=4*T is a reasonabl e conpronm se between burst size and throttled
rate adaptation at | ow offered rates.

Note that specification of a value for TAU and any communi cati on or
coordi nati on between servers are beyond the scope of this docunent.

A reference algorithmis shown bel ow.
No priority case:
[l T: inter-transmission interval, set to 1/ ["oc" paraneter]

/1 TAU:. tolerance paraneter
/] ta: arrival time of the npbst recent arrival received by the

/1 client
/1 LCT: arrival tinme of last SIP request that was sent to the server
/1 (initialized to the first arrival tine)

/1 X current value of the | eaky bucket counter (initialized to
/1 TAUO)

/1 After nost recent arrival, calculate auxiliary variable Xp
Xp = X - (ta - LCT);

if (Xp <= TAU) {
/1l Transmt SIP request
/1 Update X and LCT
X =nmx (0, Xp) + T;
LCT = ta;
} else {
/1l Reject SIP request
/1 Do not update X and LCT
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3.5.2. Priority Treatnent

As with the | oss-based algorithmin [RFC7339], a client inplenenting
the rate-based algorithmal so prioritizes nessages into two or nore
categories of requests, for example, requests that are candidates for
reducti on and requests that are not subject to reduction (except
under extenuating circunstances when there aren’t any nessages in the
first category that can be reduced).

Accordingly, the proposed | eaky bucket inplementation is nodified to
support priority using two thresholds for SIP requests that are
candi dates for reduction. Wth two priorities, the proposed | eaky
bucket requires two thresholds: TAUlL and TAU2 (where TAUl < TAU2):

o Al new requests would be adnmitted when the | eaky bucket counter
is at or bel ow TAUL.

0 Only higher-priority requests would be adnitted when the | eaky
bucket counter is between TAUL and TAUZ2.

o Al requests would be rejected when the bucket counter is at or
above TAUZ.

This can be generalized to n priorities using n thresholds for n>2 in
t he obvi ous way.

Wth a priority schene that relies on two tol erance paraneters (TAU2
i nfluences the priority traffic, and TAUL influences the non-priority
traffic), always set TAUL < TAU2 (TAU is replaced by TAUL and TAU2).
Setting both tol erance paraneters to the sane value is equivalent to
having no priority. TAUL influences the admitted rate the sane way
as TAU does when no priority is set. The larger the difference

bet ween TAUL and TAU2, the closer the control is to strict priority
gueuei ng.

TAUL and TAU2 can assune any positive real nunber value and are not
necessarily bounded by T.

Reasonabl e val ues for TAUO, TAUl, and TAU2 are:
o TAW = 0,

o TAUl 1/2 * TAU2, and

o TAU2

10 * T.
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Not e that specification of a value for TAUL and TAU2 and any
comuni cation or coordination between servers are beyond the scope of
thi s docunent.

A reference algorithmis shown bel ow.

Priority case:

[l T: inter-transmi ssion interval, set to 1/ ["oc" paraneter]
/1 TAUL: tol erance paranmeter of no-priority SIP requests

[l TAU2: tol erance paraneter of priority SIP requests
/1 ta: arrival tinme of the nobst recent arrival received by the

/1 client
/1 LCT:. arrival tinme of last SIP request that was sent to the server
/1 (initialized to the first arrival tine)

/1 X current value of the | eaky bucket counter (initialized to
/1 TAUO)

/1 After nost recent arrival, calculate auxiliary variable Xp
Xp = X - (ta - LCT);

i f (AnyRequest Received &% Xp <= TAUl) || (PriorityRequestReceived &%
Xp <= TAWRZ && Xp > TAUL) {

/1 Transmt SIP request

/1 Update X and LCT

X =mx (0, Xp) + T,

LCT = ta;
} else {

/1 Reject SIP request

/1 Do not update X and LCT

}

3.5.3. Optional Enhancement: Avoi dance of Resonance

As the number of client sources of traffic increases or the

t hroughput of the server decreases, the maxinumrate adnitted by each
client needs to decrease; therefore, the value of T becones |arger
Under sone circunstances (e.g., if the traffic arises very quickly

si mul taneously at many sources), the occupanci es of each bucket can
become synchroni zed, resulting in the adm ssions from each source
being close in time and batched or having very ’peaky’ arrivals at
the server, which gives rise not only to control instability but also
to very poor delays and even | ost nessages. An appropriate termfor
this is 'resonance’ [Erramlli].
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If the network topology is such that resonance can occur, then a
sinple way to avoid resonance is to random ze the bucket occupancy at
two appropriate points -- at the activation of control and whenever
the bucket enpties -- as described bel ow

After updating the value of the | eaky bucket to X, generate a val ue
u as foll ows:

if X >0, thenu =20

else if X <=0, then let u be set to a random value uniformy
di stributed between -1/2 and +1/2

Then, only if the arrival is admtted, increase the bucket by an
amount T + uT, which will therefore be just T if the bucket hadn’t
enptied or lie between T/2 and 3T/2 if it had.

This random zati on shoul d al so be done when control is activated,
i.e., instead of sinply initializing the | eaky bucket counter to
TAUO, initialize it to TAUO + uT, where uis unifornmy distributed as
above. Since activation would have been a result of response to a
request sent by the client, the second termin this expression can be
interpreted as being the bucket increment follow ng that adm ssion

This method has the foll owing characteristics:

o If TAUW is chosen to be equal to TAU and all sources activate
control at the sane tinme due to an extrenely high request rate,
then the tine until the first request admtted by each client
woul d be uniformy distributed over [0, T].

o The nmaxi mum occupancy is TAU + (3/2)T, rather than TAU + T wi t hout
randoni zati on.

o For the special case of ’'classic gapping where TAU=0, then the
mnimmtine between adm ssions is uniformy distributed over
[T/2, 3T/2], and the nean tine between adm ssions is the saneg,
i.e., T+1/R where Ris the request arrival rate.

o As high |l oad random zation rarely occurs, there is no | oss of

precision of the admtted rate, even though the random zed
" phasi ng’ of the buckets renmins.
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4. Exanple

The exanmple in this section adapts the exanple in Section 6 of
[ RFC7339], where client P1 sends requests to a downstream server P2:

I NVI TE si ps: user @xanple.com SIP/ 2.0
Via: SIP/2.0/TLS pl. exanpl e. net;
branch=z9h&4bK2d4790. 1; recei ved=192. 0. 2. 111

oc; oc-al go="l oss, rate"

SIP/2.0 100 Trying

Via: SIP/2.0/TLS pl. exanpl e. net;
branch=z9hG4bkK2d4790. 1; recei ved=192. 0. 2. 111
oc=0; oc-al go="rate"; oc-validity=0;

oc-seq=1282321615. 781

The first message above is sent by P1 to P2. This nessage is a SIP
request; because Pl supports overload control, it inserts the "oc"
paraneter in the topnost Via header field that it created. P1
supports two overload control algorithnms: |oss and rate.

The second nessage, a SIP response, shows the topnost Via header
field amended by P2 according to this specification and sent to P1

Because P2 al so supports overload control, it chooses the rate-based
schene and sends that back to P1 in the "oc-al go" parameter. |t uses
oc-validity=0 to indicate no overload control. |In this exanple,

"oc=0", but "oc" could be any value as "oc" is ignored when
"oc-validity=0".

At sone later tine, P2 starts to experience overload. It sends the
following SIP nmessage indicating P1 should send SIP requests at a
rate no greater than or equal to 150 SIP requests per second and for
a duration of 1,000 mlliseconds.
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SIP/2.0 180 Ri nging

Via: SIP/2.0/TLS pl. exanpl e. net;
branch=z9h&4bK2d4790. 1; recei ved=192. 0. 2. 111
0c=150; oc- al go="rat e"; oc-val i di t y=1000;

oc-seq=1282321615. 782

5.  Syntax

This specification extends the existing definition of the Via header
field parameters of [RFC7339] as foll ows:

algo-list =/ "rate"
6. Security Considerations

Aside fromthe resonance concerns discussed in Section 3.5.3, this
mechani sm does not introduce any security concerns beyond the genera
overl oad control security issues discussed in [RFC7339]. Methods to
nmtigate the risk of resonance are discussed in Section 3.5.3.

7. | ANA Consi derations

| ANA has registered the "oc-al go" parameter of the Via header field
in the "Header Field Paraneters and Paraneter Val ues" subregistry of
the "Session Initiation Protocol (SIP) Paraneters" registry. The
entry appears as foll ows:

Header Par amret er Pr edefi ned Ref er ences
Field Nane Val ues
Vi a oc-al go Yes [ RFC7339] [ RFC7415]
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