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Abst ract

Thi s docunent provides an overvi ew of a workshop held by the Internet
Architecture Board (1 AB) on Internet Technol ogy Adoption and
Transition (I TAT). The workshop was hosted by the University of
Canbri dge on Decenber 4th and 5th of 2013 in Canbridge, UK The goa
of the workshop was to facilitate adoption of Internet protocols,
through exani nation of a variety of economc nodels, with particul ar
enphasis at the waist of the hourglass (e.g., the nmiddle of the
protocol stack). This report summarizes contributions and

di scussions. As the topics were wi de ranging, there is no single set
of reconmendations for |ETF participants to pursue at this tinme.
Instead, in the classic sense of early research, the workshop noted
areas that deserve further exploration

Note that this docunment is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect |AB
vi ews and positions.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to
provide for permanent record. It represents the consensus of the
Internet Architecture Board (1AB). Documents approved for
publication by the 1 AB are not a candidate for any |level of Internet
St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7305
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1. Introduction

The Internet is a conplex ecosystemthat enconpasses all aspects of
society. At its heart is a protocol stack wi th an hourgl ass shape,
and IP at its center. Recent research points to possible

expl anati ons for the success of such a design and for the significant
chal | enges that arise when trying to evolve or change its mddle
section, e.g., as partially evident in the difficulties encountered
by IPv6. The workshop had a nunber of other key exanples to

consi der, including the next generation of HITP and real tine web-

br owser communi cati ons (WbRTC). The eventual success of many if not
all of these protocols will largely depend on our understandi ng of
not only what features and design principles contribute |asting

val ue, but al so how depl oynent strategi es can succeed in unl ocking
that value to foster protocol adoption. The latter is particularly
important in that nost if not all Internet protocols exhibit strong
externalities that create strong barriers to adoption, especially in
the presence of a well-established incunbent. That is, factors
beyond the control of the end points (such as m ddl eboxes) can [imt
depl oynment, sonetines by design

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the IABis

conpl ementary to the ongoing engineering efforts perfornmed by working
groups of the Internet Engi neering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Goup (I ESG and area
di rectorates.

Taki ng i nto account [RFC5218] on what nakes a protocol successful,
thi s workshop sought to explore how the conplex interactions of
protocol s’ design and depl oynent affect their success. One of the
wor kshop’ s goal s was, therefore, to encourage di scussions to devel op
an under st andi ng of what nakes protocol designs successful not only
in meeting initial design goals but nore inportantly in their ability
to evolve as these goals and the avail abl e technol ogy change.

Anot her equal |y i nmportant goal was to devel op protocol depl oynent
strategies that ensure that new features can rapidly gain enough of a
foothold to ultinmately realize broad adoption. Such strategies mnust
be i nfornmed by both operational considerations and econom c factors.

Participants in this workshop consisted of operators, researchers
fromthe fields of conputer science and econonics, and engi neers.
Contributions were wide ranging. As such, this report nmakes few
recommendations for the | ETF to consider
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1.1. Oganization of This Report

This report records the participants’ discussions. At the end,

wor kshop participants reviewed potential followup items. These will
be highlighted at each point during the report, and a summary is

gi ven at the end.

Section 2 reviews the notivations and existing work, and Section 3
di scusses the econom cs of protocol adoption. Section 4 covers

i nnovati ve nmodel s for protocol adoption. Section 5 delves into an
exam nati on of recent standards issues and some success stories.
Section 6 exam nes different views of success factors. Finally,
Section 7 exami nes potential next steps.

2. Mdtivations and Review of Existing Wrk

Qur wor kshop began with an introduction that asks the question: is
the neck of the Internet hourglass closed for business? There are
nunerous instances where progress has been slow, the three biggest
that come to mind being I Pv6 [ RFC2480], the Stream Contro

Transm ssion Protocol (SCTP) [RFC4960], and DNS Security (DNSSEC)

[ RFC4034]. The inmpact of DNSSEC is of particular interest, because
it is relied upon for the delivery of other services, such as DNS-
Based Aut hentication of Naned Entities (DANE) [ RFC6698], and it could
be used for application discovery services through DNS (specifically
where security properties are part of that discovery). Thus,

sl owmdown at the neck of the glass can have an inmpact closer to the

[ip.
Even when one considers the classic neck of the hourglass to be IP

and transport layers, it was suggested that the hourglass m ght
extend as high as the application |ayer.
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HTTP(s) as the new neck?

This idea was rebutted by the argunment that protocols do continue to
evol ve, that protocols Iike SMIP and | MAP in the applications space
have continued to evolve, as has the transport |ayer.

The wor kshop nmoved on to a review of RFC 5218, which di scusses
protocol success factors. This work was presented in the IETF 70

pl enary and was the basis for this ongoing work. There were two

cl ear outcones fromthe discussion. The first was that the Internet
Architecture Board should review and consider that docunent in the
context of evaluating Birds of a Feather (BoF) session proposals at
the I ETF, so that any working group proposal is carefully crafted to
address a specific design space and provide positive net val ue.

Anot her aspect was to continue work on tracking the val ue-specific
works in ternms of success, wild success, or failure. On that |ast
point, failure remains difficult to judge, particularly at the neck
of the hourgl ass.
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3. Economics of Protocol Adoption

Several papers were presented that | ooked at econonic aspects of
pr ot ocol adopti on.

3.1. \Wen can bundling hel p adopti on of network technol ogi es or
services?

Economi cs of bundling is a long-studied field, but not as applied to
protocols. It is relevant to the |IETF and inherent to two key
notions: layering and "nmandatory to inmplenent”. Two current exanples
i ncl ude DANE at op DNSSEC and WebRTC atop SCTP. The workshop revi ewed
a nodel [Weber13] that expl ores how bundling of two technol ogi es may
| ead to increased or decreased adoption of one or both. This wll
depend on a nunmber of factors, including costs, benefits, and
externalities associated with each technology. (Sinply put, an
externality is an effect or use decision by one set of parties that
has either a positive or negative inmpact on others who did not have a
choi ce or whose interests were not taken into account.) Bundling of
capabilities may provide positive val ue when individual capabilities
on their own do not provide sufficient critical nmass to prope

further adoption. Specifically, bundling can hel p when one
technol ogy does not provide positive value until critical mass of

depl oynment exists, and where a second technol ogy has | ow adoption
cost and i nmedi ate val ue and hence drives initial adoption unti
enough of a user base exists to allow critical mass sufficient for
the first technology to get positive value. One question was what
happens where one technol ogy depends on the other. That is directly
tied to "mandatory to inplenent” discussions within the IETF. That
is amtter for followon work. |ETF participants can provide
researchers anecdotal experience to help inprove nodels in this area.

3.2. Internet Protocol Adoption: Learning fromBitcoin

The wor kshop consi dered an exanmi nation of protocol success factors in
the context of Bitcoin [Boehnmel3d]. Here, there were any nunber of
barriers to success, including adverse press, |egal uncertainties,
glitches and breaches, previous failed attenpts, and specul ative
attacks. Bitcoin has thus far overcone these barriers thanks to
several key factors:

o First, thereis a built-in reward systemfor early adopters.
Partici pants are nonetarily rewarded at an exponentially declining
rate.

o There exist exchanges or conversion mechanisnms to directly convert
Bitcoin to other currencies.
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o Finally, there is sone store of value in the currency itself,
e.g., people find intrinsic value init.

The first two of these factors may be transferable to other
approaches. One key protocol success factor is direct benefit to the
partici pant. Another key protocol success factor is the ability to
interface with other systens for nutual benefit. |In the context of
Bitcoin, there has to be a way to exchange the coins for other
currencies. The Internet email system had sinpler adaption

mechani sns to all ow interchange with non-Internet email systens; this
facilitated its success. Another nore sinply stated approach is "IP
over everything".

A key nessage fromthis presentation is that if a protocol inposes
externalities or costs on other systens, find a neans to establish

i ncentives for those other players for inplenentation. As it
happens, there is a limted exanple that is directly relevant to the
| ETF.

3.3. Long termstrategy for a successful deploynent of DNSSEC - on al
| evel s

The wor kshop revi ewed the approach Sweden’s . SE registry has taken to
i mprovi ng depl oyment of DNSSEC [ Lowi nder13]. .SE has roughly 1.5
mllion domains. |1S (<https://ww.iis.se> nanages the ccTLD
(Country Code Top Level Dommin). They nmade the decision to encourage
depl oynment of DNSSEC within .SE. They began by understandi ng what
the full ecosystem | ooked |ike, who their stakehol ders were, and the
financial, legal, and technical aspects to deploynent. As they began
their rollout, they charged extra for DNSSEC. As they put it, this
didn't work very well.

They went on to fund devel opment of OpenDNSSEC to renove technica
barriers to deploynent at end sites, noting that tooling was |acking
inthis area. Even with this devel opment, nore tooling is necessary,
as they point out a need for APlIs between the signing zone and the
registrar.

To further encourage depl oynent, the governnent of Sweden provided
financial incentives to cormmunities to see that their donmins were
signed. .SE further provided an incentive to registrars to see that
their domains were signed. In sumary, .SE exam ned all the players
and provided incentives for each to participate.

The wor kshop di scussed whether or not this nodel could be applied to

other domains. .SE was in a position to effectively subsidize DNS
depl oyment because of their ability to set prices. This may be
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appropriate for certain other top-level donmmins, but it was pointed
out that the margins of other domains do not allow for a cost
reduction to be passed on at this point in tinme.

3.4. Franmework for analyzing feasibility of Internet protocols

One of the goals of the workshop was to provide ways to determ ne
when work in the IETF was likely to lead to adoption. The workshop
consi dered an interactive approach that conbi nes val ue net analysis,
depl oyrment environnment anal ysis, and technical architecture analysis
that leads to feasibility and solution analysis [Leval3]. This work
provided an alternative to RFC 5218 that had nmany points in comon.
The case study exam ned was that of Multipath TCP (MPTCP). Various
depl oyment chal | enges were observed. First and forenpst, increasing
bandwi dth within the network seens to decrease the attractiveness of
MPTCP. Second, the benefit/cost tradeoff by vendors was not

consi dered attractive. Third, not all parties may agree on the
benefits.

Sol uti ons anal ysi s suggested several approaches to inprove

depl oyrment, includi ng using open-source software, |obbying various
i mpl enent ers, depl oyi ng proxies, and conpl eting inplenmentations by
parties that own both ends of a connection.

3.5. Best Effort Service as a Depl oynment Success Factor

When given the choi ce between vanilla and chocol ate, why not choose
both? The workshop consi dered an approach that becane a recurring
thenme t hroughout the workshop -- to not exam ne when it was necessary
to nake a choi ce between technol ogies, but rather to inplenent
nmul ti pl e mechani sms to achi eve adoption [Welzl 13]. The workshop

di scussed the case of Skype, where it will use the best avail able
transport mechanismto i nprove comunication between clients, rather
than tie fate to any specific transport. The argunent goes that such
an approach provides a nmeans to introduce new transports such as
SCTP. This would be an adaptation of "Happy Eyebal |l s" [RFC6555].
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4.

4.

4.

| nnovative / Qut-There Model s

There were several approaches presented that exanm ned how we | ook at
pr ot ocol adopti on.

1. On the Conplexity of Designed Systens (and its effect on protoco
depl oynent)

The workshop revi ewed a conpari son between the hourglass nodel and
what systens biologists mght call the bowtie nodel [Meyer13]. The
crux of this conparison is that both rely on certain building bl ocks
to acconplish a certain end. |In the case of our hourglass nodel, IP
sits notably in the center, whereas in the case of systens biol ogy,
adenosi ne triphosphate (ATP) is the means by which all organi sns
convert nutrients to usable energy, and thus resides centrally wthin
the biol ogi cal system

The wor kshop al so exami ned the notion of "robust yet fragile", which
exam nes the bal ance between the cost of inplenenting robust systens
versus their value. That is, highly efficient systems can prove
fragile in the face of failure or nmay prove hard to evol ve.

The key question asked during this presentati on was how we coul d
apply what has been | earned in systens biology or what do the
findings reduce to for engineers? The answer was that nore work is
needed. The discussion highlighted the conplexity of the Internet in
terns of predicting network behavior. As such, one prom sing area to
exam ne may be that of network managenent.

2. Managing Diversity to Manage Technol ogi cal Transition

The wor kshop consi dered the difference between planned versus

unpl anned technol ogy transitions [Kohnol3]. They exam ned severa
transitions at the link, 1P, and application layers in Japan. One
key claimin the study is that there is a phase difference in the
diversity trend between each layer. The statistics presented show
that indeed HTTP is the predom nant substrate for other applications.
Anot her point made was that "natural selection" is a strong neans to
det ermi ne technol ogy.

Al ong these lines, there were two papers submitted that exam ned the
formati on and changes to the hourglass in the context of evolutionary
econom cs. Unfortunately, the presenter was unable to attend due to
illness. The work was discussed at the workshop, and there were
different points of view as to the approach
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4.

5.

5.

5.

3. On Econom c Model s of Network Technol ogy Adoption, Design, and
Viability

The wor kshop consi dered how network protocol capabilities enable
certain sorts of services that are beneficial to consuners and
service providers. This nodel |ooks at snmart data pricing (SDP) in
whi ch sone behavior is desired and rewarded through a pricing nodel

[ Senl13]. The example given was use of time-dependent pricing (TDP)
and denonstrated how a service provider was able to | oad shift
traffic to off-peak periods. Explicit Congestion Notification (ECN)
and RADI US were used by the project alongside a sinple GU. This
sort of work may prove useful to service providers as caching nodel s
evol ve over tinme. The question within the roomwas how will protoco
devel opers consi der these sorts of requirenents.

Maki ng St andards Better
There were several papers that focused on how standards are produced.
1. Standards: a love/hate relationship with patents

One of the biggest barriers to deploynent is that of the unseen
patent by the non-practicing entity (NPE) [Lear13]. Wiile this
problemis relatively well understood by the industry, the discussion
| ooked at patents as a neans to inprove interoperability. Those who
hol d patents have the ability to license themin such a way that a
singl e approach towards standardi zation is the result (e.g., they get
to decide the venue for their work).

2. Bridge Networking Research and Internet Standardization: Case
Study on Mbile Traffic Ofloading and | Pv6 Transition
Technol ogi es

There was a presentation and di scussi on about the gap between the
research community and standards organi zati ons. Two cases were

exam ned: nobile offloading and | Pv6 transition technol ogies
[Dingl3]. 1In the case of nobile offloading, a nechani smwas examn ned
that required understanding of both 3GPP (Third Generation
Partnership Project) and | ETF standards. Resistance in both

organi zati ons was encountered. |In the 3GPP, the problemwas that the
organi zati on already had an offl oading nmodel in play. |In the IETF
the problemwas a | ack of understanding of the interdisciplinary
space. The researchers noted that in the case of the | ETF, they may
have taken the wong tack by having junmped into the solution wthout
having fully explained the problemthey were trying to solve. In the
case of IPv6 transition technol ogi es, researchers encountered a
crowmded field and not nuch appetite for new transition technol ogies.
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5.

6.

The wor kshop di scussed whether the standards arena is the best venue
or neasurenent of success for researchers. The IRTF is nmeant to

bri dge academic research and the ETF. As we will discuss bel ow,
several avenues for continued dialog are contenpl at ed.

3. An Internet Architecture for the Challenged

1

The wor kshop engaged in a very provocative di scussion about whether
the existing Internet architecture serves the broadest set of needs.
Three specific aspects were exam ned: geographic, technical, and
soci oeconom c. Researchers presented an alternative hourgl ass or
protocol architecture known as Lowest Common Denom nat or Networ ki ng
(LCDNet) that re-exani nes sone of the base assunptions of the
existing architecture, including its "always on" nature

[ Sat hi aseel an13].

The wor kshop questioned many of the baseline assunptions of the
researchers. |n part, this may have been due to constrained

di scussion tinme on the topic, where a fuller explanation was
war r ant ed.

O her Chal | enges and Approaches

The workshop hel d a nunber of other discussions about different
approaches to technol ogy adoption. W should highlight that a nunber
of papers were submitted to the workshop on routing security, two of
whi ch were not possible to present.

Resilience of the comopns: routing security

The wor kshop di scussed a presentation on the tragedy of the commons
in the context of global inter-domain routing [ Robachevskyl13]. The
"I nternet Conmons" is a collection of networks that we depend on but
do not control. The main threat to the commons in the context of BGP
is routing pollution, or unwanted or unnecessary routing entries.
The Internet Society has been working with service providers to

i nprove resiliency by driving a conmon understandi ng of both probl em
and sol ution space and by devel oping a shared view with regard to

ri sk and benefits, with the idea being that there would be those who
woul d engage in reciprocal cooperation with the hopes that others
would do simlarly in order to break the tragedy.

What was notable in discussion was that there was no nagic bullet to
addressing the resiliency issue, and that this was a matter of
clearly identifying the key players and convincing themthat their
incentives were aligned. 1t also involved devel opi ng approaches to
measure resiliency.
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6.2. Cetting to the Next Version of TLS

Oiginally, the workshop had planned to | ook at the question of

whet her the | ETF could mandate stronger security. This evolved into
a di scussi on about getting to the next version of Transport Layer
Security (TLS) and what challenges |lie ahead. It was pointed out
that there were still many old versions of TLS in exi stence today,
due to nany old inplenmentations. |In particular, it was pointed out
that a substantial ampunt of traffic is still encrypted using Triple
DES.

One concern about the next generation is that perfect could becone
the eneny of good. Another point that was nmade was that perhaps a
testing platformmight help interoperability. Finally, there was
sone di scussi on about how new versions of TLS get pronoted.

7. Qut comres

Thi s wi de-rangi ng workshop di scussed nmany aspects that go to the
success or failure of the work of the IETF. While there is no single
silver bullet that we can point to for making a protocol successful,
the wor kshop did di scuss a nunber of outcones and potential next

st eps.

7.1. Work for the 1AB and the | ETF

The 1AB's role in working group formation consists of providing

gui dance to the I ESG on which Birds of a Feather sessions should be
hel d, review ng proposed working group charters, and shepherdi ng sone
work so that it can reach a suitable stage for standardization. In
each of these stages, the | AB has an opportunity to apply the | essons
of RFC 5218, as well as other work such as the notion of bundling
choi ces, when nmenbers give advi ce.

In addition to working group creation, the 1AB has an opportunity to
track and present protocol success stories, either through wkis or
through di scussion at plenary sessions. For instance, at the time of
witing, there is much interest in Bitcoin, its success, and what
paral l el s and | essons can be drawn. Specifically, it would be usefu
to track exanples of first-nmover advantages.

Finally, one area that the IETF may wi sh to consider, relating
specifically to DNSSEC, as rai sed by our speakers was standardi zation
of the provisioning interface of DNSSEC (DS keys) between parent and
child zone. Contributions in this area would be wel cone.
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7.2. Potential for the Internet Research Task Force

There are at least two possible activities that the | RTF nmight w sh
to consider. The first would be a research group that considers
protocol alternatives and recomendati ons that m ght be useful in
areas where environnents are constrai ned, due to bandw dth or other
resources. Such a group has al ready been proposed, in fact.

The second possibility is a nore general group that focuses on
econom ¢ considerations relating to Internet protocol design. In
particul ar, there were a nunber of areas that were presented to the
wor ki ng group that deserve further investigation and coul d use

col | aborati on between researchers, engineers, and operators. Two
exanpl es are work on bundling and systens biol ogy.

7.3. Opportunities for hers

I ncentive nodels often involve many different players. As we

consi dered work in the workshop, our partners such as | CANN and the
Regi onal Internet Registries (RIRs) can continue to play a role in
encour agi ng depl oynment of protocols through their policies. Their
menbers can al so participate in any activity of the IRTF that is
related to this work.

Specifically, RIRs have a specific role to play in encouraging
security of the routing system and | CANN has a specific role to play
in securing the donmain name service

The suggesti on was nmade that the | ETF working groups coul d | everage
graduate students in many universities around the world in hel ping
revi ew docunents (Internet-Drafts, RFCs, etc.). This would serve as
a source of education in real-world processes to students and woul d
engage the research community in | ETF processes nore thoroughly; it
woul d al so provide a scal e-out resource for handling the | ETF revi ew
wor kl oad. Several attendees who have such students were prepared to
try this out.

8. Security Considerations

Thi s docunent does not discuss a protocol. Security for the workshop
itself was excellent.
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