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Abst ract

Thi s docunent provides functional requirements for the support of
Metro Ethernet Forum (MEF) Ethernet Tree (E-Tree) in multipoint Layer
2 Virtual Private Network solutions (referred to as sinply "L2VPN').
It is intended that potential solutions will use these requirenents
as gui del i nes.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7152.
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1. Introduction

Thi s docunent provides functional requirements for the support of
Metro Ethernet Forum (MEF) Ethernet Tree (E-Tree) in multipoint Layer
2 Virtual Private Network solutions (referred to as sinply "L2VPN').
It is intended that potential solutions will use these requirenents
as gui del i nes.

A consi derabl e nunber of service providers have adopted Virtua
Private LAN Service (VPLS) to provide MEF Ethernet LAN (E-LAN)
services to custoners. Service providers currently need a sinple and
effective solution to enulate E-Tree services in addition to E-LAN
services on their MPLS networks.

Service providers al so expect E-Tree support in any newy devel oped
L2VPN t echnol ogi es.

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. | ETF Multipoint Ethernet L2VPN Services
2.1. VPLS

VPLS [ RFC4761] [RFCA762] is an L2VPN service that provides

mul tipoint-to-multipoint connectivity for Ethernet across an IP or
MPLS- enabl ed | P Packet Switched Network (I P/ MPLS PSN). VPLS enul ates
the Ethernet VLAN functionality of traditional Ethernet networks.
Thus, in VPLS, the custoner Ethernet frane is transported over the

| P/ MPLS PSN fromthe ingress Provider Edge (PE) to the egress PE
where the destination is connected based on the Ethernet frane
destinati on Media Access Control (MAC) address in the context of the
virtual switching instance (VSI) to which it bel ongs.

2.2. FEthernet Virtual Private Network (E-VPN)
E-VPN i s an enhanced L2 service that emul ates an Ethernet VLAN across
an | P/MPLS PSN, primarily targeted to support |arge scale L2VPNs with
resiliency requirenents not satisfied by other L2VPN sol utions.

E-VPN is currently under devel opnment. Please refer to [EVPN].
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3. MEF Multipoint Ethernet Services
MEF has defined two nultipoint Ethernet service types:

- E-LAN (Ethernet LAN), multipoint-to-nultipoint service
- E-Tree (Ethernet Tree), rooted-nultipoint service

For the full specifications, please refer to [ MEF6.1] and [ MEF10. 2].
3.1. Simlarities between E-LAN and E-Tree
The following are the simlarities between E-LAN and E-Tree servi ces.

- Data frame is an Ethernet frane.

- Data forwarding is MAC- based forwarding.

- Ageneric E-LANE-Tree service is always bidirectional in the
sense that ingress franmes can originate at any endpoint in the
servi ce.

3.2. Differences between E-LAN and E-Tree

Wthin the context of a nultipoint Ethernet service, each endpoint is
designated as either a Root or a Leaf. A Root can comunicate with
all other endpoints in the sanme multipoint Ethernet service; however,
a Leaf can only communicate with Roots but not Leaves.

The only differences between E-LAN and E-Tree are:

- E-LAN has Root endpoints only, which inplies there is no
conmuni cation restriction between endpoints.

- E-Tree has both Root and Leaf endpoints, which inplies there is
a need to enforce conmunication restriction between Leaf
endpoi nt s.
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3.3. E-Tree Use Cases

Table 1 presents sone najor E-Tree use cases.

T oo S +

| Use Case | Root | Leaf |
S . S TRy +
| 1| Hub & Spoke VPN | Hub Site | Spoke Site |
e e . . +
| 2 | Whol esal e Access | Customer’s | Customer’s |
| | | I'nterconnect | Subscriber |
Fom e e m m e e e e e e e e e e oo oo R S +

| Radi o Access | RAN Base |
| | Network (RAN)| Station |
| Network | |
| |

|

| | Controller |

Fom e e e m e e e e e e e e e aa o s oo S +
| 4 | |EEE 1588 PTPv2 | Precision | PTP Cient |
| | C ock Synchronisation | Tinme Protocol | |
| | [ EEE1588] | (PTP) Server | |
e e S +
| 5] Internet Access | Broadband | Subscriber |
| | [TR-101] | Network | |
| | Gat evay | |
e oo - +
| 6 | Broadcast Video | Video Source | Subscriber |
| | (unidirectional only) | | |
T Fomm oo o - Fomm e oo - +

| 7 | Broadcast/Milticast Video | Video Source | Subscriber |
| | plus Control Channel | | |

| | | System | Device |

Table 1: E-Tree Use Cases

Common to all use cases, direct L2 Leaf-to-Leaf conmunication is not
requi red or rmust be inhibited.

If direct L2 Leaf-to-Leaf comunication is not allowed due to a
security concern, then E-Tree should be used to prohibit

conmuni cati on between Leaf endpoints. Qherwise, E-LANis also a
f easi bl e opti on.
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3.4. Ceneric E-Tree Service

4.

4.

4.

A generic E-Tree service supports nultiple Root endpoints. The need
for multiple Root endpoints is usually driven by a redundancy

requi rement. \Wiether a particular E-Tree service needs to support
single or multiple Roots depends on the target application

A generic E-Tree service supports all the following traffic flows:

- Ethernet Unicast from Root to Leaf

- Ethernet Unicast from Leaf to Root

- Ethernet Unicast from Root to Root

- Ethernet Broadcast/Milticast from Root to other Roots and Leaves
- Ethernet Broadcast/Milticast from Leaf to Roots

A particular E-Tree service may need to support all the above or only
a subset depending on the target application

Probl em St at ement
1. Motivation
L2VPN can be used to enul ate MEF E-LAN service over an | P/ MPLS PSN
Service providers also require E-Tree support in L2VPN
2. Leaf-to-Leaf Conmunication Restriction

In this section, VPLS is used to illustrate the problem however, the
sanme principle applies to other L2VPN technol ogi es.

VPLS treats all attachment circuits (ACs) equally (essentially as
Roots, although they not classified into Root or Leaf) and provides
any-to-any connectivity anong all ACs. VPLS does not include any
mechani sm for commruni cation restriction between specific ACs.
Therefore, it is insufficient for enulating generic E-Tree service
over an | P/ MPLS PSN

As an exanpl e of the problens not addressed in VPLS solutions,

consi der the scenario in Figure 1 where there are two PEs, each with
a Root AC and a Leaf AC and where VPLS is used to enulate an E-Tree
service interconnecting these ACs over an | P/ MPLS PSN
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S E-Tree------------ >

e oo + e oo +

| PE1 | | PE2
+---+ | +---+ | | +---+ | +---+
| CE1+- - - - - ACL----+--+ || || +--+----AC3----- +CE3
+---+ (Root A | | V]| | Ethernet | | V| | (Root ACQ) +---+

| | S +-4----- PW----+-+ S| |
+-- -+ e I I +-- -4
| CE2+- - - - - AC2----+--+ [ | ] +o-t- - - ACA- - - - - +CE4
+---+ (Leaf AQ) | +---+ | | +---+ | (Leaf AQ) +---+

R TR + R TR +

Figure 1. Problem Scenario for Leaf-to-Leaf Comunication Restriction
When PE2 receives a frame from PE1 via the Ethernet pseudowi re (PW,
- PE2 does not know which AC on PE1l is the ingress AC
- PE2 does not know whether or not the ingress ACis a Leaf AC
- PE2 does not have sufficient information to enforce the Leaf-to-
Leaf comuni cation restriction
Exampl es where the problenms arise:
- Custoner Edge 2 (CE2) sends a Broadcast/Milticast Ethernet frane
to PELl via AC2
- CE2 sends a Unicast Ethernet frame to PE1 via AC2 with a
destinati on MAC address corresponding to CE4’s MAC address

Note: Figure 1 is a hypothetical case solely used for explaining the
problem it is not nmeant to represent a typical E-Tree service

There are sonme possible ways to get around this problemthat do not
requi re extensions to existing VPLS solutions, but they all conme with
significant design conplexity or deployment constraints.

5. Requirenents

5.1. Functional Requirenents

The following are the E-Tree L2VPN functional requirenents:

(1) A solution MJST prohibit comruni cati on between any two Leaf ACs
in an L2VPN i nstance.

(2) A solution MUST allow nultiple Root ACs in an L2VPN instance.
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(3) A solution MIUST allow a Root AC and Leaf AC of an L2VPN instance
to coexi st on any PE.

5.2. Applicability

A solution MJUST identify the L2VPN technol ogy ([ RFC4761], [RFC4762],
[EVPN]) to which the solution is applicable.

5.3. Backward Conpatibility

A solution SHOULD m ni m se the inpact on VPLS and E- VPN L2VPN
solutions, especially for the MEF E-LAN services already in
operation.

A solution SHOULD be backward conpatible with the VPLS and E- VPN
L2VPN solutions. It SHOULD all ow a case where a common L2VPN

i nstance is conmposed of both PEs supporting the solution and PEs not
supporting it, and the Leaf-to-Leaf conmunication restriction is
enforced within the scope of the conpliant PEs.

5.4. External Network Network Interface (ENN)

A solution SHOULD support Root Operator Virtual Connection (OVC) End
Poi nt, Leaf OVC End Point and Trunk OVC End Point specified in
[ MEF26. 1] .

6. Security Considerations

Thi s docunent introduces a requirenment of prohibiting comrunication
bet ween any two Leaf ACs in an L2VPN instance. |n sone use cases,
such a requirenent is inposed because of security reasons. O her
than that, there are no additional security considerations beyond
those already described in [RFC4761], [RFCA762], and [ EVPN .
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Appendi x A.  Frequently Asked Question

A.l. Are E-Tree Requirenents Addressed in the Virtual Private Milticast
Service (VPMS) Requirenents?

VPMS requirenents are defined in [ VPV
The focus of VPMS is to provide point-to-multipoint connectivity.

VPMS provi des single coverage of receiver nenbership (i.e., there is
no distinct differentiation for multiple nulticast groups). A VPMS
service supports single or nultiple Root ACs. All traffic froma
Root AC will be forwarded to all Leaf ACs (i.e., Point-to-Miltipoint
(P2WP), from Root to all Leaves). The destination address in an

Et hernet frame is not used in data forwarding. As an optiona
capability, a VPMS service may support reverse traffic froma Leaf AC
to a Root AC (i.e., point-to-point (P2P), from Leaf to Root).

In contrast, the focus of MEF E-Tree is that a Leaf can only
conmuni cate wi th Roots, not Leaves.

A generic MEF E-Tree service supports multiple Root endpoints.
VWet her a particular E-Tree service needs to support single or
nmul ti pl e Root endpoi nts depends on the target application

As discussion in a previous section, a generic MEF E-Tree service
supports all the following traffic fl ows:

- Ethernet Unicast bidirectional Root to/from Root

- Ethernet Unicast bidirectional Root to/from Leaf

- Ethernet Broadcast/Milticast unidirectional Root to all Roots
and Leaves

- Ethernet Broadcast/Milticast unidirectional Leaf to all Roots

A particular E-Tree service may need to support all the above or only
a subset depending on the target application

The |ETF' s VPMS definition and MEF's E-Tree definition are
significantly different.

VPMS may be acceptable in cases where E-Tree service is needed, such
as in the foll ow ng cases:

- No Unicast traffic from Root destined for a specific Leaf (or
there is no concern if such Unicast traffic is forwarded to al
Leaves)

- No traffic between Roots
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For generic E-Tree service, VPM5 will not be able to neet the
requi renents.
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