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Abst ract
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defines objects for nmanaging a client using the Internet Small
Conputer SystemlInterface (i SCSI) protocol (SCSI over TCP).
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1.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

| nt roducti on

Thi s docunent defines a MB nodule for iSCSI [RFC7143], used to
nmanage devices that inplenment the i SCSI protocol. It obsol etes RFC
4544 [ RFCA544] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Rel ati onship to Gther M B Mdul es

The i SCSI M B nodule is nornally | ayered between the SCSI M B nodul e
[ RFC4455] and the TCP M B nodul e [ RFC4022], and it makes use of the
I P Storage (IPS) ldentity Authentication MB nodul e [ RFC4545]. Here
is how these nodul es are rel ated:

SCSI M B Wthin systens where a SCSI |ayer is present, each
i scsi Node, whether it has an initiator role, target role,
or both, is related to one SCSI device within the SCS|
M B nmodule. In this case, the iscsi NodeTransport Type
attribute points to the SCSI transport object within the
SCSI M B nodul e, which in turn contains an attribute that
points back to the iscsiNode. In this way, a managenent
station can navigate between the two MB nodules. In
systens where a SCSI layer is not present, such as within
an i SCSI proxy device, the iscsi NodeTransport Type
attribute points to the appropriate correspondi ng obj ect
within the appropriate MB or is |left blank.
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TCP M B Each i SCSI connection is related to one transport-|eve
connection. Currently, iSCSI uses only TCP; the i SCS
connection is related to a TCP connection using its
normal (protocol, source address, source port,
destinati on address, destination port) 5-tuple.

AUTH M B Each i SCSI node that serves a target role can have a |i st
of authorized initiators. Each of the entries in this
list points to an identity within the IPS Identity
Aut hentication MB nodule that will be allowed to access
the target. iSCSI nodes that serve in an initiator role
can al so have a list of authorized targets. Each of the
entries in this list points to an identity within the
| PS-AUTH M B nodul e to which the initiator should attenpt
to establish sessions. The |IPS-AUTH M B nodul e i ncl udes
information used to identify initiators and targets by
their i SCSI name, |P address, and/or credentials.

This M B nodul e inports objects from RFCs 2578 [ RFC2578], 2579
[ RFC2579], 2580 [RRFC2580], and 3411 [ RFC3411]. It also inports
textual conventions fromthe | NET- ADDRESS-M B [ RFC4001] .

4. Relationship to SNWP Cont exts

Each non-scal ar object in the i SCSI MB nodule is indexed first by an
i SCSI instance. Each instance is a collection of nodes, portals,
sessions, etc., that can define a physical or virtual partitioning of
an i SCSI - capabl e device. The use of an instance works well with
partitionabl e or hierarchical storage devices and fits in logically
wi th ot her nanagenent schenes. Instances do not replace SNWP
contexts; however, they do provide a very sinple way to assignh a
virtual or physical partition of a device to one or nore SNW
contexts, without having to do so for each individual node, portal,
and session row.

5. Differences from RFC 4544

[ RFC7143] updates several RFCs, including [RFC3720]. This docunent
updates the i SCSI M B correspondi ngly. The docunent uses

i SCSI Prot ocol Level as defined in [RFC7144]. It obsol etes [ RFC4544].
Below is a brief description of the changes.

- Added iscsilnst XNodeArchitecture to InstanceAttri butes.

- Added iscsi SsnTaskReporting of type BITS to SessionAttributes.
- Added iscsi SsnProtocol Level to SessionAttributes.

- Deprecated the marker objects.

- Fixed the errata to [ RFC4544].
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- Added NOP counters at iSCSlI session scope for heartbeat tracking.

- Added port nunber to the iscsi TgtLogi nFailure and
i scsilntrLoginFailure notifications, and to the last failure info
iniscsilnitiatorAttributesEntry.

- Added description string to the i SCSI portal.

- Added i scsil nst SsnTgt UnmappedErrors to support "Target Unmapped"
session failure reporting in the iscsilnstSessionFailure
notification.

- Added i scsi Tgt Logout CxnCl osed and i scsi Tgt Logout CxnRenoved, whi ch
mai ntain the count of Logout Conmand PDUs received by the target
with reason codes 1 and 2, respectively.

- Changed the confornmance statenments to natch the above.

6. Discussion

This M B nodul e structure supplies configuration, fault, and
statistics information for i SCSI devices [RFC7143]. It is structured
around the well-known i SCSI objects, such as targets, initiators,
sessi ons, connections, and the |ike.

This M B nodul e may al so be used to configure access to i SCS
targets, by creating i SCSI portals and authorization list entries.

It is worthwhile to note that this is an i SCSI M B nodul e and as such
reflects only i SCSI objects. This nodule does not contain

i nformati on about the SCSI-layer attributes of a device. If a SCS

| ayer is present, the SCSI M B nodul e [ RFC4455] may be used to manage
SCSI information for a device.

The i SCSI M B npdul e consists of several "objects", each of which is
represented by one or nore tables. This section contains a brief
description of the object hierarchy and a description of each object,
foll owed by a discussion of the actual table structure within the

obj ect s.
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6.1. iSCSI MB (bject Mde

The top-level object in this structure is the i SCSI instance, which
"contains" all of the other objects.

i scsil nstance
-- Adistinct iSCSI entity within the nanaged system
i scsiPorta
-- An | P address used by this instance.
i scsi Tar get Port al
-- Contains portal information rel evant when the porta
-- is used to listen for connections to its targets.
iscsilnitiatorPorta
-- Contains portal information relevant when the porta
-- is used to initiate connections to other targets.
i scsi Node
-- An i SCSI node can act as an initiator, a target, or both.
-- Contains generic (non-role-specific) information.
i scsi Tar get
-- Target-specific i SCSI node information
i scsi Tgt Aut h
-- Alist of initiator identities that are all owed
-- access to this target.
iscsilnitiator
-- Initiator-specific i SCSI node information.
i scsilntrAuth
-- Alist of target identities to which this initiator
-- is configured to establish sessions.
i scsi Session
-- An active i SCSI session between an initiator and
-- target. The session's direction nay be | nbound
-- (an outside initiator to the target represented by
-- this node) or Qutbound (the initiator represented by
-- this node to an outside target).
i scsi Connecti on
-- An active TCP connection within an i SCSI session

An i SCSI node can be an initiator, a target, or both. The i SCS
node’'s portals may be used to initiate connections (initiator) or
listen for connections (target), depending on whether the i SCSI node
is acting as an initiator or target. The i SCSI M B nodul e assunes
that any target nmay be accessed via any portal that can take on a
target role, although other access controls not reflected in the
nodule might limt this.
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6.2. iSCSI MB Table Structure

Each i SCSI object exports one or nore tables: an attributes table,
and zero or nore statistics tables, which augment the attributes
table. Since iSCSI is an evolving standard, it is much cleaner to
provide statistics and attributes as separate tables, allow ng
attributes and statistics to be added i ndependently. 1In a few cases,
there are multiple categories of statistics that will likely grow, in
this case, an object will contain nultiple statistics tables.

i scsi Qbj ects
i scsi Descriptors
i scsil nstance
i scsilnstanceAttributesTabl e
i scsil nstanceSsnError St at sTabl e
-- Counts abnormal session terninations
i scsi Porta
i scsiPortal AttributesTabl e
i scsi Tar get Port al
i scsi Tgt Portal Attri butesTabl e
iscsilnitiatorPorta
iscsilntrPortal Attri butesTabl e
i scsi Node
i scsi NodeAttri butesTabl e
i scsi Tar get
i scsi Target Attri but esTabl e
i scsi Target Logi nSt at sTabl e
-- Counts successful and unsuccessful | ogins
i scsi Tar get Logout St at sTabl e
-- Counts nornmal and abnornal | ogouts
i scsi Tgt Aut hori zati on
i scsi Tgt Aut hAttri but esTabl e
iscsilnitiator
iscsilnitiatorAttributesTabl e
iscsilnitiatorLogi nStatsTable
-- Counts successful and unsuccessful [|ogins
iscsilnitiatorLogoutStatsTable
-- Counts normal and abnornmal | ogouts
i scsilntrAuthorization
i scsilntrAuthAttri butesTabl e
i scsi Session
i scsi Sessi onAttributesTabl e
i scsi Sessi onSt at sTabl e
-- Performance-rel ated counts (requests, responses, bytes)
i scsi Sessi onCxnError St at sTabl e
-- Counts digest errors, connection errors, etc.
i scsi Connection
i scsi ConnectionAttributesTabl e
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Note that this nodul e does not attenpt to count everything that could
be counted; it is designed to include only those counters that woul d
be useful for identifying performance, security, and fault problens
froma managenent station.

6.3. iscsilnstance

The iscsilnstanceAttributesTable is the prinmary table of the i SCS
M B nodule. Every table entry in this nodule is "owned" by exactly
one i SCSI instance; all other table entries in the nodul e include
this table’'s index as their primary index.

Most inplenentations will include just one i SCSI instance rowin this
table. However, this table exists to allow for nultiple virtua

i nstances. For exanple, many | P routing products now allow nultiple
virtual routers. The i SCSI M B nodul e has the sanme prem se; a |arge
system could be "partitioned” into nultiple, distinct virtua

syst ens.

This also allows a single SNMP agent to proxy for nmultiple
subsystenms, perhaps a set of stackable devices, each of which has one
or even nore instances.

The instance attributes include the i SCSI vendor and version, as well
as information on the last target or initiator at the other end of a
session that caused a session failure.

The iscsilnstanceSsnError StatsTabl e augnments the attributes table and
provi des statistics on session failures due to digest, connection, or
i SCSI format errors.

6.4. iscsiPorta

The iscsiPortal AttributesTable lists i SCSI portals that can be used
to listen for connections to targets, to initiate connections to
ot her targets, or to do both.

Each row in the table includes an I P address (either v4 or v6), and a
transport protocol (currently only TCP is defined). Each portal may
have additional attributes, depending on whether it is an initiator
portal, a target portal, or both. Initiator portals also have porta
tags; these are placed in corresponding rows in the
iscsilntrPortal Attri butesTable. Target portals have both portal tags
and ports (e.g., TCP listen ports if the transport protocol is TCP);
these are placed in rows in the iscsi TgtPortal Attri butesTabl e.
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Portal rows, along with their initiator and target porta
counterparts, may be created and destroyed through this M B nodul e by
a managenment station. Rows in the initiator and target portal tables
are created and destroyed automatically by the agent when a rowis
created or destroyed in the iscsiPortal AttributesTable or when the
val ue of iscsiPortal Rol es changes. Attributes in these tables nmay
then be nodified by the nanagenent station if the agent

i mpl enentation all ows.

When created by a managenent station, the iscsiPortal Roles attribute
is used to control row creation in the initiator and target porta
tables. Creating a rowwith the targetTypePortal bit set in

i scsiPortal Roles will cause the inplenmentation to start listening for

i SCSI connections on the portal. Creating a row with the
initiatorTypePortal bit set in iscsiPortalRoles will not necessarily
cause connections to be established; it is left to the inplementation
whet her and when to nmake use of the portal. Both bits may be set if

the portal is to be used by both initiator and target nodes.

When deleting a row in the iscsiPortal Atti butesTable, all connections
associated with that row are ternminated. The inplenentation may
either term nate the connection inmediately or request a clean
shutdown as specified in [RFC7143]. An outbound connection (when an
iscsilnitiatorPortal is deleted) matches the portal if its

i scsi CxnLocal Addr mat ches the iscsiPortal Addr. An inbound connection
(when an iscsi TargetPortal is deleted) matches the portal if its

i scsi CxnLocal Addr matches the iscsiPortal Addr and if its

i scsi CxnLocal Port matches the iscsi TargetPortal Port.

I ndi vi dual objects within a rowin this table may not be nodified
while the rowis active. For instance, changing the I P address of a
portal requires that the rows associated with the old I P address be
del eted and that new rows be created (in either order).

6.5. iscsiTargetPorta

The iscsi TgtPortal Attri butesTabl e contains target-specific attributes
for i SCSI portals. Rows in this table use the sanme indices as their
corresponding rows in the iscsiPortal AttributesTable, with the
addi ti on of iscsi Nodel ndex.

Rows in this table are created when the target TypePortal bit is set
in the iscsiPortal Roles attribute of the correspondi ng

iscsiPortal AttributesEntry; they are destroyed when this bit is

cl eared.
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This table contains the TCP (or other protocol) port on which the
socket is listening for incom ng connections. It also includes a
portal group aggregation tag; iSCSI target portals that are within
this instance and share the same tag can contain connections within
the same session.

This table will be enpty for iSCSI instances that contain only
initiators (such as iSCSI host driver inplenmentations).

Many i nmpl enent ati ons use the sane Target Portal G oup Tag and
protocol port for all nodes accessed via a portal. These

i npl enentations will create a single rowin the

i scsi TgtPortal Attri buteTable, with an iscsi Nodel ndex of zero.

Q her inplementations do not use the same tag and/or port for al
nodes; these inplenentations will create a rowin this table for each
(portal, node) tuple, using iscsiNodelndex to designate the node for
this portal tag and port.

6.6. iscsilnitiatorPorta

The iscsilntrPortal Attri butesTable contains initiator-specific
objects for iSCSI portals. Rows in this table use the sanme indices
as their corresponding entries in the iscsiPortal AttributesTable. A
rowin this table is created when the initiatorTypePortal bit is set
in the iscsiPortalRoles attribute; it is destroyed when this bit is
cl ear ed.

Each row in this table contains a portal group aggregation tag,
i ndicating which portals an initiator may use together within a
nmul ti pl e-connecti on sessi on.

This table will be enmpty for iSCSI instances that contain only
targets (such as nost i SCSI devices).

Many i npl enentations use the sane initiator tag for all nodes
accessing targets via a given portal. These inplenentations will
create a single rowin iscsilntrPortal AttributeTable, with an

i scsi Nodel ndex of zero.

O her inplenmentations do not use the same tag and/or port for al
nodes; these inplenentations will create a rowin this table for each
(portal, node) tuple, using iscsi Nodelndex to designate the node for
this portal tag and port.
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6.7. iscsiNode

The iscsi NodeAttributesTable contains a list of iSCSI nodes, each of
whi ch may have an initiator role, a target role, or both.

This table contains the node’'s attributes that are comon to both
roles, such as its i SCSI nane and alias string. Attributes specific
toinitiators or targets are available in the iscsiTarget and
iscsilnitiator objects. Each rowin this table that can fulfill a
target role has a corresponding row in the iscsiTarget table; each
entry that fulfills an initiator role has a rowin the iscsilnitiator
table. Nodes such as copy managers that can take on both rol es have
a corresponding row in each table.

This table also contains the | ogin negotiations preferences for this
node. These objects indicate the values this node will offer or
prefer in the operational negotiation phase of the |ogin process.

For nmost inplenentations, each entry in the table also contains a
RowPoi nter to the transport table entry in the SCSI M B nodul e that
this i SCSI node represents. For inplementations w thout a standard
SCSI | ayer above i SCSI, such as an i SCSI proxy or gateway, this
RowPoi nter can point to a row in an inplenmentation-specific table
that this i SCSI node represents.

6.8. iscsiTarget

The iscsi Target Attri butesTabl e contains target-specific attributes
for i SCSI nodes. Each entry in this table uses the sanme index val ues
as its corresponding iscsi Node entry.

This table contains attributes used to indicate the |last failure that
was (or shoul d have been) sent as a notification

This table is augnented by the iscsiTargetLogi nStatsTable and the
i scsi Tar get Logout St at sTabl e, which count the nunbers of normal and
abnormal |ogins and |ogouts to this target.

6.9. iscsiTgtAuthorization

The iscsi Tgt AuthAttri butesTable contains an entry for each initiator
identifier that will be allowed to access the target under which it
appears. Each entry contains a RowPointer to a user identity in the
| PS Aut horization MB nodul e, which contains the nanme, address, and
credential information necessary to authenticate the initiator.
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6.10. iscsilnitiator

The iscsilnitiatorAttributesTable contains a list of initiator-
specific attributes for i SCSI nodes. Each entry in this table uses
the sanme index values as its correspondi ng i scsi Node entry.

Most inplenentations will include a single entry in this table,
regardl ess of the nunber of physical interfaces the initiator nmay
use.

This table is augnented by the iscsilnitiatorLoginStatsTable and the
iscsilnitiatorLogoutStatsTable, which count the nunbers of normal and
abnormal |ogins and | ogouts fromthis initiator.

6.11. iscsilntrAuthorization

The iscsilntrAuthAttributesTabl e contains an entry for each target
identifier to which the initiator is configured to establish a
sessi on.

Each entry contains a RowPointer to a user identity in the IPS

Aut hori zation M B nodul e, which contains the nane, address, and
credential information necessary to identify (for discovery purposes)
and authenticate the target.

6.12. iscsiSession

The iscsi SessionAttributesTable contains a set of rows that list the
sessions known to exist locally for each node in each i SCSI instance.

The session type for each session indicates whether the session is
used for normal SCSI comrmands or for discovery using the SendTargets
text command. Discovery sessions that do not belong to any
particul ar node have a node index attribute of zero.

The session direction for each session indicates whether it is an

| nbound session or an Qutbound session. |nbound sessions are from
sonme other initiator to the target node under which the session
appears. Qutbound sessions are fromthe initiator node under which
the session appears to a target outside this i SCSI instance.

Many attributes may be negoti ated when starting an i SCSI session
Most of these attributes are included in the session object.
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Sone attributes, such as the integrity and authentication schenes,
have sone standard val ues that can be extended by vendors to include
their own schenmes. These contain an object identifier, rather than
the expected enunerated type, to allow these values to be extended by
other M B npdul es, such as an enterprise MB nodul e.

The iscsi SessionStatsTabl e includes statistics related to
performance; it counts i SCSI data bytes and PDUs.

For inplementations that support error recovery without termnating a
session, the iscsiSessionCxnErrorStatsTabl e contains counters for the
nunbers of digest and connection errors that have occurred within the
sessi on.

6.13. iscsi Connection

The iscsi ConnectionAttributesTable contains a list of active
connections within each session. It contains the |P addresses and
TCP (or other protocol) ports of both the local and renpte sides of
the connection. These may be used to | ocate other connection-related
i nformati on and statistics in the TCP M B nodul e [ RFC4022] .

The attributes table also contains a connection state. This state is
not meant to directly map to the state tables included within the

i SCSI specification; they are neant to be sinplified, higher-Ieve
definitions of connection state that provide information nore usefu
to a user or network nanager

No statistics are kept for connections.
6.14. | P Addresses and TCP Port Nunbers

The I P addresses in this nodule are represented by two attri butes,
one of type Inet AddressType, and the other of type InetAddress.
These are taken from [ RFC4001], which specifies how to support
addresses that nmay be either |Pv4 or |Pv6.

The TCP port nunbers that appear in a few of the structures are
described as sinply port nunmbers, with a protocol attribute

i ndi cati ng whether they are TCP ports or sonething else. This wll
all ow the nmobdule to be conpatible with i SCSI over transports ot her
than TCP in the future
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6.15. Descriptors: Using ODs in Place of Enunerated Types

The i SCSI M B nodul e has a few attributes, nanely, the digest method
attributes, where an enunerated type would work well, except that an
i mpl enentati on may need to extend the attribute and add types of its
own. To nmake this work, this MB nodul e defines a set of object
identities within the iscsiDescriptors subtree. Each of these object
identities is basically an enunerated type.

Attributes that nake use of these object identities have a val ue that
is an hject ldentifier (AOD) instead of an enunerated type. These
O Ds can indicate either the object identities defined in this nodul e
or object identities defined el sewhere, such as in an enterprise MB
nodul e. Those inplenentations that add their own di gest nethods
shoul d al so define a correspondi ng object identity for each of these
met hods within their own enterprise MB nodule, and return its QD
whenever one of these attributes is using that nethod.

6.16. Notifications

Three notifications are provided. One is sent by an initiator
detecting a critical login failure, another is sent by a target
detecting a critical login failure, and the third is sent upon a
session being term nated due to an abnornmal connection or digest
failure. Critical failures are defined as those that may expose
security-related problens that may require i medi ate action, such as
failures due to authentication, authorization, or negotiation
problems. Attributes in the initiator, target, and instance objects
provide the information necessary to send in the notification, such
as the initiator or target nane and | P address at the other end that
may have caused the failure.

To avoid sending an excessive nunber of notifications due to nmultiple
errors counted, an SNMP agent inplenenting the i SCSI M B nodul e
SHOULD NOT send nore than three i SCSI notifications in any 10-second
peri od.

The 3-in-10 rule was chosen because one notification every three
seconds was deemed often enough, but should two or three different
notifications happen at the same tinme, it would not be desirable to
suppress them Three notifications in 10 seconds is a happy nedi um
where a short burst of notifications is allowed, w thout inundating
the network and/or notification host with a |arge nunber of
notifications.
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7. MB Definition
I SCSI-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, OBJECT- | DENTI TY, NOTI FI CATI ON- TYPE,
Unsi gned32, Counter32, Counter64, Gauge32,

m b- 2

FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON, Trut hVal ue, RowPoi nter, Ti meStanp, RowStat us,
Aut ononousType, StorageType
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

SnnpAdmi nString
FROM SNMP- FRAMEWORK-M B -- RFC 3411

| net Addr essType, | net Address, | netPort Nunber
FROM | NET- ADDRESS-M B -- RFC 4001

i scsi M bvbdul e MODULE- | DENTI TY
LAST- UPDATED "201402180000Z" -- February 18, 2014
ORGANI ZATI ON "I ETF STORage Mai nt enance (STORM Worki ng G oup"

CONTACT- | NFO "
Working Group Email: storm@etf.org
Attn: Mark Bakke
Del |
Emai | : mar k_bakke@lel | . com

Prakash Venkat esen
HCL Technol ogi es
Enmai | : prakashvn@cl . cont

DESCRI PTI ON
"Thi s nmodul e defines managenent information specific
to the i SCSI protocol.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD
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Li cense set forth in Section 4.c of the |ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."
REVI SI ON "201402180000Z"
DESCRI PTI ON
"Second version of the i SCSI Protocol MB Mdule.
RFC 7143 makes several updates to [RFC3720]. This
versi on nmakes correspondi ng updates to the M B nodul e.
This M B nodul e published as RFC 7147."
REVI SI ON "200605220000Z"
DESCRI PTI ON
“Initial version of the i SCSI Protocol M B nodul e.
This M B nodul e published as RFC 4544."

o= { mb-2 142 }

i scsiNotifications OBJECT IDENTIFIER ::= { iscsiMbMdule 0}
i scsi Obj ects OBJECT IDENTIFIER ::={ iscsiMbMdule 1}
i scsi Conf or mance OBJECT IDENTIFIER ::={ iscsiMbMdule 2}
i scsi Admin OBJECT IDENTIFIER ::= { iscsiMbMdule 3}
-- Textual Conventions
| scsi Transport Prot ocol ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"This data type is used to define the transport
protocols that will carry i SCSI PDUs.

Prot ocol nunbers are assigned by ANA. A

current list of all assignments is available from
<http://ww. i ana. or g/ assi gnment s/ pr ot ocol - nunbers/>. "

SYNTAX Unsi gned32 (0..255)

| scsi Di gest Met hod :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type represents the met hods possible
for digest negotiation.

none - a placeholder for a secondary di gest nethod
that neans only the primary method can be
used.

ot her - a digest nmethod other than those defined bel ow.

noDi gest - does not support digests (will operate w thout
a digest (Note: inplementations nust support
di gests to be conmpliant with RFC 7143).

CRC32c - require a CRC32C digest."
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REFERENCE
"RFC 7143, Section 13.1, HeaderDi gest and Dat aDi gest"
SYNTAX | NTEGER {
none( 1),
ot her (2),
noDi gest (3),
crc32c(4)
| scsi Name ::= TEXTUAL- CONVENTI ON
Dl SPLAY-HI NT "223t"
STATUS current
DESCRI PTI ON

"This data type is used for objects whose value is an
i SCSI nanme with the properties described in RFC 7143,

Section 4.2.7.1, and encoded as specified in RFC 7143,
Section 4.2.7.2. A zero-length string indicates the

absence of an i SCSI nane."

REFERENCE
"RFC 7143, Section 4.2.7, iSCSI Nanes."
SYNTAX OCTET STRING (SIZE(O | 16..223))

April 2014
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i scsiDescriptors OBJECT IDENTIFIER ::= { iscsiAdmin 1}
i scsi HeaderIntegrityTypes OBJECT IDENTIFIER ::= { iscsiDescriptors 1}
i scsiHdrlntegrityNone OBJECT-1 DENTITY

STATUS current

DESCRI PTI ON

"The authoritative identifier when no integrity
schenme for the header is being used."
REFERENCE
"RFC 7143, Section 13.1, HeaderD gest and Dat aDi gest™
::= { iscsiHeaderlntegrityTypes 1 }

i scsiHdrintegrityCrc32c OBJECT-I| DENTITY
STATUS current
DESCRI PTI ON
"The authoritative identifier when the integrity
schenme for the header is CRC32c."
REFERENCE
"RFC 7143, Section 13.1, HeaderDi gest and Dat aDi gest"
::={ iscsiHeaderIntegrityTypes 2 }

i scsiDatalntegrityTypes OBJECT IDENTIFIER ::= { iscsiDescriptors 2 }

Bakke & Venkat esen St andards Track
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i scsi Datal ntegrityNone OBJECT-| DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when no integrity
schene for the data is being used.”
REFERENCE
"RFC 7143, Section 13.1, HeaderDi gest and Dat aDi gest"
.= { iscsibDatalntegrityTypes 1 }

i scsiDatalntegrityCrc32c OBJECT-1 DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when the integrity
schenme for the data is CRC32c."
REFERENCE
"RFC 7143, Section 13.1, HeaderDi gest and Dat aDi gest"
::={ iscsibDatalntegrityTypes 2 }

i scsilnstance OBJECT IDENTIFIER ::= { iscsibjects 1}
-- Instance Attributes Table

i scsilnstanceAttri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilnstanceAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of iSCSI instances present on the system™
.= { iscsilnstance 1 }

i scsilnstanceAttributesEntry OBJECT- TYPE

SYNTAX | scsilnstanceAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

April 2014
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"An entry (row) containing nanagenment information applicable

to a particular iSCSl instance."
I NDEX { iscsilnstlndex }
::={ iscsilnstanceAttri butesTable 1 }

I scsilnstanceAttributesEntry ::= SEQUENCE {
i scsilnstlndex Unsi gned32,
i scsi | nst Descr SnnpAdmi nStri ng,
i scsilnstVersionMn Unsi gned32,
i scsi |l nst Ver si onMax Unsi gned32,
i scsil nstVendorlD SnnpAdmi nStri ng,
Bakke & Venkat esen St andards Track
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i scsi | nst Vendor Ver si on SnnpAdmi nStri ng

i scsi |l nst Portal Number Unsi gned32,

i scsi | nst NodeNurber Unsi gned32,

i scsi | nst Sessi onNunber Unsi gned32,

i scsilnstSsnFail ures Count er 32,

i scsi |l nstLast SsnFail ureType Aut ononousType,

i scsi | nst Last SsnRnt NodeNamne | scsi Nane,

i scsilnstDiscontinuityTinme Ti meSt anp,

i scsi | nst XNodeAr chitecture SnnpAdmi nStri ng
}
i scsilnstlndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particular

i SCSI instance. This index value rmust not be nodified or

reused by an agent unless a reboot has occurred. An agent

shoul d attenpt to keep this val ue persistent across reboots."
::={ iscsilnstanceAttributesEntry 1 }

i scsi |l nst Descr OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string, determned by the inplenmentation to
describe the i SCSI instance. Wen only a single instance
is present, this object may be set to the zero-length
string; with multiple i SCSI instances, it may be used in
an i npl ement ati on-dependent nanner to descri be the purpose
of the respective instance."

.= { iscsilnstanceAttributesEntry 2 }

i scsil nstVersi onM n OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The m ni num versi on nunber of the i SCSI specification
such that this i SCSI instance supports this mininmm
val ue, the maxi mrum val ue indicated by the corresponding
i nstance in iscsilnstVersionMax, and all versions in
bet ween. "

REFERENCE
"RFC 7143, Section 11.12, Login Request™
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.= { iscsilnstanceAttributesEntry 3 }

i scsi | nst Ver si onMax OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum versi on nunber of the i SCSI specification
such that this i SCSI instance supports this maximum
val ue, the m ni mum val ue i ndicated by the correspondi ng
instance in iscsilnstVersionMn, and all versions in
bet ween. "
REFERENCE

"RFC 7143, Section 11.12, Login Request"

::={ iscsilnstanceAttributesEntry 4 }

i scsi |l nst Vendor| D OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string describing the manufacturer of the
i mpl enentati on of this instance.”
;.= { iscsilnstanceAttributesEntry 5 }

i scsi | nst Vendor Ver si on OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string set by the manufacturer describing the

version of the inplenmentation of this instance. The

format of this string is determined solely by the

manuf acturer; the string is for informational purposes only.

It is unrelated to the i SCSI specification version nunbers.”
;.= { iscsilnstanceAttri butesEntry 6 }

i scsi | nstPortal Nunmber OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "transport endpoints"”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of rows in the iscsiPortal AttributesTable
that are currently associated with this i SCSI instance."
::={ iscsilnstanceAttributesEntry 7 }

i scsi | nst NodeNunber OBJECT- TYPE

2014
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SYNTAX Unsi gned32
UNI TS "i SCSI nodes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of rows in the iscsiNodeAttributesTable
that are currently associated with this i SCSI instance."
::={ iscsilnstanceAttributesEntry 8 }

i scsi |l nst Sessi onNunber OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "sessi ons"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of rows in the iscsi SessionAttributesTable
that are currently associated with this i SCSI instance.”
;.= { iscsilnstanceAttributesEntry 9 }

i scsilnstSsnFailures OBJECT-TYPE

SYNTAX Count er 32

UNI TS "sessi ons"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object counts the nunber of times a session bel ongi ng
to this instance has failed. If this counter has

suffered a discontinuity, the tinme of the last discontinuity
is indicated in iscsilnstDiscontinuityTime."
REFERENCE
"RFC 7143, Section 13.1, HeaderDi gest and Dat aDi gest"
.= { iscsilnstanceAttributesEntry 10 }

i scsilnstlLast SsnFail ureType OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter object in the iscsilnstanceSsnErrorStatsTable
that was incremented when the | ast session failure occurred.

If the reason for failure is not found in the
i scsilnstanceSsnErrorStatsTable, the value { 0.0 } is
used instead."

::={ iscsilnstanceAttributesEntry 11 }

i scsi |l nst Last SsnRnt NodeNane OBJECT- TYPE
SYNTAX | scsi Namre
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The 1 SCSI nanme of the renpte node fromthe fail ed
session.”

.= { iscsilnstanceAttributesEntry 12 }

i scsilnstDiscontinuityTime OBJECT-TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of SysUpTinme on the nbst recent occasion
at which any one or nore of this instance’s counters
suffered a discontinuity.

If no such discontinuities have occurred since the |ast
re-initialization of the |ocal managenment subsystem
then this object contains a zero value."

.= { iscsilnstanceAttributesEntry 13 }

i scsi | nst XNodeAr chi tecture OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string set by the manufacturer declaring the
details of its i SCSI node architecture to the renote
endpoint. These details may include, but are not limted
to, iSCSI vendor software, firmmvare, or hardware versions,
the OS version, or hardware architecture
The format of this string is determned solely by the
manuf acturer; the string is for informational purposes only.
It is unrelated to the i SCSI specification version nunbers."
REFERENCE

"RFC 7143, Section 13.26, X#NodeArchitecture"

.= { iscsilnstanceAttributesEntry 14 }

-- Instance Session Failure Stats Table

i scsilnstanceSsnError St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I scsilnstanceSsnErrorStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Statistics regarding the occurrences of error types
that result in a session failure."
.= { iscsilnstance 2 }
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i scsilnstanceSsnErrorStatsEntry OBIJECT- TYPE

SYNTAX | scsi Il nstanceSsnError StatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information applicable
to a particular iSCsl instance."
AUGMENTS { iscsilnstanceAttributesEntry }
::={ iscsilnstanceSsnErrorStatsTable 1 }

| scsilnstanceSsnErrorStatskEntry :: = SEQUENCE ({
i scsilnstSsnDigestErrors Count er 32,
i scsil nst SsnCxnTi nmeout Errors Count er 32,
i scsilnstSsnFormatErrors Count er 32,
i scsil nst SsnTgt UnmappedErrors Count er 32
}
i scsil nst SsnDi gest Errors OBJECT- TYPE
SYNTAX Count er 32
UNI TS "sessi ons"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The count of sessions that failed due to receipt of
a PDU containing header or data digest errors. |If this

counter has suffered a discontinuity, the tinme of the I ast
di scontinuity is indicated in iscsilnstD scontinuityTinme."
REFERENCE
"RFC 7143, Section 7.8, Digest Errors”
.= { iscsilnstanceSsnErrorStatseEntry 1 }

i scsi |l nst SsnCxnTi neout Errors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "sessi ons”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of sessions that failed due to a sequence
exceeding a time limt. |If this counter has suffered a

di scontinuity, the time of the last discontinuity
is indicated in iscsilnstDiscontinuityTime."
REFERENCE
"RFC 7143, Section 7.5, Connection Tinmeout Managenent"
::={ iscsilnstanceSsnErrorStatseEntry 2 }

i scsi |l nst SsnFormat Errors OBJECT- TYPE

SYNTAX Count er 32
UNI TS "sessi ons"
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MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"The count of sessions that failed due to receipt of
a PDU that contained a format error. |If this counter has

suffered a discontinuity, the tine of the last discontinuity
is indicated in iscsilnstDiscontinuityTinme."
REFERENCE
"RFC 7143 Section 7.7, Format Errors"”
::={ iscsilnstanceSsnErrorStatsEntry 3 }

i scsi |l nst SsnTgt UnmappedErrors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "sessi ons"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of sessions that failed due to the target
becom ng unmapped. |[|f this counter has

suffered a discontinuity, the tine of the last discontinuity
is indicated in iscsilnstDi scontinuityTine."
::={ iscsilnstanceSsnErrorStatsEntry 4 }
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i scsiPortal OBJECT IDENTIFIER ::= { iscsiCbjects 2 }
-- Portal Attributes Table

i scsi Portal Attri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsiPortal AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of transport endpoints (using TCP or another transport
protocol) used by this i SCSI instance. An iSCSI instance may
use a portal to listen for incomng connections to its targets,
to initiate connections to other targets, or both."

.= { iscsiPortal 1}

i scsiPortal AttributesEntry OBJECT- TYPE

SYNTAX | scsiPortal AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing nanagenent information applicable
to a particular portal instance."
I NDEX { iscsilnstlndex, iscsiPortallndex }
.= { iscsiPortal Attri butesTable 1 }
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| scsi Portal AttributesEntry ::= SEQUENCE ({

i scsi Portal | ndex Unsi gned32,

i scsi Port al Rowst at us RowsSt at us,

i scsi Portal Rol es BI TS,

i scsi Port al Addr Type | net Addr essType,

i scsi Port al Addr | net Addr ess,

i scsi Portal Protocol | scsi Transport Prot ocol

i scsi Port al MaxRecvDat aSegLengt h  Unsi gned32,

i scsi Portal PrimaryHdr Di gest | scsi Di gest Met hod

i scsi Portal PrimaryDat aDi gest | scsi Di gest Met hod,

i scsi Port al Secondar yHdr Di gest | scsi Di gest Met hod,

i scsi Port al Secondar yDat aDi gest | scsi Di gest Met hod,

i scsi Port al RecvMar ker Tr ut hVval ue,

i scsi Portal StorageType St or ageType,

i scsi Port al Descr SnnpAdmi nStri ng

}

i scsi Portal | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particular
transport endpoint within this i SCSI instance. This index
val ue nust not be nodified or reused by an agent unless a
reboot has occurred. An agent should attenpt to keep this
val ue persistent across reboots."

{ iscsiPortal AttributesEntry 1 }

i scsi Portal RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wen adding a row to
this table, all non-Index/RowStatus objects must be set.
When the value of this object is "active', the val ues of
the other objects in this table cannot be changed.

Rows nmay be di scarded using RowSt at us.

Note that creating a rowin this table will typically
cause the agent to create one or nore rows in the
i scsi Tgt Portal AttributesTabl e and/ or the
iscsilntrPortal Attri butesTable."

{ iscsiPortal AttributesEntry 2 }

i scsi Portal Rol es OBJECT- TYPE
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SYNTAX BI TS {
target TypePortal (0),
initiatorTypePortal (1)

}
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A portal can operate in one or both of two roles:
as a target portal and/or an initiator portal. |If
the portal will operate in both roles, both bits

nmust be set.

This object will define a correspondi ng row t hat
will exist or must be created in the
i scsi Tgt Portal AttributesTabl e, the
iscsilntrPortal Attri butesTable, or both. If the
target TypePortal bit is set, one or nore correspondi ng
i scsi TgtPortal AttributeskEntry rows will be found or
created. If the initiatorTypePortal bit is set,
one or nore corresponding iscsilntrPortal AttributesEntry
rows will be found or created. |If both bits are set, one
or nore corresponding rows will be found or created in
one of the above tables."

.= { iscsiPortal Attri buteskntry 3 }

i scsi Portal Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The type of Internet Network Address contained in the
correspondi ng i nstance of the iscsiPortal Addr."
DEFVAL { ipvd }
::={ iscsiPortal Attri buteskEntry 4 }

i scsi Portal Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The portal’s Internet Network Address, of the type
specified by the object iscsiPortal Addr Type. If
i scsi Portal Addr Type has the value 'dns’, this address
gets resolved to an | P address whenever a new i SCS|
connection is established using this portal."

::={ iscsiPortal Attri butesEntry 5 }

i scsi Portal Protocol OBJECT- TYPE
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SYNTAX | scsi Transport Pr ot ocol
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The portal’s transport protocol."
DEFVAL {61} -- TCP

.= { iscsiPortal Attri buteskntry 6 }

i scsi Port al MaxRecvDat aSegLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum PDU | ength this portal can receive.
This may be constrained by hardware characteristics,
and indivi dual inplenentations may choose not to
allow this object to be changed."

REFERENCE
"RFC 7143, Section 13.12, MaxRecvDat aSegment Lengt h"

DEFVAL { 8192 }

::={ iscsiPortal Attri buteskEntry 7 }

i scsi Portal PrinmaryHdr Di gest OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The preferred header digest for this portal."
DEFVAL { crc32c }

.= { iscsiPortal Attri buteskntry 8 }

i scsi Portal PrimaryDat abDi gest OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The preferred data digest nmethod for this portal."
DEFVAL { crc32c }

::={ iscsiPortal Attri butesEntry 9 }

i scsi Port al Secondar yHdr Di gest OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An al ternate header digest preference for this portal
DEFVAL { noDi gest }
Bakke & Venkat esen St andards Track
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.= { iscsiPortal Attri butesEntry 10 }

i scsi Port al Secondar yDat aDi gest OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An alternate data digest preference for this portal."
DEFVAL { nobDi gest }

::={ iscsiPortal AttributesEntry 11 }

i scsi Portal RecvMar ker OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"Thi s object indicates whether or not this portal wll
request markers in its incomng data stream”

REFERENCE
"RFC 7143, Section 13.25, osol eted Keys."
DEFVAL { false }

::={ iscsiPortal AttributesEntry 12 }

i scsi Portal StorageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows in this table that were
created through an external process (e.g., not created via
this MB) may have a storage type of readOnly or pernanent.

Conceptual rows having the value ’'permanent’ need not
allow wite access to any columar objects in the row "
DEFVAL { nonVol atile }
::={ iscsiPortal AttributesEntry 13 }

i scsi Portal Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A UTF-8 string, determined by the inplenmentation to
describe the i SCSI portal. Wen only a single instance

is present, this object may be set to the zero-length
string; with multiple i SCSI portals, it nay be used in
an inpl ement ati on-dependent manner to describe the
respective portal, and could include informati on such as
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Host Bus Adapter (HBA) nodel, description, and version, or
software driver and version."
::={ iscsiPortal AttributesEntry 14 }

_okkkkkhkkhkhkkhkhkhkhhhkhhkhkkhhkhhhkhhhkhhhkhhhkhhkhkhhkhkhkhhkhhkhkhhkhkhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkk

i scsi Target Portal OBJECT IDENTIFIER ::= { iscsiObjects 3}
-- Target Portal Attributes Table

i scsi Tgt Portal Attri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Iscsi TgtPortal AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of transport endpoints (using TCP or another transport
protocol) on which this i SCSI instance listens for incom ng
connections to its targets."”

.= { iscsiTargetPortal 1}

i scsi TgtPortal Attri butesEntry OBJECT- TYPE

SYNTAX I scsi Tgt Portal AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information applicable
to a particular portal instance that is used to listen for
i ncom ng connections to |l ocal targets. One or nore rows in
this table is popul ated by the agent for each
iscsiPortal AttributesEntry row that has the bit
target TypePortal set in its iscsiPortal Roles colum."

I NDEX { iscsilnstlndex, iscsiPortallndex,

i scsi Tgt Port al Nodel ndexOr Zero 1}
.= { iscsiTgtPortal AttributesTable 1 }

| scsi Tgt Portal AttributesEntry ::= SEQUENCE ({
i scsi Tgt Port al Nodel ndexOr Zero  Unsi gned32,
i scsi Tgt Port al Port | net Port Nurrber ,
i scsi Tgt Port al Tag Unsi gned32
}
i scsi Tgt Port al Nodel ndexOr Zer o OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar node within an i SCSI instance present
on the local system
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For inplenentations where each {portal, node} tuple
can have a different portal tag, this value wll
map to the iscsi Nodel ndex.

For inplenmentations where the portal tag is the

sanme for a given portal regardl ess of which node

is using the portal, the value 0 (zero) is used."
.= { iscsiTgtPortal AttributesEntry 1 }

i scsi Tgt Portal Port OBJECT- TYPE

SYNTAX I net Port Number (1..65535)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The portal’s transport protocol port number on which the
portal listens for incom ng i SCSI connections when the
portal is used as a target portal. This object’s storage

type is specified in iscsiPortal StorageType."
.= { iscsiTgtPortal Attri buteskEntry 2 }

i scsi Tgt Port al Tag OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The portal’s aggregation tag when the portal is used as
a target portal. Miltiple-connection sessions may

be aggregated over portals sharing an identica
aggregation tag. This object’s storage type is
specified in iscsiPortal StorageType."

REFERENCE

"RFC 7143, Section 4.4.1, iSCSI Architecture Mdel"
.= { iscsiTgtPortal AttributesEntry 3 }

__okkkkkkkkhkkhkkhkhkkhkkhkhkhkhkkhkhkhkkhkkhkhkhkkhkhkhkhkkhkkhkhkhkhkhkhkhkhkkhkkhkhkhkkhhkhkhkhkhkkhkhkhkkhkhkhkhkhkkhkkhkhkkhkhkhkhkhkkikkkk*k
iscsilnitiatorPortal OBJECT IDENTIFIER ::= { iscsijects 4}
-- Initiator Portal Attributes Table

iscsilntrPortal Attri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilntrPortal AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of Internet Network Addresses (using TCP or another
transport protocol) fromwhich this i SCSI instance may
initiate connections to other targets."
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::={ iscsilnitiatorPortal 1}

iscsilntrPortal Attri butesEntry OBJECT- TYPE

SYNTAX IscsilntrPortal Attri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing nanagenment information applicable
to a particular portal instance that is used to initiate
connections to i SCSI targets. One or nore rows in
this table is popul ated by the agent for each
iscsiPortal AttributesEntry row that has the bit
initiatorTypePortal set in its iscsiPortal Roles colum.™

I NDEX { iscsilnstlndex, iscsiPortallndex,

i scsilntrPortal Nodel ndexOr Zero '}
c:={ iscsilntrPortal Attri butesTable 1 }

IscsilntrPortal AttributesEntry ::= SEQUENCE {
i scsilntrPortal Nodel ndexOr Zero Unsi gned32,
i scsilntrPortal Tag Unsi gned32

}

i scsilntrPortal Nodel ndexOr Zer o OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar node within an i SCSlI instance present
on the local system

For inplenmentations where each {portal, node} tuple
can have a different portal tag, this value wll
map to the iscsi Nodel ndex.

For inplenentations where the portal tag is the

sanme for a given portal regardl ess of which node

is using the portal, the value O (zero) is used."
c:={ iscsilntrPortal AttributesEntry 1 }

i scsilntrPortal Tag OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The portal’s aggregation tag when the portal is used as
an initiator portal. Miltiple-connection sessions nay

be aggregated over portals sharing an identica
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aggregation tag. This object’s storage type is
specified in iscsiPortal StorageType."

REFERENCE
"RFC 7143, Section 4.4.1, iSCSI

iscsilntrPortal AttributesEntry 2 }
_kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkhkkhkkhkhkhkhkkhkkhkkhkhkkhkkhkhkhkhkkhkhkhkhkhkkhkhkhkhkkhkhkhkhkhkkkhkhkhkkhkhkkhkhkkk

Archi tecture Nbdel"

i scsi Node OBJECT IDENTIFIER ::= { iscsiObjects 5}

Node Attributes Table

i scsi NodeAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | scsi NodeAttributesEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A list of iSCSI nodes belonging to each i SCSI instance
present on the |local system An i SCSI node can act as
an initiator, a target, or both."

::={ iscsiNode 1}

i scsi NodeAttributesEntry OBJECT- TYPE

SYNTAX | scsi NodeAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row c

applicable to a particul ar

ont ai ni ng managenent information

i SCSI node. "

I NDEX { iscsilnstlndex, iscsiNodelndex }
::={ iscsiNodeAttributesTable 1 }
| scsi NodeAttributesEntry ::= SEQUENCE {
i scsi Nodel ndex Unsi gned32,
i scsi NodeName | scsi Nane,
i scsi NodeAl i as SnnpAdmi nStri ng,
i scsi NodeRol es BI TS,
i scsi NodeTr ansport Type RowPoi nt er,
i scsi Nodel nitial RRT Trut hVal ue,
i scsi Nodel nredi at eDat a Trut hVal ue,
i scsi NodeMaxCQut st andi ngR2T Unsi gned32,
i scsi NodeFi r st Bur st Lengt h Unsi gned32,
i scsi NodeMaxBur st Lengt h Unsi gned32,
i scsi NodeMaxConnect i ons Unsi gned32,
i scsi NodeDat aSequencel nOr der Trut hVal ue,
i scsi NodeDat aPDUI nOr der Trut hVal ue,
i scsi NodeDef aul t Ti ne2\Wai t Unsi gned32,
i scsi NodeDef aul t Ti ne2Ret ai n Unsi gned32,

Bakke & Venkat esen

St andards Track

[ Page 33]



RFC 7147 i SCSI M B April 2014

i scsi NodeErr or RecoverylLevel Unsi gned32,
i scsi NodeDi sconti nuityTinme Ti meSt anp,
i scsi NodeSt or ageType St or ageType
}
i scsi Nodel ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particular
node within an i SCSI instance. This index value must not be
nodi fied or reused by an agent unless a reboot has occurred.
An agent should attenpt to keep this value persistent across
reboots. "

::={ iscsiNodeAttributesEntry 1 }

i scsi NodeNarme OBJECT- TYPE

SYNTAX | scsi Name
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This node’s i SCSI name, which is independent of the |ocation
of the node, and can be resolved into a set of addresses
t hrough various di scovery services."

::={ iscsiNodeAttributesEntry 2 }

i scsi NodeAl i as OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A character string that is a human-readabl e name or
description of the i SCSI node. |If configured, this alias

may be comunicated to the initiator or target node at
the renote end of the connection during a Login Request
or Response nessage. This string is not used as an
identifier, but it can be displayed by the systenis user
interface in a list of initiators and/or targets to
which it is connected.

If no alias exists, the value is a zero-length string."
REFERENCE
"RFC 7143, Sections 13.6 (TargetAlias) and 13.7
(InitiatorAlias)"
::={ iscsiNodeAttributesEntry 3 }

i scsi NodeRol es OBJECT- TYPE
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SYNTAX BI TS {
t ar get TypeNode(0),
initiatorTypeNode(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"“A node can operate in one or both of two roles:
a target role and/or an initiator role. |If the node
will operate in both roles, both bits nmust be set.

This object will also define the correspondi ng rows that
will exist in the iscsiTargetAttributesTable, the
iscsilnitiatorAttributesTable, or both. If the
target TypeNode bit is set, there will be a corresponding
i scsiTargetAttributesEntry. |If the initiatorTypeNode bit
is set, there will be a corresponding
iscsilnitiatorAttributeseEntry. |If both bits are set,
there will be a corresponding iscsiTgtPortal AttributesEntry
and iscsiPortal AttributesEntry."

::={ iscsiNodeAttributesEntry 4 }

i scsi NodeTr ansport Type OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to the corresponding row in the appropriate
table for this SCSI transport, thereby allow ng managenent
stations to locate the SCSI-level device that is represented
by this iscsi Node. For exanple, it will usually point to the
correspondi ng scsi Trnspt object in the SCSI M B nodul e.
If no corresponding row exi sts, the value 0.0 mnmust be
used to indicate this."
REFERENCE
"SCSI-M B, RFC 4455, Section 9, (bject Definitions,
scsi Transport Types"
::={ iscsiNodeAttributesEntry 5 }

i scsi Nodel niti al RRT OBIECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the Initial RRT preference for this
node:
true = YES

false = will try to negotiate NO, will accept YES "
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REFERENCE
"RFC 7143, Section 13.10, Initial RRT"
::={ iscsiNodeAttributeskEntry 6 }

i scsi Nodel mredi at eDat a OBJECT- TYPE

SYNTAX Trut hVval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This object indicates |Imedi ateData preference for this
node:
true = YES (but will accept NO,
false = NO "
REFERENCE
"RFC 7143, Section 13.11, |nmediateData"
DEFVAL { true }

::={ iscsiNodeAttributesEntry 7 }

i scsi NodeMaxCQut st andi ngR2T OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
UNI TS "R2Ts"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Maxi mum nurmber of outstanding requests-to-transmt (R2Ts)
al | owed per iSCSl task."

REFERENCE
"RFC 7143, Section 13.17, MaxQutstandi ngR2T"
DEFVAL {1}

;.= { iscsiNodeAttributeskEntry 8 }

i scsi NodeFi r st Bur st Lengt h OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi mum | ength (bytes) supported for unsolicited data
to/fromthis node."

REFERENCE
"RFC 7143, Section 13.14, FirstBurstLength”
DEFVAL { 65536 }

::={ iscsiNodeAttributeskEntry 9 }

i scsi NodeMaxBur st Lengt h OBJECT- TYPE
SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"
MAX- ACCESS read-write
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STATUS current

DESCRI PTI ON

"The maxi mum nunber of bytes that can be sent within
a single sequence of Data-ln or Data-CQut PDUs."

REFERENCE
"RFC 7143, Section 13.13, MaxBurstLength"
DEFVAL { 262144 }

::={ iscsiNodeAttributesEntry 10 }

i scsi NodeMaxConnecti ons OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
UNI TS "connecti ons"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi mum nunber of connections allowed in each
session to and/or fromthis node."

REFERENCE
"RFC 7143, Section 13.2, MaxConnections"
DEFVAL {1}

::={ iscsiNodeAttributesEntry 11 }

i scsi NodeDat aSequencel nOrder OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The Dat aSequencel nOrder preference of this node.

Fal se (=No) indicates that i SCSI data PDU sequences nay
be transferred in any order. True (=Yes) indicates that
dat a PDU sequences mnust be transferred using
continuously increasing offsets, except during

error recovery."

REFERENCE
"RFC 7143, Section 13.19, DataSequencel nOrder”
DEFVAL { true }

;.= { iscsiNodeAttributesEntry 12 }

i scsi NodeDat aPDUI nOr der OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The Dat aPDUI nOrder preference of this node.

Fal se (=No) indicates that i SCSI data PDUs within sequences
may be in any order. True (=Yes) indicates that data PDUs
wi t hi n sequences must be at continuously increasing
addresses, with no gaps or overlay between PDUs."
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REFERENCE
"RFC 7143, Section 13.18, DataPDU nOrder™
DEFVAL { true }

::={ iscsiNodeAttributesEntry 13 }

i scsi NodeDef aul t Ti nre2Wait OBJECT- TYPE

SYNTAX Unsi gned32 (0..3600)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The Defaul t Ti me2Wait preference of this node. This is the
mnimmtine, in seconds, to wait before attenpting an
explicit/inplicit |ogout or active iSCSI task reassignnent
after an unexpected connection term nation or a connection

reset."”
REFERENCE

"RFC 7143, Section 13.15, Defaul tTi me2Wait"
DEFVAL { 2}

::={ iscsiNodeAttributesEntry 14 }

i scsi NodeDef aul t Ti ne2Ret ai n OBJECT- TYPE

SYNTAX Unsi gned32 (0..3600)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The Defaul t Ti me2Retain preference of this node. This is
the maximumtime, in seconds after an initial wait
(Time2Wait), before which an active i SCSI task reassi gnment

is still possible after an unexpected connection terni nation
or a connection reset."

REFERENCE
"RFC 7143, Section 13.16, DefaultTi ne2Retai n"

DEFVAL { 20}

::= { iscsiNodeAttributesEntry 15 }

i scsi NodeError RecoverylLevel OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON

"The ErrorRecoverylLevel preference of this node.
Currently, only 0-2 are valid.

This object is designed to accommpdate future error-recovery
| evel s.
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Hi gher error-recovery levels inply support in addition to
support for the lower error level functions. |In other words,
error level 2 inplies support for levels 0-1, since those
functions are subsets of error level 2."

REFERENCE
"RFC 7143, Section 13.20, ErrorRecoverylLevel"
DEFVAL { 0}

::={ iscsiNodeAttributesEntry 16 }

i scsi NodeDi scontinuityTime OBJECT-TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of SysUpTime on the nost recent occasion
at which any one or nore of this node’s counters
suffered a discontinuity.

I f no such discontinuities have occurred since the |ast
re-initialization of the | ocal nanagement subsystem
then this object contains a zero value."

::= { iscsiNodeAttributesEntry 17 }

i scsi NodeSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The storage type for all read-wite objects within this
row. Rows in this table are always created via an

external process (e.g., not created via this MB nodul e).
Conceptual rows having the value 'permanent’ need not all ow
Wite access to any colummar objects in the row.

If this object has the value "volatile , nodifications
to read-wite objects in this row are not persistent
across reboots. If this object has the value

"nonVol atile’, nodifications to objects in this row
are persistent.

An i nmpl enentati on may choose to allow this object
to be set to either 'nonVolatile' or 'volatile’
al | owi ng the managenent application to choose this
behavi or. "
DEFVAL { volatile }
::= { iscsiNodeAttributesEntry 18 }

EE R R R R R R R R R R R R R R R R R R R R R R R R R I R O

Bakke & Venkat esen St andards Track [ Page 39]



RFC 7147 i SCSI M B

i scsi Target OBJECT IDENTIFIER ::= { iscsiCbjects 6 }
-- Target Attributes Table

i scsi Target Attri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Iscsi TargetAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of iSCSI nodes that can take on a target role,
bel ongi ng to each i SCSI instance present on the |oca
system "

.= { iscsiTarget 1 }

i scsi Target Attri butesEntry OBJECT- TYPE

SYNTAX | scsi Target Attri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing nanagenment information app
to a particular node that can take on a target role."
I NDEX { iscsilnstlndex, iscsiNodelndex }
::={ iscsiTargetAttri butesTable 1 }

April 2014

i cabl e

| scsi Target AttributesEntry ::= SEQUENCE ({
i scsi Tgt Logi nFai | ures Count er 32,
i scsi Tgt Last Fai | ureTi me Ti meSt anp,
i scsi Tgt Last Fai | ureType Aut ononousType
i scsi Tgt Last I ntrFai |l ur eNane | scsi Nane,
i scsi Tgt Last I ntrFail ureAddr Type | net Addr essType,
i scsi Tgt Last I ntrFail ur eAddr | net Addr ess,
i scsi TgtLastIntrFail urePort | net Port Nurmber
}
i scsi Tgt Logi nFai | ures OBJECT- TYPE
SYNTAX Count er 32
UNI TS "failed login attenpts”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object counts the nunmber of tines a login attenpt to this
| ocal target has failed.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
::={ iscsiTargetAttri butesEntry 1 }
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i scsi Tgt Last Fai | ureTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tinestanp of the nost recent failure of a login attenpt
to this target. A value of zero indicates that no such
failures have occurred since the |ast system boot."

::={ iscsiTargetAttributesEntry 2 }

i scsi Tgt Last Fai | ureType OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of the nost recent failure of a login attenpt
to this target, represented as the O D of the counter
object in iscsiTargetlLogi nStatsTable for which the

rel evant instance was increnmented. |f no such failures
have occurred since the | ast systemboot, this attribute
will have the value 0.0. A value of 0.0 may al so be used

to indicate a type that is not represented by any of
the counters in iscsiTargetLogi nStatsTable."
.= { iscsiTargetAttributesEntry 3 }

i scsi TgtLastIntrFail ureName OBJECT- TYPE

SYNTAX | scsi Nane

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The i SCSI name of the initiator that failed the |ast
login attenpt. |If no such failures have occurred since

the |l ast system boot, this value is a zero-length string."
::={ iscsiTargetAttributesEntry 4 }

i scsi Tgt Last I ntrFail ureAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Internet Network Address contained in the

correspondi ng i nstance of the iscsiTgtLastlntrFail ureAddr.

The value 'dns’ is not allowed. |If no such failures have

occurred since the last systemboot, this value is zero."
::={ iscsiTargetAttributesEntry 5 }

i scsi Tgt Last I ntrFail ureAddr OBJECT- TYPE
SYNTAX | net Addr ess

2014
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An Internet Network Address, of the type specified by
the object iscsiTgtLastlntrFail ureAddr Type, giving the
host address of the initiator that failed the last login
attenpt. If no such failures have occurred since the | ast
system boot, this value is a zero-length string."

::={ iscsiTargetAttributesEntry 6 }

i scsi Tgt LastIntrFail urePort OBJECT- TYPE

SYNTAX | net Por t Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The transport protocol port number used by the initiator
that failed the last login attenpt. |If no such failures

have occurred since the | ast systemboot, this value is a
zero-length string."

.= { iscsiTargetAttributesEntry 7 }

-- Target Login Stats Table

i scsi Target Logi nSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I scsi TargetLogi nStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of counters that keep a record of the results
of initiators’ login attenpts to this target."
.= { iscsiTarget 2}

i scsi Target Logi nSt at seEntry OBJECT- TYPE

SYNTAX | scsi Target Logi nSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing counters for each result of
alogin attenpt to this target."
AUGMVENTS { iscsiTargetAttributesEntry }
::={ iscsiTargetlLogi nStatsTable 1 }

| scsi Target Logi nStatsEntry ::= SEQUENCE ({
i scsi Tgt Logi nAccept s Count er 32,
i scsi Tgt Logi nOt herFail s Count er 32,
i scsi Tgt Logi nRedi rects Count er 32,

i scsi Tgt Logi nAut hori zeFai | s Count er 32,
i scsi Tgt Logi nAut henti cat eFai | s Count er 32,

2014
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i scsi Tgt Logi nNegoti ateFail s Count er 32

}

i scsi Tgt Logi nAccepts OBJECT- TYPE
SYNTAX Count er 32
UNI TS "successful | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs wth status

0x0000, Accept Login, transmtted by this

target.

If this counter has suffered a discontinuity, the tinme of the

| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."

REFERENCE

"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"

::={ iscsiTargetlLogi nStatsEntry 1 }

i scsi Tgt Logi nQt her Fai | s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed |Iogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Login Response PDUs that were transnmitted

by this target and that were not counted by any ot her

object in the row.

If this counter has suffered a discontinuity, the time of the

| ast discontinuity is indicated in iscsiNodeD scontinuityTinme."

REFERENCE

"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"

::={ iscsiTargetlLogi nStatsEntry 2 }

i scsi Tgt Logi nRedi rects OBJECT- TYPE

SYNTAX Count er 32

UNI TS "redirected | ogins"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The count of Login Response PDUs with status class 0x01,
Redirection, transmtted by this target.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
::={ iscsiTargetlLogi nStatsEntry 3 }

i scsi Tgt Logi nAut hori zeFai | s OBJECT- TYPE
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SYNTAX Count er 32

UNI TS "failed |Iogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs with status 0x0202,
For bi dden Target, transmitted by this target.

If this counter is increnented, an iscsi TgtLogi nFail ure
notification should be generated.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTine."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
::={ iscsiTargetlLogi nStatsEntry 4 }

i scsi Tgt Logi nAut henti cat eFai | s OBJECT- TYPE

SYNTAX Count er 32

UNI TS “failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs with status 0x0201,
Aut hentication Failed, transmitted by this target.

If this counter is increnented, an iscsi TgtLogi nFailure
notification should be generated.

If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE

"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
::={ iscsiTargetlLogi nStatsEntry 5 }

i scsi Tgt Logi nNegoti at eFai | s OBJECT- TYPE

SYNTAX Count er 32

UNI TS “failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a target has effectively refused a

| ogi n because the paraneter negotiation failed.

If this counter is increnented, an iscsi TgtLogi nFailure

notification should be generated.

If this counter has suffered a discontinuity, the tinme of the

| ast discontinuity is indicated in iscsiNodeD scontinuityTinme."
::={ iscsiTargetlLogi nStatsEntry 6 }
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-- Target Logout Stats Table

i scsi Tar get Logout St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | scsi Target Logout St at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When a target receives a Logout command, it responds

with a Logout Response that carries a status code.

This table contains counters for both normal and

abnormal Logout Requests received by this target."
::={ iscsiTarget 3}

i scsi Tar get Logout St at sEntry OBJECT- TYPE

SYNTAX | scsi Tar get Logout St at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing counters of Logout Response
PDUs that were received by this target."
AUGMVENTS { iscsiTargetAttributesEntry }
::={ iscsiTargetlLogout StatsTable 1 }

| scsi Target Logout StatsEntry ::= SEQUENCE {
i scsi Tgt Logout Nor nal s Count er 32,
i scsi Tgt Logout Ot hers Count er 32,
i scsi Tgt Logout Cxnd osed Count er 32,
i scsi Tgt Logout CxnRenoved Count er 32
}
i scsi Tgt Logout Nor mal s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "normal | ogouts"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Logout Conmand PDUs received by this target,
with reason code O (closes the session).
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeD scontinuityTime."
REFERENCE
"RFC 7143, Section 11.14.1, Reason Code"
.= { iscsiTargetlLogout StatsEntry 1 }

i scsi Tgt Logout & hers OBJECT- TYPE
SYNTAX Count er 32
UNI TS "abnormal | ogouts”
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The count of Logout Conmand PDUs received by this target,
with any reason code other than O.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTine."
REFERENCE
"RFC 7143, Section 11.14.1, Reason Code"
;.= { iscsiTargetlLogout StatsEntry 2 }

i scsi Tgt Logout CxnCl osed OBJECT- TYPE

SYNTAX Count er 32

UNI TS "abnormal | ogouts”
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The count of Logout Conmand PDUs received by this target,
with reason code 1 (closes the connection).
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.14.1, Reason Code"
::= { iscsiTargetlLogout StatsEntry 3 }

i scsi Tgt Logout CxnRenoved OBJECT- TYPE

SYNTAX Count er 32

UNI TS "abnormal | ogouts”
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The count of Logout Conmand PDUs received by this target,
with reason code 2 (renmpves the connection).
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeD scontinuityTime."
REFERENCE
"RFC 7143, Section 11.14.1, Reason Code"
.= { iscsiTargetLogout StatskEntry 4 }
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i scsi Tgt Aut hori zation OBJECT IDENTIFIER ::= { iscsiCbjects 7 }
-- Target Authorization Attributes Table

i scsi Tgt Aut hAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Iscsi Tgt AuthAttri butesEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Alist of initiator identities that are authorized to
access each target node within each i SCSI instance
present on the |ocal system"”
::={ iscsiTgtAuthorization 1}

i scsi Tgt Aut hAttri buteskEntry OBJECT- TYPE

SYNTAX | scsi Tgt Aut hAttri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a particular target node’'s authorized
initiator identity."
I NDEX { iscsilnstlndex, iscsiNodelndex, iscsiTgtAuthlndex }
c:={ iscsiTgtAuthAttri butesTable 1 }

| scsi Tgt Aut hAttri butesEntry ::= SEQUENCE {
i scsi Tgt Aut hl ndex Unsi gned32,
i scsi Tgt Aut hRowst at us RowSt at us,
i scsi Tgt Authl dentity RowPoi nt er,
i scsi Tgt Aut hSt or ageType St or ageType
}
i scsi Tgt Aut hl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particular
target’s authorized initiator identity within an i SCSI
i nstance present on the local system This index val ue nust
not be nodified or reused by an agent unless a reboot has
occurred. An agent should attenpt to keep this val ue
persi stent across reboots.™

o= { iscsiTgtAuthAttributesentry 1 }

i scsi Tgt Aut hRowsSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renmoved fromthis table via SNMP. Wen adding a row to
this table, all non-I1ndex/RowStatus objects rmust be set.
Wen the value of this object is "active', the val ues of
the other objects in this table cannot be changed.

Rows nmay be di scarded using RowStatus."

Bakke & Venkat esen St andards Track [ Page 47]



RFC 7147 i SCSI M B April 2014

::={ iscsiTgtAuthAttri butesentry 2 }

i scsi Tgt Aut hl dentity OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
“"A pointer to the corresponding user entry in the | PS AUTH
M B nodule that will be allowed to access this i SCSI target."
REFERENCE

"1 PS- AUTH M B, RFC 4545, Section 7.3, ipsAuthldentity"
.= { iscsiTgtAuthAttributesentry 3 }

i scsi Tgt Aut hSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows in this table that were
created through an external process (e.g., not created via
this MB) may have a storage type of readOnly or pernmanent.

Conceptual rows having the value ’permanent’ need not
allow wite access to any columar objects in the row "
DEFVAL { nonVol atile }
::={ iscsiTgtAuthAttri butesentry 4 }
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iscsilnitiator OBJECT IDENTIFIER ::= { iscsiObjects 8 }
-- Initiator Attributes Table

iscsilnitiatorAttri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilnitiatorAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of iSCSI nodes that can take on an initiator
role, belonging to each i SCSI instance present on
the |l ocal system™”

o= { iscsilnitiator 1}

iscsilnitiatorAttributesEntry OBJECT- TYPE

SYNTAX IscsilnitiatorAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"An entry (row) containing managenent information
applicable to a particular iSCSI node that has
initiator capabilities.”
I NDEX { iscsilnstlndex, iscsiNodelndex }
c:={ iscsilnitiatorAttributesTable 1 }

IscsilnitiatorAttributesEntry ::= SEQUENCE {
i scsilntrLoginFail ures Count er 32,
i scsilntrlLastFailureTimnme Ti meSt anp,
i scsilntrlLastFail ureType Aut ononousType
i scsilntrlLast Tgt Fai | ur eNane | scsi Nane,
i scsilntrlLast Tgt Fai | ureAddr Type | net Addr essType,
i scsilntrlLast Tgt Fai | ur eAddr | net Addr ess,
i scsilntrlLast Tgt Fail urePort | net Port Nurmber
}
i scsilntrLogi nFai |l ures OBJECT- TYPE
SYNTAX Count er 32
UNI TS “failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object counts the nunmber of times a login attenpt from
this local initiator has failed.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
c:={ iscsilnitiatorAttributesEntry 1 }

i scsilntrLastFail ureTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tinestanp of the nost recent failure of a login attenpt
fromthis initiator. A value of zero indicates that no such
failures have occurred since the |ast system boot."

c:={ iscsilnitiatorAttributesEntry 2 }

i scsilntrlLastFailureType OBJECT-TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of the nost recent failure of a |login attenpt
fromthis initiator, represented as the O D of the counter
object in iscsilnitiatorLogi nStatsTable for which the
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rel evant instance was increnented. |If no such failures have
occurred since the last systemboot, this attribute wll
have the value 0.0. A value of 0.0 nay al so be used to
indicate a type that is not represented by any of
the counters in iscsilnitiatorlLogi nStatsTable."

:={ iscsilnitiatorAttributesEntry 3 }

i scsilntrlLastTgt Fail ureNanme OBJECT- TYPE

SYNTAX | scsi Nane

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A UTF-8 string giving the nane of the target that failed
the last login attenpt. |If no such failures have occurred

since the last system boot, this value is a zero-length string."
c:={ iscsilnitiatorAttributesEntry 4 }

i scsilntrlLast Tgt Fai | ur eAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Internet Network Address contained in the

correspondi ng i nstance of the iscsilntrlLastTgtFail ureAddr.

The value "dns’ is not allowed. |If no such failures have

occurred since the last systemboot, this value is zero."
c:={ iscsilnitiatorAttributesEntry 5 }

i scsilntrlLast Tgt Fai | ureAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An Internet Network Address, of the type specified by the
obj ect iscsilntrlLast TgtFail ureAddr Type, giving the host
address of the target that failed the last login attenpt.
If no such failures have occurred since the |ast system boot,
this value is a zero-length string."

c:={ iscsilnitiatorAttributesEntry 6 }

i scsilntrlLast Tgt Fail urePort OBJECT- TYPE

SYNTAX | net Port Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The transport protocol port number used by the target
that failed the last |login attenpt.
If no such failures have occurred since the |ast system boot,
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o= { iscsilnitiatorAttributesEntry 7 }

-- Initiator Login Stats Tabl e

iscsilnitiatorLogi nStatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilnitiatorlLogi nStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of counters that keep track of the results of
this initiator’s login attenpts. ™
o= { iscsilnitiator 2}

iscsilnitiatorLogi nStatsEntry OBJECT- TYPE

SYNTAX IscsilnitiatorlLogi nStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing counters of each result
of this initiator’s login attenpts."
AUGVENTS { iscsilnitiatorAttributesEntry }
c:={ iscsilnitiatorLoginStatsTable 1 }

April 2014

IscsilnitiatorLogi nStatsEntry ::= SEQUENCE ({
i scsilntrlLogi nAccept Rsps Count er 32,
i scsilntrLogi nO her Fai | Rsps Count er 32,
i scsilntrlLogi nRedi rect Rsps Count er 32,
i scsilntrLogi nAut hFai | Rsps Count er 32,
i scsilntrLogi nAut henticateFails Counter32,
i scsilntrLogi nNegoti ateFails Count er 32,
i scsilntrLogi nAut hori zeFail s Count er 32
}
i scsilntrLogi nAccept Rsps OBJECT- TYPE
SYNTAX Count er 32
UNI TS "successful | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The count of Login Response PDUs with status
0x0000, Accept Login, received by this initiator.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
c:={ iscsilnitiatorLogi nStatsEntry 1 }
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i scsilntrLogi nQ her Fai | Rsps OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed |Iogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs received by this
initiator with any status code not counted in the
obj ects bel ow.
If this counter has suffered a discontinuity, the time of the
| ast discontinuity is indicated in iscsiNodeD scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
.= { iscsilnitiatorLogi nStatsEntry 2 }

i scsilntrlLogi nRedi rect Rsps OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs with status class 0x01,
Redirection, received by this initiator.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
c:={ iscsilnitiatorLogi nStatsEntry 3 }

i scsilntrLogi nAut hFai | Rsps OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed |Iogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs with status class 0x201,
Aut hentication Failed, received by this initiator.
If this counter has suffered a discontinuity, the tinme of the
[ ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
;= { iscsilnitiatorLogi nStatsEntry 4 }

i scsilntrLogi nAut henti cat eFail s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed | ogins"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of tinmes the initiator has aborted a
| ogi n because the target could not be authenticated.

No response is generated.

If this counter is increnented, an iscsilntrlLoginFailure
notification should be generated.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeD scontinuityTi me.
REFERENCE
"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"
;= { iscsilnitiatorLogi nStatsEntry 5 }

i scsilntrLogi nNegoti ateFail s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes the initiator has aborted a
| ogi n because paraneter negotiation with the target
failed.

No response i s generated.

If this counter is increnented, an iscsilntrlLoginFailure
notification should be generated.
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 7.12, Negotiation Failures"
::={ iscsilnitiatorLogi nStatsEntry 6 }

i scsilntrLogi nAut hori zeFail s OBJECT- TYPE

SYNTAX Count er 32

UNI TS “failed | ogins"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Login Response PDUs with status 0x0202,
For bi dden Target, received by this initiator.

If this counter is increnented, an iscsilntrlLoginFailure

notification should be generated.

If this counter has suffered a discontinuity, the time of the

| ast discontinuity is indicated in iscsiNodeD scontinuityTinme."
REFERENCE
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"RFC 7143, Section 11.13.5, Status-C ass and Status-Detail"

.= { iscsilnitiatorLogi nStatsEntry 7 }

-- Initiator Logout Stats Table

i scsilnitiatorLogout StatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilnitiatorlLogoutStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When an initiator attenpts to send a Logout comrand, the target
responds with a Logout Response that carries a status code.
This table contains a |ist of counters of Logout Response
PDUs of each status code that was received by each
initiator belonging to this i SCSI instance present on this
system"”

c:={ iscsilnitiator 3}

iscsilnitiatorLogoutStatsEntry OBJECT- TYPE

SYNTAX I scsilnitiatorlLogout StatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing counters of Logout Response
PDUs of each status code that was generated by this
initiator."
AUGMVENTS { iscsilnitiatorAttributesEntry }
::={ iscsilnitiatorLogoutStatsTable 1 }

IscsilnitiatorLogoutStatsEntry ::= SEQUENCE {
i scsi |l ntrLogout Nor nal s Count er 32,
i scsilntrLogout & hers Count er 32

}

i scsilntrLogout Nor mal s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "nornmal | ogouts"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The count of Logout Conmand PDUs generated by this initiator
with reason code 0 (closes the session).
If this counter has suffered a discontinuity, the tinme of the
| ast discontinuity is indicated in iscsiNodeDi scontinuityTinme."
REFERENCE
"RFC 7143, Section 11.14.1, Reason Code"
::={ iscsilnitiatorLogoutStatsEntry 1 }
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i scsilntrLogout &t hers OBJECT- TYPE

SYNTAX Count er 32

UNI TS "abnormal | ogouts”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The count of Logout Conmand PDUs generated by this initiator

with any status code other than O.

If this counter has suffered a discontinuity, the tinme of the

| ast discontinuity is indicated in iscsiNodeD scontinuityTime."
REFERENCE

"RFC 7143, Section 11.14.1, Reason Code"

.= { iscsilnitiatorLogoutStatsEntry 2 }

2014
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i scsilntrAuthorization OBJECT IDENTIFIER ::= { iscsiObjects 9 }
-- Initiator Authorization Attributes Table

i scsilntrAuthAttri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IscsilntrAuthAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of target identities that each initiator
on the |l ocal system nay access."
i scsilntrAuthorization 1}

iscsilntrAuthAttri butesEntry OBJECT- TYPE

SYNTAX I scsilntrAuthAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent
initiator
i scsi Nodel ndex,
iscsilntrAuthAttributesTable 1 }

to a particular
I NDEX { iscsilnstlndex,

.::{

I scsilntrAuthAttri butesEntry :

i scsi | ntrAut hl ndex

i scsi | nt r Aut hRowSt at us
iscsilntrAuthldentity

i scsilntrAuthStorageType

}

i scsi |l ntrAuthl ndex OBIECT- TYPE
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i nformation applicable
node’ s authorized target identity.
i scsilntrAuthlndex }

: = SEQUENCE {

Unsi gned32,
RowSt at us,

RowPoi nt er,
St or ageType
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SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particular initiator node’s authorized target
identity within an i SCSI instance present on the
| ocal system This index value nust not be nodified
or reused by an agent unless a reboot has occurred.
An agent should attenpt to keep this val ue persistent
across reboots. "

o= { iscsilntrAuthAttri butesEntry 1 }

i scsi | ntrAut hRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wen adding a row to
this table, all non-I1ndex/RowStatus objects rmust be set.
VWen the value of this object is "active', the val ues of
the other objects in this table cannot be changed.
Rows nmay be discarded using RowStatus."

o= { iscsilntrAuthAttri butesEntry 2 }

iscsilntrAuthldentity OBJECT-TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A pointer to the corresponding user entry in the | PS AUTH
M B nmodule to which this initiator node should attenpt to
establish an i SCSI session."
REFERENCE
"I PS- AUTH M B, RFC 4545, Section 7.3, ipsAuthldentity"
c:={ iscsilntrAuthAttri butesEntry 3 }

i scsilntrAuthStorageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that were
created through an external process (e.g., nhot created via
this MB) may have a storage type of readOnly or pernmanent.

Conceptual rows having the value ’'permanent’ need not
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allow wite access to any columar objects in the row "
DEFVAL { nonVol atile }
{ iscsilntrAuthAttributesEntry 4 }
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i scsi Session OBJECT IDENTIFIER ::= { iscsiOjects 10 }

Session Attributes Table

i scsi Sessi onAttri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF |scsi SessionAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A list of sessions belonging to each i SCSI instance
present on the system"”

i scsiSession 1}

{

i scsi Sessi onAttri butesEntry OBJECT- TYPE

SYNTAX | scsi Sessi onAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

“"An entry (row) containing rmanagenent
to a particular session.

i nformati on applicable

If this session is a discovery session that is not attached
to any particul ar node, the iscsi SsnNodelndex will be zero.
Q herwi se, the iscsi SsnNodel ndex will have the same val ue as
i scsi Nodel ndex. "

I NDEX { iscsilnstlndex, iscsiSsnNodelndex, iscsiSsnlndex }
:= { iscsiSessionAttributesTable 1 }
| scsi Sessi onAttributesEntry ::= SEQUENCE {

i scsi SsnNodel ndex Unsi gned32,
scsi Ssnl ndex Unsi gned32,
scsi SsnDirection | NTEGER,
scsi Ssnlniti at or Nane | scsi Nane,
scsi SsnTar get Name | scsi Nane,
scsi SsnTSIH Unsi gned32,
scsi Ssnl SID OCTET STRI NG,

scsi SsnlnitiatorAlias
scsi SsnTarget Al i as
scsi Ssnlnitial RRT
scsi Ssnl nmedi at eDat a
scsi SsnType

i
i
i
i
i
i
i
i
i
i
i
i scsi SsnMaxQut st andi ngR2T
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SnnpAdmi nStri ng,
SnnpAdmi nStri ng,
Tr ut hval ue,

Tr ut hVval ue,

| NTEGER,

Unsi gned32,
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i scsi SsnFirstBurstLength Unsi gned32,
i scsi SsnMaxBur st Lengt h Unsi gned32,
i scsi SsnConnecti onNurber Gauge32,
i scsi SsnAut hl dentity RowPoi nt er,
i scsi SsnDat aSequencel nOr der Trut hVal ue,
i scsi SsnDat aPDUI nOr der Tr ut hVval ue,
i scsi SsnErrorRecoverylLevel Unsi gned32,
i scsi SsnDi scontinuityTinme Ti meSt anp,
i scsi SsnPr ot ocol Level Unsi gned32,
i scsi SsnTaskReporting BI TS

}

i scsi SsnNodel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar node within an i SCSlI instance present

on the local system For normal, non-discovery
sessions, this value will map to the iscsi Nodel ndex.
For discovery sessions that do not have a node
associ ated, the value 0 (zero) is used."

{ iscsiSessionAttributesEntry 1 }
i scsi Ssnl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

{

"An arbitrary integer used to uniquely identify a
particul ar session within an i SCSI instance present
on the local system An agent should attenpt to

not reuse index values unless a reboot has occurred.
i SCSI sessions are destroyed during a reboot; rows
in this table are not persistent across reboots."

i scsi SessionAttributeseEntry 2 }

i scsi SsnDi recti on OBJECT- TYPE
SYNTAX | NTEGER {

Bakke & Venkat esen

i nboundSessi on(1),
out boundSessi on( 2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Direction of iSCSI session
i nboundSession - session is established from an externa

2014
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initiator to a target within this i SCSI
i nst ance.
out boundSessi on - session is established froman initiator
within this i SCSI instance to an external
target."
{ iscsiSessionAttributesEntry 3 }

i scsi Ssnl nitiator Nane OBJECT- TYPE

SYNTAX | scsi Name
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f iscsiSsnDirection is Inbound, this object is a
UTF-8 string that will contain the name of the renote
initiator. |If this session is a discovery session that
does not specify a particular initiator, this object
will contain a zero-length string.

If iscsiSsnDirection is Qutbound, this object wll
contain a zero-length string."
{ iscsiSessionAttributesEntry 4 }

i scsi SsnTar get Name OBJECT- TYPE

SYNTAX | scsi Namre
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f iscsiSsnDirection is Qutbound, this object is a
UTF-8 string that will contain the name of the renote
target. |If this session is a discovery session that
does not specify a particular target, this object wll
contain a zero-length string.

If iscsiSsnDirection is Inbound, this object wll
contain a zero-length string."
{ iscsiSessionAttributesEntry 5 }

i scsi SsnTSI H OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The target-defined identification handle for this session.
REFERENCE

"RFC 7143, Section 11.12.6, TSIH'
{ iscsiSessionAttributesEntry 6 }

i scsi Ssnl SI D OBJECT- TYPE

2014
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SYNTAX OCTET STRI NG (SI ZE(6))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The initiator-defined portion of the i SCSI Session ID."
REFERENCE

"RFC 7143, Section 11.12.5, ISID
::={ iscsiSessionAttributeseEntry 7 }

iscsiSsnlnitiatorAlias OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string that gives the alias communi cated by the
initiator end of the session during the |ogin phase.

If no alias exists, the value is a zero-length string."
REFERENCE
"RFC 7143, Section 13.7, InitiatorAlias"
::={ iscsiSessionAttributesEntry 8 }

i scsi SsnTarget Al i as OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A UTF-8 string that gives the alias comruni cated by the
target end of the session during the |ogin phase.

If no alias exists, the value is a zero-length string."
REFERENCE
"RFC 7143, Section 13.6, TargetAlias"
::={ iscsiSessionAttributesEntry 9 }

i scsiSsnlnitial RRT OBIECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If set to true, indicates that the initiator nust wait
for an R2T before sending to the target. |If set to false,

the initiator may send data inmediately, within linmts set
by iscsi SsnFirstBurstLength and the expected data transfer
l ength of the request."”
REFERENCE
"RFC 7143, Section 13.10, Initial RRT"
;.= { iscsiSessionAttributesEntry 10 }
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i scsi Ssnl medi at eDat a OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the initiator and target have agreed to
support inmedi ate data on this session."

REFERENCE
"RFC 7143, Section 13.11, |nmediateData"

{ iscsiSessionAttributesEntry 11 }

i scsi SsnType OBJECT- TYPE

SYNTAX | NTEGER {
nor mal Sessi on(1),
di scoverySessi on(2)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"Type of iSCSI session:
nor mal Sessi on - session is a nornmal i SCS|I session

di scoverySession - session is being used only for discovery."
REFERENCE

"RFC 7143, Section 13.21, SessionType"
{ iscsiSessionAttributesEntry 12 }

i scsi SsnMaxQut st andi ngR2T OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
UNI TS "R2Ts"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of outstanding requests-to-transmt
(R2Ts) per iSCSI task within this session.”

REFERENCE
"RFC 7143, Section 13.17, MaxQutstandi ngR2T"

{ iscsiSessionAttributesEntry 13 }

i scsi SsnFirstBurstlLength OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum | ength supported for unsolicited data sent
within this session.”
REFERENCE
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"RFC 7143, Section 13.14, FirstBurstLength"
{ iscsiSessionAttributesEntry 14 }

i scsi SsnMaxBur st Lengt h OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of bytes that can be sent within
a single sequence of Data-ln or Data-Cut PDUs."
REFERENCE
"RFC 7143, Section 13.13, MaxBurstLength"
{ iscsiSessionAttributesEntry 15 }

i scsi SsnConnecti onNumber OBJECT- TYPE

SYNTAX Gauge32 (1..65535)
UNI TS "connecti ons"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of transport protocol connections that currently
bel ong to this session.”
{ iscsiSessionAttributesEntry 16 }

i scsi SsnAut hldentity OBJECT-TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains a pointer to a rowin the
| PS-AUTH M B nodul e that identifies the authentication
identity being used on this session, as conmuni cated
during the |ogin phase."
REFERENCE
"I PS- AUTH M B, RFC 4545, Section 7.3, ipsAuthldentity"
{ iscsiSessionAttributesEntry 17 }

i scsi SsnDat aSequencel nOrder OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Fal se indicates that i SCSI data PDU sequences may
be transferred in any order. True indicates that
dat a PDU sequences must be transferred using
continuously increasing offsets, except during
error recovery."
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REFERENCE
"RFC 7143, Section 13.19, DataSequencel nOrder"
::={ iscsiSessionAttributesEntry 18 }

i scsi SsnDat aPDU nOr der OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Fal se indicates that i SCSI data PDUs within sequences
may be in any order. True indicates that data PDUs
wi t hi n sequences nust be at continuously increasing
addresses, with no gaps or overlay between PDUs.
Default is true."”
REFERENCE

"RFC 7143, Section 13.18, DataPDU nOrder”

::= { iscsiSessionAttributesEntry 19 }

i scsi SsnErrorRecoverylLevel OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The | evel of error recovery negotiated between
the initiator and the target. Hi gher nunbers
represent nore detailed recovery schenmes."
REFERENCE
"RFC 7143, Section 13.20, ErrorRecoverylevel"
::= { iscsiSessionAttributesEntry 20 }

i scsi SsnDi scontinuityTine OBJECT-TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of SysUpTinme on the nobst recent occasion
at which any one or nore of this session’s counters
suffered a discontinuity.
When a session is established, and this object is
created, it is initialized to the current val ue
of SysUpTine. "

;.= { iscsiSessionAttributesEntry 21 }

i scsi SsnProt ocol Level OBJECT- TYPE

SYNTAX Unsi gned32 (0..31)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
Bakke & Venkat esen St andards Track
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"The i SCSI protocol |evel negotiated for this session."

REFERENCE
"RFC 7144, Section 7.1.1, iSCSIProtocol Level"
DEFVAL {1}

::= { iscsiSessionAttributesEntry 22 }

i scsi SsnTaskReporting OBJECT- TYPE
SYNTAX BITS {
t askReporti ngRf ¢c3720(0),
t askReporti ngResponseFence(1),
t askReporti ngFast Abort (2)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This key is used to negotiate the task conpl etion reporting
semantics fromthe SCSI target.

Default value is taskReportingRfc3720."
REFERENCE
"RFC 7143, Section 13.23, TaskReporting"
::= { iscsiSessionAttributesEntry 23 }
-- Session Stats Table

i scsi Sessi onSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | scsi SessionStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of general iSCSI traffic counters for each of the
sessions present on the system™
::={ iscsiSession 2}

i scsi SessionStatsEntry OBJECT- TYPE

SYNTAX | scsi Sessi onStat sentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing general iSCSI traffic counters
for a particular session."
AUGMVENTS { iscsi SessionAttributesentry }

::= { iscsiSessionStatsTable 1 }

| scsi SessionStatsEntry ::= SEQUENCE {
i scsi SsnCndPDUs Count er 32,
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i scsi SsnRspPDUs Count er 32,
i scsi SsnTxDat aCct et s Count er 64,
i scsi SsnRxDat aCct et s Count er 64,
i scsi SsnLCTxDat aCct et s Count er 32,
i scsi SsnLCRxDat aCct et s Count er 32,
i scsi SsnNopRecei vedPDUs Count er 32,
i scsi SsnNopSent PDUs Count er 32
}
i scsi SsnCnmdPDUs OBJECT- TYPE
SYNTAX Count er 32
UNI TS " PDUs"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of Command PDUs transferred on this session

If this counter

has suffered a discontinuity,

the tine of the

| ast discontinuity is indicated in iscsiSsnbDiscontinuityTinme."
::={ iscsiSessionStatsEntry 1 }

i scsi SsnRspPDUs OBJECT- TYPE

SYNTAX

UNI TS

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32
" PDUS"
read-only
current

"The count of Response PDUs transferred on this session

If this counter

has suffered a discontinuity,

the tine of the

| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime."
;.= { iscsiSessionStatsEntry 2 }

i scsi SsnTxDat aCct et s OBJECT- TYPE

SYNTAX

UNI TS

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 64
"octets"
read-only
current

"The count of data octets that were transnmtted by
i SCSI node on this session

the |l oca

If this counter

has suffered a discontinuity,

the tine of the

| ast discontinuity is indicated in iscsiSsnDiscontinuityTime."
::= { iscsiSessionStatsEntry 3 }

i scsi SsnRxDat aCct ets OBJECT- TYPE

SYNTAX
UNI TS
MAX- ACCESS
STATUS
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Count er 64
"octets"
read-only
current
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DESCRI PTI ON
"The count of data octets that were received by
the local i SCSI node on this session
If this counter has suffered a discontinuity, the time of the
| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime."
::= { iscsiSessionStatsEntry 4 }

i scsi SsnLCTxDat aCct ets OBJECT- TYPE

SYNTAX Count er 32
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A Low Capacity shadow object of iscsiSsnTxDataCctets

for those systens that are accessible via SNMPv1l only.

If this counter has suffered a discontinuity, the time of the

| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime."
;.= { iscsiSessionStatsEntry 5 }

i scsi SsnLCRxDat aCct et s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A Low Capacity shadow object of iscsiSsnRxDataCctets

for those systens which are accessible via SNWv1 only.

If this counter has suffered a discontinuity, the time of the

| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime."
;.= { iscsiSessionStatsEntry 6 }

i scsi SsnNopRecei vedPDUs OBJECT- TYPE

SYNTAX Count er 32
UNI TS " PDUs"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of NOP-In or NOP-Qut PDUs received on this session

If this counter has suffered a discontinuity, the tinme of the

| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime."
::={ iscsiSessionStatsEntry 7 }

i scsi SsnNopSent PDUs OBJECT- TYPE

SYNTAX Count er 32
UNI TS " PDUs"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The count of NOP-In or NOP-Qut PDUs sent on this session

If this counter has suffered a discontinuity, the tinme of the

l ast discontinuity is indicated in iscsiSsnbDiscontinuityTinme."
::={ iscsiSessionStatsEntry 8 }

-- Session Connection Error Stats Tabl e

i scsi Sessi onCxnError St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | scsi Sessi onCxnError StatseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of error counters for each of the sessions
present on this system"
::={ iscsiSession 3}

i scsi Sessi onCxnError StatseEntry OBJECT- TYPE

SYNTAX | scsi Sessi onCxnError Stat sentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing error counters for
a particular session.”
AUGMVENTS { iscsi SessionAttributeseEntry }
.= { iscsiSessionCxnErrorStatsTable 1 }

| scsi Sessi onCxnError StatsEntry :: = SEQUENCE {
i scsi SsnCxnDi gestErrors Count er 32,
i scsi SsnCxnTi neout Errors Count er 32
}
i scsi SsnCxnDi gest Errors OBJECT- TYPE
SYNTAX Count er 32
UNI TS " PDUs"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The count of PDUs that were received on the session and
cont ai ned header or data digest errors.
If this counter has suffered a discontinuity, the time of the
| ast discontinuity is indicated in iscsiSsnbDiscontinuityTime.
This counter is nost |ikely provided when the error-recovery
level is 1 or 2"
REFERENCE

"RFC 7143, Section 7.8, Digest Errors"

::= { iscsiSessionCxnErrorStatsentry 1 }

i scsi SsnCxnTi nmeout Errors OBJECT- TYPE
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SYNTAX Count er 32

UNI TS "connecti ons"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The count of connections within this session
that have been term nated due to timeout.
If this counter has suffered a discontinuity, the tinme of the
last discontinuity is indicated in iscsiSsnDiscontinuityTine.
This counter is nost likely provided when the error-recovery
| evel is 2"
REFERENCE

"RFC 7143, Section 7.5, Connection Tinmeout Managenent"

.= { iscsiSessionCxnErrorStatsentry 2 }

B I R S R R I R R S S R S S S S
i scsi Connection OBJECT IDENTIFIER ::= { iscsiOojects 11 }
-- Connection Attributes Table

i scsi Connecti onAttri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | scsi ConnectionAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A list of connections belonging to each i SCSI instance
present on the system"”
::={ iscsiConnection 1 }

i scsi ConnectionAttributesEntry OBJECT- TYPE

SYNTAX | scsi ConnectionAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information applicable
to a particular connection."
I NDEX { iscsilnstlndex, iscsiSsnNodelndex, iscsiSsnlndex,
i scsi Cxnl ndex }
::= { iscsiConnectionAttributesTable 1 }

| scsi ConnectionAttributeseEntry ::= SEQUENCE {
i scsi Cxnl ndex Unsi gned32,
i scsiCxnCid Unsi gned32,
i scsi CxnState | NTEGER,
i scsi CxnAddr Type | net Addr essType,
i scsi CxnLocal Addr | net Addr ess,
i scsi CxnPr ot ocol | scsi Transport Prot ocol ,
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scsi CxnLocal Port | net Port Nunber,
scsi CxnRenot eAddr | net Addr ess,
scsi CxnRenot ePor t | net Por t Nunber,

scsi CxnMaxRecvDat aSeglLengt h Unsi gned32,
scsi CxnMaxXm t Dat aSegLengt h Unsi gned32,

scsi CxnHeaderIntegrity | scsi Di gest Met hod,
scsi CxnDatalntegrity | scsi Di gest Met hod,
scsi CxnRecvMar ker Trut hVal ue,
scsi CxnSendMar ker Trut hVal ue,
scsi CxnVer si onActi ve Unsi gned32
}
i scsi Cxnl ndex OBJECT-TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar connection of a particular session within
an i SCSI instance present on the |ocal system An
agent should attenpt to not reuse index val ues unless
a reboot has occurred. iSCSI connections are destroyed
during a reboot; rows in this table are not persistent
across reboots. "

.= { iscsiConnectionAttributesEntry 1 }

i scsi CxnCi d OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The i SCSI Connection ID for this connection.”
;2= { iscsiConnectionAttributesEntry 2 }

i scsi CxnSt at e OBJECT- TYPE

SYNTAX | NTEGER {
| ogin(1),
full (2),
| ogout ( 3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2014

"The current state of this connection, froman i SCSI negotiation

point of view Here are the states:

login - The transport protocol connection has been established,

but a valid i SCSI |ogin response with the final

bit set
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has not been sent or received.
full - Avalid iSCSI login response with the final bit set
has been sent or received.
logout - A valid i SCSI |ogout command has been sent or
recei ved, but the transport protocol connection has
not yet been closed.”
::={ iscsiConnectionAttributeskEntry 3 }

i scsi CxnAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Internet Network Addresses contained in the
correspondi ng i nstances of iscsi CxnLocal Addr and
i scsi CxnRenpt eAddr .
The value "dns’ is not allowed."
::= { iscsiConnectionAttributeseEntry 4 }

i scsi CxnLocal Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | ocal Internet Network Address, of the type specified
by i scsi CxnAddr Type, used by this connection."
::={ iscsiConnectionAttributesEntry 5 }

i scsi CxnPr ot ocol OBJECT- TYPE

SYNTAX | scsi Transport Prot oco

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The transport protocol over which this connection is
runni ng. "

::= { iscsiConnectionAttributesEntry 6 }

i scsi CxnLocal Port OBJECT- TYPE

SYNTAX | net Port Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | ocal transport protocol port used by this connection
Thi s object cannot have the value zero, since it represents
an established connection."”

::= { iscsiConnectionAttributesEntry 7 }

i scsi CxnRenot eAddr OBJECT- TYPE
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SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The renote Internet Network Address, of the type specified
by iscsi CxnAddr Type, used by this connection.™
.= { iscsiConnectionAttributesEntry 8 }

i scsi CxnRenot ePort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The renpte transport protocol port used by this connection
Thi s object cannot have the value zero, since it represents
an established connection."

::= { iscsiConnectionAttributesEntry 9 }

i scsi CxnMaxRecvDat aSegLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi num dat a payl oad si ze supported for command
or data PDUs able to be received on this connection."
REFERENCE
"RFC 7143, Section 13.12, MaxRecvDat aSegment Lengt h"
::= { iscsiConnectionAttributesEntry 10 }

i scsi CxnMaxXmi t Dat aSeglLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (512..16777215)
UNI TS "byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum dat a payl oad si ze supported for command
or data PDUs to be sent on this connection."”
REFERENCE
"RFC 7143, Section 13.12, MaxRecvDat aSegment Lengt h"
::= { iscsiConnectionAttributesEntry 11 }

i scsi CxnHeader I ntegrity OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This object identifies the i SCSI header
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di gest schenme in use within this connection."
.= { iscsiConnectionAttributesEntry 12 }

i scsi CxnDatal ntegrity OBJECT- TYPE

SYNTAX | scsi Di gest Met hod
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This object identifies the i SCSI data
di gest scheme in use within this connection."
::= { iscsiConnectionAttributesEntry 13 }

i scsi CxnRecvMar ker OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"This object indicates whether or not this connection

is receiving narkers in its incom ng data stream"
REFERENCE

"RFC 7143, Section 13.25, osol eted Keys."
::= { iscsiConnectionAttributesEntry 14 }

i scsi CxnSendMar ker OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"This object indicates whether or not this connection

is inserting nmarkers in its outgoing data stream"”
REFERENCE

"RFC 7143, Section 13.25, osol eted Keys."
::={ iscsiConnectionAttributesEntry 15 }

i scsi CxnVer si onActi ve OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Active version nunber of the i SCSI specification negotiated

on this connection.”
REFERENCE
"RFC 7143, Section 11.12, Login Request™
.= { iscsiConnectionAttributesEntry 16 }
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i scsi Tgt Logi nFai | ure NOTI FI CATI ON- TYPE
OBJECTS {
i scsi Tgt Logi nFai | ures,
i scsi Tgt Last Fai | ureType,
i scsi Tgt Last I ntr Fai | ur eNane,
i scsi Tgt Last I ntrFai |l ur eAddr Type,
i scsi Tgt Last I ntrFail ureAddr,
i scsi TgtLastIntrFail urePort

}
STATUS current
DESCRI PTI ON
"Sent when a loginis failed by a target.

To avoid sending an excessive nunber of notifications due
to nultiple errors counted, an SNVP agent inplenenting this
notification SHOULD NOT send nore than 3 notifications of
this type in any 10-second tine period."”

;= { iscsiNotifications 1 }

i scsilntrLoginFail ure NOTI FI CATI ON- TYPE
OBJECTS {
i scsilntrlLogi nFail ures,
i scsilntrlLastFail ureType,
i scsilntrlLast Tgt Fai | ur eNane,
i scsilntrlLast Tgt Fai | ur eAddr Type,
i scsilntrlLast Tgt Fai | ur eAddr,
i scsilntrlLast Tgt Fail urePort

}
STATUS current
DESCRI PTI ON
"Sent when a loginis failed by an initiator.

To avoid sendi ng an excessive nunber of notifications due
to nultiple errors counted, an SNMP agent inplenenting this
notification SHOULD NOT send nore than 3 notifications of
this type in any 10-second tine period."

.= { iscsiNotifications 2 }

i scsi |l nst Sessi onFai | ure NOTI FI CATI ON- TYPE
OBJECTS {
i scsilnstSsnFail ures,
i scsi |l nstLast SsnFai |l ureType,
i scsi |l nstLast SsnRt NodeNane

}

STATUS current

DESCRI PTI ON
"Sent when an active session is failed by either the initiator
or the target.
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To avoid sending an excessive nunber of notifications due
to nmultiple errors counted, an SNVP agent inplenmenting this
notificati on SHOULD NOT send nmore than 3 notifications of
this type in any 10-second tine period."

::={ iscsiNotifications 3 }

R R R R R R R R R R R R I I R S R I R I I R I R R R I O R O

-- Conformance Statenents

i scsi Conpl i ances OBJECT | DENTI FI ER ::
i scsi Groups OBJECT | DENTI FI ER ::

= { iscsi Conformance 1 }
= { iscsi Confornance 2 }
i scsilnstanceAttributesG oup OBJECT- GROUP

OBJECTS {

i scsi |l nst Descr,

i scsi |l nstVersi onM n,
i scsi | nst Ver si onMax,
i scsi | nst Vendor | D,
i scsi | nst Vendor Ver si on,
i scsi | nst Portal Nunmber,
i scsi | nst NodeNumber ,
i scsi | nst Sessi onNunber,
i scsil nstSsnFai l ures,
i scsi |l nstLast SsnFai |l ureType,
i scsi | nst Last SsnRmt NodeNane,
i scsilnstDiscontinuityTine,
i scsi | nst XNodeAr chi tecture

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about i SCSI
i nstances. "
c:={ iscsiGoups 1}

i scsil nstanceSsnError Stat sG oup OBJECT- GROUP
OBJECTS {
i scsilnstSsnDi gestErrors,
i scsil nst SsnCxnTi meout Errors,
i scsilnstSsnFormat Errors

}
STATUS current
DESCRI PTI ON
"“"A collection of objects providing information about
errors that have caused a session failure for an
i SCSI instance."
c:={ iscsiGoups 2}
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i scsiPortal AttributesG oup OBJECT- GROUP
OBJECTS {
i scsi Port al Rowst at us,
i scsi Portal St orageType,
i scsi Port al Rol es,
i scsi Portal Addr Type,
i scsi Portal Addr,
i scsi Portal Protocol,
i scsi Port al MaxRecvDat aSegLengt h,
i scsi Portal PrimaryHdr Di gest,
i scsi Portal PrimaryDat aDi gest,
i scsi Port al Secondar yHdr Di gest,
i scsi Port al Secondar yDat aDi gest ,
i scsi Portal RecvMar ker
}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects providing information about
the transport protocol endpoints of the local targets.
Thi s object group is deprecated because the marker key
is obsolete."
REFERENCE
"RFC 7143, Section 13.25, nsol eted Keys."
::={ iscsiGoups 3}

i scsi TgtPortal Attri butesG oup OBJECT- GROUP
OBJECTS {
i scsi Tgt Portal Port,
i scsi Tgt Port al Tag

}
STATUS current
DESCRI PTI ON
"“A collection of objects providing information about
the transport protocol endpoints of the local targets."
c:={ iscsiGoups 4}

iscsilntrPortal Attri butesG oup OBJECT- GROUP
OBJECTS {
i scsilntrPortal Tag

}
STATUS current
DESCRI PTI ON
"“An object providing information about
the portal tags used by the local initiators."
c:={ iscsiGoups 5}

i scsi NodeAttri butesG oup OBJECT- GROUP
OBJECTS {
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scsi NodeNane,

scsi NodeAl i
scsi NodeRol

as,
es,

scsi NodeTr ansport Type,
scsi Nodel ni ti al R2T,

scsi Nodel medi at eDat a,
scsi NodeMaxQut st andi ngR2T,
scsi NodeFi r st Bur st Lengt h,

scsi NodeMaxConnecti ons,

scsi NodeDat aSequencel nOr der
scsi NodeDat aPDUl nOr der

scsi NodeDef aul t Ti ne2Wai t ,
scsi NodeDef aul t Ti ne2Ret ai n,
scsi NodeEr r or Recoverylevel
scsi NodeDi sconti nui tyTi e,
scsi NodeSt or ageType

}
STATUS current
DESCRI PTI ON

i
i
[
[
[
i
i
i
i scsi NodeMaxBur st Lengt h,
[
[
i
i
i
[
[
[
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"A collection of objects providing information about all
| ocal targets."
c:={ iscsiGoups 6 }

i scsi Target Attri but esG oup OBJECT- GROUP

OBJECTS {
i scsi Tgt Logi

nFai | ures,

i scsi Tgt Last Fai | ureTi ne,

i scsi Tgt Last Fai | ureType,

i scsi Tgt Last I ntrFail ureNane,

i scsi Tgt Last I ntrFail ureAddr Type,
i scsi Tgt Last I ntrFail ureAddr

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information about all
| ocal targets."
.= { iscsiGoups 7 }

i scsi Target Logi nSt at sG oup OBJECT- GROUP

OBJECTS {
i scsi Tgt Logi
i scsi Tgt Logi
i scsi Tgt Logi
i scsi Tgt Logi
i scsi Tgt Logi
i scsi Tgt Logi
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STATUS curr ent
DESCRI PTI ON
"A collection of objects providing information about all
login attenpts by renote initiators to local targets."
c:={ iscsiGoups 8 }

i scsi Tar get Logout St at sG oup OBJECT- GROUP
OBJECTS {
i scsi Tgt Logout Nor mal s,
i scsi Tgt Logout Ot hers

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about all
| ogout events between renote initiators and local targets."
c:={ iscsiGoups 9 }

i scsi Tar get Aut hGr oup OBJECT- GROUP
OBJECTS {
i scsi Tgt Aut hRowsSt at us,
i scsi Tgt Aut hSt or ageType,
i scsi Tgt Aut hl dentity

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about all
renpote initiators that are authorized to connect to | ocal
targets."
.= { iscsiGoups 10 }

iscsilnitiatorAttributesG oup OBJECT- GROUP
OBJECTS {
i scsilntrlLogi nFail ures,
i scsilntrlLastFail ureTi e,
i scsilntrlLastFail ureType,
i scsilntrlLast Tgt Fai | ur eNane,
i scsilntrlLast Tgt Fai | ur eAddr Type,
i scsilntrlLast Tgt Fai | ur eAddr

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
all local initiators."
.= { iscsiGoups 11 }

iscsilnitiatorLogi nStatsG oup OBJECT- GROUP

OBJECTS {
i scsilntrLogi nAccept Rsps,
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i scsilntrLogi nO her Fai | Rsps,

i scsilntrlLogi nRedi rect Rsps,

i scsi | ntrLogi nAut hFai | Rsps,

i scsilntrlLogi nAut henti cat eFail s,
i scsilntrLogi nNegoti at eFail s,

i scsilntrLogi nAut hori zeFails

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about all
login attenpts by local initiators to renote targets."”
.= { iscsiGoups 12 }

iscsilnitiatorLogout StatsG oup OBJECT- GROUP
OBJECTS {
i scsilntrLogout Nor nal s,
i scsilntrLogout & hers

}
STATUS curr ent
DESCRI PTI ON
"A collection of objects providing information about all

| ogout events between local initiators and renpote targets."

.= { iscsiGoups 13}

iscsilnitiatorAuthG oup OBJECT- GROUP
OBJECTS {
i scsi | ntrAut hRowSt at us,
i scsilntrAuthStorageType,
iscsilntrAuthldentity

}
STATUS curr ent
DESCRI PTI ON
"A collection of objects providing information about all
renote targets that are initiators of the local system
that they are authorized to access.™
.= { iscsiGoups 14 }

i scsi SessionAttributesG oup OBJECT- GROUP
OBJECTS {

i scsi SsnDirection,

i scsi Ssnl ni ti at or Nane,

i scsi SsnTar get Nane,

i scsi SsnTSI H,

i scsi Ssnl SI D,

i scsiSsnlnitiatorAlias,

i scsi SsnTarget Al i as,

i scsi Ssnlnitial RT,

i scsi Ssnl nmedi at eDat a,

2014
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i scsi SsnType,
i scsi SsnMaxQut st andi ngR2T,
i scsi SsnFi rst BurstLength,
i scsi SsnMaxBur st Lengt h,
i scsi SsnConnect i onNunber,
i scsi SsnAut hl dentity,
i scsi SsnDat aSequencel nOr der
i scsi SsnDat aPDUI nOr der
i scsi SsnErrorRecoverylLevel ,
i scsi SsnDi sconti nuityTi ne,
i scsi SsnPr ot ocol Level ,
i scsi SsnTaskReporting
}
STATUS current
DESCRI PTI ON
"A collection of objects providing information applicable to
all sessions.™
.= { iscsiGoups 15 }

i scsi Sessi onPDUSt at sGroup OBJECT- GROUP
OBJECTS {
i scsi SsnCmdPDUs,
i scsi SsnRspPDUs

}
STATUS curr ent
DESCRI PTI ON
"A collection of objects providing information about PDU
traffic for each session.”
::={ iscsiGoups 16 }

i scsi Sessi onCct et St at sG oup OBJECT- GROUP
OBJECTS {
i scsi SsnTxDat aCct et s,
i scsi SsnRxDat aCct et s

}
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion about octet
traffic for each session using a Counter64 data type."
o= { iscsiGoups 17 }

i scsi Sessi onLCCct et St at sGroup OBJECT- GROUP
OBJECTS {
i scsi SsnLCTxDat aCct et s,
i scsi SsnLCRxDat aCct et s

}
STATUS current
DESCRI PTI ON
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"A collection of objects providing information about octet
traffic for each session using a Counter32 data type."
.= { iscsiGoups 18 }

i scsi Sessi onCxnError St at sG oup OBJECT- GROUP
OBJECTS {
i scsi SsnCxnDi gest Errors,
i scsi SsnCxnTi meout Errors

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about connection
errors for all sessions.”
.= { iscsiGoups 19 }

i scsi ConnectionAttri butesG oup OBJECT- GROUP
OBJECTS {
i scsi CxnCi d,
i scsi CxnSt at e,
i scsi CxnPr ot ocol
i scsi CxnAddr Type,
i scsi CxnLocal Addr ,
i scsi CxnLocal Port,
i scsi CxnRenot eAddr ,
i scsi CxnRenot ePort,
i scsi CxniaxRecvDat aSeglLengt h,
i scsi CxnivaxXmi t Dat aSeglLengt h,
i scsi CxnHeaderIntegrity,
i scsi CxnDatalntegrity,
i scsi CxnRecvMar ker
i scsi CxnSendMar ker ,
i scsi CxnVer si onActi ve

}

STATUS depr ecat ed

DESCRI PTI ON
"A collection of objects providing information about al
connections used by all sessions.
Thi s object group is deprecated because the marker key
is obsolete."

REFERENCE
"RFC 7143, Section 13.25, osol eted Keys."

.= { iscsiGoups 20 }

i scsi Tgt LgnNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
i scsi Tgt Logi nFai |l ure

}
STATUS current
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DESCRI PTI ON
"A collection of notifications that indicate a login
failure froma renote initiator to a local target."
::={ iscsiGoups 21}

iscsilntrLgnNotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
i scsilntrLogi nFailure

}
STATUS current
DESCRI PTI ON
"A collection of notifications that indicate a login
failure froma local initiator to a renote target."
.= { iscsiGoups 22}

i scsi SsnFlrNotificationsG oup NOTIFlI CATI ON- GROUP
NOTI FI CATI ONS {
i scsi |l nst Sessi onFail ure

}
STATUS current
DESCRI PTI ON
"A collection of notifications that indicate session
failures occurring after login."
.= { iscsiGoups 23}

i scsiPortal AttributesG oupV2 OBJECT- GROUP
OBJECTS {
i scsi Port al Rowst at us,
i scsi Portal St orageType,
i scsi Port al Rol es,
i scsi Portal Addr Type,
i scsi Portal Addr,
i scsi Portal Protocol,
i scsi Port al MaxRecvDat aSeglLengt h,
i scsi Portal PrimaryHdr Di gest,
i scsi Portal PrinmaryDat aDi gest,
i scsi Port al Secondar yHdr Di gest,
i scsi Port al Secondar yDat abi gest

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about

the transport protocol endpoints of the |ocal targets.

.= { iscsiGoups 24}
i scsi ConnectionAttributesG oupV2 OBJECT- GROUP

OBJECTS {
i scsi CxnCi d,
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scsi CxnSt at e,

scsi CxnPr ot ocol

scsi CxnAddr Type,

scsi CxnLocal Addr,

scsi CxnLocal Port,

scsi CxnRenot eAddr ,

scsi CxnRenot ePort

scsi CxnMaxRecvDat aSeglLengt h,
scsi CxnMaxXni t Dat aSegLengt h,
scsi CxnHeader I ntegrity,

scsi CxnDat alntegrity,

scsi CxnVer si onActi ve

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information about al
connections used by all sessions.”
.= { iscsiGoups 25}

i scsi NewObj ect sV2 OBJECT- GROUP
OBJECTS {
i scsi | nst XNodeAr chi tecture,
i scsi SsnTaskReporting,
i scsi SsnPr ot ocol Level
i scsi SsnNopRecei vedPDUs,
i scsi SsnNopSent PDUs,
i scsilntrlLast Tgt Fail urePort,
i scsi Tgt LastIntrFail urePort,
i scsi Port al Descr
i scsi |l nst SsnTgt UnmappedErrors,
i scsi Tgt Logout Cxnd osed,
i scsi Tgt Logout CxnRenpved

}

STATUS current
DESCRI PTI ON
"A collection of objects added in the second version of the
i SCSI MB."
1= { iscsiGoups 26 }

EE R R R R R R R R R R R R R R R R R R R R R R R R I R R

i scsi Conpl i anceVl MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"Initial version of conpliance statenent.
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If an inplenentation can be both a target and an
initiator, all groups are nandatory.

Thi s nodul e conpliance is deprecated because the
mar ker keys are obsolete.”

REFERENCE
"RFC 7143, Section 13.25, bsol eted Keys."
MODULE -- this nodul e

MANDATORY- GROUPS {
i scsilnstanceAttributesG oup,
i scsil nstanceSsnError St at sG oup,
i scsiPortal Attri butesG oup,
i scsi NodeAttri butesG oup,
i scsi SessionAttri butesG oup,
i scsi Sessi onPDUSt at sG oup,
i scsi Sessi onCxnEr ror St at sG oup,
i scsi ConnectionAttri butesG oup,
i scsi SsnFlrNotificationsG oup

}

-- Conditionally mandatory groups depending on the ability
-- to support Counter64 data types and/or to provide counter
-- information to SNVMPv1l applicati ons.

GROUP i scsi Sessi onCct et St at sGr oup

DESCRI PTI ON
"This group is nandatory for all iSCSI inplenentations
that can support Counter64 data types."

GROUP i scsi Sessi onLCCct et St at sG- oup

DESCRI PTI ON
"This group is nandatory for all iSCSl inplenentations
that provide information to SNMPv1-only applications;
this includes agents that cannot support Counter64
data types."

-- Conditionally nmandatory groups to be included with
-- the nandatory groups when the inplenentati on has
-- i SCSI target facilities.

GROUP iscsi Tgt Portal Attri butesG oup

DESCRI PTI ON
"This group is nandatory for all iSCSI inplenmentations
that have i SCSI target facilities."

OBJECT i scsi Port al MaxRecvDat aSegLengt h
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
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OBJECT i scsi NodeSt or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required; an inplementation may
choose to allow this object to be set to "volatile

or 'nonVol atile'."
GROUP i scsi Target Attri butesG oup
DESCRI PTI ON
"This group is mandatory for all iSCSI inplenmentati
that have i SCSI target facilities.”

GROUP i scsi Tar get Logi nSt at sGr oup

DESCRI PTI ON
"This group is nmandatory for all iSCSI inplenmentati
that have i SCSI target facilities."

GROUP i scsi Tar get Logout St at sG- oup

DESCRI PTI ON
"This group is nmandatory for all iSCSlI inplenmentati
that have i SCSI target facilities."

GROUP i scsi TgtLgnNoti fi cati onsG oup

DESCRI PTI ON
"This group is mandatory for all iSCSlI inplenmentati
that have i SCSI target facilities."

GROUP i scsi Tar get Aut hGr oup

DESCRI PTI ON
"This group is mandatory for all iSCSI inplementati
that have i SCSI target facilities."

-- Conditionally nmandatory groups to be included with
-- the nandatory groups when the inplenentation has
-- iSCSl initiator facilities.

GROUP iscsilntrPortal Attri butesG oup

DESCRI PTI ON
"This group is nandatory for all iSCSI inplenmentati
that have iSCSI initiator facilities."

GROUP iscsilnitiatorAttributesG oup

DESCRI PTI ON
"This group is nmandatory for all iSCSlI inplenmentati
that have iSCSI initiator facilities."

GROUP i scsilnitiatorLogi nStatsG oup

DESCRI PTI ON
"This group is nmandatory for all iSCSlI inplenmentati
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that have i SCSI initiator facilities."

GROUP i scsilnitiatorLogout StatsG oup

DESCRI PTI ON
"This group is mandatory for all iSCSI inplenentations
that have i SCSI initiator facilities."

GROUP i scsilntrLgnNotificationsG oup

DESCRI PTI ON
"This group is mandatory for all iSCSI inplenentations
that have i SCSI initiator facilities."

GROUP i scsilnitiatorAuthG oup

DESCRI PTI ON
"This group is nmandatory for all iSCSI inplenentations
that have i SCSI initiator facilities."

OBJECT i scsi NodeErr or RecoverylLevel
SYNTAX Unsi gned32 (0..2)
DESCRI PTI ON

"Only values 0-2 are defined at present.”
::={ iscsiConpliances 1 }

i scsi Conpl i anceV2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Version 2 of conpliance statenent based on
this revised version of the MB nopdul e.

If an inplenentation can be both a target and an

initiator, all groups are nandatory."
MODULE -- this nodul e
MANDATORY- GROUPS {

i scsilnstanceAttributesG oup,

i scsil nstanceSsnError St at sG oup,

i scsiPortal Attri butesG oupV2,

i scsi NodeAttri butesG oup,

i scsi SessionAttri butesG oup,

i scsi Sessi onPDUSt at sG oup,

i scsi Sessi onCxnEr ror St at sG oup,

i scsi ConnectionAttributesG oupVz,

i scsi SsnFlrNotificationsG oup

}

-- Conditionally mandatory groups depending on the ability
-- to support Counter64 data types and/or to provide counter
-- information to SNMPv1l applicati ons.
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GROUP i scsi Sessi onCct et St at sGr oup

DESCRI PTI ON
"This group is nmandatory for all iSCSI inplenentations
that can support Counter64 data types."

GROUP i scsi Sessi onLCCct et St at sGr oup

DESCRI PTI ON
"This group is nandatory for all iSCSI inplenentations
that provide information to SNMPv1-only applications;
this includes agents that cannot support Counter64
data types."

-- Conditionally nmandatory groups to be included with
-- the nandatory groups when the inplenentation has
-- i SCSI target facilities.

GROUP iscsi Tgt Portal Attri butesG oup

DESCRI PTI ON
"This group is nandatory for all iSCSl inplenentations
that have i SCSI target facilities."

OBJECT i scsi Port al MaxRecvDat aSegLengt h
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT i scsi NodeSt or ageType

M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required; an inplenentation may
choose to allow this object to be set to 'volatile
or 'nonVol atile'."

GROUP iscsi Target Attri butesG oup

DESCRI PTI ON
"This group is nandatory for all iSCSI inplenentations
that have i SCSI target facilities."

GROUP i scsi Tar get Logi nSt at sG oup

DESCRI PTI ON
"This group is mandatory for all iSCSI inplenentations
that have i SCSI target facilities."

GROUP i scsi Tar get Logout St at sGr oup

DESCRI PTI ON
"This group is mandatory for all iSCSI inplenentations
that have iSCSI target facilities.”
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GROUP i scsi TgtLgnNoti fi cati onsG oup

DESCRI PTI ON

"This group is nandatory for all i SCSI

t hat have i SCSI

target facilities.”

GROUP i scsi Tar get Aut hGr oup

DESCRI PTI ON

"This group is nandatory for all i SCSI

t hat have i SCSI

target facilities."

i mpl ement at i

i mpl emrent at i

-- Conditionally nmandatory groups to be included with
-- the nandatory groups when the inplenentation has
-- iSCSI initiator facilities.

GROUP iscsilntrPortal Attri butesG oup

DESCRI PTI ON

"This group is mandatory for all i SCSI

t hat have i SCSI

initiator facilities."

GROUP iscsilnitiatorAttributesG oup

DESCRI PTI ON

"This group is mandatory for all i SCSI

t hat have i SCSI

initiator facilities."

GROUP i scsilnitiatorLogi nStatsG oup

DESCRI PTI ON

"This group is nandatory for all i SCSI

t hat have i SCSI

initiator facilities."

GROUP i scsilnitiatorLogout StatsG oup

DESCRI PTI ON

"This group is nandatory for all i SCSI

t hat have i SCSI

initiator facilities."

GROUP iscsilntrLgnNotificationsG oup

DESCRI PTI ON

"This group is nandatory for all i SCS|

t hat have i SCSI

initiator facilities."

GROUP i scsilnitiatorAuthG oup

DESCRI PTI ON

"This group is nandatory for all i SCSI

t hat have i SCSI

initiator facilities."

OBJECT i scsi NodeError Recoverylevel
SYNTAX Unsi gned32 (0..2)
DESCRI PTI ON

i mpl enent at i

i mpl enent at i

i mpl ement at i

i mpl ement at i

i mpl enent ati

i mpl enent ati

"Only values 0-2 are defined at present.”
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GROUP i scsi NewOhj ect sV2

DESCRI PTI ON
"This group is nmandatory for all iSCSI inplenentations
that support a value of the iSCSIProtocol Level key of
2 or greater."

::={ iscsiConpliances 2 }
END
8. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure
environnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

i scsiPortal AttributesTabl e, iscsiTgtPortal AttributesTable, and
iscsilntrPortal Attri butesTabl e can be used to add or renove |IP
addresses to be used by i SCSI

i scsi Tgt AuthAttri butesTable entries can be added or renoved, to
all ow or disallow access to a target by an initiator.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

i scsi NodeAttributesTable, iscsiTargetAttributesTable, and

i scsi Tgt Aut hori zation can be used to glean infornmation needed to
nmake connections to the i SCSI targets this nodul e represents.
However, it is the responsibility of the initiators and targets

i nvol ved to authenticate each other to ensure that an

i nappropriately advertised or discovered initiator or target does
not conprom se their security. These issues are discussed in

[ RFC7143] .
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SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNVPv3 framework (see [ RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353] .

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi derati ons
The M B nmodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the "SM Network Managenent MaMI
Codes Internet-standard M B" registry:

Descri pt or OBJECT | DENTI FI ER val ue

i scsi M bivbdul e { mb-2 142 }

| ANA has updated the reference for the mb-2 142 identifier to refer
to this document.
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