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1. Introduction

At om [ RFC4287] is an XM.-based document format that describes lists
of related information known as "feeds". Feeds are conposed of a
nunber of items known as "entries", each with an extensible set of
attached netadata. The primary use case that Atom addresses is the
syndi cati on of Wb content, such as webl ogs and news headlines to Wb
sites as well as directly to user agents.

In the base Atomformat, when an entry is renoved froma feed but a
consuner has already received and processed that entry, perhaps
adding it to a local cache or display, there is no nechanismfor
determ ning that the entry has been renoved. This specification adds
a mechanismto the Atom Syndi cati on Format that publishers of Atom
Feed and Entry documents can use to explicitly identify Atomentries
that have been rempved. Atom consumers can use that information to
adj ust such things as their docurment cache and user interfaces.

2. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s specification uses XM. Nanespaces [WC. REC- xm - nanes- 19990114]
to uniquely identify XM_ el ement names. It uses the follow ng
nanespace prefix for the indicated namespace URI

at "http://purl.org/atonpub/tonbstones/1.0"
3. The at:deleted-entry El enent

The at:del eted-entry el enent represents an Atom Entry that has been
renoved.
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del etedEntry =
el emrent at:deleted-entry {

at onCommonAt t ri but es,
attribute ref { atomri },
attribute when { atonDateConstruct },
( element at:by { atonPersonConstruct }?
& el emrent at:comment { atomlext Construct }?
& elenent atomlink { atonlLink }*
& el ement atom source { atonBSource }?
& anyEl ement * )

}

The at:del eted-entry el enent MJST contain a "ref" attribute whose
val ue specifies the value of the atomid of the entry that has been
renoved

The at:del eted-entry el enment MJST contain a "when" attribute whose
value is an [RFC3339] "date-tinme", specifying the instant the entry
was renoved. An uppercase "T" character MJST be used to separate
date and tinme, and an uppercase "Z" character MJST be present in the
absence of a nuneric tine zone offset.

The at:del eted-entry el enment MAY contain one at:by element used to
identify the entity that renoved the entry. The at:by elenment is an
At om Person Construct as defined by Section 3.2 of [RFC4287].

The at:del eted-entry el enent MAY contain one at:comrent el ement whose
val ue provides additional, |anguage-sensitive information about the
del eti on operation. The atom coment el enent is an Atom Text
Construct as defined by Section 3.1 of [RFC4287].

The at:del eted-entry el ement MAY contain any nunber of atomlink
el enents as specified by Section 4.2.7 of [RFC4287].

The at:del eted-entry el enent MAY contain one atom source el ement as
defined by Section 4.2.11 of [RFC4287]. Wthin the context of an at:
del eted-entry elenent, the atomsource elenent is intended to all ow
the aggregation of at:deleted-entry elements fromdifferent feeds
while retaining informati on about an at:deleted-entry’'s source Feed.
VWhen an at:del eted-entry el ement appears in a Feed docunent other
than its source feed or when an at:deleted-entry elenent that has a
source Feed docunent is used in the context of a Deleted Entry
Document, it MJST contain an atom source el ement.

An Atom feed MAY contain any nunber of at:deleted-entry elenments, but

MUST NOT contain nore than one with the same conbinati on of ref and
when attri bute val ues.
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<feed xm ns="http://www. W3. or g/ 2005/ At ont'
xm ns:at="http://purl.org/atonpub/tonbstones/1.0">

<l-- Mniml deleted-entry -->

<at:del eted-entry
ref ="t ag: exanpl e. org, 2005: /entri es/ 1"
when="2005-11-29T12: 11: 127"/ >

<l-- Extended deleted-entry -->
<at:deleted-entry
ref ="t ag: exanpl e. org, 2005: /entri es/ 2"
when="2005-11-29T12: 11: 122" >
<at: by>
<nane>John Doe</ nanme>
<enmai | >j doe@xanpl e. or g</ emai | >
</ at: by>
<at : comment >Renmoved coment spanx/ at : comrent >
</ at:del eted-entry>

</ feed>
An Atom feed MAY contain atomentry elenents and at:deleted-entry
el ements sharing the sane atomid value. |In such cases, the
inplication is that the particular atomentry has either been
published to the feed and t hen subsequently renoved, or that a
previously renoved entry has been republished to the feed following a
previous deletion. To determ ne which condition applies, the
Processor needs to conpare the value of the at:deleted-entry

el ement’s when attribute to the value of the corresponding atomentry
el ement’s at om updat ed val ue

o |If the when attribute specifies a value equal to or nore recent
than that specified by the atomupdated el ement, the atomentry is
assuned to have been published and then subsequently renoved.
Processors SHOULD ignore the older atomentry el enent.

o |If the when attribute specifies a value older than that specified
by the atomupdated elenent, the atomentry is assunmed to have
been republished to the feed following a prior renoval.
Processors SHOULD ignore the ol der at:deleted-entry el ement.

Publ i shers of feeds containing at:deleted-entry el enments should note
that the at:deleted-entry elenent is advisory in nature only, and it
may be ignored by Atom Processors. The presence of an at:del eted-
entry el enent does not guarantee that the atomentry to which it is
referring will no | onger be avail able. For exanple, if an entry was
published to a feed document that was published and processed
yesterday by an aggregator application, and then is subsequently
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del eted today with a correspondi ng at:del eted-entry el enent added to
the feed as a signal that the entry was deleted, there is no
guarantee that the aggregator application will pay any attention to
the at:del eted-entry el enent during subsequent processing operations.

El ements and attributes fromany XM. vocabul ary MAY be used within an
at:del eted-entry el enent. Processors encountering such markup MJST
NOT stop processing or signal an error. It mght be the case that
the Processor is able to process the foreign markup correctly and
does so. Wen unknown markup is encountered as a child of at:

del eted-entry, Processors MAY bypass the markup and any textua
content but MUST NOT change their behavior as a result of the

mar kup’ s presence.

This specification allows the use of Internationalized Resource
Identifiers (IRIs) [RFC3987] in precisely the sanme manner specified
in Section 2 of [RFC4287].

Any el enment defined by this specification MAY have an xn : base
attribute [WBC. REC-xm base-20010627]. Wen xml:base is used, it
serves the function described in Section 5.1.1 of [RFC3986],
establishing the base URI (or IRI) for resolving any relative
references found within the effective scope of the xnl:base
attribute.

Any el enment defined by this specification MAY have an xmi: | ang
attribute, whose content indicates the natural |anguage for the
element and its descendents. Requirenments regarding the content and
interpretation of xm:lang are specified in XM. 1.0

[ WBC. REC- xml - 20040204], Section 2.12.

4. Del eted Entry Docunent

A "Del eted Entry Docunent" represents exactly one at:deleted-entry
el ement outside the context of an Atomfeed. |Its root is the at:
del et ed-entry el enent.

nanespace at = "http://purl.org/atonmpub/tonbstones/1.0"
start = at:deleted-entry

Del eted Entry Docunents are specified in terns of the XM. Information
Set, serialized as XM. 1.0 [WBC. REC- xmi - 20040204] and identified with
the "application/atondel eted+xm " nedia type. Deleted Entry
Docunents MJUST be well-formed XM.. This specification does not
define a DID for Deleted Entry Docunents, and hence does not require
themto be valid (in the sense used by XM).
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5.

Digital Signatures

The at:del eted-entry el enment MAY have an Envel oped Signature, as
descri bed by XM.-Sighature and Syntax Processing
[ WVBC. REC- xm dsi g- cor e- 20020212] .

Processors MJST NOT reject an at:deleted-entry containing such a
si gnature because they are not capable of verifying it; they MJST
conti nue processing and MAY informthe user of their failure to
val i date the signature.

In other words, the presence of an elenent with the nanmespace UR
"http://ww. w3. org/ 2000/ 09/ xm dsi g#" and a | ocal nane of "Signature"
as a child of the docunent el enent MJST NOT cause a Processor to fai
nerely because of its presence.

Section 6.5.1 of [WBC REC- xm dsi g-core-20020212] requires support for
Canoni cal XM. [ WBC. REC- xmi - c14n-20010315]. However, many

i mpl enenters do not use it because signed XM. docunments encl osed in
ot her XM. docunents have their signatures broken. Thus, Processors
that verify signed at:deleted-entry elenments MJUST be able to

canoni calize with the exclusive XM. canonicalization nethod
identified by the URI "http://ww.w3.org/2001/10/ xm - exc-cldn#", as
specified in Exclusive XM. Canonicalization

[ WMBC. REC- xm - exc- cl14n-20020718] .

I nternmedi ari es such as aggregators may need to add an at om source
element to an at:deleted-entry that does not contain its own atom
source element. |If such an entry is signed, the addition will break
the signature. Thus, a publisher of individually signed at:del eted-
entry’s should strongly consider addi ng an atom source el enent to
those el enments before signing them |Inplenenters should al so be
aware of the issues concerning the use of markup in the "xm:"
nanespace as it interacts wi th canonicalization.

Section 4.4.2 of [WBC. REC xm dsi g-core-20020212] requires support for
Digital Signature Al gorithm (DSA) signatures and reconmends support
for RSA signatures. However, because of the nuch greater popularity
in the market of RSA versus DSA, Atom Processors that verify signed
At om Documents MJUST be able to verify RSA signatures; they do not
need be able to verify DSA signatures. Due to security issues that
can arise if the keying material for the nessage authentication code
(MAC) is not handl ed properly, Atom Docunents SHOULD NOT use MACs for
si ghat ur es.
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6. Encryption

The root of a Deleted Entry Docunment (the at:deleted-entry el enent)
MAY be encrypted using the mechani sms descri bed by XM. Encryption
Synt ax and Processi ng [ WBC. REC- xml enc- cor e- 20021210] .

Section 5.1 of [WBC. REC- xm enc-core-20021210] requires support of
Tri pl eDES, AES-128, and AES-256. Processors that decrypt Deleted
Entry Docunents MJST be able to decrypt with AES-128 in C pher Bl ock
Chai ni ng (CBC) node.

Encryption based on [ WBC. REC- xm enc- cor e- 20021210] does not ensure
integrity of the original document. There are known cryptographic
attacks in which someone who cannot decrypt a nessage can stil

change bits in a way in which part or all the decrypted nmessage nakes
sense but has a different meaning. Thus, Processors that decrypt

Del eted Entry Docunents SHOULD check the integrity of the decrypted
docunent by verifying the hash in the signature (if any) in the
docunent, or by verifying a hash of the docunment within the docunent

(if any).

VWen a Deleted Entry Docunent is to be both signed and encrypted, it
is generally a good idea to first sign the docunent and then encrypt
the signed docunment. This provides integrity to the base docunent
while encrypting all the information, including the identity of the
entity that signed the docunent. Note that if MACs are used for

aut hentication, the order MJST be that the docunent is signed and
then encrypted, and not the other way around. Further, if MACs are
used along with a symetric encryption algorithm the same key SHOULD
NOT be used in the generation of the MAC and the encryption.

7. Security Considerations

As specified in [ RFC4287], Atom Processors should be aware of the
potential for spoofing attacks in which an attacker publishes atom
entry or atomdel eted-entry el ements using the sane atomid val ues as
entries fromother Atomfeeds. An attacker may attenpt to trick an
application into believing that a given entry has either been renoved
fromor added to a feed. To mtigate this issue, Atom Processors are
advised to ignore at:deleted-entry elenents referencing entries that
have not previously appeared within the containing Feed docunent and
shoul d take steps to verify the origin of the Atom feed before
considering the entries to be renoved.

The at:del eted-entry el enent can be encrypted and signed using

[ WVBC. REC- xm enc- cor e- 20021210] and [ WBC. REC- xml dsi g- cor e- 20020212],
respectively, and is subject to the security considerations inplied
by their use.
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Digital signatures provide authentication and nmessage integrity with
proof of origin. Encryption provides data confidentiality.

An application supporting the use of digitally signed atomentry and
at:del eted-entry el enents should be aware of the potential issues
that could arise if an at:deleted-entry elenent that indicates the
del etion of an atomentry el enent has been signed using a different
key than what was used to sign the atomentry, or if an unsigned at:
del eted-entry is used to indicate the deletion of a signed atom
entry. Either case can potentially indicate a form of spoofing
attack. Processors nust take steps to verify the validity of the at:
del et ed-entry el enent.

8. | ANA Consi derations

A Deleted Entry Docunent, when serialized as XM. 1.0, can be
identified with the followi ng nmedia type:

Type nane: application

Subt ype nane: at ondel et ed+xm

Requi red paraneters: None

Optional paraneters: "charset": This paraneter has semantics
identical to the charset parameter of the "application/xm" nedia

type as specified in [ RFC3023].

Encodi ng considerations: ldentical to those of "application/xm™"
as described in [RFC3023], Section 3.2.

Security considerations: As defined in this specification. In
addition, as this media type uses the "+xnl" convention, it shares
the sane security considerations as described in [ RFC3023],
Section 10.

Interoperability considerations: There are no known
interoperability issues.

Publ i shed specification: This specification.
Applications that use this nedia type: Undefined. As an extension

to the Atom Syndication Format ([RFC4287]), this specification may
be used within any application that uses the Atom Fornmat.
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Addi ti onal information:

Magi ¢ nunber(s): As specified for "applicati
[ RFC3023], Section 3.2

File extension(s): .atontdel eted

Maci ntosh file type code(s): TEXT

Person & email address to contact for further information:

Snell <jasnell @s.ibm conp

I nt ended usage: COVMON

Restrictions on usage: None.

Aut hor: James M Snell <jasnell @s.ibm conp
Change controller: |ESG
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