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Abst ract

Thi s docunent captures the use cases and associ ated requirenents for
interfaces that provision session establishnent data i nto Session
Initiation Protocol (SIP) Service Provider conponents to assist with
session routing. Specifically, this document focuses on the
provi si oning of one such elenent terned the "registry".
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recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
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http://ww.rfc-editor.org/info/rfc6461
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1. Overview

[ RFC5486] (Section 3.3) defines Session Establishnent Data, or SED
as the data used to route a call to the next hop associated with the
called domain's ingress point. More specifically, the SED is the set
of paraneters that the outgoing signaling path border el enents (SBES)
need to establish a session. However, [RFC5486] does not specify the
protocol (s) or format(s) to provision SED. To pave the way to
specify such a protocol, this docunment presents the use cases and
associ ated requirements that have been proposed to provision SED

SED is typically created by the term nating or next-hop SIP service
provi der (SSP) and consumed by the originating SSP. To avoid a

mul titude of bilateral exchanges, SED is often shared via
internediary systens -- termed "registries” within this docunent.
Such registries receive data via provisioning transactions from SSPs,
and then distribute the received data into Local Data Repositories
(LDRs). These LDRs are used for call routing by outgoing SBEs. This
is depicted in Figure 1.
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Figure 1. Ceneral Diagram

In this document, we address the use cases and requirements for
provisioning registries. Data distribution to | ocal data
repositories is out of scope for this docunent. The resulting
provi si oning protocol can be used to provision data into a registry
or between multiple registries operating in parallel. |In Figure 2,
the case of multiple registries is depicted with dotted |ines.
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Figure 2: Functional Overview
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In addition, this docunent proposes two aggregati on groups, as
fol |l ows:

o Aggregation of public Identifiers into a destination group
o Aggregation of SED records into a route group.
The use cases in Section 3.5 provide the rationale. The data node

depicted in Figure 3 shows the various entities, aggregations, and
the rel ati onshi ps between them
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| Recipient|------------ | G oup | == | Record |
- + e + S +
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| |
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R + R + Fomm e m e + |
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Figure 3: Data Mddel D agram

The rel ationships are as descri bed bel ow.

- Apublic identifier object can be directly related to zero or nore
SED Record objects, and a SED Record object can be related to
exactly one public identifier object.

- A destination group object can contain zero or nore TN (tel ephone

nunber) Range objects, and a TN Range object can be contained in
exactly one destination group object.
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- A destination group object can contain zero or nore public
identifier objects, and a public identifier object can be
contained in exactly one destination group object.

- A destination group object can contain zero or nore RN (routing
nunber) objects, and an RN object can be contained in exactly one
destinati on group object.

- Aroute group object can contain zero or nmore SED Record objects,
and a SED Record object can be contained in exactly one route
group object.

- A route group object can be associated with zero or nore
destinati on group objects, and a destination group object can be
associated with zero or nore route group objects.

- A data recipient object can be associated with zero or nore route
group objects, and a route group object can refer to zero or nore
dat a reci pi ent objects.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent reuses terns from[RFC3261] (e.g., SIP), [RFC5486]
(e.g., SSP, LUF, LRF, SED) and [ RFC5067] (carrier-of-record and
transit provider). |In addition, this docunent specifies the
followi ng additional terns.

Regi stry: The authoritative source for provisioned session
establishment data (SED) and related information. A registry can
be part of an SSP or be an independent entity.

Registrar: An entity that provisions and nanages data into the
registry. An SSP can act as its own registrar or -- additionally
or alternatively -- delegate this function to a third party (who
acts as its registrar).

Local Data Repository (LDR): The data store conponent of an
addr essi ng server that provides resolution responses.

Public Identifier: A public identifier refers to a tel ephone nunber
(TN), a SIP address, or other identity as deemed appropriate, such
as a globally routable URI of a user address (e.g.
si p:j ohn. doe@xanpl e. net) .
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3.

1

Tel ephone Nunber (TN) Range: A nunerically contiguous set of
t el ephone nunbers.

Tel ephone Nunmber (TN) Prefix: A preceding portion of the digits
conmon across a series of E. 164 nunmbers. A given TN prefix wll
include all the valid E. 164 nunbers that satisfy the expansion
rul es mandated by the country or the region with which the TNs

conpl y.

Routing Nunber (RN): A Routing Nunmber. For nore information, see
[ RFC4694] .

Destination Group: An aggregation of a set of public identifiers, TN
Ranges, or RNs that share conmon SED, which is exposed to a comon
set of peers.

Data Recipient: An entity with visibility into a specific set of
public identifiers (or TN Ranges or RNs), the destination groups
that contain these public identifiers (or TN Ranges and RNs), and
a route group’s SED records.

Route Group: An aggregation that contains a related set of SED
records and is associated with a set of destination groups. Route
groups facilitate the managenent of SED records for one or nore
data recipients.

Regi stry Use Cases

Thi s section docunents use cases related to the provisioning of the
registry. Any request to provision, nodify, or delete data is

subj ect to several security considerations (see Section 5). The
protocol s that inplenent these use cases (and associ ated
requirenents) will need to explicitly identify and address them

Cat egory: Provisioni ng Mechani sns

UC PROV #1 Real -Tinme Provisioning: Registrars have operationa
systens that provision public identifiers (or TN Ranges
or RNs) in association with their SED. These systens
often function in a manner that expects or requires that
these provisioning activities be conpleted i medi ately,
as opposed to an out-of-band or batch provisioning schene
that can occur at a later time. This type of
provisioning is referred to as "real-tine" or "on-denand"
pr ovi si oni ng.
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UC PROV #3

3.2. Category:
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Non- Real - Ti me Bul k Provi si oning: Operational systens that
provision public identifiers (or TN Ranges or RNs) and
associ ated SED sonetines expect that these provisioning
activities be batched up into | arge sets. These batched
requests are then processed using a provisioning
mechanismthat is out of band and occurs at a later tine.

Mul ti-Request Provisioning: Regardl ess of whether or not
a provisioning action is performed in real time, SSPs

of ten perform several provisioning actions on severa
objects in a single request or transaction. This is done
for performance and scalability reasons, and for
transactional reasons, such that the set of provisioning
actions either fail or succeed atomically, as a conplete
set.

I nt erconnect Schenes

UC | NTERCONNECT #1 |Inter-SSP SED: SSPs create peering rel ationships

with other SSPs in order to establish

i nterconnects. Establishing these interconnects
i nvol ves, among ot her things, communicating and
enabl i ng the points of ingress and other SED used
to establish sessions.

UC | NTERCONNECT #2 Direct and Indirect Peering: Some inter-SSP

peering rel ationships are created to enable the
est abl i shnent of sessions to the public
identifiers for which an SSP is the carrier-of-
record. This is referred to as "direct peering"
Q her inter-SSP peering relationships are created
to enabl e the establishnment of sessions to public
identifiers for which an SSP is a transit
provider. This is referred to as "indirect
peering”. Sone SSPs take into consideration an
SSP's role as a transit or carrier-of-record
provi der when selecting a route to a public
identifier.

UC | NTERCONNECT #3 Intra-SSP SED: SSPs support the establishment of

Channabasappa

sessi ons between their own public identifiers,
not just to other SSPs’ public identifiers.
Enabling this involves, anmong other things,
comuni cating and enabling intra-SSP signaling
points and other SED that can differ frominter-
SSP signal i ng points and SED.
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UC | NTERCONNECT #4

UC | NTERCONNECT #5

Sel ective Peering (a.k.a. per-peer policies):
SSPs create peering relationships with other SSPs
in order to establish interconnects. However,
SSP peering rel ationships often result in

di fferent points of ingress or other SED for the
sanme set of public identifiers. This is referred
to as "selective peering" and is done on a route
group basis.

Provi sioning of a del egated hierarchy: An SSP may
decide to maintain its own infrastructure to
contain the route records that constitute the
terminal step in the LUF. 1In such cases, the SSP
will provision registries to direct queries for
the SSP's public identifiers to its own
infrastructure rather than provisioning the route
records directly. For exanple, in the case of
DNS- based route records, such a del egated

hi erarchy woul d make use of NS and CNAME records,
while a flat structure woul d nake use of NAPTR
resource records.

3.3. Category: SED Exchange and Di scovery Mbdel s

UC SED EXCHANGE #1

UC SED EXCHANGE #2

UC SED EXCHANGE #3
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SED Exchange and Di scovery using unified LUF LRF
When establishing peering rel ationships, sone
SSPs may wi sh to comuni cate or receive SED
(e.g., points of ingress) that constitutes the
aggregated result of both LUF and LRF

SED Exchange and Di scovery using LUF s Donain
Nane: Wen establishing peering rel ati onshi ps,
some SSPs may not w sh to communi cate or receive
poi nts of ingress and other SED using a registry.
They only wi sh to comruni cate or receive domain
nanes (LUF step only), and then independently
resol ve those domain nanes via [ RFC3263] to the
final points of ingress data (and other SED).

SED Exchange and Di scovery using LUF s

Admi ni strative Domain ldentifier: Wen

est abl i shing peering rel ati onshi ps, sone SSPs nmay
not wi sh to communi cate or receive points of

i ngress and other SED using a registry. They
only wi sh to conmuni cate or receive an
admi ni strative domain identifier, which is not
necessarily resolvable via DNS. The subsequent
process of using that adm nistrative domain
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identifier to select points of ingress or other
SED can be SSP specific and is out of scope for
this document.

UC SED EXCHANGE #4 Coexi stent SED Exchange and Di scovery Model s:

When supporting nultiple peering rel ationships,
sonme SSPs have the need to concurrently support
all three of the SED Exchange and Di scovery
Model s al ready described in this section
(Section 3.3) for the same set of public
identifiers.

3.4. Category: SED Record Content

UC SED RECORD #1 SED Record Content: Establishing interconnects

bet ween SSPs i nvol ves, ampbng ot her things,

conmuni cati ng points of ingress, the service types
(SIP, SIPS, etc.) supported by each point of
ingress, and the relative priority of each point of
i ngress for each service type.

UC SED RECORD #2 Tinme-To-Live (TTL): For performance reasons,

gueryi ng SSPs sonetines cache SED that had been
previously | ooked up for a given public identifier
In order to acconplish this, SSPs sonetinmes specify
the TTL associated with a given SED record.

3.5. Category: Separation and Facilitation of Data Managemnent

UC DATA #1

UC DATA #2
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Separation of Provisioning Responsibility: An SSP' s
operational practices often separate the responsibility
of provisioning the points of ingress and other SED from
the responsibility of provisioning public identifiers (or
TN Ranges or RNs). For exanple, a network engi neer can
establish a physical interconnect with a peering SSP s
networ k and provision the associ ated donai n nane, host,
and | P addressing infornation. Separately, for each new
subscriber, the SSP's provisioning systens provision the
associ ated public identifiers.

Destinati on Groups: SSPs often provision identical SED
for large nunbers of public identifiers (or TN Ranges or
RNs). For reasons of efficiency, groups of public
identifiers that have the sane SED can be aggregated.
These aggregations are known as destination groups. The
SED is then indirectly associated with destination groups
rather than with each individual public identifier (or TN
Ranges or RNs).
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Rout e Groups: SSPs often provision identical SED for

| arge nunbers of public identifiers (or TN Ranges or
RNs), and then expose that relationship between a group
of SED records and a group of public identifiers (or TN
Ranges or RNs) to one or nore SSPs. This conbi ned
groupi ng of SED records and destination groups
facilitates efficient managenment of relationships and the
list of peers (data recipients) that can | ook up public
identifiers and receive the associated SED. This dua
set of SED records and destination groups is terned a
"route group".

3.6. Category: Public ldentifiers, TN Ranges, and RNs

uc Pl #1
uc Pl #2
uc PI #3
UC PI #4
Uuc PI #5
Channabasappa

Addi tions and Del etions: SSPs often allocate and de-

al l ocate specific public identifiers to and from end-users.
Thi s invol ves, anong other things, activating or
deactivating specific public identifiers (TN Ranges or
RNs), and directly or indirectly associating themwth the
appropriate points of ingress and other SED

Carrier-of-Record versus Transit Provisioning: Sone inter-
SSP peering rel ationships are created to enable the

est abl i shnent of sessions to the public identifiers (or TN
Ranges or RNs) for which an SSP is the carrier-of-record.

Q her inter-SSP peering relationships are created to enable
the establishnent of sessions for which an SSP is a transit
provider. Sone SSPs take into consideration an SSP's role
as a transit or carrier-of-record provider when selecting a
route.

Multiplicity: As described in previous use cases, SSPs
provision public identifiers (or TN Ranges or RNs) and
their associated SED for multiple peering SSPs, and as both
the carrier-of-record and transit provider. As a result, a
given public identifier (or TN Range or RN) key can reside
in multiple destination groups at any given tine.

Destination G oup Mdification: SSPs often change the SED
associated with a given public identifier (or TN Range or
RN). This involves, anong other things, directly or
indirectly associating themwi th a different point of

i ngress, different services, or different SED

Carrier-of-Record versus Transit Mdification: SSPs may
have the need to change their carrier-of-record versus
transit role for public identifiers (or TN Ranges or RNs)
that they previously provisioned.
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3.

4.

7.

UcC Pl #6

Cat egor

UC M SC #1

UC M SC #2

UC M SC #3

Requi rene

Thi s secti
Section 3.
t o under st
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Modi fication of Authority: An SSP indicates that it is the
carrier-of-record for an existing public identifier or TN
Range. If the public identifier or TN Range were
previously associated with a different carrier-of-record,
then there are multiple possible outconmes, such as a) the
previous carrier-of-record is disassociated, b) the
previous carrier-of-record is relegated to transit status,
or ¢) the new carrier-of-record is placed in inactive node
The choi ce may be dependent on the depl oynment scenario and
is out of scope for this docunent.

y: Msc

Nunber Portability: The SSP wi shes to provide, in query
response to public identifiers, an associated routing
nunber (RN). This is the case where a set of public
identifiers is no | onger associated with the original SSP
but has been ported to a recipient SSP, who provides
access to these identifiers via a switch on the Signaling
System Nunber 7 network identified by the RN

Data Recipient Ofer and Accept: When a peering

rel ationship is established (or invalidated), SSPs
provision (or renove) data recipients in the registry.
However, a peer may first need to accept its role (as a
data recipient) before such a change is made effective.
Al ternatively, an auto-accept feature can be configured
for a given data recipient.

Open Nunbering Plans: In several countries, an open
nunbering plan is used, where the carrier-of-record is
only aware of a portion of the E 164 nunber (i.e., the TN
prefix). The carrier-of-record may not know the conpl ete
nunber or the nunmber of digits in the nunmber. The rest
of the digits are handled offline (e.g., by a Private
Branch Exchange, or PBX). For exanple, an SSP can be the
carrier-of-record for "+123456789" and be the carrier-of-
record for every possible expansion of that number, such
as "+12345678901" and "+123456789012", even though the
SSP does not know what those expansions could be. This
can be described as the carrier-of-record effectively
being authoritative for the TN prefix.

nts
on lists the requirenents extracted fromthe use cases in

The objective is to make it easier for protocol designers
and the underlying requirenments and to reference and |i st
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the requirenents that they support (or not). The requirenents |isted
here, unless explicitly indicated otherwi se, are expected to be
supported. Protocol proposals are also expected to indicate their
conpliance with these requirements and hi ghlight ones that they don't
meet (if any). Furthernore, the requirements |listed here are not
neant to be limting, i.e., protocol inplenentations and depl oynents
may choose to support additional requirenments based on use cases that
are not listed in this docunent.

4.1. Provisioning Mechani sns
REQ PROV-1: Real -tinme provisioning.
REQ PROV-2: (Optional) Non-real-tinme bul k provisioning.
REQ PROV-3: Ml ti-request provisioning.

4.2. Interconnect Schenes
REQ | NTERCONNECT-1: I nter-SSP peering.
REQ | NTERCONNECT-2: Direct and Indirect peering.
REQ | NTERCONNECT-3: I ntra- SSP SED.
REQ | NTERCONNECT-4:  Sel ecti ve peering.
REQ | NTERCONNECT-5:  Provi sioni ng of a del egated hi erarchy.

4.3. SED Exchange and Di scovery Requirenents
REQ SED- 1: SED contai ning unified LUF and LRF content.
REQ SED-2: SED contai ning LUF-only data using donmai n names.

REQ SED-3: SED containing LUF-only data using adm nistrative
donai ns.

REQ SED- 4: Support for all the other REQ SED requirements (listed in
this section), concurrently, for the sane public
identifier (or TN Range or RN).

4.4. SED Record Content Requirenents
REQ SED- RECORD-1: Ability to provision SED record content.

REQ SED- RECORD- 2: (Optional) Communication of an associated TTL for
a SED Record.
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4.5. Data Managenent Requirenents

REQ DATA- MGMT-1:  Separation of responsibility for the provisioning
the points of ingress and other SED, fromthe
responsi bility of provisioning public identifiers.

REQ DATA- MGMI-2: Ability to aggregate a set of public identifiers as
desti nati on groups.

REQ DATA- MGMI-3:  Ability to create the aggregation terned route
group.

4.6. Public lIdentifier, TN Range, and RN Requirenents

REQ Pl - TNR-RN-1:  Provi sioning of, and nodifications to, the
foll owi ng aggregati ons: destination group and route
groups.

REQ Pl -TNR-RN-2: Ability to distinguish an SSP as either the
carrier-of-record provider or the transit provider

REQ PI-TNR-RN-3: A given public identifier (or TN Range or RN) can
reside in nultiple destination groups at the sane
tine.

REQ Pl - TNR-RN-4: Modification of public identifier (or TN Range or
RN) by allowing themto be noved to a different
destination group via an atonic operation.

REQ Pl - TNR-RN-5: SSPs can indicate a change to their role from

carrier-of-record provider to transit, or vice
ver sa.

REQ Pl - TNR- RN- 6:  Support for nodification of authority with the
condi tions described in UC Pl #6.

4.7. Msc. Requirenents
REQ M SC-1: Nunber portability support.
REQ M SC-2: Ability for the SSP to be offered a peering relationship
and for the SSP to accept (explicitly or inmplicitly) or

reject such an offer.

REQ M SC-3: Support for open numbering pl ans.
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5.

Security Considerations

Sessi on establishnment data allows for the routing of SIP sessions

wi thin, and between, SIP Service Providers. Access to this data can
conprom se the routing of sessions and expose a SIP Service Provider
to attacks such as service hijacking and denial of service. The data
can be conprom sed by vul nerabl e functional conponents and interfaces
identified within the use cases.

A provisioning framework or protocol that inplenents the described
use cases MUST, therefore, provide data confidentiality and nessage
integrity. Such frameworks and protocols MJST specify mechanisns to
aut henticate and authorize any entity that provisions data into the
registry, i.e., that the entity is who it says it is and is all owed
to use the provisioning interface. The determnination of whether such
an entity is authorized to provision specific data elenents (e.g., a
certain public identifier or TN Range) -- while REQU RED -- may be
left to local policy.
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