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usi ng encapsulation with a hop count and IS-1S link state routing.
Thi s docunent specifies the data formats and code points for the

| S-1S extensions to support TRILL.
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the Trust Legal Provisions and are provided without warranty as
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Tabl e of Contents

Lo IntroduCti On ... 3
1.1. Conventions Used in This Document .......................... 3

2. TLV and Sub-TLV Extensions to IS IS for TRILL ................... 3
2.1. The Group Address TLV .. ... .. e 3
2.1.1. The Goup MAC Address Sub-TLV .......... ... ... ....... 4

2.2. Multi-Topol ogy-Aware Port Capability Sub-TLVs .............. 5
2.2.1. The Special VLANs and Flags Sub-TLV ................. 6

2.2.2. Enabled-VLANs Sub-TLV ...... ... .. . i 7

2.2.3. Appointed Forwarders Sub-TLV ........................ 8

2.3. Sub-TLVs for the Router Capability TLV ..................... 9
2.3.1. The TRILL Version Sub-TLV ......... ... .. ... ... ...... 9

2.3.2. The Nicknane Sub-TLV ........ . . .. . . .. 10

2.3.3. The Trees Sub-TLV ... .. . . i 11

2.3.4. The Tree ldentifiers Sub-TLV ...... ... ... .. ... ..... 11

2.3.5. The Trees Used ldentifiers Sub-TLV ................. 12

2.3.6. Interested VLANs and Spanning Tree Roots Sub-TLV ...12

2.3.7. The VLAN Goup Sub-TLV ... ... .. . i 15

2.4. MU Sub-TLV of the Extended Reachability TLV .............. 15
2.5. TRILL Neighbor TLV ... . .. . e 16

3. The MIU PDUS . ... o e e e e e e e 18
4. Use of Existing PDUs and TLVS ...... ... . . ., 19
4.1, TRILL T1H PDUS . ...t e e e e e 19
4.2, Area AdAress .. ... e 19
4.3. Protocols Supported ....... .. ... 19

5. TANA Considerati Ons . ... ... e 20
5.1. Allocations fromExisting Registries ...................... 20
5.2. New Sub-Registries Created ......... ... .. .. 0. 21

6. Security Considerati ONS . ... ... .. . 22
7. References . .... ... . 22
7.1. Normative References ....... ... . .. ... 22
7.2. Informative References .......... .. . . . . i 23

8. Acknow edgemEnt S ... ... . 23
Appendi x A. Initial IS-1S PDU RegisStry .......... ... 24

East | ake, et al. St andards Track [ Page 2]



RFC 6326 TRILL Use of IS IS July 2011

1. Introduction

The | ETF has standardi zed the TRILL protocol [RFC6325], which

provi des transparent Layer 2 forwarding using encapsulation with a
hop count and link state routing. TRILL provides optinmal pair-w se
forwardi ng without configuration, safe forwardi ng even during periods
of tenmporary | oops, and support for nultipathing of both unicast and
multicast traffic as well as supporting VLANs. Internedi ate Systens
(1'Ss) inplenenting TRILL can incrementally replace | EEE [ 802. 1Q 2005]
bri dges.

Thi s docunent, in conjunction wth
formats and code points for the IS
extensions to support TRILL

[ RFC6165], specifies the data
IS [1SO 10589] [ RFC1195]

1.1. Conventions Used in This Docunent

The term nol ogy and acronyns defined in [ RFC6325] are used herein
with the sane neani ng.

Addi ti onal acronyms used in this docunent are:
[IH- 1S IS Hello

IS - Internediate System (for this docunent, all rel evant
i nternedi ate systens are RBridges)

NLPI D - Network Layer Protocol ldentifier

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. TLV and Sub-TLV Extensions to |S- IS for TRILL

This section, in conjunction with [ RFC6165], specifies the data
formats and code points for the TLVs and sub-TLVs added to IS-IS to
support the TRILL standard. Information as to the nunber of
occurrences allowed, such as for a TLV in a PDU or set of PDUs or for
a sub-TLV in a TLV, is provided in Section 5.

2.1. The G oup Address TLV
The Group Address (GADDR) TLV, 1S 1S TLV type 142, is carried only in
an LSP PDU and carries sub-TLVs that in turn advertise multicast

group listeners. Section 2.1.1 bel ow specifies a sub-TLV that
advertises listeners by MAC address. It is anticipated that
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addi ti onal sub-TLVs for additional address types such as | P addresses
will be specified in other docunments. The sub-TLVs under GADDR
constitute a new series of sub-TLV types (see Section 5.2).

GADDR has the follow ng format:

S A T e
ype=GADDR- TLV | (1 byte)
R e

| (1 byte)

S S i S

sub- TLVs.
++++++++++++++++

+

| T

+

| Lengt h
+

|

+

o Type: TLV Type, set to GADDR- TLV 142.

o Length: variable depending on the sub-TLVs carried.

0 sub-TLVs: The G oup Address TLV val ue consists of sub-TLVs
formatted as described in [ RFC5305].

2.1.1. The Goup MAC Address Sub-TLV
The Group MAC Address (GVAC- ADDR) sub-TLV is sub-TLV type nunber 1
within the GADDR TLV. In TRILL, it is used to advertise nulticast
listeners as specified in Section 4.5.5 of [RFC6325]. It has the
follow ng format:

i

| Type=GVAC- ADDR | (1 byte)

S S

| Lengt h | (1 byte)

i i St SR S i e

| RESV | Topol ogy-1D | (2 bytes)

B i S S S it s ol T S S

| RESV | VLAN | D | (2 bytes)

I i i S e

| Num Group Recs | (1 byte)

I I S i S i S ek ok T
| GROUP RECORDS (1) |
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
!l-++++++++++++++++-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!i-
| GROUP RECORDS ( N) |
I I S i S i i S S S S e ok
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2.

where each group record is of the form

+-
|
+-
|
+-
|
+-
|
+-
|
+-
|
+-

S S S S

Num of Sources| (1 byte)

B i T S T T i I i i S I e
Group Address (6 bytes) |

i S Tl it S S S S S S
Source 1 Address (6 bytes)

T S s i S S i T LT
Source 2 Address (6 bytes)

B i T S T T i I i i S I e

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
Source M Address (6 bytes) |

T S s i S S i T LT

Type: GADDR sub-TLV type, set to 1 (GVAC ADDR).
Length: Variabl e, m ninmm 5.

RESV: Reserved. 4-bit fields that MJST be sent as zero and
i gnored on receipt.

Topol ogy-1D:. This field is not used in TRILL, where it is sent as
zero and ignored on receipt, but is included for use by other
t echnol ogi es.

VLAN ID: This carries the 12-bit VLAN identifier for al
subsequent MAC addresses in this sub-TLV, or the value zero if no
VLAN i s specifi ed.

Nunber of Group Records: A 1-byte integer that is the nunber of
group records in this sub-TLV.

Group Record: Each group record carries the nunber of sources. It
then has a 48-bit nulticast address followed by 48-bit source MAC
addresses. |If the sources do not fit in a single sub-TLV, the

same group address nmay be repeated with different source addresses
i n another sub-TLV of another instance of the G oup Address TLV.

Mul ti-Topol ogy- Aware Port Capability Sub-TLVs

TRILL nakes use of the Multi-Topol ogy- Aware Port Capability
(MT- PORT- CAP) TLV as specified in [RFC6165]. The remminder of this
section specifies the sub-TLVs that TRILL uses the MI-PORT-CAP TLV to

tr

ansport.
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In TRILL, a Special VLANs and Fl ags (VLAN Fl ags) sub-TLV is carried

inevery I[IHPDU It has the follow ng format:

e S S

| Type | (1 byte)

S S S e

| Length | (1 byte)

Fom e e e e oo - Fom e e e e oo -

| Port 1D (2 bytes)

o e e e e e e e e e e e e e e e e e e e e = =

| Sender Ni cknane (2 bytes)

T T oI TSR uy U

| AF] AC| VM BY]| Qut er. VLAN (2 bytes)

T Sy

| TRR |R | R | Desi g. VLAN (2 bytes)

T IE, TS S R +

o Type: sub-TLV type, set to M- PORT- CAP VLAN- FLAGs sub-TLV 1.

o Length: 8.

o Port ID: An ID for the port on which the enclosing TRILL IIH PDU
is being sent as specified in [ RFC6325], Section 4.4.2.

o Sender Nicknane: If the sending IS is holding any nicknanes as
di scussed in [RFC6325], Section 3.7, one MJST be included here.
O herwise, the field is set to zero. This field is to support
intelligent end stations that deternmne the egress IS (RBridge)
for unicast data through a directory service or the |like and that
need a nicknane for their first hop to insert as the ingress
ni ckname to correctly format a TRILL encapsul ated data frame. See
[ RFC6325], Section 4.6.2, point 8.

o OQuter.VLAN. A copy of the 12-bit outer VLAN ID of the TRILL IIH
franme containing this sub-TLV when that frame was sent, as
specified in [ RFC6325], Section 4.4.5.

0o Desig.VLAN: The 12-bit 1D of the designated VLAN for the link, as
specified in [ RFC6325], Section 4.2.4.2.

o AF, AC, VM BY, and TR These flag bits have the foll ow ng

meani ngs when set to one, as specified in the listed section of
[ RFC6325] :
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RFC 6325
Bit Section Meaning if bit is one

AF  4.4.2 Oiginating IS believes it is appointed forwarder
for the VLAN and port on which the containing IIH
PDU was sent.

AC 4.9.1 Oiginating port configured as an access port
(TRILL traffic disabled).

VM 4.4.5 VLAN mappi ng detected on this |ink.
BY 4.4.2 Bypass pseudonode.
TR 4.9.1 Originating port configured as a trunk port (end-

station service disabled).
0 R Reserved bit. MJST be sent as zero and ignored on receipt.
2.2.2. Enabl ed-VLANs Sub- TLV
The optional Enabl ed- VLANs sub-TLV specifies the VLANs enabl ed for
end station service at the port of the originating I'S on which the

Hell o was sent, as specified in [ RFC6325], Section 4.4.2. It has the
follow ng format:

T S N RN S U S S
| Type | (1 byte)
B e sl i S S

| Lengt h | (1 byte)
R T o T i e ks ik oI ST e TS

| RESV | Start VLANID | (2 bytes)
B S S i i T S

| VLAN bit-map....

O I S e e e ok o HIE R R R

o Type: sub-TLV type, set to M- PORT- CAP Enabl ed- VLANs sub-TLV 2.
o Length: Variable, mninum 3.

0 RESV: 4 reserved bits that MJIST be sent as zero and i gnored on
receipt.

o Start VLAN ID: The 12-bit VLAN ID that is represented by the high
order bit of the first byte of the VLAN bit-map.
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0 VLAN bit-map: The highest order bit indicates the VLAN equal to
the start VLAN I D, the next highest bit indicates the VLAN equa
to start VLANID + 1, continuing to the end of the VLAN bit-mp
field.

If this sub-TLV occurs nore than once in a Hello, the set of enabl ed
VLANs is the union of the sets of VLANs indicated by each of the
Enabl ed- VLAN sub-TLVs in the Hell o.

2.2.3. Appointed Forwarders Sub-TLV
The DRB on a link uses the Appointed Forwarders sub-TLV to inform

other ISs on the link that they are the designated VLAN x forwarder
for one or nore ranges of VLAN IDs as specified in Section 4.2.4 of

[RFC6325]. It has the follow ng fornmat:

T ok Ik S R

| Type | (1 byte)
ik i N e

| Length | (1 byte)
T e ok S o T S e R T e

| Appoi ntmrent I nformation (1) | (6 bytes)
i s s T o e I S S S

| |

i i T S b i T S NN e

| poi nt nent I nformation (N) | (6 bytes)
i e e L s T e S R O e

where each appointment is of the form

i I it M DR
| Appoi nt ee Ni cknane | (2 bytes)
I I s ik N S
| RESV | Start.VLAN | (2 bytes)
i s s T o e I S S S
| RESV | End. VLAN | (2 bytes)
T i S S ik i N DR S

o Type: sub-TLV type, set to MI-PORT- CAP Appoi nt edFwrdrs sub-TLV 3.
o Length: 6*n bytes, where there are n appoi ntnments.

0 Appoi ntee N ckname: The nicknane of the IS being appointed a
f orwar der.

o RESV: 4 bits that MJST be sent as zero and ignored on receipt.
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o Start.VLAN, End.VLAN:. These fields are the VLAN I Ds of the
appoi ntnent range, inclusive. To specify a single VLAN, the
VLAN s | D appears as both the start and end VLAN. As specified in
Section 4.4 of [RFC6325], appointing an IS forwarder on a port for
a VLAN not enabled on that port has no effect.

An 1S s nickname nmay occur as appointed forwarder for multiple VLAN
ranges by occurrences of this sub-TLV within the same or different MI
Port Capability TLVs within an |1 H PDU

2.3. Sub-TLVs for the Router Capability TLV
The Router Capability TLV is specified in [RFC4971]. Al of the sub-
sections of this Section 2.3 below specify sub-TLVs that can be
carried in the Router Capability TLV for TRILL

2.3.1. The TRILL Version Sub-TLV
The TRILL Version (TRILL-VER) sub-TLV indi cates the maxi mum version
of the TRILL standard supported. By inplication, |ower versions are
al so supported. If this sub-TLV is missing, the originating IS only
supports the base version of the protocol [RFC6325].

e S S

| Type | (1 byte)
I o T B T
| Length | (1 byte)
B e R e e =
| Max-version | (1 byte)

B e sl i S S
o Type: Router Capability sub-TLV type, set to 13 (TRl LL-VER)
o Length: 1.

o Max-version: Set to maxi mum version supported.
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The N cknanme Sub- TLV

Ni ckname (NI CKNAME) Router Capability sub-TLV carries infornmation
ut the nicknames of the originating IS, along with informtion
ut its priority to hold those nicknanes as specified in [ RFC6325],

Section 3.7.3. Miltiple instances of this sub-TLV may be carri ed.

i N S

| Type = NI CKNAME| (1 byte)

T S N RN S U S S

| Length | (1 byte)

B T s i I S e i S i i S S e S

| NI CKNAME RECORDS (1)

i I S S T Sl o S N S

[ |

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| NI CKNAME RECORDS (N) |

B T s i I S e i S i i S S e S

where each ni cknanme record is of the form

T S N RN S U S S

| Nicknane.Pri | (1 byte)

O I S e e e ok o HIE R R R

| Tree Root Priority | (2 byte)

I i i S e

| Ni ckname | (2 bytes)

B S S i i T S

o Type: Router Capability sub-TLV type, set to 6 (N CKNAME)

0o Length: 5*N, where N is the nunber of nicknane records present.

o N cknane.Pri: An 8-bit unsigned integer priority to hold a
ni ckname as specified in Section 3.7.3 of [RFC6325].

o Tree Root Priority: This is an unsigned 16-bit integer priority to
be a tree root as specified in Section 4.5 of [RFC6325].

o Nicknane: This is an unsigned 16-bit integer as specified in
Section 3.7 of [RFC6325].
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2.3.3. The Trees Sub-TLV

Each IS providing TRILL service uses the TREES sub-TLV to announce
three nunbers related to the conmputation of distribution trees as

specified in Section 4.5 of [RFC6325]. |Its format is as follows:
S i S

| Type = TREES | (1 byte)
il i S S

| Length | (1 byte)
B i S S S it s ol T S S

| Nunmber of trees to conpute | (2 byte)
R o i e e e R e o

| Maxi mumtrees able to conpute | (2 byte)
R e e ks ik oI S S e

| Number of trees to use | (2 byte)
B i S S S it s ol T S S

o Type: Router Capability sub-TLV type, set to 7 (TREES)
0 Length: 6.

o Nunmber of trees to conmpute: An unsigned 16-bit integer as
specified in Section 4.5 of [RFC6325].

o Maxinmumtrees able to compute: An unsigned 16-bit integer as
specified in Section 4.5 of [RFC6325].

o Number of trees to use: An unsigned 16-bit integer as specified in
Section 4.5 of [RFC6325].

2.3.4. The Tree ldentifiers Sub-TLV

The tree identifiers (TREE-RT-1Ds) sub-TLV is an ordered list of

ni cknames. \When originated by the IS that has the highest priority
tree root, it lists the distribution trees that the other |1Ss are
required to conpute as specified in Section 4.5 of [RFC6325]. |If
this information is spread across nultiple sub-TLVs, the starting
tree nunmber is used to allow the ordered lists to be correctly
concatenated. The sub-TLV format is as foll ows:
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2.

2.

i I SR S
| Type=TREE- RT- | Ds| (1 byte)
I S S e R

| Length | (1 byte)
B i o S S s st N S S

| Starting Tree Nunber | (2 bytes)
I s S S

| Ni ckname (K-th root) | (2 bytes)
N S T S S S

| Ni ckname (K+1 - th root) | (2 bytes)
B i o S S s st N S S

| Ni ckname (...)
i i S S s S S

o Type: Router Capability sub-TLV type, set to 8 (TREE-RT-IDs).
o Length: 2 + 2*n, where n is the nunber of nicknanes |isted.

o Starting Tree Number: This identifies the starting tree nunber of
the nicknames that are trees for the domain. This is set to 1 for
the sub-TLV containing the first list. Oher Tree-ldentifiers
sub-TLVs will have the nunmber of the starting |list they contain.
In the event a tree identifier can be computed fromtwo such sub-
TLVs and they are different, then it is assuned that this is a
transient condition that will get cleared. During this transient
time, such a tree SHOULD NOT be conputed unl ess such conputation
is indicated by all relevant sub-TLVs present.

o N cknane: The nickname at which a distribution tree is rooted.
3.5. The Trees Used ldentifiers Sub-TLV

This Router Capability sub-TLV has the sanme structure as the Tree
Identifiers sub-TLV specified in Section 2.3.4. The only difference
is that its sub-TLV type is set to 9 (TREE-USE-1Ds), and the trees
listed are those that the originating IS wishes to use as specified
in [ RFC6325], Section 4.5.

3.6. Interested VLANs and Spanning Tree Roots Sub-TLV

The value of this Router Capability sub-TLV consists of a VLAN range
and information in common to all of the VLANs in the range for the
originating I'S. This information consists of flags, a variable
length list of spanning tree root bridge |IDs, and an appointed
forwarder status |ost counter, all as specified in the sections of

[ RFC6325] listed with the respective information itens bel ow
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In the set of LSPs originated by an IS, the union of the VLAN ranges
in all occurrences of this sub-TLV MJST be precisely the set of VLANs
for which the originating IS is appointed forwarder on at |east one
port, and the VLAN ranges in multiple VLANs sub-TLVs for an IS MJST
NOT overlap unless the information provided about a VLAN is the same
in every instance. However, as a transient state these conditions
may be violated. If a VLANis not listed in any |INT-VLAN sub-TLV for
an 1S, that 1S is assumed to be uninterested in receiving traffic for
that VLAN. If a VLAN appears in nore than one | NT-VLAN sub-TLV for
an ISwith different information in the different instances, the

foll owi ng appl y:

- |If those sub-TLVs provide different nicknanes, it is
unspeci fi ed whi ch ni cknane takes precedence.

- The largest appointed forwarder status |ost counter is used.

- The originating IS is assunmed to be attached to a multicast
| Pv4 router for that VLAN if any of the INT-VLAN sub-TLVs
assert that it is so connected and simlarly for I1Pv6 nulticast
router attachment.

- The root bridge lists fromall of the instances of the VLAN for
the originating IS are nerged.

To m nimze such occurrences, wherever possible, an inplementation
SHOULD advertise the update to an interested VLAN and Spanni ng Tree
Roots sub-TLV in the sane LSP fragnent as the advertisenent that it
repl aces. Were this is not possible, the two affected LSP fragnents
shoul d be fl ooded as an atonmic action. An IS that receives an update
to an existing interested VLAN and Spanni ng Tree Roots sub-TLV can

m nimze the potential disruption associated with the update by

enpl oying a hol d-down timer prior to processing the update so as to
allow for the receipt of nultiple LSP fragnments associated with the
sane update prior to begi nning processing.

The sub-TLV layout is as foll ows:

B e sl i S S

| Type = I NT- VLAN (1 byte)

S S S e

| Lengt h | (1 byte)

B S S i i T S

| Ni ckname | (2 bytes)

R o T S e i it R e e S S e i ol I oI S S S =

| I nterested VLANS | (4 bytes)
R e e e I e e e S e i T S R e e S i ok i i S

| Appoi nted Forwarder Status Lost Counter | (4 bytes)
i S I I T sl i T S I S T Y S S S SRR S

| Root Bri dges | (6*n bytes)
R e o T S e e e ik it R e e S S e e s o I NN S S
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o Type: Router Capability sub-TLV type, set to 10 (I NT-VLAN).

o Length: 10 + 6*n, where n is the number of root bridge IDs.

o Nicknane: As specified in [RFC6325], Section 4.2.4.4, this field
may be used to associate a nicknane held by the originating IS
with the VLAN range indicated. Wen not used in this way, it is
set to zero.

0 Interested VLANS: The Interested VLANs field is formatted as shown

bel ow.

0 1 2 3 4 - 15 16 - 19 20 - 31
e e LT T I e e +
| M| M| R]| R] VLAN start | RESV | VLAN. end
T Tt e S B RS +

- M, M: These bits indicate, respectively, that there is an
| Pv4d or IPv6 nulticast router on a link for which the
originating IS is appointed forwarder for every VLAN in the
i ndi cated range as specified in [ RFC6325], Section 4.2.4.4,
itemb5. 1.

- R RESV: These reserved bits MJST be sent as zero and are
i gnored on receipt.

- VLAN. start and VLAN.end: This VLAN ID range is inclusive. A
range of one VLAN ID is indicated by setting themboth to that
VLAN | D val ue.

0 Appointed Forwarder Status Lost Counter: This is a count of how
many tinmes a port that was appointed forwarder for the VLANs in
the range given has | ost the status of being an appointed
forwarder as discussed in Section 4.8.3 of [RFC6325]. It is
initialized to zero at an IS when the zeroth LSP sequence nunber
is initialized. No special action need be taken at rollover; the
counter just waps around.

o Root Bridges: The list of zero or nore spanning tree root bridge
IDs is the set of root bridge IDs seen for all ports for which the
IS is appointed forwarder for the VLANs in the specified range as
di scussed in [RFC6325], Section 4.9.3.2. Wiile, of course, only
one spanning tree root could be seen on any particular port, there
may be nmultiple ports in the sane VLAN connected to different
bridged LANs with different spanning tree roots.
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2. 3.

2. 4.

Eas

An | NT- VLAN sub-TLV asserts that the infornation provided (multicast
router attachnent, appointed forwarder status |ost counter, and root
bridges) is the same for all VLANs in the range specified. |If this
is not the case, the range MJST be split into subranges nmeeting this
criteria. It is always safe to use sub-TLVs with a "range" of one
VLAN I D, but this may be too verbose.

7. The VLAN G oup Sub-TLV
The VLAN Group Router Capability sub-TLV consists of two or nore VLAN

IDs as specified in [RFC6325], Section 4.8.4. This sub-TLV indicates
that shared VLAN | earning is occurring at the announcing |IS between

the listed VLANs. It is structured as foll ows:

il i S S

| Type=VLAN- GROUP| (1 byte)

T ok Ik S R

| Length | (1 byte)

R o i e e e R e o

| RESV Primary VLAN ID | (2 bytes)

R e e ks ik oI S S e

| RESV | Secondary VLAN ID | (2 bytes)

B i S S S it s ol T S S

| nore Secondary VLAN IDs ... (2 bytes each)

R o i e e e R e o

o Type: Router Capability sub-TLV type, set to 14 (VLAN GROUP)
o Length: 4 + 2*n, where n is the nunber of secondary VLAN ID

fields, which may be zero.

o RESV: a 4-bit field that MJUST be sent as zero and ignored on
receipt.

o Primary VLAN ID: This identifies the primary VLAN I|ID.

o Secondary VLAN ID: This identifies a secondary VLAN in the VLAN
G oup.

o nore Secondary VLAN IDs: zero or nore byte pairs, each with the
top 4 bits as a RESV field and the low 12 bits as a VLAN I D

MIU Sub- TLV of the Extended Reachability TLV
The MIU sub-TLV is used to optionally announce the MIU of a link as

specified in [RFC6325], Section 4.2.4.4. It occurs within the
Ext ended Reachability TLV (type 22).
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S i S

| Type = MIu | (1 byte)
il i S S

|  Length I (1 byte)
T ok Ik S R

| F| Reserved | (1 byte)
R o i e e e R e o

| MTU | (2 bytes)
R e e ks ik oI S S e

o Type: Extended Reachability sub-TLV type, set to MIU sub-TLV 28.
o Length: 3.

o F: Failed. This bit is a one if MUtesting failed on this link
at the required campus-w de Mru

0 Reserved: 7 bits that MUST be sent as zero and ignored on receipt.

o MU This fieldis set to the |argest successfully tested MIU size
for this link, or zero if it has not been tested, as specified in
Section 4.3.2 of [RFC6325].

2.5. TRILL Neighbor TLV

The TRILL Neighbor TLV is used in TRILL IIH PDUs (see Section 4.1
bel ow) in place of the I'S Neighbor TLV, as specified in Section
4.4.2.1 of [RFC6325] and in [RFC6327]. The structure of the TRILL
Nei ghbor TLV is as foll ows:

B i S S S
Type | (1 byte)
B T
Length | (1 byte)
B T T S e
S|L| RESV | (1 byte)
T i I S T i S S S -

Nei ghbor RECORDS (1) |
B i T i i S T i it I SR R S U S S i
B i i i i TS R R N R S SR S S S S S S S S i i
Nei ghbor RECORDS (N) |

+
|
+
|
+
|
+
|
+
|
+
|
N S S
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The information present for each neighbor is as foll ows:

il i S S
| F|  RESV | (1 bytes)

B i o S S s st N S S

| MTU | (2 bytes)

ok i i e i T I i i I S e e S e o o ok

| MAC Address | (6 bytes)
B i i e S i i R R S S S e e E R o o

o Type: TLV Type, set to TRILL Nei ghbor TLV 145.

o Length: 1 + 9*n, where n is the nunber of nei ghbor records which
may be zero.

o S Smallest flag. If this bit is a one, then the list of
nei ghbors includes the neighbor with the small est MAC address
consi dered as an unsi gned i nteger

o L: Largest flag. |If this bit is a one, then the Iist of neighbors
i ncl udes the neighbor with the | argest MAC address considered as
an unsi gned integer.

0o RESV: These 7 bits are reserved use and MJST be sent as zero and
i gnored on receipt.

o F: failed. This bit is a one if MU testing to this neighbor
failed at the required canpus-wi de MIU (see [ RFC6325], Section
4.3.1).

o MU This fieldis set to the |argest successfully tested MIU size
for this neighbor or to zero if it has not been tested.

o MAC Address: The MAC address of the neighbor as in the I'S Nei ghbor
TLV (6).

As specified in [ RFC6327] and Section 4.4.2.1 of [RFC6325], all MAC
addresses may fit into one TLV, in which case both the S and L fl ags
woul d be set to one in that TLV. |If the MAC addresses don't fit into
one TLV, the highest MAC address in a TRILL Nei ghbor TLV with the L
flag zero MIST al so appear as a MAC address in sonme other TRILL

Nei ghbor TLV (possibly in a different TRILL I1H PDU). Also, the

| owest MAC address in a TRILL Neighbor TLV with the S flag zero MJST
al so appear in sone other TRILL Nei ghbor TLV (possibly in a different
TRILL IIHPDU). |If an RBridge believes it has no neighbors, it MJST
send a TRILL Nei ghbor TLV with an enpty |ist of nei ghbor RECORDS
which will have both the S and L bits on
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3. The MIU PDUs

Two PDUs are added to IS-1S, the MIU-probe and MIU-ack PDUs. They
are used to optionally deternmine the MIU on a |ink between |ISs as
specified in [ RFC6325], Section 4.3.2.

The MIU PDUs have the 1S-1S PDU commpn header (up through the Maxi num
Area Addresses byte) with two new PDU Type nunbers, one each, as
listed in Section 6. They al so have a 20-byte comon fixed MIU PDU
header as shown bel ow.

s S S ik St N S S

| PDU Lengt h | (2 bytes)

B T T T e T T e S e i Tk S RIE TR S R S e T +-+-+
| Probe 1D (6 bytes) |
B i S I T i T S e S I S S +- +- +
| Probe Source ID (6 bytes) |
B i o S S o e i it ST HIE RIS R R TR R R R S e I S S SO +- +- +
| Ack Source ID (6 bytes) |
i i S S T i i S S R S S e R +- +- +

As with other 1S-1S PDUs, the PDU | ength gives the length of the
entire 1S-1S packet starting with and including the I1S-1S common
header .

The Probe IDfield is an arbitrary 48-bit quantity set by the IS

i ssuing an MIU- probe and copied by the responding IS into the
correspondi ng MTU-ack. For exanple, an IS creating an MIU probe
could compose this quantity froma port identifier and probe sequence
nunber relative to that port.

The Probe Source IDis set by an IS issuing an MTU-probe to its
System I D and copied by the responding IS into the correspondi ng
MIU- ack.

The Ack Source IDis set to zero in MIU-probe PDUs. An IS issuing an
MIU-ack sets this field to its SystemID.

The TLV area follows the MU PDU header area. This area MAY contain
an Aut hentication TLV and MJST be padded to the exact size being
tested with the Padding TLV. Since the m nimum size of the Padding
TLV is 2 bytes, it would be inpossible to pad to exact size if the
total length of the required information bearing fixed fields and
TLVs added up to 1 byte less than the desired | ength. However, the
length of the fixed fields and substantive TLVs for MIU PDUs wi |l be
quite small conmpared with their mninumlength (mninmm 1470-byte MIU
on an 802.3 link, for exanple), so this will not be a problem
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4. Use of Existing PDUs and TLVs

The sub-sections bel ow provide details of TRILL use of existing PDUs
and TLVs.

4.1. TRILL Il H PDUs

The TRILL IIH PDU is the variation of the LAN IIH PDU used by the
TRILL protocol. Section 4.4 of the TRILL standard [ RFC6325]
specifies the contents of the TRILL IIH and howits use in TRILL
differs fromLayer 3 LAN IIH PDU use. The adjacency state nachinery
for TRILL neighbors is specified in Section 4.4 of [RFC6325] and in
[ RFC6327] .

Ina TRILL IIH PDU, the I S-1S commbn header and the fixed PDU Header
are the sane as a Level 1 LANIIH PDU. The Mxi mum Area Addresses
octet in the common header MJUST be set to 0xO1.

The 1S-1S Neighbor TLV (6) is not used in a TRILL IIH and is ignored
if it appears there. |Instead, TRILL IIH PDUs use the TRI LL Nei ghbor
TLV (see Section 2.5).

4.2. Area Address

TRILL uses a fixed zero Area Address as specified in [ RFC6325],
Section 4.2.3. This is encoded in a 4-byte Area Address TLV (1) as
fol | ows:

B i S S S it s ol T S S
| 0x01, Area Address Type | (1 byte)
I i i S e
| 0x02, Length of Value | (1 byte)
N i e S ik S
| 0x01, Length of Address | (1 byte)
B i S S S it s ol T S S
| 0x00, zero Area Address | (1 byte)
I S i i S e

4.3. Protocols Supported
NLPI D OxCO has been assigned to TRILL [RFC6328]. A Protocols

Supported TLV (129, [RFC1195]) including that value MJST appear in
TRILL Il H PDUs and LSP nunber zero PDUs.

East | ake, et al. St andards Track [ Page 19]



RFC 6326 TRILL Use of IS IS July 2011

5. 1 ANA Consi derati ons

| ANA has allocated the existing registry code points listed in
Section 5.1 and created two new registries with the initial contents
as described in Section 5. 2.

5.1. Allocations fromExisting Registries

Thi s docunent specifies two new IS-1S TLV types -- nanely, the Goup
Address TLV (GADDR- TLV, type 142) and the TRILL Nei ghbor TLV (type
145). The PDUs in which these TLVs are permtted for TRILL are shown
in the table below along with the section of this docunent where they
are discussed. The final "NUMBER' columm indicates the permtted
nunmber of occurrences of the TLV in their PDU, or set of PDUs in the
case of LSP, which in these two cases is "*" indicating that the TLV
MAY occur 0, 1, or nore tines.

| ANA registered these two code points in the IANA IS 1S TLV registry
(ignoring the "Section" and "NUMBER' col unms, which are irrelevant to
that registry).

Section TLV# IIH LSP SNP NUMBER

GADDR- TLV 2.1 142 - X -
TRI LL Nei ghbor TLV 2.5 145 X - -

Thi s docunent specifies el even new sub-TLVs from exi sting sub-TLV
sequences -- namely, VLAN FLAGS, Enabl ed-VLANs, AppointedFw drs,
TRILL Version (TRILL-VER), N CKNAME, TREES, TREE-RT- I Ds,

TREE- USE- | Ds, | NT-VLAN, VLAN-GROUP, and MIU. The TLVs in which these
sub- TLVs occur are shown in the table below along with the section of
this docunment where they are di scussed.

Those sub-TLVs with an "X" in the columm | abeled "Ml Port Capabil."
are sub-TLVs of TLV 143 [RFC6165], the MI-PORT-CAP-TLV. Those sub-
TLVs with an "X" in the colum | abeled "Router Capabil." are sub-TLVs
of TLV 242, the 1S 1S Router CAPABILITY TLV. Those sub-TLVs with an
"X" in the columm | abel ed "Extended | S Reach" are sub-TLVs of TLV 22,
the Extended IS reachability TLV.

The final "NUM' columm indicates the permtted nunber of occurrences
of the sub-TLV cunul atively within all occurrences of their TLV in
that TLV's carrying PDU (or set of PDUs in the case of LSP), as

fol |l ows:
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5.

2.

0-1 = MAY occur zero or one tines. |If it occurs nore than once,
results are unspecified.

MUST occur exactly once. |f absent, the PDU is ignored. If
it occurs nore than once, results are unspecified.

= MAY occur 0, 1, or nore tines.

o
1

The values in the "Section"” and "NUM' colums are irrelevant to the
| ANA sub-registries.

Section sub- MI' Port Router Ext ended NUM

TLV# Capabil. Capabil. IS Reach
VLAN FLAGS 2.2.1 1 X - - 1
Enabl ed- VLANs 2.2.2 2 X - - *
Appoi ntedFwdrs 2.2.3 3 X - - *
NI CKNAME 2.3.2 6 - X - *
TREES 2.3.3 7 - X - 0-1
TREE- RT- | Ds 2.3.4 8 - X - *
TREE- USE- | Ds 2.3.5 9 - X - *
| NT- VLAN 2.3.6 10 - X - *
TRI LL- VER 2.3.1 13 - X - 0-1
VLAN- GROUP 2.3.7 14 - X - *
MruU 2.4 28 - - X 0-1

New Sub- Regi stries Created

Thi s docunent creates two new | S-1S PDUs -- nanely, the MIU- PROBE- PDU
and MIU- ACK- PDU, as described in Section 3. |ANA assigned new PDU
types to these PDUs and reflect themin a newy created PDU registry
(see Appendi x A).

MTrU- PROBE- PDU PDU Nunber: 23
MTU- ACK- PDU PDU Nunber: 28

| ANA created a new sub-TLV I S-1S sub-registry for sub-TLVs within the
Group Address (GADDR) TLV and specified an initial sub-TLV within
that registry -- nanely, the G oup MAC Address (GVAC- ADDR) sub-TLV
(1). The GVAC- ADDR sub-TLV nay occur 0, 1, or nore tines in a GADDR
TLV.

The initial sub-registry is shown bel ow
Registry Name: IS-1S Goup Address Type Codes for TLV 10

Ref erence: This docunent
Regi stration Procedures: Expert Review [ RFC5226]
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7.

7.

Regi stry:
Val ue Group Address Type Code Ref erence
0 Reserved Thi s docunent
1 GVAC- ADDR Thi s document
2-254 Unassi gned Thi s docunent
255 Reserved Thi s docunent

Security Consi derations

For general TRILL protocol security considerations, see the TRILL
base protocol standard [ RFC6325].

Thi s docunent raises no new security issues for IS 1S. I1S1S
security nmay be used to secure the IS 1S nmessages discussed here.

See [ RFC5304] and [RFC5310]. Even when IS-1S authentication is used,
repl ays of Hell o packets can create denial-of-service conditions; see
[ RFC6039] for details. These issues are simlar in scope to those

di scussed in Section 6.2 of [RFC6325], and the sanme nitigations nmay

apply.
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Appendi x A.

The following is the suggested initia

Initial

TRILL Use of IS IS

| S-1S PDU Regi stry

July 2011

|S-1S PDU registry before

MI'U- PROBE- PDU and MIU- ACK- PDU, whi ch shoul d be added with this
docunment as REFERENCE

Regi stry Nane:
Ref erence

MNEMONI C

Unassi gned

I S-1S PDUs

Thi s docunent
Regi stration Procedures:

| ETF Revi ew [ RFC5226]

PDU#

L1- LAN- HELLO PDU
L2- LAN- HELLO- PDU
P2P- HELLO- PDU

L1- LSP- PDU
Unassi gned
L2- LSP- PDU
Unassi gned
L1- CSNP- PDU
L2- CSNP- PDU
L1- PSNP- PDU
L2- PSNP- PDU
Unassi gned
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15

16

17

18

19

20
21-23
24

25

26

27
28-31
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| SO 10589]
| SO-10589]
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I
I
I
| SO 10589]

St andards Track

[ Page 24]



RFC 6326 TRILL Use of IS IS July 2011

Aut hors’ Addr esses

Donal d East| ake

Huawei

155 Beaver Street

M1 ford, MA 01757 USA

Phone: +1-508-333-2270
EMai | : d3e3e3@nuil.com

Ayan Banerj ee

Cisco Systemns

170 West Tasman Drive
San Jose, CA 95134 USA

EMai | : ayabaner @i sco. com

Di nesh Dutt

Ci sco Systemns

170 West Tasnman Drive

San Jose, CA 95134-1706 USA

Phone: +1-408-527-0955
EMai | : ddutt @i sco. com

Radi a Per| man

I ntel Labs

2200 M ssion Col |l ege Bl vd.
Santa Cl ara, CA 95054-1549 USA

Phone: +1-408-765-8080
EMai | : Radi a@l um m t. edu

Anoop Ghanwani

Br ocade

130 Hol ger Vay

San Jose, CA 95134 USA

Phone: +1-408-333-7149
EMai | : anoop@l umi . duke. edu

East | ake, et al. St andards Track [ Page 25]






