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Wth-defaults Capability for NETCONF
Abst r act

The Network Configuration Protocol (NETCONF) defines ways to read and
edit configuration data froma NETCONF server. |In some cases, part
of this data may not be set by the NETCONF client, but rather a
default val ue known to the server is used instead. |In many
situations the NETCONF client has a priori know edge about default
data, so the NETCONF server does not need to save it in a NETCONF
configuration datastore or send it to the client in a retrieva
operation reply. |In other situations the NETCONF client will need
this data fromthe server. Not all server inplementations treat this
default data the same way. This docunent defines a capability-based
extension to the NETCONF protocol that allows the NETCONF client to
identify how defaults are processed by the server, and al so defines
new mechani sms for client control of server processing of default

dat a.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6243.
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1. Introduction

The NETCONF protocol [RFC6241] defines ways to read configuration and
state data froma NETCONF server. Part of the configuration data nay
not be set by the NETCONF client, but rather by a default value from
the data model. In many situations the NETCONF client has a priori
know edge about default data, so the NETCONF server does not need to
send it to the client. A priori know edge can be obtai ned, e.g.
froma docunent fornmally describing the data nodels supported by the
NETCONF server.

It can be inportant for a client to know exactly how a server

i npl enentation will handle default data. There are subtle

di fferences in sone protocol operations where the default-handling
behavi or of the server will affect the outcone of the operation

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Dat a nodel schema: A docunent or set of documents describing the
dat a nmodel s supported by the NETCONF server.

Managenent application: A conputer programrunning outside the
NETCONF server that configures or supervises the NETCONF server.
A managenent application can reach the device, e.g., via NETCONF,
conmand line interface (CLI), or the Sinple Network Managemnent
Pr ot ocol (SNWP).

Bi erman & Lengyel St andards Track [ Page 3]



RFC 6243 w th-defaults June 2011

Schema default data: Data specified in the data nodel schena as
default, that is, set or used by the device whenever the NETCONF
client or other managenent application/user does not provide a
specific value for the relevant data node. Schena default data
may or may not be stored as part of a configuration datastore,
dependi ng on the basic node used by a particul ar server.

Default data: Conceptual data containing a default value. Default
data is not kept in a datastore. Not all servers use the same
criteria to decide if a data node is actually instantiated in a
datastore. |If a data node is not present in a datastore, and a
schema default definition is in use by the server instead, then it
is considered to be a default data node.

Default value: A default value is a value for a data node instance
that is conceptually in use by the server, when the data node
i nstance does not exist.

Explicitly set data: Data that is set to any value by a NETCONF
client or other managenent application by the way of an explicit
managenment operation, including any data nodel schema default
val ue. Any value set by the NETCONF server that is not the schema
defined default value is also considered explicitly set data.

<with-defaults> retrieval: Refers to a protocol operation that
i ncludes the <with-default> parameter to control the handling of
default data

:wWith-defaults: The shorthand notation for the with-defaults
capability identifier.

The following terms are defined in [ RFC6241]:
o client

o datastore

0 operation

0 server

The following termis defined in [ RFC6020]:

o data node

Bi erman & Lengyel St andards Track [ Page 4]



RFC 6243 w th-defaults June 2011

1.2. Default-Handling Behavior

The defaul t-handling behavior used by a server will inpact NETCONF
protocol operations in two ways:

1. Data retrieval: A server is normally allowed to exclude data
nodes that it considers to contain the default value. The actua
nodes onmitted depend on the default-handling behavior used by the
server.

2. Create and del ete operations: The <edit-config> 'operation
attribute can be used to create and/or delete specific data
nodes. These operations depend on whether or not the target node
currently exists. The server’s default-handling behavior will
determi ne whether or not the requested node currently exists in
the configuration datastore.

1.3. dient Controlled Retrieval of Default Data

A networ ki ng device may have a | arge nunber of default values. Oten
the default values are specifically defined with a reasonabl e val ue,

docunented and wel | -known, so that the management user does not need

to handle them For these reasons, it is quite conmon for networking
devices to suppress the output of paraneters having the default

val ue.

However, there are use-cases when a NETCONF client will need the
default data fromthe server:

o The nanagenent application often needs a single, definitive, and
conpl ete set of configuration values that determ ne how t he
net wor ki ng devi ce works.

o Docunentation about default values can be unreliable or
unavai | abl e.

o Some nmanagenent applications mght not have the capabilities to
correctly parse and interpret fornal data nodels.

0 Human users nmight want to understand the received data without
consul tation of the docunentation

In all these cases, the NETCONF client will need a nechanismto
retrieve default data froma NETCONF server.

Thi s docunent defines a NETCONF protocol capability to identify the

server’s default-handling behavior, an XM
[ WBC. REC- xml schema- 0- 20041028] attribute to identify default data,
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and a YANG nodul e extension to the NETCONF protocol that allows the
NETCONF client to control whether default data is returned by the
server.

2. Default-Handling Basic Mdes
Not all server inplenentations treat default data in the sane way.
Instead of forcing a single inplenmentation strategy, this docunent
allows a server to advertise a particular style of default-handling,
and the client can adjust accordingly. dient inplenentations are
expected to be powerful enough to support all three of the server
basi ¢ defaul t-handli ng nodes.
NETCONF servers report default data in different ways. This document
specifies three standard default-handling basic nbdes that a server
i mpl enenter may choose from
o report-al
o trim
o explicit

A server MJST sel ect one of the three basic nodes defined in this
section for handling default data.

2.1. ’report-all’ Basic Mde

A server that uses the 'report-all’ basic node does not consider any
data node to be default data, even schenma default data.

2.1.1. ’'report-all’ Basic Mdde Retrieva
VWhen data is retrieved froma server using the 'report-all’ basic

node, and the <wi th-defaults> paraneter is not present, all data
nodes MJST be reported.

2.1.2. ’'report-all’ <with-defaults> Retrieva
If the "report-all’ basic node is used by the server, then the server
MUST support the <wi th-defaults> parameter with a value equal to
"report-all’, as specified in Section 3.1.

2.1.3. ’'report-all’ <edit-config> and <copy-config> Behavi or

The server MJUST consi der every data node to exist, even those
contai ning a schema default value. A valid ’'create’ operation
attribute for a data node that contains its schema default value MJST
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fail with a "data-exists’ error-tag. A valid 'delete’ operation
attribute for a data node that contains its schema default val ue MJST
succeed, even though the data node is imediately replaced by the
server with the default val ue.

A server that uses the 'report-all’ basic node has no concept of a
default node, so the 'report-all-tagged <with-defaults> retrieva
node is not relevant. There will never be any tagged nodes, since
there are no nodes that are onitted in a basic-node retrieva
operation. |If the "default’ attribute is present in any
configuration data, the server MJST return an <rpc-error> response
with an "unknown-attribute’ error-tag.

2.2. 'trinm Basic Mde

A server that uses the "trim basic nmode MJUST consi der any data node
set to its schema default value to be default data.

2.2.1. ’trim Basic Mde Retrieval

When data is retrieved froma server using the "trim basic node, and
the <with-defaults> paraneter is not present, data nodes MJST NOT be
reported if they contain the schema default value. Non-configuration
dat a nodes containing the schema default value MJUST NOT be reported.

2.2.2. 'trim <with-defaults> Retrieva

If the "trim basic node is used by the server, then the server MJST
support the <wi th-defaults> paraneter with a value equal to "trim,
as specified in Section 3. 2.

2.2.3. 'trim <edit-config> and <copy-config> Behavi or

The server MUST consider any data node that does not contain its
schema default value to exist. A valid 'create’ operation attribute
for a data node that has a schenma default val ue defined MJUST succeed.
A valid "delete’ operation attribute for a missing data node that has
a schema default value MUST fail. The server MJST return an
<rpc-error> response with a 'data-missing’ error-tag.

If aclient sets a data node to its schema default val ue, using any
valid operation, it MJST succeed, although the data node MJUST NOT be
saved in the NETCONF configuration datastore. This has the sane

ef fect as renoving the data node and treating it as default data.

If the server supports the 'report-all-tagged value for the
<wi t h-defaul t s> paraneter, then the 'default’ attribute MJST be
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accepted in configuration input, as described in Section 4.5.1 and
Section 4.5.2.

2.3. ’'explicit’ Basic Mde

A server that uses the 'explicit’ basic node MIST consider any data
node that is not explicitly set data to be default data.

2.3.1. ‘’'explicit’ Basic Mde Retrieva

VWen data is retrieved froma server using the ’explicit’ basic node,
and the <with-defaults> paraneter is not present, data nodes MJST be
reported if explicitly set by the client, even if they contain the
schema default value. Non-configuration data nodes containing the
schema default val ue MJST be reported.

2.3.2. ’explicit’ <with-defaults> Retrieva

If the "explicit’ basic nbde is used by the server, the server MJST
support the <with-defaults> paraneter with a value equal to
"explicit’, as specified in Section 3.3.

2.3.3. ’explicit’ <edit-config> and <copy-confi g> Behavi or

The server considers any data node that is explicitly set data to
exist. Awvalid 'create' operation attribute for a data node that has
been set by a client to its schema default value MUST fail with a
"data-exists’ error-tag. A valid 'create’ operation attribute for a
dat a node that has been set by the server to its schema default val ue
MUST succeed. A valid 'delete’ operation attribute for a data node
that has been set by a client to its schema default val ue MJST
succeed. A valid "delete’ operation attribute for a data node that
has been set by the server to its schema default value MJUST fail with
a 'data-mssing’ error-tag.

If the server supports the 'report-all-tagged retrieval node inits
:with-defaults capability, then the "default’ attribute MJIST be
accepted in configuration input. |If all NETCONF <edit-config> or
<copy-config> parameters are valid, then the server will treat a
tagged data node (i.e., the "default’ attribute set to "true’ or '1')
as a request to return that node to default data. |If this request is
valid within the context of the requested NETCONF operation, then the
data node is renoved and returned to its default value. The data
node wi thin the NETCONF nessage MJST contain a value in this case,

whi ch MUST be equal to the schema default value. |If not, the server
MUST return an <rpc-error> response with an 'invalid-value error-

t ag.
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3. Retrieval of Default Data

Thi s docunent defines a new paraneter, called <with-defaults> which
can be added to specific NETCONF operation request nessages to
control how retrieval of default data is treated by the server.

A server that inmplenents this specification MIST accept the

<wi t h- def aul t s> paraneter containing the enuneration for any of the
defaul t-handli ng nodes it supports. The <wth-defaults> paraneter
contai ns one of the four enunerations defined in this section

3.1. ’'report-all’ Retrieval Mode

When data is retrieved with a <with-defaults> paraneter equal to
"report-all’, all data nodes MJST be reported, including any data
nodes considered to be default data by the server.

3.2. 'trim Retrieval Mde

When data is retrieved with a <with-defaults> paraneter equal to
"trim, data nodes MJST NOT be reported if they contain the schema
default value. Non-configuration data nodes containing the schema
default val ue MJUST NOT be reported.

3.3. ’'explicit’ Retrieval Mde

When data is retrieved with a <with-defaults> paraneter equal to
"explicit’, a data node that was set by a client to its schema
default value MIST be reported. A conceptual data node that woul d be
set by the server to the schema default val ue MJUST NOT be reported.
Non- confi gurati on data nodes containing the schema default val ue MUST
be report ed.

3.4. ’'report-all-tagged Retrieval Mde

In addition to the basic nodes, a special variant of the 'report-all
basic node is available called '"report-all-tagged’ . This node MJST
be supported on a server if the 'al so-supported’ parameter in the
:with-defaults capability contains the 'report-all-tagged option
Refer to Section 4 for encoding details for this capability.

In this node the server returns all data nodes, just like the
"report-all’ npde, except a data node that is considered by the
server to contain default data will include an XML attribute to
indicate this condition. This is useful for an application to

det ermi ne whi ch nodes are considered to contain default data by the
server, within a single retrieval operation
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A server that supports 'report-all-tagged MJST al so accept the
"default’ XM attribute within configuration input to the
<edit-config> or <copy-config> operations. Refer to Section 6 for
XM. encoding details of the "default’ XM attribute.

4. Wth-defaults Capability
4.1. Overview

The :with-defaults capability indicates which default-handling basic
node is supported by the server. It may also indicate support for
addi tional defaults retrieval nodes. These retrieval nodes allow a
NETCONF client to control whether default data is returned by the
server. The capability affects both configuration and state data
(whil e acknow edgi ng that the usage of default values for state data
is less prevalent). Sending of default data is controlled for each
i ndi vi dual operation separately.

A NETCONF server inplementing the :with-defaults capability:

o MJST indicate its basic node behavi or by including the ’basic-
node’ paraneter in the capability URI, as defined in Section 4.3.

0 MJST support the YANG nodule defined in Section 5 for the default-
handl i ng node i ndicated by the ’basic-npde’ paraneter.

0 SHOULD support the YANG nodule in Section 5 for the default-
handl i ng node identified by the "report-all’ or 'report-all-
tagged’ enuneration val ue.

o If the "report-all-tagged default-handling node is supported,
then the "default’ attribute MJUST be support ed.

o MAY support the YANG nodule in Section 5 for additional default-
handl i ng nodes.

4.2. Dependencies
None.
4.3. Capability ldentifier

urn:ietf:parans:netconf:capability:with-defaults:1.0

The identifier MJST have a paraneter: "basic-node". This indicates
how the server will treat default data, as defined in Section 2. The
al  owed val ues of this paranmeter are 'report-all’, "trim, and

"explicit’, as defined in Section 2.
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The identifier MAY have anot her paraneter: "al so-supported". This
paranet er indicates which additional enuneration val ues (besides the
basi c- node enuneration) the server will accept for the

<wi t h-defaul ts> paraneter in Section 5. The value of the paraneter
is a comma-separated |ist of one or nore nodes that are supported
besi des the nobde indicated in the 'basic-node’ paraneter. Possible
nodes are 'report-all’, 'report-all-tagged , "trim, and 'explicit’
as defined in Section 3.

Note that this protocol capability URI is separate fromthe YANG
nodul e capability URI for the YANG nodule in Section 5. A server
that inplenments this nodule MUST al so advertise a YANG nodul e
capability URI according to the rules specified in [ RFC6020].

Exanpl es:

urn:ietf:parans: netconf:capability:wth-defaults: 1. 0?basic-
node=explicit

urn:ietf:params: netconf:capability:with-defaults: 1. 0?basic-
node=expl i cit &l so-supported=report-all,report-all-tagged

4.4. New Qperations
None.
4.5. Mdifications to Existing Operations
4.5.1. <get>, <get-config> and <copy-config> Operations

A new <with-defaults> XM. elenent is added to the input for the
<get >, <get-config> and <copy-config> operations. |If the

<wi th-defaults> elenment is present, it controls the reporting of
default data. The server MJST return default data in the NETCONF
<rpc-reply> nessages according to the value of this elenment, if the
server supports the specified retrieval node.

This paraneter only controls these specified retrieval operations,
and does not inpact any other operations or the non-volatile storage
of configuration data.

The <with-defaults> elenent is defined in the XML nanespace for the
ietf-netconf-with-defaults.yang nodule in Section 5, not the XM
nanespace for the <get>, <get-config> and <copy-config> operations.

All owed values of the with-defaults el enent are taken fromthe "w th-

defaul ts-type’ typedef in Section 5. The allowed values for a
particul ar server are restricted to the values that the server
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indicates it supports within the :with-defaults capability, in the
" basi c-node’ and ' al so-supported’ paraneters.

I f an unsupported value is used, the NETCONF server MJIST return an
<rpc-error> response with an 'invalid-value error-tag.

If the <with-defaults> elenent is not present, the server MJIST foll ow
its basic npde behavior as indicated by the :with-defaults capability
identifier's 'basic-node’ paraneter, defined in Section 4.3.

The <get> and <get-confi g> operations support a separate filtering
mechani sm using the <filter> paraneter. The defaults filtering is
conceptual |y done before the <filter> paraneter is processed. For
exanple, if the <with-defaults> paranmeter is equal to 'report-all’
then the <filter> parameter is conceptually applied to all data nodes
and all default data.

The <copy-config> operation is only affected by the <wi th-defaults>
paranmeter if the target of the operation is specified with the <url>
paranmeter. |f the target is a NETCONF configuration datastore (i.e.
runni ng, candidate, or startup), the <with-defaults> paraneter has no
effect. The server MJST use its basic nmode when copying data to a
NETCONF configuration datastore. |If the <with-defaults> paraneter is
present in this case, it MJST be silently ignored by the server.

If the server supports the 'report-all-tagged’ node, then the
"default’ attribute defined in Section 6 also inpacts the
<copy-config> operation. |If the 'default’ attribute is present and
set to "true’ or '1', then the server MIST treat the new data node as
a request to return that node to its default value (i.e., renove it
fromthe configuration datastore). The data node within the NETCONF
nmessage MUST contain a value in this case, which MJST be equal to the
schema default value. |If not, the server MJST return an <rpc-error>
response with an ’'invalid-value' error-tag.

4.5.2. <edit-config> Operation

The <edit-config> operation has several editing nodes. The 'create’
and 'delete’ editing operations are affected by the default-handling
basi ¢ mode. The other enuneration values for the NETCONF operation
attribute are not affected.

If the operation attribute contains the value 'create’, and the data
node already exists in the target configuration datastore, then the
server MJST return an <rpc-error> response with an 'invalid-val ue
error-tag.
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4.

4.

5.

If the client sets a data node to its schema default value, the
server MJST accept the request if it is valid. The server MJIST keep
or discard the new value based on its default-handling basic npde.
For the 'trim basic node, all schema default val ues are di scarded;
ot herwi se, a client-provided schena default value is saved in a
NETCONF configuration datastore.

If the server supports the 'report-all-tagged’ node, then the
"default’ attribute defined in Section 6 also inpacts the
<edit-config> operation. |If the 'default’ attribute is present and
set to 'true’ or '1', then the server MIST treat the new data node as
a request to return that node to its default value (i.e., renove it
fromthe configuration datastore). The data node within the NETCONF
nmessage MUST contain a value in this case, which MIST be equal to the
schema default value. |If not, the server MJST return an <rpc-error>
response with an ’'invalid-value' error-tag.

If the "default’ attribute is present, then the effective operation
for the target data node MJST be 'create', 'merge’, or 'replace’ . |If
not, then the server MJST return an <rpc-error> response with an
"invalid-value error-tag. For exanple, if 'create’ is the effective
operation, then the create request nmust be valid on its own (e.g.
current data node MJST NOT exist). The procedure for determ ning the
effective operation is defined in [RFC6241]. It is derived fromthe
"defaul t-operation’ paranmeter and/or any operation attributes that
are present in the data node or any of its ancestor nodes, within the
<edit-config> request.

5.3. Oher Operations

Q her operations that return configuration data SHOULD al so handl e
default data according to the rules set in this docunment, and
explicitly state this in their docunentation. |If this is not
specified in the document defining the respective operation, the
defaul t-handl i ng rul es described herein do not affect these

oper ations.

6. Interactions with Qther Capabilities

None.

YANG Modul e for the <with-defaults> Paraneter

The foll owi ng YANG nodul e defines the addition of the with-defaults
el ement to the <get>, <get-config> and <copy-config> operations.
The YANG | anguage is defined in [ RFC6020]. The above operations are

defined in YANG in [ RFC6241]. Every NETCONF server that supports the
:with-defaults capability MJST i npl ement this YANG nodul e.
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<CODE BEG NS> file="ietf-netconf-wth-defaults@011-06-01.yang"
nodul e ietf-netconf-with-defaults {
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-netconf-wth-defaults";
prefix ncwd;
i mport ietf-netconf { prefix nc; }

or gani zati on
"I ETF NETCONF ( Network Configuration Protocol) Wrking G oup"

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>

WG List: <netconf@etf.org>

WG Chair: Bert Wjnen
<berti etf @wi j nen. net >

WG Chair: Mehnet Ersue
<mehnet . er sue@sn. conp

Editor: Andy Bierman
<andy. bi er man@r ocade. con®

Editor: Bal azs Lengye
<bal azs. | engyel @ri csson. conp";

description

"This nmodul e defines an extension to the NETCONF protoco
that allows the NETCONF client to control how default
val ues are handl ed by the server in particul ar NETCONF
operations.

Copyright (c) 2011 | ETF Trust and the persons identified as
the docunent authors. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 6243; see
the RFC itself for full legal notices.";
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revision 2011-06-01 {
description
"I'nitial version.";
ref erence
"RFC 6243: Wth-defaults Capability for NETCONF"
}

typedef with-defaults-node {
description
"Possi bl e nodes to report default data.";
reference
"RFC 6243; Section 3.";
type enuneration {
enumreport-all {
description
"Al'l default data is reported.”;
reference
"RFC 6243; Section 3.1";
}
enum report-all-tagged {
description
"Al'l default data is reported.
Any nodes considered to be default data
will contain a "default’ XM attribute,
set to "true’ or '1'.";
reference
"RFC 6243; Section 3.4";

enumtrim {
description
"Values are not reported if they contain the default.";
ref erence
"RFC 6243; Section 3.2";
}
enum explicit {
description
"Report values that contain the definition of
explicitly set data.";
reference
"RFC 6243; Section 3.3";

}
}

groupi ng with-defaults-paraneters {
description
"Contains the <with-defaults> parameter for contro
of defaults in NETCONF retrieval operations.";
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| eaf with-defaults {
description
"The explicit defaults processing node requested."”;
ref erence
"RFC 6243; Section 4.5.1";

type with-defaults-nopde

}

/1l extending the get-config operation
augnent /nc:get-config/nc:input {
description
"Adds the <with-defaults> paraneter to the
i nput of the NETCONF <get-config> operation.";
ref erence
"RFC 6243; Section 4.5.1";

uses with-defaults-paraneters;

}

/1 extending the get operation
augnment /nc:get/nc:input {
description
"Adds the <with-defaults> paraneter to
the input of the NETCONF <get> operation."”;
reference
"RFC 6243; Section 4.5.1";

uses with-defaults-paraneters;

}

/1 extending the copy-config operation
augment /nc: copy-config/nc:input {
description
"Adds the <with-defaults> paraneter to
the i nput of the NETCONF <copy-config> operation."”;
reference
"RFC 6243; Section 4.5.1";

uses wi th-defaults-paraneters;

<CODE ENDS>
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6.

XSD for the "default’ Attribute

The foll owi ng XM. Schena docurment [WBC. REC- xm - 20081126] defines the
"default’ attribute, described within this docunent. This XSDis
only relevant if the server supports the 'report-all-tagged defaults
retrieval node

The 'default’ attribute uses the XSD data type 'boolean’. In
accordance with Section 3.2.2.1 of XM. Schema Part 2: Datatypes, the
al  owabl e | exi cal representations for the xs:bool ean datatype are the
strings "0" and "fal se" for the concept of false and the strings "1"
and "true" for the concept of true. Inplenentations MJST support
both styles of |exical representation

<CODE BEG NS> fil e="defaul ts. xsd"

<?xm version="1. 0" encodi ng="UTF-8""?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"

xm ns="urn:ietf:parans: xm:ns:netconf:default:1.0"

target Nanespace="urn: i etf: parans: xm : ns: netconf:default:1.0"
el ement For nDef aul t =" qual i fi ed"

attri but eFor nDef aul t ="unqual i fi ed"

xm : [ ang="en" >

<xs:annot ati on>
<xs: docunent ati on>
This schena defines the syntax for the "default’ attribute
described within this docunent.
</ xs: docunent ati on>
</ xs: annot ati on>

<I--
default attribute
-->
<xs:attribute name="default" type="xs:bool ean" default="fal se">
<Xs:annot ati on>
<xs: document ati on>
This attribute indicates whether the data node represented
by the XM. el ement containing this attribute is considered
by the server to be default data. |If set to 'true’ or '1', then
the data node is default data. If "false” or "0, then the
data node is not default data.
</ xs: docunent at i on>
</ xs: annot ati on>
</xs:attribute>
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</ xs: schema>

<CODE ENDS>

7. 1 ANA Consi derations
Thi s docunent registers the following capability identifier URN in
iggigrf;York Configuration Protocol (NETCONF) Capability URNs’

urn:ietf:parans: netconf:capability:with-defaults:1.0

Thi s docunent registers two XML nanmespace URNs in the '| ETF XM
registry', following the fornmat defined in [ RFC3688].

URI: urn:ietf:parans:xm:ns:netconf:default:1.0

URI: urn:ietf:parans:xm:ns:yang:ietf-netconf-with-defaults
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: N A, the requested URIs are XML namespaces.

Thi s docunent registers one nodule nanme in the ' YANG Modul e Names’
registry, defined in [ RFC6020]

name: ietf-netconf-with-defaults
prefix: ncwd
nanespace: urn:ietf:parans:xm:ns:yang:ietf-netconf-w th-defaults
RFC. 6243
8. Security Considerations
Thi s docunent defines an extension to existing NETCONF protoco
operations. It does not introduce any new or increased security
ri sks into the managenent system
The "with-defaults’ capability gives clients control over the

retrieval of default data froma NETCONF datastore. The security
consi deration of [ RFC6241] applies to this docunent as well.
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Appendi x A.  Usage Exanpl es
A. 1. Exanpl e YANG Modul e

The foll owi ng YANG nodul e defines an exanple interfaces table to
denonstrate how the <wi t h-defaul ts> paraneter behaves for a specific
dat a nodel

Note that this is not a real nmpdule, and inplenmentation of this
nmodul e is not required for conformance to the :wth-defaults
capability, defined in Section 4. This nodule is not to be
registered with 1ANA, and is not considered to be a code conponent.
It isintentionally very terse, and includes few descriptive
statenents.

nodul e exanpl e {
nanespace "http://exanple.conins/interfaces"”;
prefix exam

typedef status-type {
description "Interface status”;
type enuneration {
enum ok;
enum ' waki ng up’
enum ' not feeling so good’
enum ' better check it out’;
enum ' better call for help’
}
def aul t ok;

}

contai ner interfaces {
description "Exanple interfaces group”;

list interface {
description "Exanple interface entry";
key narme;

| eaf nane {
description
"The adm nistrative name of the interface
This is an identifier that is only unique
within the scope of this list, and only
within a specific server.";
type string {
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}
}
}

The foll owi ng data el enent shows the conceptua
exanpl e server for the protoco

section.

configuration data nodes,

w th-defaults

length "1 .. nmax";
}

}

leaf ntu {
description

"The maxi mum transm ssion unit (MIU) val ue

this interface.";
type uint 32;
default 1500;
}

| eaf status {
description

June 2011

assigned to

"The current status of this interface.";

type status-type;
config fal se

}

Exanmpl e Data Set

Thi s includes al

contents of the

operation exanples in the next

the configuration data nodes,
and default

| eaf s.

non-

<data xm ns="urn:ietf:parans: xm : ns: netconf:base: 1. 0">
<interfaces xm ns="http://exanple.conins/interfaces">

<interface>
<name>et h0</ nanme>
<mt u>8192</ m u>
<st at us>up</ st at us>
</interface>
<interface>
<name>et hl</ nanme>
<nt u>1500</ nt u>
<st at us>up</ st at us>
</interface>
<interface>
<name>et h2</ name>
<nt u>9000</ nt u>

<status>not feeling so good</status>

</interface>
<interface>
<name>et h3</ name>

St andards Track
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<nt u>1500</ nt u>
<st at us>waki ng up</ st at us>
</interface>
</interfaces>
</ dat a>

In this exanple, the 'mu field for each interface entry is set in
the follow ng manner:

Fomm oo o - Fomm oo o - Fomm oo o - +
| name | set by | mu |
R R R +
| ethO | client | 8192 |
| ethl | server | 1500 |
| eth2 | client | 9000 |
| eth3 | client | 1500

oo oo oo +

A. 3. Protocol Operation Exanples

The foll owi ng exanpl es show sone <get> operations using the "with-
defaults’ element. The data nodel used for these exanples is defined
in Appendi x A 1.

The client is retrieving all the data nodes within the 'interfaces’
object, filtered with the <wi th-defaul ts> paraneter.

A 3.1. <with-defaults> = "report-all’

The behavi or of the <with-defaults> paraneter handling for the value
"report-all’ is denpbnstrated in this exanple.

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm :ns: net conf: base: 1. 0" >
<get >
<filter type="subtree">
<interfaces xm ns="http://exanple.conlns/interfaces"/>
</filter>
<wi th-defaults
xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-wth-defaults">
report - al
</w t h-def aul t s>
</ get >
</rpc>

<rpc-reply nmessage-id="101"

xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<dat a>
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<interfaces xm ns="http://exanple.conins/interfaces">
<interface>
<name>et h0</ nanme>
<mt u>8192</ mt u>
<st at us>up</ st at us>
</interface>
<interface>
<name>et hl</ nanme>
<nt u>1500</ nt u>
<st at us>up</ st at us>
</interface>
<interface>
<name>et h2</ name>
<nt u>9000</ nt u>
<status>not feeling so good</status>
</interface>
<interface>
<nane>et h3</ nane>
<nt u>1500</ nt u>
<st at us>waki ng up</ st at us>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

A 3.2. <with-defaults> = "report-all-tagged

The behavi or of the <with-defaults> paraneter handling for the val ue
"report-all-tagged’ is denonstrated in this exanple. A 'tagged data
node is an element that contains the "default’ XM attribute, set to
"true’ or 'Yl

The actual data nodes tagged by the server depend on the default-
handl i ng basic node used by the server. Only the data nodes that are
considered to be default data will be tagged.

In this exanple, the server’'s basic node is equal to "trim, so al
data nodes that would contain the schema default value are tagged.
If the server’s basic nmode is "explicit’, then only data nodes that
are not explicitly set data are tagged. |If the server’s basic node
is 'report-all’, then no data nodes are tagged.

<rpc nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get >
<filter type="subtree">
<interfaces xm ns="http://exanple.conlns/interfaces"/>
</filter>
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<wi th-defaul ts
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-netconf-wth-defaults">
report-all-tagged
</w th-defaul ts>
</ get >
</rpc>

<rpc-reply nessage-id="102"
xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0"
xm ns:wd="urn:ietf:params: xm :ns:netconf:default:1.0">
<dat a>
<interfaces xm ns="http://exanple.conlins/interfaces">
<interface>
<nane>et h0</ nane>
<nt u>8192</ nt u>
<status wd: defaul t="true">up</status>
</interface>
<interface>
<nane>et hl</ nanme>
<mtu wd: def aul t ="true">1500</ nt u>
<status wd: defaul t="true">up</status>
</interface>
<interface>
<nane>et h2</ nane>
<mt u>9000</ nt u>
<status>not feeling so good</status>
</interface>
<i nterface>
<nane>et h3</ nane>
<mu wd: def aul t="true">1500</ nt u>
<st at us>waki ng up</ st at us>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

A.3.3. <with-defaults> = "trini

The behavi or of the <with-defaults> paraneter handling for the value
"trim is denmonstrated in this exanple.

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get >
<filter type="subtree">
<interfaces xm ns="http://exanple.conlns/interfaces"/>
</filter>
<with-defaults
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xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-wth-defaults">
trim
</w th-defaul ts>
</ get >
</rpc>

<rpc-reply nessage-id="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<dat a>
<interfaces xm ns="http://exanple.conlns/interfaces">
<interface>
<nane>et h0</ nane>
<mt u>8192</ nt u>
</interface>
<interface>
<nane>et hl</ nane>
</interface>
<interface>
<nane>et h2</ nane>
<mt u>9000</ nt u>
<status>not feeling so good</status>
</interface>
<interface>
<nane>et h3</ nane>
<st at us>waki ng up</ st at us>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

A 3.4, <with-defaults> = "explicit’

The behavi or of the <with-defaults> paraneter handling for the value
"explicit’ is denmpnstrated in this exanple.

<rpc nessage-i d="104"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get >
<filter type="subtree">
<interfaces xm ns="http://exanple.conlns/interfaces"/>
</filter>
<with-defaults
xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-wth-defaults">

explicit
</wi t h-def aul t s>
</ get >
</rpc>
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<rpc-reply nessage-id="104"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<dat a>
<interfaces xm ns="http://exanple.conlns/interfaces">
<interface>
<nane>et h0</ nane>
<mt u>8192</ nt u>
<st at us>up</ st at us>
</interface>
<i nterface>
<nane>et hl</ nane>
<st at us>up</ st at us>
</interface>
<interface>
<nane>et h2</ nanme>
<nt u>9000</ nt u>
<status>not feeling so good</status>
</interface>
<interface>
<nane>et h3</ nane>
<nt u>1500</ nt u>
<st at us>waki ng up</ st atus>
</interface>
</interfaces>
</ dat a>
</rpc-reply>
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